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The  primar  y  objective of  this  book  series  is  to  explor  e  contemporar  y
 issues  r  elated  to  law  enfor  cement  agencies,  security  ser  vices  and  industries
 dealing  with  security  r  elated  challenges  (e.g.,  gover  nment  organizations,
 financial  sector  insurance  companies  and  inter  net  ser  vice  pr  oviders)  fr  om
 an  engineering  and  computer  science  perspective.  Each  book  in  the  series
 pr  ovides  a  handbook  style  practical  guide  to  one  of  the  following  security
 challenges: 

Cyber  Crime  -  Focuses  on  new  and  evolving  for  ms  of  crimes.  Books
 describe  the  cur  r  ent  status  of  cyber  crime  and  cyber  ter  r  orism  develop
 ments,  security  r  equir  ements  and  practices.
 

Big  Data  Analytics,  Situational  Awareness  and  OSINT  -  Pr  ovides
 unique  insight  for  computer  scientists  as  well  as  practitioners  in  secu
 rity  and  policing  domains  on  big  data  possibilities  and  challenges  for  the
 security  domain,  cur  r  ent  and  best  practices  as  well  as  r  ecommendations.
 

Serious  Games  –  Pr  ovides  an  intr  oduction  into  the  use  of  serious  games
 for  training  in  the  security  domain,  including  advise  for  designers/
 pr  ogrammers,  trainers and  strategic  decision  makers.
 

Social  Media  in  Crisis  Management  –  explor  es  how  social  media  enables
 citizens  to  empower  themselves  during  a  crisis,  fr  om  ter  r  orism,  public
 disor  der,  and  natural  disasters
 

Law  enforcement,  Counter  ter  rorism,  and  Anti-Traf  ficking  –  Pr  esents
 tools  fr  om  those  designing  the  computing  and  engineering  techniques,
 ar  chitectur  e  or  policies  r  elated  to  applications  confr  onting  radicalisation,
 ter  r  orism,  and  traf  ficking.
 

The  books  per  tain  to  engineers  working  in  law  enfor  cement  and
 r  esear  chers  who  ar  e  r  esear  ching  on  capabilities  of  LEAs,  though  the
 series  is  tr  uly  multidisciplinar  y  –  each  book  will  have  har  d  cor  e  computer
 science,  application  of  ICT  in  security  and  security/policing  domain
 chapters.  The  books  strike  a  balance  between  theor  y  and  practice.
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Foreword  

Since  its  inception  mor  e  than  fifteen  years  ago,  CENTRIC  has  been
 driven  by  a  single,  ambitious  mission:  ‘to  bring  r  esear  ch  into  operational
 r  eality’  for  the  benefit  of  policing  and  security.  Thr  oughout  this  jour  ney,
 our  work  has  consistently  sought  to  bridge  the  gap  between  academic
 excellence  and  operational  need,  ensuring  that  r  esear  ch  delivers  tangible
 impact  for  practitioners,  policymakers  and  society.
 

This  book  r  epr  esents  the  culmination  of  several  years  of  r  esear  ch  and
 innovation  on  Ar  tificial  Intelligence,  building  upon  a  por  tfolio  of  r  esear  ch
 and  development  pr  ojects  initiated  in  2021.  While  AI  continues  to  trans
 for  m  the  policing  landscape  thr  ough  enhanced  analytical  capabilities,
 automation,  and  decision  suppor  t,  its  successful  adoption  depends  not
 only  on  technological  advancement  but  also  on  r  obust  accountability,
 ef  fective  gover  nance  and  public  tr  ust.  These  themes  for  m  the  foundation
 of  this  volume.
 

The  chapters  pr  ovide  an  in-depth  examination  of  accountability  in  the
 context  of  AI  and  policing  and  explor  e  the  oppor  tunities  and  challenges
 pr  esented  by  the  incr  easing  deployment  of  AI  technologies  acr  oss  law
 enfor  cement.  Rather  than  viewing  accountability  solely  as  a  legal  or  ethical
 r  equir  ement  or  a  conceptual  instr  ument,  this  book  argues  that  it  should
 be  r  ecognised  as  a  strategic  capability  that  enables  r  esponsible  innovation,
 str  engthens  organisational  confidence,  and  r  einfor  ces  public  legitimacy.
 

A  distinguishing  featur  e  of  this  volume  is  its  str  ong  emphasis  on
 translating  theor  y  into  practice.  Drawing  upon  the  outcomes  of  several
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national  and  inter  national  r  esear  ch  pr  ogrammes—including  the Ar  tificial
 Intelligence  Policing  Accountability  System  (AIPAS)—the  contributors
 demonstrate  how  AI  accountability  can  be  operationalised  thr  ough  prac
 tical  gover  nance  pr  ocesses,  str  uctur  ed  assessment  methodologies,  and
 evidence-based  implementation  frameworks.  The  book  illustrates  these
 concepts  thr  ough  r  eal-world  examples  spanning  counter  ter  r  orism,  organ
 ised  crime,  digital  investigations,  for  ensic  science  and  wider  policing
 applications.
 

Collectively,  the  chapters  demonstrate  that  while  conceptual  models  ar  e
 essential  for  advancing  academic  understanding,  r  esponsible  AI  deploy
 ments  in  policing  cannot  r  ely  on  theor  y  or  thinking  tools  alone.  AI
 accountability  and  AI  gover  nance  must  be  embedded  within  opera
 tional  pr  ocesses,  decision-making  frameworks,  organisational  workflows
 and  assurance  mechanisms  that  r  eflect  the  r  ealities  of  policing.  This  prac
 tical  philosophy  underpins  the  AIPAS  guidelines  and  the  br  oader  body  of
 work  pr  esented  thr  oughout  this  book.
 

The  publication  of  this  book  is  par  ticularly  timely  as  policing  enters  a
 new  era  of  AI-enabled  transfor  mation.  The  UK  Gover  nment’s  PoliceAI
 initiative  r  epr  esents  a  significant  step  towar  ds  the  r  esponsible,  transpar  ent
 and  coor  dinated  adoption  of  Ar  tificial  Intelligence  acr  oss  UK  policing.
 Many  of  the  principles  explor  ed  in  this  volume—including  gover  nance  by
 design,  accountability  by  design,  transpar  ency,  pr  opor  tionality,  explain
 ability,  human  oversight  and  continuous  assurance—closely  align  with
 the  ambitions  of  the  PoliceAI  pr  ogramme.  In  this  r  espect,  the  r  esear  ch
 pr  esented  her  e  not  only  suppor  ts  the  objectives  of  PoliceAI  but  pr  ovides
 practical  methodologies,  gover  nance  models  and  implementation  guid
 ance  that  can  assist  for  ces  and  national  policing  bodies  ever  ywher  e  in
 delivering  AI  safely,  ethically  and  ef  fectively.
 

Ultimately,  this  book  is  intended  to  ser  ve  both  the  academic  commu
 nity  and  operational  practitioners.  It of  fers  r  esear  chers  a rigor  ous  exami
 nation  of  emerging  concepts  in  AI  accountability  while  pr  oviding  police
 leaders,  policymakers,  technology  pr  oviders  and  gover  nance  pr  ofessionals
 with  practical  tools  and  frameworks  that  can  be  applied  within  r  eal
 operational  envir  onments.  We  hope  it  will  stimulate  fur  ther  discussion,
 encourage  collaboration  acr  oss  disciplines  and  contribute  to  building  an
 AI  ecosystem  in  policing  that  is  innovative,  accountable,  tr  usted  and
 wor  thy  of  the  public  it  ser  ves.
 

As  AI  capabilities  continue  to  evolve  towar  ds  incr  easingly  autonomous
 and  agentic  systems,  the  impor  tance  of  r  obust  accountability  will  only
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gr  ow.  Our  aspiration  is  that  this  book  contributes  to  shaping  the  next
 generation  of  accountable  AI  in  policing—wher  e  technological  innovation
 is  matched  by  gover  nance,  transpar  ency  and  accountability,  ensuring  that
 public  tr  ust  r  emains  at  the  hear  t  of  policing  in  the  digital  age.

 Pr  of.  Babak  Akhgar,  OBE,  FBCS,  FRSA
 Dir  ector  of  CENTRIC
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PART  I 

Foundations  



C  H  A  P  T  E  R  1 

Recognising  the  Benefits  and  Challenges
 of  AI  in  Policing 

Christopher  Rowley  and  Babak  Akhgar 

1.1  Introduction  

Ar  tificial  Intelligence  (AI)  is  rapidly  transfor  ming  the  landscape  of
 policing  and  inter  nal  security,  emerging  as  a  pivotal  asset  for  enhancing
 the  ef  fectiveness  and  ef  ficiency  of  policing  and  justice  systems.  Acr  oss  a
 spectr  um  of  r  oles  and  functions—fr  om  patr  ol  of  ficers  and  pr  osecutors  to
 judges  and  bor  der  agents—AI  allows  the  cr  eation  of  innovative  tools  to
 car  r  y  out  their  purpose  of  upholding  justice  and  ensuring  public  safety.
 

A  significant  number  of  police  for  ces  and  agencies  have  begun  to  use
 AI  in  ar  eas  such  as: 

• Facial  Recognition:  Live  r  etr  ospective  AI-power  ed  facial  r  ecogni
 tion  technology  is  used  at  large-scale  events  such  as  concer  ts  and
 spor  ting  events to  identify  wanted  of  fenders.  For  ces  also  have  access
 to  operator-initiated  facial  r  ecognition,  which  is  used  by  of  ficers  on
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handheld  devices  to  suppor  t  them  in  confir  ming  the  cor  r  ect  identity
 of  of  fenders. 

• Call  Handling:  AI  tools  in  call  centr  es  can  analyse  the  sentiment  in
 callers’  voices  to  help  operators  prioritise  r  esponses  based  on  urgency
 and  vulnerability.  This  capability  not  only  impr  oves  ef  ficiency  but
 also  enhances  overall  satisfaction  of  callers  by  ensuring  appr  opriate
 r  esponses  to individual  needs.

 

• Community  Confidence  and  Tr  ust:  AI  pr  ovides  r  eal-time  insights
 into  public  sentiment  on  social  media,  especially  during  critical  inci
 dents  or  major  events.  The  early  identification  of  emerging  issues
 or  r  umours  at  the  time  can  allow  the  police  to  deal  with  the  issue
 pr  omptly.  This  can  demonstrate  to  the  public  that  the  police  ar  e
 awar  e  and  r  esponding  in  a  timely  and  appr  opriate  manner.

 

• Enabling  Ser  vices:  Administrative  policing  functions  such  as
 finance,  human  r  esour  ces,  licencing,  and  pr  ocur  ement  can  use  AI
 to  str  eamline  workflows,  incr  ease  accuracy,  and  r  educe  costs.  While
 this  may  lead  to  workfor  ce  r  eductions,  it  also  pr  esents  oppor  tuni
 ties  to  upskill  employees,  of  fering  enhanced  r  oles  and  r  emuneration.
 AI  may  also  pr  ovide  savings  for  police  organisations,  as  and  if  it
 significantly  r  educes  the  number  of  IT  systems  r  equir  ed.

 

The  drive  to  deploy  AI  in  security  and  policing  is  a  r  eaction  to  the
 gr  owing  usage  of  AI  by  criminal  actors.  Criminals  and criminal  organi
 sations  ar  e  becoming  incr  easingly  sophisticated,  using  secur  e  communi
 cation channels  to  hide  their  online  activity,  obfuscating  the  movement
 of  illicit  funds,  and  leveraging  AI  to  enhance  their  operations  [ 26].  AI
 enables  them  to  exploit  new  victims,  and  maximise  their  chances  for  pr  ofit
 in  a  shor  ter  time. It  is  also  being  used  to  develop  innovative  criminal
 business  models  and  r  educe  the  risk  of  detection. 

To  counter  these  advancements,  inter  nal  security  and  justice  practi
 tioners  must  adopt  equally  innovative  tools,  including  AI,  to  safeguar  d
 society  ef  fectively  [  26].  Engaging  in  the  use  of  AI  may  r  equir  e  new  risk
 management  strategies,  as  the  potentials  but  also  the  risks  of  AI  supersede
 pr  evious  policing  capabilities.  However,  it  must  be  r  ecognised  that  failing
 to  put  adequate  risk  strategies  in  place  also  r  epr  esents  significant  risks  to
 public  safety.
 

The  gr  oundbr  eaking  potential  of  AI  raises  the  critical  challenge  of
 employing  AI’s  capabilities  r  esponsibly,  capitalising  on  its  benefits,  while
 safeguar  ding  accountability and  pr  otecting  civil  liber  ties.  Members  of  the
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public  and  security  practitioners  alike  expr  ess  concer  ns  r  egar  ding  AI  such
 as  facial  r  ecognition  and  the  potential  for  inbuilt  bias.  This  may  lead  to
 the  r  einfor  cement  of  social  inequality,  the  risk  of  faulty  or  unintended
 decisions  and  subsequent  serious  consequences,  as  well  as  the  cr  eation
 of  rigid  and  opaque  systems  which  overlook  cir  cumstances  and  in  which
 decision-makers  ar  e  unable  to  exer  cise  discr  etion  [ 30].  To  maintain  public
 tr  ust,  the  use  of  AI  must  be  r  egulated  and  guided  by  clear  oversight  to
 ensur  e  algorithms  ar  e  transpar  ent,  accountable  and  r  esponsive  to  public
 and  authority  scr  utiny.  In  fact,  accountability  is  not  just  critical  for  tr  ust
 but  often  a  legal  r  equir  ement  for  security  and  justice  organisations  [ 18].
 

This  chapter  will  explain  this  dichotomy.  It  will  explor  e  the  innova
 tive  pr  ospects  that  AI  of  fers  in  policing,  while  addr  essing  the  impor  tance
 of  clear  guidelines  and  oversight  mechanisms  to  ensur  e  accountability,
 pr  eventing  misuse  and  pr  otecting  civil  liber  ties.
 

1.2  AI  Benefits  to  Policing  and  Law  Enforcement  

Ther  e  ar  e  numer  ous  potential  benefits  to  be  gained  fr  om  AI  in  policing,
 including  innovative  investigative  methods  and  its  use  in  data  analysis
 wher  e  AI  models  could  be  used  to  ‘triage,  prioritise,  pr  edict  and  manage
 data  overload’  ([  17],  p.  1).  These  benefits  can  extend  acr  oss  a  variety  of
 contexts,  fr  om  r  outine  policing  activity thr  ough  to  critical  crime  ar  eas.
 

Ever  y  day,  police  for  ces  acr  oss  the  world  engage  in  millions  of  interac
 tions  with  the  communities  they  ser  ve,  whether  in  person,  over  the  phone,
 via  email  and  text  or  thr  ough  the  r  ecor  ding  of  incidents  using  body-wor  n
 cameras.  These  interactions  with  the  public  generate  vast  amounts  of  data
 which,  if  r  ecor  ded  and  managed  pr  operly,  can  be  invaluable  in  pr  eventing
 and  detecting  crime.  Most  police  for  ces  cur  r  ently  r  ely  on  intelligence
 analysts  to  sift  thr  ough  extensive  datasets  to  cr  eate  pr  oblem  pr  ofiles,
 which  assist  in  allocating  r  esour  ces  ef  fectively  to  pr  event  fur  ther  of  fences
 taking  place.  AI  has  the  potential  to  enhance  this  pr  ocess  significantly.
 W  ith  well-defined  parameters,  AI  can  analyse  large  data-sets  to  identify
 crime  patter  ns,  suggest  potential  suspects  based  on  modus  operandi  and
 develop  pr  edictive  patr  ol  plans  to  place  of  ficers  in  the  right  locations  at
 the  right  times.
 

In  handling  r  esour  ce-heavy  pr  ocesses  with  speed  and  considerable
 pr  ecision,  AI  could  not  only  r  educe  human  workloads  but  also  enhance
 operational  accuracy  and  r  esponsiveness.  As a  Scientific  Adviser  to  the  UK
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National  Police  Chiefs’  Council  (local  policing  body)  notes,  AI  integra
 tion  allows  of  ficers  to  r  educe  time  spent  on  bur  eaucratic  functions  and
 r  etur  n  to  mor  e  traditional  police  activity  [ 13].  These  activities  r  equir  e
 human  judgement  and  empathy,  qualities  essential  to  ef  fective  policing
 (College  of  Policing,  2024).  Mor  eover,  the  use  of  AI  in  the  judiciar  y
 could  str  eamline  evidence  analysis,  identify  r  elevant  case  law  and  impr  ove
 overall  ef  ficiency.  In  bor  der  security,  AI  tools  alr  eady  enable  faster  and
 mor  e  secur  e  pr  ocessing  of  passengers  and  transfer  of  essential  data  about
 their  jour  ney  [  19].
 

AI  has  also  been  highlighted  as  having  futur  e  r  oles  in  suppor  ting
 decision-making  r  elating  to  childr  en  at  risk  of  har  m  or  with  potential
 perpetrators  of  ter  r  orism  [  17].  Beyond  decision-making  suppor  t,  ther  e
 ar  e  oppor  tunities  for  AI  technologies  to  be  integrated  into  investigative
 functions  and  managing  public  communications.  AI  is  pr  ogr  essively  used
 in  fingerprint  analysis,  incr  easing  the  speed  of  pr  ocessing  and  identifica
 tion  (Chap.  12).  Systems  ar  e  incr  easingly  capable  of  achieving  accurate
 identifications  fr  om  less-ideal  samples,  such  as  par  tial  or  smudged  prints
 [  22].  As  this  technology  has  pr  ogr  essed,  ther  e  ar  e  indications  that  AI  tools
 in  futur  e  may  be  able  to  accurately  identify  biological  sex  thr  ough  analysis
 of  fingerprints  [  24].
 

Ar  tificial  Intelligence  also  pr  omises  critical  developments  in  child
 pr  otection.  Resear  ch  has  long  commented  on  police  personnel  involved
 in  the  identification  and  categorisation  of  Child  Sexual  Abuse  Material
 (CSAM)  being  at  incr  eased  risk  of  secondar  y  trauma  [ 4].  Developments
 in  AI  have  r  esulted  in  multiple  AI-driven  tools  to  assist  in  the  identifica
 tion  and  categorisation  of  CSAM,  with  filtering  technology  speeding  this
 pr  ocess,  automatically  estimating  age  and  minimising  exposur  e  thr  ough
 safe-viewing  technologies  [  4].  These  same  technologies  may  also  assist  in
 the  identification  of  child  victims,  thr  ough  automatically  gr  ouping  images
 of  the  same  victim  [  21].
 

While  such  AI  tools  have  immense  potential  in  the  fight  against  child
 abuse,  AI  has  also  been  misused  by  of  fenders.  Alr  eady  in  2023,  the
 Inter  net  Watch  Foundation  (IWF)  highlighted  concer  ning  activity  on  the
 dark  web,  with  open-sour  ce  AI  image  generation  tools  being  trained  to
 cr  eate  CSAM  [  11].  Its  2026  r  epor  t  identified  a  fur  ther  rise  in  risks  fr  om
 AI,  with  ‘8,029  AI-generated  images  and  videos  […]  assessed  by  IWF  as
 showing  r  ealistic  child  sexual  abuse’  in  2025  [ 12].  This  generation  of  AI
 generated  photor  ealistic  CSAM  has  posed  challenges  to  police  for  ces  [ 21].
 V  ictim  ID  of  ficers,  seeking  to  focus  their  time  on  identifying  r  eal  victims,
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now  r  equir  e  methods  to  detect  AI-generated  material  [ 11].  This  may  be
 complicated  by  a  tr  end  of  of  fenders  using  AI  to  synthetically  generate  new
 CSAM  of  a  par  ticular  r  eal  victim  fr  om  existing  catalogues,  add  the  face
 of  a  r  eal  child,  potentially  one  they  know,  onto  existing  CSAM,  or  ‘nud
 ify’  non-indecent  images  of  childr  en  [ 27].  This  raises  the pr  ospect  that
 ongoing  development  of  criminal  use  of  AI  will  r  equir  e  an  innovative  AI
 counter  fr  om  policing  and  security  agencies.
 

As  these  few  examples  show,  as  AI  continues  to  develop,  its  potential
 to  r  evolutionise  policing  and  law  enfor  cement  gr  ows  exponentially.  Fr  om
 saving  lives  and  pr  eventing  crime  to  optimising  r  esour  ces  during  times
 of  financial  uncer  tainty,  the  oppor  tunities  AI  pr  esents  ar  e  significant  and
 will—if  used  ethically  and  appr  opriately—be  transfor  mative.  Cur  r  ently,
 the  use  of  AI  in  policing  is  limited  but  expanding,  and  countries  like  the
 UK  have  put  it  at  the  hear  t  of  its  policing  r  efor  ms  [ 20].  The  UK  Gover  n
 ment  per  ceives  AI  to  r  epr  esent  a  ‘technological  r  evolution’  [ 29].  This
 allusion  to  the  Industrial  Revolution  and  its  dramatic  impact  on  society
 appears  deliberate,  with  AI  touted  to  ‘transfor  m  nearly  ever  y  aspect  of  our
 economy  and  society’  ([  29],  para.  1).
 

In  policing,  this  incr  easing  development  and  deployment  of  AI  r  epr  e
 sents  a  point  of  tension.  The  rapid  ongoing  advancement  of  technology
 r  equir  es  a  car  eful  r  egulator  y  appr  oach,  needing  consideration  and,  criti
 cally,  time.  Societal  needs  and  concer  ns  must  be  delicately  balanced  with
 the  r  equir  ements  of  national  security.  Policing  organisations  thus  face
 r  egular  challenges  that  need  to  be  addr  essed  competently  and  pr  oactively.
 

1.3  Common  Challenges  to AI

 in  Policing  and  Law  Enforcement  

The  integration  of  AI  into  policing  must  be  understood  within  a  br  oader
 socio-technical  context, wher  e  technological  systems  interact  with  existing
 policing  str  uctur  es,  legal  frameworks  and  social  inequalities.  AI  is  not
 a  neutral  tool;  rather,  it  r  eflects  the  data  upon  which  it  is  trained
 and  the  priorities  of  those  who  design  and  deploy  it  [ 16].  Conse
 quently,  policing  systems  that  r  ely  on  historical  crime  data  may  inad
 ver  tently  r  epr  oduce  or  amplify  existing  biases,  par  ticularly  those  r  elated
 to  race,  ethnicity,  r  eligion,  political  af  filiation  or  geography.  Pr  edictive
 policing  tools,  for  instance,  have  been  criticised  for  dispr  opor  tionately
 targeting  some  communities,  ther  eby  r  einfor  cing  cycles  of  sur  veillance
 and  marginalisation  [  15].  The  inappr  opriate  application  of  pr  edictive
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algorithms  under  mined  public  tr  ust  and  confidence  in  police  use  of  AI
 inter  nationally  [  1].
 

This  raises  fundamental  questions  about  fair  ness  and  legitimacy  in
 policing.  Public  tr  ust  in  law  enfor  cement  is  closely  tied  to  per  ceptions
 of  pr  ocedural  justice,  which  emphasises  fair  ness,  transpar  ency,  and  impar
 tiality  in  decision-making  [  28].  If  AI  systems  ar  e  per  ceived  as  biased
 or  unaccountable,  they  risk  under  mining  this  tr  ust,  even  if  they  of  fer
 operational  ef  ficiencies.  Ther  efor  e,  ensuring  that  AI  systems  align  with
 principles  of  pr  ocedural  justice  is  essential  for  their  long-ter  m  acceptance
 and  ef  fectiveness. 

Another  impor  tant  consideration  is  the  concept  of  ‘algorithmic  opac
 ity’,  often  r  efer  r  ed  to  as  the  ‘black  box’  pr  oblem.  Many  AI  systems,
 par  ticularly  those  based  on  machine  lear  ning,  operate  in  ways  that  ar  e  not
 easily  interpr  etable,  even  by  their  developers  [ 3].  This  lack of  transpar  ency
 poses  significant  challenges  for  accountability,  especially  in  contexts  wher  e
 decisions  have  serious  consequences,  such  as  depriving  someone  of  their
 liber  ty  or  dir  ect  sur  veillance.  W  ithout  clear  explanations  of  how  decisions
 ar  e  made,  it  becomes  dif  ficult  to  challenge  er  r  ors,  assign  r  esponsibility  and
 r  edr  ess  or  ensur  e  compliance  with  legal  standar  ds.
 

In  addition,  the  ef  fectiveness  of  AI  is  only  as  good  as  the  quality
 of  the  data  it  pr  ocesses.  Poorly  maintained  or  biased  data  can  lead  to
 flawed  outcomes,  perpetuating  systemic  issues  or  misidentifying  individ
 uals.  Ther  efor  e,  impr  oving  the  accuracy  and  integrity  of  police  data  is  a
 critical  pr  ecursor  to  the  widespr  ead  adoption  of  AI.  Mor  eover,  prior  to  the
 adoption  of  any  AI  system,  the  data  used  should  be  consider  ed  and  fully
 cleansed,  to  ensur  e  it  is  cor  r  ect  and  fr  ee  of  er  r  ors  and does  not  contain
 bias,  which  may  cause  the  system  to  make  r  ecommendations  that adversely
 af  fect  or  discriminate  against  par  ticular  gr  oups  of  people  or  cause  it  to
 identify  the  wr  ong  person  for  an  of  fence.
 

Some  police  for  ces  ar  e  alr  eady  using  r  obotic  pr  ocesses  to clean  their
 datasets,  an  impor  tant  and  necessar  y  step  which  will  ensur  e  that  AI
 outcomes  (decisions  and  r  ecommendations)  ar  e  fair  and  r  eliable.  In  addi
 tion,  each  police  organisation  should  ensur  e  that  all  r  ecommendations
 have  human  oversight,  and  subsequent  actions  should  always  be  autho
 rised  by  a  human,  who  understands  how  the  r  ecommendations  have
 been  made,  i.e.  the  sour  ce  of  the  infor  mation  and  the  implications  of
 the  possible  actions  that  they  will  sanction.  This  will  r  equir  e  additional
 training  for  decision-makers  to  ensur  e  they  understand  how  the  AI  system
 works. 
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Ther  e  ar  e  also  br  oader  ethical  concer  ns  r  egar  ding  sur  veillance  and  the
 potential  for  ‘mission  cr  eep’,  wher  e  technologies  intr  oduced  for  specific
 purposes  gradually  expand  into  wider  uses  without  adequate  public  debate
 or  consent  [  25].  For  example,  systems  initially  deployed  to  identify  serious
 of  fenders  could  later  be  used  for  lower-level  of  fences  or  general  popula
 tion  monitoring,  raising  questions  about  pr  opor  tionality  and  necessity.
 This  is  a  specific  challenge,  as  many  AI  tools  ar  e  in  a  ‘per  manent  Beta
 state’,  and  other  legitimate  uses  will  become  appar  ent  after  their  initial
 pr  ocur  ement.  Ensuring  that  clear  boundaries  ar  e  established  and  main
 tained  is  ther  efor  e  essential  to  pr  event  over  r  each  and  pr  otect  democratic
 fr  eedoms. 

Legal  challenges  have  alr  eady  begun  to  shape  the  trajector  y  of  AI  use
 in  policing.  A  landmark  case  involving  South  Wales  Police’s  use  of  live
 facial  r  ecognition  found  that  aspects  of  its  deployment  wer  e  unlawful  due
 to  insuf  ficient  safeguar  ds  and  a  lack  of  clarity  r  egar  ding  data  use  and  bias
 mitigation  par  ticularly  with  r  espect  to  the  public  sector  equality  duty  [ 8].
 The  case  of  Bridges  v  South  Wales  Police  [ 2]  highlights  the  impor  tance
 of  embedding  legal  compliance  and  human  rights  considerations  into  the
 design  and  deployment  of  AI  systems  fr  om  the  outset.  It  also  demon
 strates  that  public  scr  utiny  and  judicial  oversight  will  play  a  cr  ucial  r  ole  in
 deter  mining  how  far  and  how  fast  such  technologies  can  be  implemented.
 

Despite  AI  advancements,  the  deployment  of  AI  in  policing  thus
 often  r  emains  uneven  and  experimental,  with  significant  variation  between
 for  ces  in  ter  ms  of  capability,  investment  and  gover  nance  str  uctur  es.
 Some  UK  police  for  ces,  such  as  the  Metr  opolitan  Police  Ser  vice  and
 South  Wales  Police,  have  piloted  or  operationalised  tools  like  live  facial
 r  ecognition,  while  others  r  emain  in  early  explorator  y  stages  [ 27].  This
 fragmented  adoption  raises  concer  ns  about  consistency  in  standar  ds,  over
 sight  and  public  accountability  acr  oss  jurisdictions.  W  ithout  a  coor  dinated
 national  framework,  ther  e  is  a  risk  that  dif  fering  practices  could  lead  to
 unequal  impacts  on  communities  and  inconsistencies  in  the  pr  otection  of
 civil  liber  ties. 

1.4  The  Need  for  Oversight

 and  a  Policing  -Specific  A  ccountability  Framework  

In  r  esponse  to  the  challenges  outlined  above,  ther  e  is  incr  easing  r  ecogni
 tion  of  the  need  for  AI  accountability  frameworks  and  gover  nance  models
 that  can  guide  the  r  esponsible  and  accountable  use  of  AI  in  policing.
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Principles  such  as  fair  ness,  accountability,  transpar  ency  and  explainability
 (often  r  efer  r  ed  to  as  ‘FATE’)  ar  e  fr  equently  cited  as  foundational  to  tr  ust
 wor  thy  AI  [  14].  Embedding  these  principles  into  pr  ocur  ement  pr  ocesses,
 operational  policies  and  training  pr  ogrammes  can help  ensur  e  that  AI
 systems  ar  e  not  only  ef  fective  but  also  aligned  with  societal  values  and
 legal  obligations.
 

In  consequence,  public  engagement  is  essential  for  ensuring  that  AI
 in  policing  aligns  with  societal  values  and  expectations.  This  involves
 not  only  infor  ming  the  public  about  how  AI  is  used  but  also  actively
 involving  communities  in  discussions  about  its  development  and  deploy
 ment  (Chap.  10).  Par  ticipator  y  appr  oaches,  such  as  public  consultations
 or  citizen  juries,  can  help  to  identify  concer  ns,  build  tr  ust  and  ensur  e  that
 diverse  perspectives  ar  e  consider  ed  [ 23].  Transpar  ency  in  communica
 tion  is  par  ticularly  impor  tant  in  addr  essing  misconceptions  and  fostering
 infor  med  debate  about  the  r  ole  of  AI  in  policing.
 

In  addition  to  transpar  ency,  r  obust  gover  nance  frameworks  ar  e  essen
 tial  for  ensuring  accountability  in  AI-enabled  policing.  This  includes  the
 establishment  of  clear  legal  standar  ds,  ethical  guidelines,  and  oversight
 mechanisms  that  define  acceptable  uses  of  AI  and  pr  ovide  avenues  for
 r  edr  ess  when  har  m  occurs.  In  the  United  Kingdom,  for  example,  bodies
 such  as  the  Infor  mation  Commissioner’s  Of  fice  (ICO)  and  the  Centr  e
 for  Data  Ethics  and  Innovation  (CDEI)  play  impor  tant  r  oles  in  shaping
 the  r  egulator  y  landscape  for  AI  ([  10];  see  also  Chap.  3).  Inter  nation
 ally,  frameworks  such  as  the  Eur  opean  Union’s  AI  Act  aim  to  categorise
 AI  systems  based  on  risk  and  impose  stricter  r  equir  ements  on  high
 risk  applications,  including  those  used  in  law  enfor  cement  ([ 7];  see  also
 Chap.  4).
 

Training  and  organisational  cultur  e  also  play  a  cr  ucial  r  ole  in  the
 r  esponsible  use of  AI.  Police  of  ficers  and  practitioners  must  be  equipped
 not  only  with  technical  skills  but  also  with  an  understanding  of  the  ethical
 and  legal  implications  of  AI  tools.  This  includes  r  ecognising  the limi
 tations  of  these  systems,  avoiding  over-r  eliance  on  automated  outputs
 and  maintaining  critical  judgement  in  decision-making  pr  ocesses.  As
 scholars  have  noted,  ther  e  is  a  risk  of  ‘automation  bias’,  wher  e  individuals
 place  undue  tr  ust  in  automated  systems,  potentially  leading  to  er  r  ors  or
 unjust  outcomes  [  9].  Mitigating  this  risk  r  equir  es  ongoing  training,  clear
 pr  otocols  and  a  cultur  e  that  encourages  questioning  and  accountability.
 

Ultimately,  while  AI  of  fers  significant  oppor  tunities  to  enhance
 policing  capabilities,  its  successful  integration  will  depend  on  the  ability
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of  institutions  to  addr  ess  legal,  ethical,  and  organisational  r  equir  ements.
 A  str  ong  gover  nance  str  uctur  e,  which  encourages  a  pr  oactive  transpar  ent
 appr  oach,  suppor  ted  by  r  obust  oversight  and  public  engagement,  will  be
 essential  in  ensuring  that AI  contributes  positively  to  policing  outcomes
 without  compr  omising  fundamental rights.
 

1.5  Conclusion  

Overall,  the  discussion  in  this  chapter  demonstrates  that  AI  has  many
 clearly  defined  benefits,  which  suppor  t  the  use  of  cur  r  ent  AI  systems  and
 the  inter  nal  development  or  pur  chase  of  new  AI  systems  for  policing.  The
 AI  systems  ar  e  fast  at  analysing  huge  amounts  of  data  in  seconds  and
 pr  oviding  r  ecommendations  in  the  same  amount  of  time,  allowing  of  ficers
 and  staf  f  to  act  in  a  mor  e  ef  fective  and  ef  ficient  manner;  for  instance,  an
 early  ar  r  est  using  facial  r  ecognition,  the  pr  evention  of  fur  ther  of  fending
 (i.e.  pr  edictive  policing),  or  automating  back-of  fice  functions  to  r  educe
 costs.  While  each  of  these  outcomes  ar  e  welcomed  and  gr  eatly  needed  by
 policing,  each  one  is  fully  r  eliant  on  the  quality  of  the  data  fr  om  which  the
 AI  system  makes  its  decision,  as  well  as  the  capability  and  understanding
 of  the  people  that  work  with  the  AI  system,  and  clear  legal  guidance  of
 what  is  per  missible.
 

Ther  e  is  ther  efor  e  a  compelling  argument  for  the  use  of  AI  within
 policing  and  the  wider  law  enfor  cement  ar  ena.  However,  ther  e  is  also  a
 gr  eat  deal  of  uncer  tainty  and  fear  about  the  r  each  of  AI  and  its  potential
 for  pr  oviding  incor  r  ect  outcomes.  While  it  is  accepted  that  ther  e  is  a  need
 for  systems  to  deal  with  significant  amounts  of  for  ensic  data  in  complex
 investigations  in  a  much  timelier  manner—and  that  ther  e  is  a  financial
 imperative  to  impr  ove  ef  ficiency  in  enabling  ser  vices  such  as  Finance  and
 HR—ther  e  is  also  the  human  element,  which  may  slow  down  or  even
 impede  the  adoption  of  AI,  because  individuals  may  fear  the  unknown  or
 on  a  mor  e  personal  level,  fear  they  will  lose  their  jobs  to  AI  systems  that
 can  be  mor  e  ef  fective  and  ef  ficient.  Ther  e  is  also  a  need  to  ensur  e  any  AI
 systems  that  ar  e  developed  in-house  or  pur  chased  fr  om  thir  d  par  ties  ar  e
 both  lawful  and  ethical  when  deployed,  as  each  time  a  new  system  is  used
 ther  e  is  a  significant  amount  of  public  scr  utiny.
 

These  ar  e  issues  that Chief  Of  ficers  will  need  to  over  come,  as  ther  e  is
 an  inevitability  that  policing  will  adopt  AI  thr  ough  the  combined  neces
 sities  to  r  educe  crime,  impr  ove  outcomes  for  victims  and  r  educe  costs.
 As  such  the  police  organisation  will  need  clear  gover  nance  str  uctur  es
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and  monitoring  in  place  to  ensur  e  the  newly  pur  chased  or  developed  AI
 system  is  fit  for  purpose  and  is  being  used  in  a  manner  that  complies  with
 national  as  well  as  pr  ofessional  standar  ds  and  the  organisation’s  values.
 This  level  of  oversight  will  assist  the  for  ce  in  defending  the  use  of  AI,
 should  ther  e  be  an  adverse  r  eaction  to  an  action  which  was  derived  fr  om
 AI.  It  will  also  allow  the  organisation  to  identify  wher  e  an  AI  system
 is  adding  value,  wher  e  it  can  be  impr  oved  and  equally  wher  e  it  should
 not  be  used.  Subsequent  chapters  in  this  book  pr  ovide  fur  ther  discussions
 on  AI  accountability  and  practical  r  ecommendations  in  how  elements  of
 accountability  can  be  accomplished,  of  fering  guidance  to  police  leaders,
 police  organisations  and  others  in  the  practical  implementation  of  AI
 accountability  in  policing. 
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C  H  A  P  T  E  R  2 

Police  Accountability  in  Practice:  The
 Example  of  UK  Policing 

Christopher  Rowley  

2.1  Introduction  

A  for  ce  that  can  demonstrate  that  it  is  both  transpar  ent  in  its  dealing
 with  the  public  and  openly  accountable  to  them  will  impr  ove  its  pr  ospect
 of  winning  their  tr  ust  and  cooperation.  Public  tr  ust  and  suppor  t  will  be
 needed,  as  for  ces  begin  to  fully  embrace  the  use  of  AI.  As  detailed  in
 other  chapters  in  this  book  (Chaps.  1,  12,  13,  14),  AI  pr  oducts  can—
 and  ver  y  pr  obably  will—r  evolutionise  policing  in  the  coming  years.  Yet
 if  they  ar  e  to  do  so,  ther  e  needs  to  be  a  r  obust  accountability  pr  ocess  in
 place  for  the  pur  chase  (or  development)  of  any  new  pr  oduct,  the  way  it  is
 deployed  and  how  it  is  used  by  operatives.  This  makes  both  the  inter  nal
 and  exter  nal  accountability  pr  ocess  par  ticularly  impor  tant  to  ensur  e  the
 necessar  y  safeguar  ds  ar  e  in  place  to  give  the  public,  the  media,  the  judi
 ciar  y  and  politicians  the confidence  they  need  to  suppor  t  policing  in  its
 adoption  of  AI  pr  oducts.
 

C.  Rowley  (
 B )  

CENTRIC,  Shef  field  Hallam  University,  Shef  field,  UK  

e-mail:  christopher.r  owley@shu.ac.uk 

©  The  Author(s)  2027
 B.  Akhgar  and  P.  S.  Bayerl  (eds.),  Accountability  for  Ar  tificial
 Intelligence  in  Policing  and  Security,  Security  Infor  matics  and  Law
 Enfor  cement,  https://doi.org/10.1007/978-3-032-41284-3_2 

17  

http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-032-41284-3_2&domain=pdf
mailto:christopher.rowley@shu.ac.uk
https://doi.org/10.1007/978-3-032-41284-3_2


18  C.  ROWLEY  

This  chapter  will  explain  how  statutor  y  bodies,  other  organisations
 and  the  public  hold  the  police  to  account  in  the  UK.  By  outlining
 existing  str  uctur  es,  pr  ocesses  and  mechanisms  that  establish  account
 ability,  it  pr  ovides  an  impor  tant  view  into  the  complex  landscape  of  police
 accountability,  into  which  AI  deployments  need  to  be  integrated.  Whilst
 the  chapter  considers  accountability  fr  om  a  UK  policing  perspective,  the
 principles  ar  e  transferable  to  other  policing  bodies  acr  oss  the  world.
 

2.2  A  ccountability  in  Policing  

The  integration  of  AI  into  policing  and  security  raises  pr  ofound  ques
 tions  about  r  esponsibility,  oversight  and  public  tr  ust.  To  addr  ess  these
 concer  ns,  it  is  essential  to  establish  frameworks  that  ensur  e  accountability
 at  ever  y  stage  of  AI  deployment.  Accountability  in  policing  is  a  golden
 thr  ead  that  r  uns  fr  om  its  inception  by  Sir  Rober  t  Peel  to  the  cur  r  ent
 day.  Whilst  Peel  did  not  explicitly  use  the  ter  m  ‘accountability’,  his  prin
 ciples,  which  ar  ticulate  the  r  ole  of  the  police  and  how  they  build  and
 r  etain  public  tr  ust  and  confidence,  ar  e  clearly  pr  ocesses  by  which  the
 police  should  hold  themselves  accountable—and  conversely  ar  e  the  stan
 dar  ds  by  which  society  will  hold  the  police  to  account  [ 2].  The  Peelian
 principles  wer  e  developed  in  1829  in  a  ver  y  dif  fer  ent  era;  however,  they
 ar  e  still  fir  mly  embedded  in  the  UK  police  cultur  e.  They  ar  e  used  and
 quoted  on  a  r  egular  basis  by  academics,  politicians,  the  media  and  by
 policing  organisations  thr  oughout  the  United  Kingdom  and  beyond,
 when  discussing  policing,  its  r  ole,  and  how  that  r  ole  should  be  deliver  ed.
 It  could  be  argued  that  the  principles  wer  e  the  foundations  on  which
 police  accountability  has  been  derived.
 

The  cor  e  function  of  the  police  is  pr  otecting  life  and  pr  oper  ty,
 pr  eser  ving  or  der  and  the  King’s  peace  in  the  UK,  pr  eventing  the  commis
 sion  of  of  fences  and  bringing  of  fenders  to  justice.  Most  police  funding
 for  England  and  Wales  comes  fr  om  either  central  gover  nment  grants  or  a
 local  tax  pr  ecept  levied  by  the  elected  local  policing  body  (see  Sect.  2.3 
below)  and  is  paid  by  occupants  in  pr  oper  ties  within  defined  policing
 ar  eas.  It  is  ther  efor  e  arguable  that  the  communities,  which  ar  e  ser  ved  by
 the  police,  should  have  a  mechanism  to  hold  their  local  police  for  ce  to
 account,  par  ticularly  as  they  have  no  other  option  but  to  choose  the  one
 police  for  ce  that  covers  their  ar  ea.
 

The  pr  ocesses  by  which  UK  policing  is  held  to  account  ar  e  numer  ous,
 including  for  mal  and  dir  ect  for  ms  of  accountability.  They  af  fect  local
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Home  Of  fice  for  ces  (Police  and  Crime  Commissioner)  and  the  Mayor
 in  other  ar  eas  (e.g.  London,  the  West  Midlands,  West  Yorkshir  e,  Gr  eater
 Manchester  and  South  Yorkshir  e).  In  addition  to  the  Home  Of  fice
 for  ces,  ther  e  ar  e  also  other  police  for  ces,  which  pr  ovide  most  if  not
 all  of  the  ser  vices  pr  ovided  by  a  Home  Of  fice  for  ce,  but  they  have
 additional  r  equir  ements  and  dif  fer  ent  gover  nance  str  uctur  es.  They  ar  e
 the  City  Corporation  for  the  City  of  London  police  (national  fraud
 lead),  the  British  Transpor  t  police  authority  for  the  British  Transpor  t
 police  (r  esponsible  for  policing  the UK  railway  infrastr  uctur  e),  the Civil
 Nuclear  Constabular  y  authority  for  the  Civil  Nuclear  police  (pr  otec
 tion  of  the  nuclear  infrastr  uctur  e  acr  oss  the  UK)  and  the  Ministr  y  of
 Defence  Police  (r  esponsible  for pr  otecting  the  UK  national  defence  and
 r  elated  infrastr  uctur  e),  which  is  gover  ned  by  the  Ministr  y  of  Defence
 police  committee  on  behalf  of  the  Secr  etar  y  of  State.  In  Scotland,  Police
 Scotland  is  gover  ned  by  the  Scottish  Police  Authority;  members  ar  e
 appointed  by  Scottish  Ministers,  who  ar  e  elected  by  the  Scottish  Parlia
 ment.  In  Nor  ther  n  Ir  eland,  the  Nor  ther  n  Ir  eland  Policing  Boar  d  gover  ns
 the  Police  Ser  vice  of  Nor  ther  n  Ir  eland,  members  include  r  epr  esentatives
 fr  om  the  Nor  ther  n  Ir  eland  Assembly,  which  is  also  elected.  Ther  e  ar  e  also
 police  for  ces  such  as  Teeside  Harbour  police  and  Mersey  Tunnel  police
 which  have  a  ver  y  specific  r  emit  r  elating  to  a  specific  ar  ea.  The  following
 sections  describe  the  cur  r  ent  str  uctur  es  and  mechanisms  for  both  for  mal
 and  infor  mal  for  ms  of  accountability  in  the  UK.
 

2.2.1  Mechanism  of  For  mal  Accountability  

For  mal  accountability  r  efers  to  r  equir  ements  and  pr  ocesses  as  set  out  in
 UK  laws,  r  egulations  and  policies  on  UK  policing.  By  way  of  example,  the
 primar  y  r  ole  of  the  elected  local  policing  bodies  and  Mayors  in  r  espect  of
 Home  Of  fice  for  ces  in  England  and  Wales  is  to  hold  the  chief  of  ficer  to
 account.  Some  of  the  powers  confer  r  ed  to  the  bodies  under  the  Police
 Refor  m  &  Social  Responsibility  Act  2011,  include  hiring  and  firing  the
 chief  of  ficer,  ensuring  the for  ce  is  r  un  in  an  ef  fective  and  ef  ficient  manner
 that  it  delivers  value  for  money  and  develops  a  police  and  crime  plan.
 Whilst  locally  elected  of  ficials  ar  e  the  biggest  actors  in  holding  the  chief
 of  ficer  to  account,  the  Home  Secr  etar  y  is  ultimately  r  esponsible  for  deliv
 ering  policing  acr  oss  England  and  Wales.  The  r  elationship  between the
 Home  Secr  etar  y,  the  elected  local  policing  body,  Mayor  and  the  chief
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of  ficer  is  gover  ned  by  the  Policing  Protocol  ,  which  is  a  statutor  y  instr  u
 ment  that  was  laid  befor  e  parliament  (June  2023).  The  pr  otocol  is  a
 helpful  guide,  which  details  how  each  of  fice  will  work  together  and  how
 they  will  deliver  ef  fective  policing  acr  oss  England  and  Wales.
 

All  local  policing  bodies  and  Mayors  must  develop  and  publish  a  police
 and  crime  plan  or  strategic  plan,  which  will  set  out  the  objectives  for
 the  tenur  e  of  the  elected  individuals.  However,  the  plan  can  be  amended
 to  r  espond  to  emerging  crime  or  social  issues.  It  is  common  practice
 prior  to  completing  the  plan  that  consultation  will  take  place  with  key
 individuals,  e.g.  the  chief  of  ficer  and  most  impor  tantly  the  communities
 they  ser  ve.  This  gives  communities  an  oppor  tunity  to  assist  in  developing
 the  police  and  crime  plan.  The  police  and  crime  plan  details  the  specific
 ar  eas  that  the  elected  of  ficial  r  equir  es  the  chief  of  ficer  to  deliver  against.
 Examples  of  what  is  included  in  police  and  crime  plans  ar  e  issues  such  as
 anti-social  behaviour,  violence  against  women  and  girls,  burglar  y  and  r  oad
 traf  fic-r  elated  issues.  Consulting  communities  and  gaining  their  suppor  t
 in  developing  the  contents  of  the  police  and  crime  plan  is  an  extr  emely
 impor  tant  par  t  in  its  constr  uction.  By  gaining  that  suppor  t,  the elected
 of  ficial  has  an  additional  mandate  to  hold  the  chief  of  ficer  to  account  as
 the  voice  of  the  people.
 

2.2.2  Mechanisms  for  Dir  ect  Accountability  

Dir  ect  accountability  r  efers  to  pr  ocesses  involving  the  public.  Commu
 nity  volunteers  can  take  the  oppor  tunity  to  work  with  local  community
 policing  teams  to  ensur  e  they  deliver  against  local  needs,  such  as  speeding
 or  anti-social  behaviour.  This  level  of  engagement  is  a  daily  occur  r  ence  in
 most  police  for  ces  acr  oss  the countr  y.  It  is  a  for  m  of  dir  ect  accountability,
 in  that  the  individual  working  with  of  ficers  cannot  only  question  their
 actions,  but  they  can  also  give  guidance  r  egar  ding  how  they  ar  e  exer  cising
 their  powers  within  dif  fer  ent  communities.  These  interactions  ar  e  often
 str  eamed  on  social  media,  playing  an  impor  tant  r  ole  in  demonstrating
 the  actions  of  of  ficers  and  how  they  ar  e  dealing  with  local  community
 pr  oblems.  Social  media  also  allows  for  a  two-way  dialogue,  giving  the
 public  the  oppor  tunity  to  hold  of  ficers  to  account  for  their  actions  or
 lack  ther  eof. 

Another  ef  fective  way  in  which  the  public  can  hold  policing  to  account
 is  thr  ough  the  complaints  system.  This  allows  any  member  of  the  public
 to  make  complaints  to  their  local  police  for  ce,  which  under  the  Policing
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and  Crime  Act  2017  can  be  r  eviewed  by  the  elected  local  policing  bodies
 and  Mayors  who  have  their  own  statutor  y  complaints  system.  The  act  also
 allows  the  elected  bodies  to  have  oversight  of  complaints.  The  purpose  of
 these  additional  powers  is  to  demonstrate  fur  ther  transpar  ency  to  commu
 nities.  Complaints  can  also  be  made  to  the  Independent  Of  fice  of  Police
 Conduct  (IOPC)  or  on  social  media  or  to  the  mainstr  eam  media.  The
 gravity  of  each  complaint  is  assessed  and,  wher  e  appr  opriate,  a  pr  opor
 tionate  investigation  is  under  taken  by  the  most  appr  opriate  body.  Wher  e
 the  complaint  is  thr  ough  social  media  or  mainstr  eam  media,  in  most  cases
 it  will  also  be  r  eviewed  and  assessed.  The  outcomes  of  the  investigations
 or  assessment  will  var  y  fr  om  national  lear  ning  for  all  for  ces  to  individ
 uals  being  personally  held  to  account.  The  outcomes  of  all  complaints
 will  be  constantly  r  eviewed  to  establish  if  ther  e  is  an  issue  with  an  indi
 vidual,  team,  or  if  it  is  a  for  ce-wide  pr  oblem.  Wher  e  patter  ns  emerge  or
 the  incident  is  ver  y  serious,  a  r  eview  will  be  conducted  of  the  for  ce’s
 accountability  pr  ocesses  to establish  how  this  happened  and  how  it  can
 be  stopped  fr  om  r  e-occur  ring  again. 
 

2.2.3  Oversight  Pr  ocedur  es 

To  maintain  public  tr  ust  and  confidence  in  policing  and  to  ensur  e  appr  o
 priate  changes  ar  e  made  by  local  police  for  ces,  elected  of  ficials  have  ver  y
 clear  accountability  pr  ocesses  which  ar  e  often  held  in  public.  These  ar  e
 called  accountability  meetings  .  During  these  meetings  detailed  discussions
 take  place  r  egar  ding  for  ce  per  for  mance  against  the  objectives  set  out  in
 the  Police  and  Crime  Plan,  public  complaints,  for  ce  finance,  par  tnership
 pr  ogrammes,  significant  policing  operations  (wher  e  ther  e  ar  e  sensitivities
 r  elating  to  an  operation,  these  discussions  will  often  take  place  during  the
 closed  section  of  the  accountability  meeting),  and  any  other  issue  r  elating
 to  the  ef  fective,  ef  ficient  and  legitimate  r  unning  of  the  organisation.
 

Whilst  the  elected  of  ficial  holds  the  chief  of  ficer  to  account  at  these
 meetings,  often  other  members  of  the  senior  police  team  will  be  pr  esent
 and  pr  ovide  infor  mation  r  elating  to  the  questions  posed.  The  fr  equency
 of  accountability  meetings  is  decided  locally  but  often  take  place  either
 monthly  or  quar  terly.  This  meeting  does  not  pr  event  other  meetings
 taking  place  on  a  mor  e  r  egular  basis  to  discuss  issues  at  a  mor  e  gran
 ular  level.  In  England  and  Wales,  the elected  local  policing  body  is  also
 scr  utinised  on  behalf  of  the  community  by  a  police  and  crime  panel  ,  which
 is  made  up  of  locally  elected  councillors.  This  is  not  needed  wher  e  ther  e  is
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an  authority  in  place.  The  elected  local  policing  body  r  epor  ts  on  matters
 r  elating  to  the  police  and  crime  plan  and  finances.  To  assist  the  elected
 local  policing  body  and  their  team,  the  chief  of  ficer  can  be  invited  and
 questioned  by  the  panel,  but  they  cannot  hold  the  chief  of  ficer  to  account.
 

The  UK  Home  secr  etar  y  and  the  UK  Home  Of  fice  play  an  impor
 tant  par  t  in  holding  the  police  to  account  in  England  and  Wales.  In  most
 cases  they  pr  ovide  the  majority  of  funding  for  policing  thr  ough  the  main
 grant  for  general  policing  and  separate  grants,  which  ar  e  specific  to  a
 par  ticular  initiative such  as  r  educing  violence  against  women  and  girls.
 The  Home  Secr  etar  y  sets  national  and  strategic  dir  ection  and  looks  to
 ensur  e  all  the  component  par  ts  of  the  policing  systems  work  together
 to  make  communities  safer.  This  is  suppor  ted  by the  Police  Refor  m
 and  Social  Responsibility  Act  2011,  which  places  an  obligation  on  locally
 elected  policing  bodies  to  consider  the  strategic  policing  r  equir  ements
 (national  thr  eats,  e.g.  ter  r  orism,  violence  against  women  and  girls)  when
 completing  their  police  and  crime  plan.  This  pr  ocess  ensur  es  local  issues
 ar  e  aligned  to  national  security  and  public  safety  r  equir  ements.  They  also
 hold  chief  of  ficers  and  elected  local  policing  bodies  to  account  thr  ough
 the  national  policing  gover  nance  and  oversight  boards  .  During  these  meet
 ings  the  Home  Secr  etar  y  will  discuss  per  for  mance  acr  oss  policing,  they
 will  also  discuss  for  ces  who  ar  e  national  outliers  in  par  ticular  crime
 types  and  look  for  r  eassurance/plans,  which  will  stop  a  fur  ther  escala
 tion  of  the  pr  oblem  to  pr  event  fur  ther  victimisation  and  to  pr  ovide  public
 r  eassurance. 

The  Home  Secr  etar  y  can  hold  police  for  ces  to  account  by  utilising
 the  r  esour  ces  of  His  Majesty’s  Inspectorate  of  Constabular  y  and  Fir  e  and
 Rescue  (HMICFRS)  to conduct  detailed  inspections  of  police  forces  .  The
 inspections  can  be  thematic  (e.g.  fir  ear  ms-r  elated,  super  complaints  such
 as  the  police  r  esponse  to  stalking  or  the  yearly  Police  Ef  fectiveness,  Ef  fi
 ciency  and  Legitimacy  inspection—PEEL).  When  HMICFRS  conducts
 a  thematic  inspection,  for  example,  on  r  eof  fending,  they  may  collaborate
 with  other  inspecting  bodies  such  as  HM  Inspectorate  of  Prisons  and  HM
 Inspectorate  of  Pr  obation.  If  the  thematic  is  police-specific,  HMICFRS’s
 methodology  is  to  select  several  for  ces  and  r  eview  the  element  they  ar  e
 inspecting  acr  oss  each  for  ce.  This  allows  them  to  identify  best  practice  or
 to  identify  themes  which  need  addr  essing  to impr  ove  ser  vice  deliver  y.
 

After  conducting  the  r  eview,  they  will  pr  oduce  a  r  epor  t  with  r  ecom
 mendations;  the  individual  for  ces  will  be  named  in  the  r  epor  t,  and
 r  ecommendations  will  be  made  for  all  police  for  ces  acr  oss  England  and
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Wales.  Super  complaints  ar  e  complaints  that  ar  e  made  by  an  organisa
 tion  or  gr  oup  and  ar  e  investigated  by  HMICFRS  who  will  subsequently
 pr  oduce  a  r  epor  t  with  r  ecommendations.  The  PEEL  inspection  inspects
 the  following  nine  ar  eas  at  a  granular  level  [ 1]:  

1.  Pr  oviding  a  ser  vice  to  victims  of  crime
 

2.  Police  powers  and  tr  eating  the  public  fairly
 

3.  Pr  eventing  and  deter  ring  crime  and  anti-social  behaviour  and
 r  educing  vulnerability

 

4.  Responding  to the  public
 

5.  Investigating  crime
 

6.  Pr  otecting  vulnerable  people
 

7.  Managing  of  fenders  and  suspects
 

8.  Building,  suppor  ting  and  pr  otecting  the  workfor  ce
 

9.  Leadership  and  for  ce  management
 

The  scope  of  the  inspection  will  dictate  the  length  of  time  HMICFRS
 staf  f  spend  with  the  for  ce.  This  can  be  several  weeks  for  a  thematic  ar  ea
 to  several  months  for  a  PEEL  inspection.  Most  thematic  r  epor  ts  ar  e  not
 graded;  however,  all  PEEL  r  epor  ts  ar  e  graded.  Each  of  the  ar  eas  detailed
 above  (e.g.  pr  oviding  a  ser  vice  to  victims  of  crime)  will  r  eceive  one  of  the
 following  grades:  ‘Outstanding’,  ‘Good’,  ‘Adequate’,  ‘Requir  es  Impr  ove
 ment’  and  ‘Inadequate’.  All  r  epor  ts  ar  e  published  on  the  HMICFRS
 website  and  will  be  discussed  with the  elected  of  ficial,  e.g.  the  elected
 local  policing  body  at  the  accountability  boar  d.  HMICFRS  repor  ts  ar  e
 r  ecognised  as  a  key  method  of  holding  policing  to  account  at  a  local  and
 national  level  on  behalf  of  the  public  and  victims  of  crime.  Such  is  the
 str  ength  of  the  r  epor  ts  some  have  r  esulted  in  the  dismissal  of  the  chief
 of  ficer. 

2.3  Landscape  of  Police

 A  ccountability  in  the  UK 

2.3.1  Exter  nal  Accountability  

Whilst  the  public,  elected  of  ficials  and  HMICFRS  ar  e  the  main  actors
 in  holding  the  police  to  account,  Fig.  2.1  is  a  demonstration  of  other
 exter  nal  organisations,  who  play  a  significant  r  ole  in  holding  the  police  to
 account  on  behalf  of  the  public.  
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Fig.  2.1  Bodies  outside  policing  with  r  oles  in  police  accountability  in  the  UK
 

All  organisations  detailed  in  Fig.  2.1,  and  many  others,  have  dif  fer  ent
 powers  to  hold  the  police  to  account  but  only  the  elected  local  policing
 body  has  an  expr  ess  statutor  y  duty  to  do  so.  Their  powers  derive
 fr  om  acts  of  parliament  such  as  the  Infor  mation  Commissioner  and  the
 Investigator  y  Powers  Commissioner  who  conduct  r  egular  r  eviews.  The
 Infor  mation  Commissioner  may  conduct  an  investigation,  wher  e  ther  e  has
 been  a  data  br  each  (e.g.  the  r  elease  of  personal  infor  mation  into  the  public
 domain).  The  findings  ar  e  made  public  and  often  r  esult  in  significant
 fines  for  the  organisation.  The  Investigator  y  Powers  Commission  conduct
 yearly  inspections  of  the  use  of  intr  usive  and  cover  t  tactics  by  policing.
 The  inspections  consider,  if  for  ces  ar  e  cor  r  ectly  authorising  cover  t  activity,
 ensuring  any  authority  is  legal,  pr  opor  tionate  and  necessar  y.  It  is  the  nor  m
 for  both  organisations  to  make  detailed  r  ecommendations  r  egar  ding  their
 findings,  which  the  for  ce  must  act  upon  to  pr  event  any  fur  ther  issues
 occur  ring.
 

Judicial  findings  in  cour  ts  ,  be  that  criminal,  civil  suit,  cor  onial,  employ
 ment  tribunal  or  an  inter  nal  disciplinar  y  panel  ar  e  also  for  ms  of  holding
 the  for  ce  to  account.  Findings  fr  om  hearings  will  cause  the  organisation
 to  consider  its  pr  ocesses  and  how  those  pr  ocesses  may  have  contributed
 to  an  event  taking  place,  which  may  have  had  an  adverse  ef  fect  on  an
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individual  or  the  public  mor  e  br  oadly.  These  findings  will  be  consider  ed
 and  r  eviewed,  if  not  thr  ough  the  elected  of  ficials,  then  by  senior  leaders
 in  the  organisation  to  pr  event  a  r  eoccur  r  ence  and  to  lear  n  any  lessons.  To
 ensur  e  new  pr  ocesses  and  pr  ocedur  es  ar  e  complied  with  and  become  the
 nor  m,  accountability  pr  ocesses  will  be  established  to  allow  r  egular  r  eviews
 to  take  place.
 

Social  media  and  the  mainstr  eam  media  also  play  a  significant  r  ole  in
 holding  policing  to account  daily.  Social  media  is  often  used  to  captur  e
 police  of  ficers  executing  their  powers  wher  e  for  ce  is  used.  This  will  cause
 questions  to  be  asked  r  egar  ding  the  necessity  and  legitimacy  of  the  for  ce
 used  against  the  individual.  Events  of  this  kind  often  r  esult  in  policing
 conducting  an  inter  nal  enquir  y  or  r  efer  ring  the organisation  to  the  IOPC
 for  an  independent  investigation,  which  when  completed  will  generally
 be  published.  The  mainstr  eam  media  (i.e.  the  BBC,  ITV  and  newspapers)
 often  champion  campaigns  to  highlight  issues,  such  as  violence  against
 women  and  girls  or  knife  crime  in  inner  cities.  These  campaigns  ar  e  often
 ver  y  ef  fective,  in  that  they  not  only  highlight  the  pr  oblem,  but  they  hold
 policing  and  gover  nment  accountable  for  their  actions  in  addr  essing  the
 pr  oblem.
 

2.3.2  Inter  nal  Accountability  

Each  of  the  ar  eas  and  actors  discussed  above  cause  the  police  to  constantly
 r  eview  their  deliver  y  models  and  their  inter  nal  policies  and  pr  ocedur  es.
 The  gover  nance  str  uctur  e  in  any  organisation  is  critical  to  delivering
 ef  fective  ser  vices,  as  is  an  open  and  transpar  ent  cultur  e  which  r  egularly
 questions  the  quality  of  the  ser  vice  pr  ovided  to  the  communities  it  ser  ves.
 A  critical  element  of  a  transpar  ent  cultur  e  is  the  inter  nal  accountability
 pr  ocess,  which  underpins  the gover  nance  of  the  organisation.
 

Most  police  for  ces  have  Force  Accountability  meetings  ,  which  ar  e  often
 chair  ed  by  the  deputy  chief  of  ficer.  These  meetings  will  be  attended  by  the
 senior  leaders  within  the  organisation.  The  purpose  of  the  meetings  is  to
 hold  senior  leaders  to  account  for  deliver  y  against  agr  eed  plans,  which  ar  e
 all  linked  to  the  police  and  crime  plan,  set  by  the  elected  local  policing
 body  after  consulting  with  the  public.  At  the  star  t  of  the  meeting,  an
 over  view  of  for  ce  per  for  mance  will  be  pr  esented;  following  this,  a  detailed
 discussion  with  senior  leaders  takes  place  to  understand  how  per  for  mance
 can  be  impr  oved.  They  also  of  fer  an  oppor  tunity  for  others  to  shar  e  best
 practice  between  Basic  Command  Units  (BCU).  Examples  of  discussions,
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which  may  take  place  ar  e:  how  can  a  for  ce  r  educe  burglar  y  of  fences,
 how  can  they  answer  and  deploy  to  999/101  calls  quicker,  and  how  can
 they  r  educe  r  oad  traf  fic  collisions?  The  discussions  will  concentrate  on
 ar  eas,  which  ar  e  outliers  or  causing  significant  har  m  to  communities.  At
 the  conclusion  of  each  meeting,  which  ar  e  nor  mally  a  full  day  in  dura
 tion,  actions  will  be  agr  eed  and  r  eviewed  at  the  next  for  ce  accountability
 meeting.  Only  actions  agr  eed  by  the  chair  at  this  meeting  or  any  other
 accountability  meeting  that  have  the  r  equisite  evidence  to  suppor  t  their
 completion  will  be  finalised.
 

The  principles  of the  for  ce  accountability  meeting  ar  e  adopted  at
 each  level  of  the  organisation.  The  assistant  chief  of  ficer  (who  may  be
 a  civilian  member  of  the  organisation)  will  chair  a  strategic  meeting  at  a
 BCU  (operational  deliver  y)  and  depar  tmental  level  (e.g.  dispatch  centr  e,
 finance,  pr  ofessional  standar  ds).  All  aspects  of  local  operational  deliver  y
 will  be  r  eviewed  to  ensur  e  all  r  esour  ces  and  finances  ar  e  being  used  in  an
 ef  fective  and  ef  ficient  manner.  Depar  tments  ar  e  also  held  to  account  in  the
 same  way,  again  to  ensur  e  they  ar  e  pr  oviding  the ser  vices  r  equir  ed  by  the
 organisation  to  deliver  an  ef  fective,  ef  ficient  and  legitimate  police  ser  vice.
 Accountability  meetings  also  take  place  at  a  team  level  within  each  BCU
 and  depar  tment.  This  allows  senior  leaders  to  r  eview  the  pr  oductivity  and
 compliance  of  their  teams.  An  example  of  discussions,  which  will  take
 place,  ar  e  complaints  by  members  of  the  public,  sickness  on  the  team,  call
 handling  times,  detection  of  crimes  and  the  health  and  wellbeing  of  the
 team.  Super  visors  also conduct  individual  accountability  meetings.  These
 meetings  ar  e  designed  to  discuss  the  pr  oductivity  of  the  individual,  their
 individual  development  needs  and  any  personal  issues  they may  be  dealing
 with. 

Accountability  boards  will  also  be  put  in  place  to  cover  large  change
 or  deliver  y  pr  ogrammes  within  the  for  ce.  Examples  of  these  ar  e  a  pr  oject
 boar  d  to  develop  new  Target  Operating  Models,  which  ar  e  designed  to
 r  emove  waste,  impr  ove  ser  vice  deliver  y  and  often  deliver  multi-million
 pound-saving  targets.  The  local  elected  policing  body  is  the  legal  owner
 of  the  police  estate,  and  chief  of  ficers  ar  e  unable  to  own  r  eal  pr  oper  ty.  An
 Estates  Boar  d  often  oversees  and  delivers  a  strategic  estates  plan,  which
 will  ensur  e  buildings  ar  e  safe,  in  the  cor  r  ect  ar  ea  to  ser  vice  demand  and
 wher  e  possible  carbon  neutral.  The  elected  local  policing  body  is  also  the
 contracting  par  ty  in  police  pr  ocur  ement,  even  though  management  of  the
 r  esour  ces  comes  under  the  chief  of  ficer  per  the  Policing  Pr  otocol  Or  der.
 An  IT  boar  d,  amongst  its  strategic  aims,  will  look  to  pr  event  successful
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cyberattacks  and  deliver  an  agile,  ef  fective  and  r  esponsive  IT  system.  Most
 for  ces  will  also  have  a  HMICFRS  accountability  meeting  to  discuss  any
 r  ecommendations  and  pr  ogr  ess  against  outstanding  actions.  All  meetings
 will  have  a  specific  cycle  (i.e.  monthly,  quar  terly).  The  fr  equency  will  be
 dictated  by  the  urgency  of  the  r  ecommendations  or  operational  need.
 All  meetings  will  be  chair  ed,  and  all  agr  eed  actions  will  have  an  owner
 who  will  r  epor  t  on  the  pr  ogr  ess  of  their  actions  at  each  meeting.  Period
 ically,  r  epor  ts  fr  om  each  boar  d  will  be  pr  esented  to  the  chief  of  ficer  team
 (COT),  a  meeting  chair  ed  by  the  chief  of  ficer.  This  allows  the  COT  to
 r  eview  the  pr  ogr  ess  of  the  boar  d  against  agr  eed  timelines  and  costings.
 

Whilst  this  inter  nal  accountability  pr  ocess  may  seem  bur  eaucratic  to
 some,  it  should  be  r  emember  ed  that  police  for  ces  have  multi-million
 pound  budgets,  they  employ  thousands  of  people,  and  answer,  deploy  and
 deal  with  a  vast  number  of  calls  ever  y  day.  They  must  ensur  e,  as  best  they
 can,  that  their  policies  and  pr  ocedur  es  ar  e  consider  ed,  r  obust,  ef  fective,
 ef  ficient  and  legitimate.
 

2.4  Relevance  for  AI  in  Policing  

The  above  is  an  insight  into  both  the  exter  nal  and  inter  nal  influences,
 which  either  hold  a  for  ce  to  account  or  cause  a  for  ce  with  the  cor  r  ect
 gover  nance  to  hold  itself  to  account.  AI  in  policing  has  r  elevance  in  two
 ways:  firstly,  as  an  ar  ea  that  r  equir  es  accountability  and  oversight;  secondly,
 as  a  capability  that  may  suppor  t  inter  nal  and  exter  nal  accountability  pr  oce
 dur  es.  For  the  latter,  AI  can  pr  ovide  the  critical  suppor  t  needed  to  ensur  e
 good  gover  nance  str  uctur  es  and  ar  e  ef  fective  in  large  organisations,  which
 ar  e  dealing  with  significant  complexity  on  a  daily  basis.  The  cor  r  ect  AI
 systems  will  r  educe  the  bur  eaucracy  often  associated  with  gover  nance,  by
 r  emoving  the  administrative  tasks  linked  to  the  monitoring  and  compli
 ance  of  an  ef  fective  and  ef  ficient  gover  nance  str  uctur  e.  Thr  ough  the
 cor  r  ect  application,  AI  can  also  highlight  ar  eas  of  both  good  practice
 and  ar  eas  of  concer  n  within  the  str  uctur  e  which  may  af  fect  the  overall
 operational  ef  fectiveness  of  the  organisation.  For  the  for  mer,  the  complex
 landscape  of  police  accountability  ensur  es  that  AI  is  alr  eady  embedded
 in  existing  matur  e  str  uctur  es  and  pr  ocesses.  Still,  thr  oughout  this  book
 we  argue  that  AI  accountability  is  a  specific  thematic  that  needs  targeted
 oversight  and  accountability  considerations  to  be  ef  fective  in  practice  (see
 Chap.  5).
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The  discussion  in  this  chapter  focused  on  the  UK  (primarily  police
 for  ces  in  England  and  Wales)  as  an  example  of  how  police  account
 ability  is  organised  on  local  and  national  levels  in  a  combination  of  for  mal
 and  infor  mal  accountability,  as  well  as  inter  nal  and  exter  nal  str  uctur  es.
 Whilst  the  exact  pr  ocedur  es  may be  countr  y-specific,  the dif  fer  ent  for  ms
 of  accountability  will  transfer  to  other  countries  and  their  AI  deploy
 ment  contexts.  The  UK  example  may  ther  efor  e  help  in  r  eviewing  cur  r  ent
 accountability  ar  rangements  and  suppor  t  considerations  how  AI  may
 af  fect  these  dif  fer  ent  accountability  for  ms.
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C  H  A  P  T  E  R  3 

The  Foundations  of  AI  Accountability
 in  Policing—UK  Accountability

 Ar  rangements  as  Example  

Fraser  Sampson  and  John  McNeill 

3.1  Current  AI  A  ccountability  Landscape 

Extraor  dinar  y  technological  capability  is  coming  to  policing  fast.  If  the
 citizen  is  going  to  tr  ust  its  use  for  policing—and,  in  par  ticular,  for
 enfor  cing  the  law—ar  tificial  intelligence  (AI)  will  need  to  bring  compr  e
 hensive  and  consistent  accountability  with  it.  Police  accountability  is  not
 always  understood  even  by  those  involved  in  policing,  and  this  chapter
 will  set  out  some  of  the  featur  es  by  which  accountability  can  be  identified.
 This  foundation  will  suppor  t  the  r  emaining  chapters  of  this  book,  as  they
 move  thr  ough  specific  aspects,  considerations  and  examples  of  AI  systems
 used  within  policing,  and  flag  the  r  oute  to  embedded  accountability.
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Accountability  is  about  people  with  power  using  it  pr  operly  and  wher  e
 those  people  ar  e  the  police,  their  use  of  power  can  have  pr  ofound
 consequences.  If  their  power  is  amplified  by  technology,  accountability
 extends  to  its  use.  In  policing,  advanced  technology  comes  with  advanced
 accountability.  Sampson  [  11]

 

Police  accountability  is  less  about  having  the  answer  and  mor  e  about
 having  to  answer  (Chap.  2).  The  ways  in  which  they  have  to  answer,
 and  the  people  to  whom  the  police  ar  e  accountable  will  var  y  fr  om  one
 countr  y  to  another,  but  the  general  featur  es  will  be  ver  y  similar  and  ar  e
 captur  ed  in  the  principles  set  out  in  the  AIPAS  framework  (see  Chap.  5).
 Police  bodies  must  get  r  eady  to  answer  for  their  use  of  AI,  and  also  for
 not  using  it  in  cir  cumstances  wher  e  it  of  fers  an  available  and  legitimate
 tactical  option  in  pr  eventing  and  solving  crime  and  keeping  people  safe.
 

Because  AI  capability  is  ver  y  dif  fer  ent  fr  om  that  of  pr  evious
 policing  technology,  har  nessing  its  potential  will  mean  r  evisiting  and
 r  e-engineering  traditional  answerability  models.
 

3.2  A  ccountability  Versus  Legality 

What  is  the  dif  fer  ence  between  accountability  and  legality?  That  is  a
 good  question  and  a  good  place  to  star  t  our  jour  ney  thr  ough  account
 ability  in  the  use  of  Ar  tificial  Intelligence  (or  anything  else)  by  the  police.
 Accountability  is  closely  connected  with  lawfulness,  so  closely  in  fact,
 that  the  other  principles  consider  ed  in  this  book  (see  Chap.  5)  ar  e  r  eally
 ‘Lawfulness  Plus  ’. 

At  a  basic  level,  all  aspects  of  the  use  of  AI  should  be  gover  ned  by
 for  mal,  pr  omulgated  r  ules.  It  extends  to  all  those  involved  in  building,
 developing  and  operating  AI  systems  for  use  in  a  criminal  justice  context.
 Wher  e  any  gaps  in  the  law  exist,  the  pr  otection  and  pr  omotion  of  funda
 mental  rights  and  fr  eedoms  should  pr  evail.  At  the  same  time,  policing
 bodies  ar  e  emanations  of  the  state,  exer  cising  exceptional  powers  and
 enjoying  extraor  dinar  y  privileges.  Wher  e  they  ar  e  inter  fering  with  the
 fundamental  rights  and  fr  eedoms  of  the  citizen  the  state  and  its  emana
 tions  must  be  able  to  point  to  legal  authority  to  conduct  operations.  In
 this  r  espect,  being  answerable  to  the  law  and  the  cour  ts  for  ms  par  t  of
 police  accountability  and  ther  e  ar  e  clear  accountability  pathways  in  place,
 some  dif  fering  between  jurisdictions  in  the  UK  and  others  applying  to  all.
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Inter  estingly,  some  policing  bodies  ar  e  called  ‘police  ser  vices’  (e.g.
 Scotland  and  Nor  ther  n  Ir  eland),  while  the  statutor  y  inspection  body’s
 title  r  efers  to  the  ‘constabular  y’.  England  and  Wales  have  an  ar  rangement
 of  geographically  aligned  police  ‘for  ces’.  Whatever  the  origin  and  impact
 of  nomenclatur  e,  all  policing  bodies  have  clear  legal  obligations,  rights
 and  r  emedies  gover  ning  the  conduct  of  all  public  bodies,  together  with
 many  private  law  considerations  ar  ound  the  use  of  pr  oducts  and  ser  vices
 in  a  way  that  causes  loss  or  har  m  to  individuals.  All  these  legal  consider
 ations  will  for  m  par  t  of  the  accountability  ‘pictur  e’  for  the  police  use  of
 AI. 

In  the  principal  case,  addr  essing  some  of  the  issues  of  police  use
 of  AI-enabled  capability  (live  facial  r  ecognition)  the  Cour  t  of  Appeal 

1 

highlighted  the  impor  tance  of  applying  accountability  to  sur  veillance
 technologies.
 

While  some  might  argue  that  the  police  use  of  AI  could  r  ely  on
 the  existing  legal  tests—for  example,  in  the  use  of  intr  usive  sur  veil
 lance  technology  and  storage  of  data  

2 —ther  e  will  be  situations  wher  e  the
 technology  has  fundamentally  alter  ed  the  considerations.  For  example,
 AI-driven  r  etr  ospective  facial  matching  capability  that  is  now  available  to
 all  UK  policing  bodies  elementally  alters  the  ability  to  sear  ch,  edit  and
 stor  e  data  fr  om  which  individuals  can  be  r  ecognised  in  perpetuity.  This
 makes  the  level  of  potential  intr  usiveness  wholly  and  materially  dif  fer  ent
 fr  om  any  technology  that  might  have  been  consider  ed  by  the  cour  ts
 pr  eviously.
 

Despite  many  public  criticisms  of  the  per  ceived  inability  of  the  law  to
 keep  pace  with  AI-driven  technology,  

3 the  cour  ts  in  England  and  Wales
 have  made  clear  that  ‘the  fact  that  a  technology  is  new  does  not  mean
 that  it  is  outside  the  scope  of  existing  r  egulation,  or  that  it  is  always
 necessar  y  to  cr  eate  a  bespoke  legal  framework  for  it’. 

4 However,  while
 this  means  that  new  technologies  may  be  able  to  integrate  into  the  co
 existing  common  law  r  ules  that  gover  n  policing  and  security,  the  extent
 

1
 R  (on  the  application  of  Bridges)  v  Chief  Constable  of  South  Wales  (2020  EWCA

 Civ  1058). 

2
 R  (on  the  Application  of  Catt)  v  Commissioner  of  Police  of  the  Metr  opolis  and

 Another  UKSC/2013/0114.  

3
 https://hls.harvar  d.edu/today/is-the-law-playing-catch-up-with-ai/.  

4
 Bridges  at  84.  

https://hls.harvard.edu/today/is-the-law-playing-catch-up-with-ai/
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of  novelty  in  AI-power  ed  technology  may  mean  ther  e  is  no  pr  ecedent  to
 apply—we  have  not  been  her  e  befor  e.
 

An  inter  esting  ar  ea  for  the  development  of  the  law  in  this  ar  ea  will  be
 the  tor  tious  duties  and  r  emedies  applying  to  pr  oducts  and  ser  vices.  While
 AI  tools  and  their  developers  will  attract  the  general  duties  applicable  to
 commer  cial  and  individual  uses, 

5 the  police  in  England  and  Wales  owe
 no  duty  of  car  e  to  the  population  at  large,  

6 and  it  is  unclear  how  far
 autonomous  systems  acting  as  agents  of  the  police  might  be  interpr  eted
 in  a  way  that  disturbs  that settled  situation.  The  law  may  also  develop  in
 a  dif  fer  ent  dir  ection  in  other  UK  jurisdictions  (see  sect.  3.6).
 

Recent  developments  in  r  elation  to  the  impact  of  Ar  t  3  of  the
 Eur  opean  Convention  on  Human  Rights  (ECHR)  illustrate  how  some
 of  the  first  AI-r  elated  challenges  to  established  law  may  come  about.
 In  Commissioner  of  Police  of  the  Metropolis  v  DSD  and  Another  , 

7 the
 Supr  eme  Cour  t  found  the  police  liable  for  a  failur  e  to  pr  otect  citizens
 fr  om  degrading  or  inhumane  tr  eatment  at  the  hands  of  an  of  fender  whom
 they  wer  e  investigating  for  serious  sexual  of  fences.  The  Supr  eme  Cour  t
 held  that  the  police  have  a  positive  obligation  under  Ar  t  3  to  conduct  an
 ef  fective  investigation  of  crimes  r  esulting  in  this  tr  eatment  of  the  citizen,
 even  wher  e  the  cause  of  that  tr  eatment  is  a  private  individual  rather  than
 the  state.  The  basis  for  liability  in  DSD  was  par  tly  the  investigative  ‘means’
 available  to  the  police  by  which  they  might  have  r  easonably  pr  evented
 the  har  m  to  subsequent  victims  of  a  serial  rapist  and  sexual  of  fender.
 Ther  e  is  clear  r  oom  for  this  duty  to  be  developed  by  the  cour  ts,  as
 AI-enabled  pr  eventative  technology  such  as  facial  r  ecognition  technology
 (FRT)  becomes  mor  e  r  eadily  available  to  the  police  and  it  is  r  easonable  to
 expect  that  the  police  will  one  day  have  to  pr  ovide  a  legal  defence  for  their
 decisions  not  to  use  AI-enabled  technology  as  often  as  they  cur  r  ently  do
 for  using  it.
 

In  ter  ms  of  the  technology  and  equipment  used  by  the  police  ther  e  ar  e
 several  fur  ther  considerations  for  meeting  standar  ds  in  discharging  legal
 obligations.  For  example,  the  British  Standar  ds  Institute  has  pr  oduced
 a  cor  e  framework  r  elated  documentation  sur  r  ounding  the usage  of  AI
 aimed  at  an  ar  ray  of  components  involved  in  the  AI  lifecycle.  The  British
 

5
 See  e.g.  Capar  o  Industries  plc  v  Dickman  [1990]  UKHL  2. 

6
 Hill  v  Chief  Constable  of  West  Yorkshir  e  [1987]  UKHL  12. 

7
 UKSC  2015/11/0166.  
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Standar  d  ISO  42001:2023  intends  to  pr  ovide  a  ‘cer  tifiable  AI  manage
 ment  system  framework’,  which  states  that  if  an  organisation  was  to
 confor  m  the  r  equir  ements  of  the  BSI  it  can  ‘generate  evidence  of  its
 r  esponsibility  and  accountability  r  egar  ding  its  r  ole  with  r  espect  to  AI
 systems’.  This  situation,  that  the  UK  policies  and  pr  ocedur  es  frameworks
 face,  is  a  r  esult  of  ther  e  being  no  enshrined  legal  r  equir  ement  to  for  m  an
 evidence  base.  By  contrast,  the  EU  AI  Act  (see  Chap.  4)  is  an  example  of
 a  legislative  policy  to  addr  ess  the  potential  powers  and  risks  of  AI  acr  oss
 inter  national  boundaries.  Another  ar  ea  is  compliance  with  the  For  ensic
 Science  Regulator’s  statutor  y  code  of  practice  in  England  and  Wales. 

8 

But  embedded  accountability  goes  much  fur  ther  than  legal  compliance.
 

3.3  A  ccountability  in  UK  Policing  

Accountability  is  measur  ed  in  par  t  as  the  pr  evention  and  r  edr  ess  of  abuses
 of  power,  but  it  also  aims  to  understand  expectations  of  stakeholders
 that  in-tur  n  could  lead  to  ethical  or  societal  impacts  [ 1].  Accountability
 is  defined  in  AP4AI  (Accountability  Principles  for  Ar  tificial  Intelligence;
 [  1])  as  the  extent  to  which  practitioners  ar  e  generally  accountable  to  their
 communities,  in  other  wor  ds  it  is  a  pr  oxy  measur  e  for  the  extent  of  their
 legitimacy  within  those  communities  (see  Chap.  4).
 

The  overlap  between  law  and  accountability  is  clear  est  in  the  estab
 lishment  of  gover  nance  and  oversight  bodies  for  the  police.  As  cr  eatur  es
 of  statute,  police  for  ces’  accountability  ar  rangements  ar  e  themselves
 enshrined  in  legislation.  The  police  in  the  United  Kingdom  have  for  mal
 legal  accountability  str  uctur  es  linking  them  to  their  local  communities.
 Of  the  43  geographically  defined  police  for  ces  of  England  and  Wales,  41
 operate  under  a  clear  statutor  y  framework  for  accountability  to  an  elected
 individual  of  ficeholder.  The  Police  Refor  m  and  Social  Responsibility  Act
 2011  (PRSA)  

9 sets  out  what  the  for  ces  ar  e  and  how  their  chief  of  ficers  will
 be  accountable.  The  PRSA  r  equir  es  ever  y  police  for  ce  to  have  a  dir  ectly
 elected  individual  to  hold  the  chief  of  ficer  to  account  and  in  many  large
 ar  eas  of  the  countr  y—including  London—the elected  local  policing  body
 is  the  Mayor;  most  will  designate  an  elected  deputy  mayor  for  policing
 

8
 https://www.gov.uk/gover  nment/publications/statutor  y-code-of-practice-for-for

 ensic-science-activities/forensic-science-r  egulator-code-of-practice-accessible#bookmark5.  

9
 The  City  of  London  Police  have  a  police  authority  str  uctur  e  operated  by  the

 Corporation.  

https://www.gov.uk/government/publications/statutory-code-of-practice-for-forensic-science-activities/forensic-science-regulator-code-of-practice-accessible#bookmark5
https://www.gov.uk/government/publications/statutory-code-of-practice-for-forensic-science-activities/forensic-science-regulator-code-of-practice-accessible#bookmark5
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and  crime.  In  addition  to  financial  r  esponsibilities  and for  setting  a  local
 tax  pr  ecept  for  police  funding,  the  elected  body  will  invariably  be  the
 contractor  for  pr  ocur  ement  of  equipment  such  as  IT  and  vehicles  and
 is  the  only  policing  body  empower  ed  to  own  land  or  an  inter  est  in  r  eal
 pr  oper  ty.  This  accountability  mechanism  is  intended  to  establish  a  dir  ect
 democratic  mandate  for  a  locally  elected  of  ficial  to  hold  their  policing
 bodies  to  account  on  behalf  of  the  citizen  (for  mor  e  details  on  policing
 accountability  see  also  Chap.  2).
 

While  swor  n  police  of  ficers  enjoy  a  wide  degr  ee  of  operational  indepen
 dence  fr  om  their  elected  oversight  bodies,  and  the  r  espective  functions  of
 chief  of  ficers  and  their  oversight  bodies  ar  e  set  out  in  specific  legal  instr  u
 ments, 

10 the  chief  of  ficer’s  accountability  to  their  elected  local  policing
 body  extends  to  operational  policing.  This  was  made  clear  by  the  High
 Cour  t  which  held  that  the  elected  policing  body  is  not  just  entitled,  but
 obliged  ,  to  hold  the  r  elevant  chief  of  ficer  to  account  in  r  espect  of  all  their
 functions  and  for  all  the  functions  of  those  acting  under  their  dir  ection
 and  contr  ol. 

11 Those  functions  will  include  AI-r  elevant  activities  fr  om
 pr  ocur  ement  to  obtaining  value  for  money  and  the  way  in  which  it  is
 used. 

3.4  Non-  geographic  Policing  Bodies  

Ther  e  ar  e  several  policing  bodies  with  swor  n  constables  that  do  not  come
 under  the  above  gover  nance  ar  rangements.  Some  ar  e  r  efer  r  ed  to  as  statu
 tor  y  under  takers  because  they  have  specific  legal  under  takings  within  their
 operational  r  emit,  such  as  licensed  civil  nuclear  sites  and  the  UK’s  rail
 network. 

The  operational  activities  of  these  bodies  will  integrate  with  those
 of  the  geographical  policing  bodies  described  above  to  var  ying  degr  ees.
 Often  it  may  be  unr  easonable  to  expect  the  citizen  to  detect,  let  alone
 understand,  any  legal  or  organisational  dif  fer  ences  when  dealing  with
 of  ficers  and  staf  f  fr  om  combined  operations.  The  impor  tance  fr  om  an
 accountability  point  of  view  is  to  note  that  the  fundamental  elements
 of  r  esponsive  and  r  esponsible  gover  nance  that  apply  to  UK  policing
 generally  will  apply  equally  to  these  specialist  police  bodies.  While  their
 

10
 See  the  Policing  Pr  otocol  Or  der,  SI  2011/2744.  

11
 R  (on  the  Application  of  Cr  ompton)  [2017]  EWHC  1349  Admin  at  76. 
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legal  constitution  and  oversight  ar  rangements  will  be  dif  fer  ent,  the  below
 organisations  for  m  par  t  of  the  police  ser  vices  for  the  UK  and  will  gener
 ally  be  cover  ed  by  national  operational  policies  and  pr  ofessional  practice
 such  as  that  issued  by  the  College  of  Policing 

12 :
 

• British  Transpor  t  Police
 

• Civil Nuclear  Constabular  y
 

• Ministr  y  of  Defence  Police
 

Each  of  the  above  police  ser  vices  has  a  clear  statutor  y  gover  nance
 framework  in  place  and  works  ver  y  closely  with  other  r  elevant  policing
 bodies  thr  oughout  the  UK  and  abr  oad.  In  addition,  the  UK  has  a
 National  Crime  Agency  (NCA)  

13 which  operates  under  a  dif  fer  ent
 accountability  r  egime  fr  om  the  policing  bodies  with  which  it  works
 closely.  The  Agency  has  significant  inter  national  r  esponsibilities  and ther  e
 for  e  must  take  close  account  of  jurisdictional  issues,  par  ticularly  the
 application  of  legislation  gover  ning  the  use  of  AI  (such  as  the  EU  AI
 Act).  The  issues,  principles,  and risks/mitigations  discussed  thr  oughout
 this  book  apply  equally  to  their  activities  and  uses  of  AI  for  policing  and
 law  enfor  cement. 

All  the  police  ser  vices,  whether  geographic  or  statutor  y  under  takers,
 will  come  within  the  oversight  r  esponsibilities  for  policing  generally,
 including  a  specific  inspectorate  for  policing,  fir  e  and  r  ecuse  ser  vices
 (HMICFRS  

14 )  and  the  Independent  Of  fice  for  Police  Conduct  estab
 lished  under  the  Police  Refor  m  Act  2002, 

15 while  r  egulator  y  frameworks
 gover  ning  public  bodies  mor  e  widely  such  as  Fr  eedom  of  Infor  mation 

16 

and  Subject  Access  Requests  

17 also  apply  to  the  police.  But  the  exis
 tence  of  legal  obligations  and  avenues  of  influence  fr  om  the  citizen  is
 not  synonymous  with  compr  ehensive  accountability.
 

12
 https://www.college.police.uk/app.  

13
 https://www.nationalcrimeagency.gov.uk/.  

14
 https://hmicfrs.justiceinspectorates.gov.uk/.  

15
 https://www.policeconduct.gov.uk/.  

16
 See  the  Fr  eedom  of  Infor  mation  Act  2000. 

17
 Under  the  Data  Pr  otection  Act  2018. 

https://www.college.police.uk/app
https://www.nationalcrimeagency.gov.uk/
https://hmicfrs.justiceinspectorates.gov.uk/
https://www.policeconduct.gov.uk/
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Her  e  is  an  AI-focused  example. The  police  use  of  FRT  is  a  contentious
 and  ongoing  issue  of  considerable  public  concer  n  [ 10].  Fr  eedom  of  infor
 mation  r  equests  fr  om  citizens  to  ask  their  local  police  for  data  about  the
 use  of  facial  r  ecognition  technology  showed  that  the  police  did  not  collect
 that  data  and  as  a  r  esult  the  police  r  efused  to  pr  ovide  the  infor  mation  as
 the  cost  of  collating  it  would  be  excessive  (a  statutor  y  exemption).  The
 r  esponses  also  showed  that  the  police  did  not  consult  with  the  UK’s  data
 r  egulator.  

18 Aside  fr  om  how  such  ‘r  efusals’  appear  to  the  public  when
 tr  ying  to  exer  cise  their  statutor  y  accountability  powers,  without  this  infor
 mation  the  police  ar  e  not  able  to  assur  e  themselves  of  the  AI-enabled
 system’s  legitimate  use.  Mor  eover,  the  lawful,  pr  opor  tionate,  and  justi
 fied  use  of  police  biometrics  is  arguably  far  too  impor  tant  to  be  left  to
 the  voluntar  y  exer  cise  of  statutor  y  avenues  by  the  individual  citizen.  In
 securing  and  r  etaining  the  tr  ust  and  confidence  of  the  public  in  new  AI
 capabilities  the  police  will  need  to  be  pr  oactive,  demonstrating  that  they
 ar  e  alive  to  the  impor  tance  of  accountability  and  making  their  case  in  a
 clear  er,  mor  e  evidence-based  way  (see  also  Chap.  10).  Incr  easingly  ther  e
 will  be  cases  wher  e  the  public  expect  the  police  to  use  r  etr  ospective  facial
 capabilities—identifying  victims  and  of  fenders  in  child  sexual  abuse  image
 cases  for  example—and  the  police  will  find  themselves  explaining  deci
 sions  not  to  use  the  technology.  That  is  accountability,  perhaps  a  dif  fer  ent
 for  m  of  accountability  than  they  ar  e  used  to,  and  it  will  need  r  eliable  and
 consistent  per  for  mance  data.
 

Beyond  these  ar  rangements  for  ensuring  general  police  accountability,
 ther  e  ar  e  some  br  oader  AI-specific  issues  to  be  awar  e  of.
 

3.5  AI  A  ccountability  in  Policing  

Over  and  above  any  organisational  accountability  ar  rangements,  some
 commentators  have  argued  that  AI  needs  a  ‘clear  accountability  pr  ocess
 and  ecosystem’  ([  2],  p.132)  in  place,  while  the  UK  gover  nment  has
 r  ecognised  the need  for  ‘clear  lines  of  accountability  acr  oss  the  AI  life
 cycle’  [  4].  In  this  AI-specific  context the  accountability  element  it  seen
 as  both  a  tool  to  pr  ovide  ‘transpar  ency  and  human  oversight  of  both  the
 actions  taken  by  the  agent  and  the  infer  ence  per  for  med  by  the  system’
 

18
 https://www.computer  weekly.com/news/366589095/Police-Scotland-did-not-con

 sult-ICO-about-high-risk-cloud-system.  

https://www.computerweekly.com/news/366589095/Police-Scotland-did-not-consult-ICO-about-high-risk-cloud-system
https://www.computerweekly.com/news/366589095/Police-Scotland-did-not-consult-ICO-about-high-risk-cloud-system
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([  8],  p.  6)  and  also  a  method  of  highlighting  individual  accountability  for
 misuse. 

Some  academics  have  argued  that  the  UK  gover  nment  should  be
 pr  oviding  mor  e  methods  to  ensur  e  gr  eater  transpar  ency  and  account
 ability  ar  ound  the  use  of  algorithmic  systems  in  public  sector  decision
 making  [  3].  In  the  peculiar  setting  of  policing  and  law  enfor  cement  the
 accountability  issues  become  even  mor  e  focused  [ 11].
 

Description  has  pr  oved  pr  oblematic  for  the  gover  nment.  For  example,
 a  Depar  tment  for  Science,  Innovation  and  Technology  (DSIT)  document
 states  that  ‘AI  systems  should  not  under  mine  the  legal  rights  of  individuals
 or  organisations,  discriminate  unfairly  against  individuals,  or  cr  eate  unfair
 market  outcomes’  (UK  Gover  nment  ‘Intr  oduction  to  AI  Assurance’  [ 4],
 p.  10).  Axioms  like  this  do  not  r  eally  advance  the  challenge  of  how  to
 achieve  accountability—take  that  same  sentence  and  inser  t  the  name  of
 any  other  police  technology—Taser,  DNA  pr  ofiling,  body wor  n  video—in
 the  sentence  and  it  does  not  change.  (Fur  ther  discussion  of  the  concepts
 for  the  purposes  of  accountability  can  be  found  in  Chap.  4).
 

3.6  Effective  AI  A  ccountability  in  Policing  

What  is  the  best  measur  e  of  police  ef  fectiveness?  Accor  ding  to the  founder
 of  moder  n  British  policing,  it  is  the  absence  of  crime  and  disor  der,  not
 the  visible  evidence  of  police  action  in  dealing  with  them—one  of  the
 so-called  Peelian  principles.  While  it  is  unlikely  that  Rober  t  Peel  came
 up  with  them  himself  [  9],  his  nine  principles  have  r  emained  sacr  osanct
 in  many  Wester  n  jurisdictions  for  over  150  years.  But  what  is  the  best
 measur  e  of  police  accountability  ?
 

Some  of  the  Peelian  principles  do  not  fit  within  today’s  AI-enabled
 policing  world.  For  example,  his  second  principle  says  the  police  should
 demonstrate  impar  tial  ser  vice  to  law,  in  complete  independence  of  policy
 when  policy  is  a  central  par  t  of  the  lawfulness  of  AI-enabled  biometric
 systems  such  as  FRT  [R  (on  the  Application  of  Bridges)  v  Chief  Constable
 of  South  Wales  Police  &  Ors  [2020]  EWCA  Civ  1058;  R  (Thompson  and
 Carlo)  v  the  Commissioner  of  Police  of  the  Metropolis  and  the  Equality  and
 Human  Rights  Commission  [2026]  EWHC  915  (Admin)].
 

Ar  tificial  intelligence  pr  esents  a  dif  fer  ent,  mor  e  demanding,  account
 ability  challenge  for  policing,  a  challenge  par  tly  deter  mined  by  what  the
 police  ar  e  doing  with  it.  If  using  elemental  AI  for  pur  ely  administrative
 functions,  the  police  have  the  same  level  of  accountability  as  other  state
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agencies.  If  a  chief  of  ficer  wants  to  use  AI  to  issue  unifor  ms  that  is  no
 dif  fer  ent  fr  om  the  local  authority  doing  it,  but  using  AI  for  operational
 policing  functions  is  a  wholly  dif  fer  ent  use  case.  A  chief  of  ficer  using  AI  to
 or  der  boots  of  f  the  shelf  is  not  the  same  as  or  dering  boots  onto  the  str  eet.
 Wher  e  the  technology  is  used  for  a  law  enfor  cement  purpose  like  r  emote
 biometric  identification  sur  veillance  policing  must  anticipate  deeper  levels
 of  accountability.  Extending  that  to  infer  ential  algorithms  calculating  age,
 mood  and  so  on  raises  the  stakes  ir  r  espective  of  who  is  using  AI,  and  the
 operator  will  need  to  r  eflect  the  legal  r  efinements  (such  as  the  EU  AI  Act
 which  may  r  ender  it  unlawful)  and  r  einfor  ce  any  necessar  y  safeguar  ds.
 

W  ith  AI  being  in  an  almost  perpetual  Beta  state,  the  established
 accountability  such  as  vigilance  over  ‘function  cr  eep’  and  purpose  exten
 sion  must  also  be  r  evisited.  It  is  likely  that  uses  for  an  AI  system  will
 emerge  that  wer  e  unfor  eseen  at  the  time  it  was  pur  chased.  Function  or
 mission  cr  eep  will  be  a  challenge  for  accountability  bodies  who  will  have
 to  strike  a  new  and  dynamic  balance  between  legitimate  diversification
 and  unappr  oved  experimentation.
 

As  AI  tools  become  mor  e  established  and  accepted  in  policing,  it  will
 be  impor  tant  not  to  conflate  arguments  that  the  AI  technology  is  itself
 flawed  or  unlawful  rather  than  the  way  in  which  the  police  use  it.  For
 example,  one  of  the  gr  ounds  on  which  the  police  use  of  live  facial  r  ecog
 nition  technology  in  Bridges  (loc  cit  )  was  found  to  have  been  unlawful  was
 because  of  their  failur  e  to  discharge  their  general,  non-AI  duties  under  the
 Equality  Act  2010;  the  use  of  the  technology  was,  of  itself,  not  a  br  each
 of  the  duty  to  act  ‘in  accor  dance  with  law’.
 

Academics  have  also  argued  that  FR  technology  poses  a  thr  eat  to
 fr  eedom  of  expr  ession,  assembly  and  association,  and  the  right  to  privacy
 [  7].  The  principle  of  legality  is  cor  e  to  pr  oviding  safeguar  ds  to  human
 rights  as  highlighted  in  other  frameworks  that  argue  the  principle  of
 legality  (The  Eur  opean  Commission  for  Democracy;  [ 6]).  This  r  e
 enfor  ces  the  r  equir  ement  that clear  legal  guidelines  ar  e  a  r  equir  ement  for
 AI  to  mitigate  the  risk  of  misuse  or  negative  impact  against  vital  tools  for
 individuals  in  the  police.
 

It  is  not  only  clear  but  pr  edictable  that  the  law  is  ‘notoriously  slow
 moving  in  comparison  to  the  pace  of  change  and  dir  ection  of  technology’
 [  5].  The  legislative  pr  ocess  necessarily  involves  stages  of  car  eful  scr  utiny
 and  amendment;  yet  a  view  that  fast-evolving  technology  r  equir  es  fast
 evolving  law  persists.  The  answer  may  be  for  the  legislative  instr  uments
 r  egulating  AI  to  keep  up,  but  for  an  illustration  of  what  a  footrace
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between  criminal  legislation  and  science  looks  likes,  take  a  look  at  the
 Misuse  of  Dr  ugs  Act  197.  That  legislation  outlaws  specified  substances
 as  ‘contr  olled  dr  ugs’  as  set  out  in  its  schedules  which,  as  new  dr  ugs  ar  e
 cr  eated,  ar  e  amended.  After  amendment,  the  dr  ug  r  ecipes  ar  e  amended  by
 chemists  and  a  new  variant  cr  eated  which  is  then  added  to  the  schedule.
 Take  the  infinite  potential  that  AI  of  fers,  and  it  is  easy  to  dispel  the
 argument  that  the  only  solution  is  for  a  r  elative  acceleration  of  legislation.
 

Aside  fr  om  the  sheer  practical  impossibility  of  such  an  appr  oach,  in
 the  r  ealms  of  digital  technology,  people  generally  expect softwar  e  to  be
 patched  r  egularly  but  not  the  policy  or  legislation  that  gover  n  it.  Which
 is  why  a  set  of  clear  and  flexible  principles  was  felt  to  be  mor  e  suited  to
 r  egulating  AI  as  set  out  in  the  AI  accountability  concept  put  for  war  d  in
 this  book  and  for  mulated  in  the  AI  Accountability  Guidelines  for  Policing
 and  Security  (AIPAS;  see Appendix).
 

Ef  fective  accountability  for  AI  within  policing  and  law  enfor  cement
 will  ultimately  depend  on  balancing  what  is  technologically  possible,
 what  is  legally  per  missible,  and  what  is  societally  acceptable—in  other
 wor  ds  balancing  innovation,  r  egulation,  and  expectation.  How  will  that
 be  measur  ed?  A  good  star  t  would  be  the  application  of  AI  accountability
 principles.
 

3.7  National  Variations  within  the  UK  

Scottish  law  is  a  separate—although  substantially  overlapping—body  of
 jurispr  udence  fr  om  that  of  England  and  Wales.  Road  traf  fic  laws  ar  e  ver  y
 similar,  as  ar  e  many  of  the  basic  concepts  of  policing  and  constitutional
 law.  In  Nor  ther  n  Ir  eland  many  of  the  police  powers  and  gover  nance
 arrangements  for  the  police  ar  e  similarly  wor  ded  to  those  in  England  and
 Wales.  However,  both  jurisdictions  have significant  dif  fer  ences  in  their
 legal  and  wider  gover  nance  oversight  ar  rangements.  Both  Scotland  and
 Nor  ther  n  Ir  eland  have  chosen  to  describe  their  national  police  as  ‘ser
 vices’  rather  than  ‘for  ces’,  which  is  the  ter  m  used  in  England  and  Wales. 

19 

Both  have  also  established  a  tripar  tite  ar  rangement  between  the  opera
 tional  policing  ser  vice,  the  statutor  y  authority  with  r  esponsibility  for  the
 maintenance  of  an  ef  fective  police  ser  vice,  and  an  emphatically  human
 rights-focused  complaints  and  misconduct  framework.  The  thir  d  of  these
 

19
 Cf.  the  Civil  Nuclear  ‘Constabular  y’  above.  
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featur  es  allows  fewer  der  ogations  fr  om  the  applicable  human  rights  pr  ovi
 sions  of  the  UK  and  is  r  egar  ded  as  a  str  engthening  factor  for  police
 accountability  in  comparison  to England  and  Wales.  W  ith  some  urging
 a  dilution  of  inter  national  human  rights  influence  generally  within  the
 UK,  

20 it  will  be  inter  esting  to  see  how  any  change  in  policy  or  legislation
 will  impact  on  the  policing  ser  vices  of  these  two  jurisdictions.
 

For  the  purposes  of  this  book  a  few  key  featur  es  of  the  accountability
 ar  rangements  have  been  highlighted  but  this  does  not  attempt  to  be
 anything  mor  e  than  a  descriptive  illustration.
 

3.7.1  Scotland  

While  England  and  Wales  have  dir  ectly  elected  local  policing  bodies  (see
 above),  Scotland  and  Nor  ther  n  Ir  eland  have  dif  fer  ent  for  ms  of  democratic
 accountability.  The  statutor  y  accountability  ar  rangements  for  policing  in
 Scotland  ar  e  dif  fer  ent  fr  om  those  in  England  and  Wales,  and  ther  e  is  no
 equivalent  of  the  elected  local  policing  bodies  (mayors  and  police  and
 crime  commissioners).
 

The  Scottish  Police  Authority  (SPA)  is  established  under  the  Police
 and  Fir  e  Refor  m  (Scotland)  Act  2012  and  came  into  operation  on  1  April
 2013,  along  with  the  Police  Ser  vice  of  Scotland.  The  SPA’s  members
 ar  e  appointed  by  Scottish  ministers,  who  ar  e  elected  by  the  Scottish
 Parliament. 

The  cor  e  functions  of  the  SPA  ar  e  defined  in  the  Act  which  sets  out  a
 legislative  framework  to  ensur  e  ef  fective  gover  nance  for  policing  ser  vices
 acr  oss  Scotland  with  the  SPA  being  r  esponsible  for  pr  oviding  national
 gover  nance  and  accountability  ar  rangements.
 

In  car  r  ying  out its  functions  the  SPA  has  specific  r  egar  d  to  the  SPA’s
 Gover  nance  and  Accountability  Framework  Document  drawn  up  by  Scot
 tish  Gover  nment  in  consultation  with  the  SPA.  The  framework  document
 describes  the context  within  which  the  SPA  operates  and  sets  out  key  r  oles
 and  r  esponsibilities.  Other statutor  y  elements  of  accountability  and  gover
 nance  include  the  Public  Finance  and  Accountability  (Scotland)  Act  2000
 and  the  Ethical  Standar  ds  in  Public  Life  etc.  (Scotland)  Act  2000.
 

The  SPA  also  operates  under  various  r  egulations  and  dir  ections  issued
 by  the  Scottish  Ministers,  with  additional  obligation  arising  fr  om  data
 

20
 https://www.r  euters.com/world/uk/britain-under-pr  essur  e-immigration-urges-r  ef

 orm-european-human-rights-framework-2025-06-18/.  

https://www.reuters.com/world/uk/britain-under-pressure-immigration-urges-reform-european-human-rights-framework-2025-06-18/
https://www.reuters.com/world/uk/britain-under-pressure-immigration-urges-reform-european-human-rights-framework-2025-06-18/
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pr  otection  and  other  UK-applicable  legislation  like  the  Data  Pr  otection
 Act  2018  and  UK  GDPR.  While  Scotland  has  its  own  independent
 scr  utiny  body, 

21 and  a  commissioner  for  police  use  of  biometrics, 

22 

matters  like  counter  ter  r  orism  and  national  security  ar  e  r  eser  ved  and  the
 r  elevant  functions  of  UK  bodies  will  apply.
 

The  Police  (Ethics,  Conduct  &  Scr  utiny)  Scotland  Act  2025  (PECSS)
 was  enacted  by  the  Scottish  Parliament  following  the  Angiolini  Review
 of  Police  Complaints  Handling,  Investigations  and  Misconduct  Issues.
 The  PECSS  covers  a  range  of  topics  r  elated  to  ethics  and  conduct  for
 policing,  as  well  as  the  functions  and  gover  nance  of  the  Police  Inves
 tigations  and  Review  Commissioner  (PIRC)  and  suppor  ts  independent
 scr  utiny  by  PIRC  and  SPA.  One  significant  dif  fer  ence  in  the  account
 ability  ar  rangements  for  pr  ofessional  conduct is  the  existence  of  a  duty  of
 candour  for  Scottish  police  of  ficers,  something  that  has  been  pr  oposed  for
 public  bodies  in  the  UK  including  the  police  for  many  years  and  which
 the  UK  gover  nment  has  under  taken  to  intr  oduce  during  the  cur  r  ent
 parliament. 

23 

In  r  elation  to  the  civil  liability  of  the  police  for  using/failing  to  use  AI
 systems,  the  basis  for  assessment  may  be  dif  fer  ent  in  Scotland  fr  om  that
 of  England  and  Wales.  The  existence  of  a  duty  of  car  e  owed  by  the  police
 to  the  population  as  first  established  in  Hill  (above)  may  be  appr  oached
 dif  fer  ently  by  Scottish  cour  ts  wher  e  the  cr  eation  of  such  a  duty  can  arise
 fr  om  police  activity  (such  as  failing  to  pr  otect  a  danger  ous  str  etch  of  r  oad
 over  which  they  have  taken  contr  ol  following  an  incident 

24 ).
 

3.7.2  Nor  ther  n  Ir  eland  

Like  Scotland,  Nor  ther  n  Ir  eland  has  its  own  single  police  ser  vice.  The
 legal  ar  rangements  underpinning  the  accountability  of  the  police  ar  e  mor  e
 complex  than  those  for  the  other  par  ts  of  the  UK.  Again,  this  par  t  of  the
 chapter  is  simply  a  summar  y  of  some  of  the  key  elements.
 

21
 His  Majesty’s  Inspectorate  of  Constabular  y  in  Scotland.  

22
 https://www.biometricscommissioner.scot.  

23
 https://commonslibrar  y.parliament.uk/r  esear  ch-briefings/cdp-2025-0171/ 

24
 Gibson  (AP)  v  Or  r,  Strathlclyde  Police  Chief  Constable  [1999]  ScotCS  61  (26

 Febr  uar  y  1999). 

https://www.biometricscommissioner.scot
https://commonslibrary.parliament.uk/research-briefings/cdp-2025-0171/
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The  Police  Ser  vice  of  Nor  ther  n  Ir  eland  (PSNI)  is  established  under
 the  Police  (Nor  ther  n  Ir  eland)  Act  2000.  The  Police  (Nor  ther  n  Ir  eland)
 Act  2000  is  str  uctur  ed  in  a  similar  way  to  the  Police  Refor  m  and  Social
 Responsibility  Act  2011  in  England  and  Wales,  with  many  similar  pr  ovi
 sions.  However,  ther  e  is  no  dir  ectly  elected  policing  in  Nor  ther  n  Ir  eland,
 and  the  chief  constable  is  held  to  account  for  the  exer  cise  of  their  func
 tions—and  those  of  their  of  ficers  and  staf  f—by  the  Nor  ther  n  Ir  eland
 Policing  Boar  d  (NIPB).  The  Boar  d  is  an  independent  public  body  made
 up of  ten  political  and  nine  independent  members,  established  to  ensur  e
 for  all  the  people  of  Nor  ther  n  Ir  eland  an  ef  fective,  ef  ficient,  impar  tial,
 r  epr  esentative,  and  accountable  police  ser  vice,  which  will  secur  e  the  confi
 dence  of  the  whole  community  by  r  educing  crime  and  the  fear  of  crime.
 Members  of  the  Boar  d  ar  e  bound  by  a  code  of  conduct  and  operate  under
 agr  eed  standing  or  ders.
 

The  NIPB  has  a  statutor  y  duty  to  monitor  the  National  Crime  Agen
 cy’s  (NCA)  functions  in  Nor  ther  n  Ir  eland.  While  the  NCA  operates
 UK-wide  against  serious  crime,  its  activities  in  Nor  ther  n  Ir  eland  ar  e  over
 seen  by  the  NIPB  thr  ough  biannual  meetings,  per  for  mance  r  epor  ts,  and
 a  Memorandum  of  Understanding.  The  NCA  pr  ovides  quar  terly  per  for
 mance  nar  rative  r  epor  ts  on  its  activities  within  Nor  ther  n  Ir  eland  to  the
 NIPB.  The  NIPB  ensur  es  that  the  actions  of  the  NCA  in  Nor  ther  n
 Ir  eland  ar  e  transpar  ent  and  aligned  with  the  community’s  accountability
 needs,  as  detailed  in  the  NCA  Framework  Document  which  ensur  es  the
 NCA’s  actions  in  Nor  ther  n  Ir  eland  ar  e  scr  utinized  by  the  same  body
 r  esponsible  for  policing  oversight  (the  NIPB),  pr  oviding  a  cr  ucial  link
 between  national  law  enfor  cement  and  local  democratic  accountability.
 

Other  statutor  y  bodies  overseeing  policing  include  the  Police
 Ombudsman,  the  Criminal  Justice  Inspectorate  NI,  HM  Inspectorate  of
 Constabular  y,  Fir  e  &  Rescue  Ser  vices  and  the  Nor  ther  n  Ir  eland  Audit
 Of  fice.  The  Justice  Committee  oversees  the  work  of  the  Minister  of
 Justice.
 

The  Police  Ombudsman  was  established  under  the  Police  (Nor  ther  n
 Ir  eland)  Act  1998  and  has  a  wide  r  emit  to  investigate  complaints  about
 the  police  (including  the  Ministr  y  of  Defence  Police  in  Nor  ther  n  Ir  eland)
 and  cer  tain  UK  Bor  der  For  ce  staf  f.  Other  r  elevant  legal  bodies  overseeing
 the  activities  of  the  police  in  Nor  ther  n  Ir  eland  include  the  Nor  ther  n
 Ir  eland  Human  Rights  Commission  and the  Parades  Commission;  their
 statutor  y  functions  ar  e  set  out  in  the  r  elevant  legislation.  The  Police
 Ombudsman  is  a  ‘corporation  sole’  appointed  by  the  Executive  Of  fice,
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ensuring  independence  fr  om  both  the  PSNI  and  the  Depar  tment  of
 Justice.
 

The  above  statutor  y  accountability  ar  rangements  and  the  legal  bodies
 r  esponsible  for  their  functioning  play  cr  ucial  r  oles  in  holding  police
 accountable  within  those  jurisdictions  of the  UK  and  some  of  the  policing
 activity  will  be  car  ried  out  by  the  non-geographic  police  ser  vices  discussed
 earlier  in  the  chapter.  While  the  specific  framework  for  each  jurisdiction
 is  clearly  set  out  in  the  legal  instr  uments,  complexities  can  arise  wher  e
 police  of  ficers  and  staf  f  operate  in  collaboration  or  under  mutual  aid
 pr  ovisions.  In  such  operations,  the  potential  for  dif  fering  laws  and  poli
 cies  on  AI  usage  by  the  police  will  need  to  be  taken  into  account,  perhaps
 most  impor  tantly  wher  e  ther  e  ar  e  significant  dif  fer  ences  in  public  attitudes
 towar  ds  AI.  Such  dif  fer  ences  have  been  clearly  evidenced  in  a  national
 citizen  consultation,  which  is  set  out  in  detail  in  Chap.  10.
 

Despite  any  nuances  acr  oss  jurisdiction,  ther  e  is  a  str  ong  connection
 between  elected  bodies  and  the  population  for  policing  acr  oss  the  UK.
 This  connection  ensur  es  that  accountability  r  emains  a  central  focus  in  UK
 policing,  even  within  the  diverse  jurisdictional  landscape  described  above.
 

3.8  Harmonisation  with  the  EU  AI  A  ct  

Since  the  EU’s  Har  monisation  of  Rules  on  Ar  tificial  Intelligence
 (Pr  oposal  0106/2021),  the  policy  debate  as  to  how  to  balance  the  poten
 tial  benefits  against  har  ms  has  dominated  the  ar  ea  of  legal  r  egulation
 acr  oss  EU  member  states.  Ultimately  the  EU  AI  Act  (Regulation  (EU)
 2024/1689)  was  passed  and  lays  down  har  monised  r  ules  on  Ar  tificial
 Intelligence.  It  was  claimed  as  the  first  compr  ehensive  legal  framework
 on  AI  worldwide,  and  its  aim  is  to  ‘foster  tr  ustwor  thy  AI  in  Eur  ope’. 

25 

The  details  of  the  Act  and  its  r  elevance  to  AI  accountability  ar  e  set  out
 in  Chap.  4.  For  the  purpose  of  this  chapter,  it  should  be  noted  that  the
 EU  AI  Act  takes  a  risk-based  appr  oach  to  r  egulation  of  AI  systems,  tools,
 and  deployments.  In  par  ticular,  it  places  strict  legal  r  equir  ements  on  some
 AI  capabilities  and  use  cases  that  ar  e  r  egar  ded  as  r  epr  esenting  significant
 risks.  These  high-risk  use-cases  include:
 

25
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• AI  use-cases  in  law  enfor  cement  that  may  inter  fer  e  with  people’s
 fundamental  rights  (e.g.  evaluation  of  the  r  eliability  of  evidence).

 

• AI  systems  used  for  r  emote  biometric  identification,  emotion  r  ecog
 nition  and  biometric  categorisation  (e.g.  facial  r  ecognition  and
 matching).

 

• AI  use-cases  in  migration,  asylum  and  bor  der  contr  ol  management
 (e.g.  automated  examination  of  visa  applications).

 

• AI  solutions  used  in  the  administration  of  justice  and  democratic
 pr  ocesses  (e.g.  AI  solutions  to  pr  epar  e  cour  t  r  ulings).

 

The  type  of  obligations  on  users  of  AI  include:
 

• Making  adequate  risk  assessment  and  mitigation  systems.
 

• Ensuring  high-quality  datasets  feeding  the  system  to  minimise  risks
 of  discriminator  y  outcomes.

 

• Logging  of  activity  to  ensur  e  traceability  of  r  esults.
 

• Detailed  documentation  pr  oviding  all  infor  mation  necessar  y  on  the
 system  and  its  purpose  for  authorities  to  assess  its  compliance.

 

• Clear  and  adequate  infor  mation  to  the  deployer.
 

• Appr  opriate  human  oversight  measur  es.
 

• High  level  of  r  obustness,  cybersecurity  and  accuracy.
 

Many  of  these  r  equir  ements  ar  e  r  eflected  in  the  AIPAS  principles  as
 discussed  in  Chap.  5,  but  it  is  impor  tant  to  note  that  the  principles  ar  e
 not  a  complete  match  for  the  legal  pr  ovisions  applicable  in  EU  member
 states,  and  it  is  essential  to  check  the  sour  ce  legislation  and  guidance
 when  working  with  policing  organisations  in  those  jurisdictions  such  as
 Eur  opol.
 

In  Mar  ch  2024,  the  UK  gover  nment  intr  oduced  the  Ar  tificial  Intel
 ligence  (Regulation)  Bill  pr  ovisions  sur  r  ounding  the  function  of  AI  in
 the  United  Kingdom,  including  a  clause  to  intr  oduce  an  AI  Authority
 which  would  cr  eate  a  dir  ect  r  egulator  y  accountability  mechanism.  The
 Bill  subsequently  lapsed  as  a  r  esult  of  the  general  election  later  that  year.
 As  a  r  esult,  unlike  EU  member  states,  the  UK  cur  r  ently  has  no  statutor  y
 AI  r  egulator  y  framework  setting  specific  r  equir  ements  for  the  policing  and
 security  community.
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3.9  Conclusion  

AI-enabled  capability  is  infinitely  multi-functional—that  is  one  of  its  most
 exciting  str  engths.  Given  the  powers  and  privileges  of the  police  and  the
 state,  the  use  of  AI  in  the  context  of  policing  and  law  enfor  cement  brings
 specific  challenges  and  r  esponsibilities,  and these  r  equir  e  specific  ar  eas  of
 scr  utiny,  transpar  ency,  and  assurance.
 

As  the  police  can  do  mor  e  with  AI  technology,  it  will  be  incr  easingly
 impor  tant  to  show  what  they  ar  e  not  doing  with  it;  so  impor  tant  that
 their  use  of  AI  may  become  a  pr  oxy  measur  e  for  tr  ust  and  confidence  in
 the  police  generally.  And  if  the  citizen  does  not  tr  ust  their  police  with
 new  technology,  the  pr  oblem  is  not  the  technology.
 

The  law  r  egulates  the  actions  of  the  police  and  the  state  generally,
 together  with  the  use  of  data  and  technology  by  ever  yone.  However,
 legislative  frameworks  only  go  so  far  and  var  y  significantly  acr  oss  inter
 national  bor  ders,  as  do  societal  expectations  (see  Chap.  10).  The  AI
 accountability  challenge  for  policing  and  law  enfor  cement  will  be  to
 balance  thr  ee  things:  the  technological  (what  can  be  done),  the  legal
 (what  must/must  not  be  done),  and  the  societal  (what  people  will
 suppor  t/expect  to  be  done).
 

The  purpose  of  the  AI  accountability  principles  and contextual  discus
 sions  set  out  in  the  r  emaining  chapters  is  to  help  the  police,  and
 those  holding  them  to  account,  to  achieve  that  dynamic  balancing  of
 innovation,  r  egulation,  and  expectation.
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Ar  tificial  Intelligence  in  Law  Enfor  cement
 Operations:  The  EU  AI  Act

 as  the  Gover  ning  Legal  Standar  d  

Marco  Gercke 

4.1  Introduction  

On  1  August  2024,  Regulation  (EU)  2024/1689,  the  Ar  tificial  Intelli
 gence  Act  (AI  Act),  enter  ed  into  for  ce.  It  is  the  world’s  first  compr  e
 hensive  binding  legal  framework  specifically  gover  ning  Ar  tificial  Intel
 ligence  systems.  No  equivalent  instr  ument  of  comparable  scope  and
 binding  for  ce  cur  r  ently  exists  at  the  inter  national  level.  While  the
 Council  of  Eur  ope’s  Framework  Convention  on  Ar  tificial  Intelligence,
 Human  Rights,  Democracy  and  the  Rule  of  Law,  opened  for  signatur  e
 in  September  2024,  r  epr  esents  a parallel  inter  national-law  instr  ument,
 the  AI  Act  constitutes  the  primar  y  operational  r  egulator  y  framework
 gover  ning  AI  systems  within  the  Eur  opean  Union.  For  Law  Enfor  ce
 ment  Agencies  (LEAs)s  operating  in  the  Eur  opean  Union  or  deploying
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AI  tools,  whose  outputs  af  fect  persons  within  EU  ter  ritor  y,  the  AI  Act  is
 ther  efor  e  the  central  operative  legal  standar  d.
 

The  AI  Act  has  significant  implications  for  the  work  of  LEAs.  The
 Regulation  imposes  binding  obligations  on  LEAs  as  deployers  of  cer  tain
 AI  systems,  pr  ohibits  specified  investigative  practices  outright,  and  estab
 lishes  r  equir  ements  concer  ning  human  oversight,  logging,  transpar  ency,
 and  data  gover  nance.  In  addition,  it  r  equir  es  a  Fundamental  Rights
 Impact  Assessment  (FRIA)  befor  e  the  deployment  of  cer  tain  high-risk  AI
 systems  used  in  law  enfor  cement.  V  iolations  may  lead  to  administrative
 sanctions.  The  AI  Act  thus  marks  an  impor  tant  shift  in  the  account
 ability  framework  gover  ning  LEA  use  of  AI,  transfor  ming  what  was
 pr  eviously  largely  an  ethics-based  gover  nance  discourse  into  enfor  ceable
 legal  obligations  [  9,  10].
 

The  ter  ritorial  r  each  of  the  AI  Act  is  not  limited  to  pr  oviders  estab
 lished  within  the  Eur  opean  Union.  Pr  oviders  established  outside  the  EU
 r  emain  subject  to  the  Regulation  wher  e  AI  system  outputs  ar  e  used
 within  the  Union.  This  extrater  ritorial  mechanism  r  esembles  the  appr  oach
 adopted  by  the  General  Data  Pr  otection  Regulation  (GDPR)  and  exem
 plifies  what  Bradfor  d  [  3]  ter  ms  the  ‘Br  ussels  Ef  fect’:  by  conditioning
 access  to  the  Eur  opean  market on  compliance  with  EU  r  egulator  y  stan
 dar  ds,  the  Union  extends  the  global  influence  of  its  r  egulator  y  model
 thr  ough  economic  necessity  rather  than  dir  ect  legal  compulsion  [ 2].  In
 practice,  this  means  that  the  AI  Act  is  likely  to  influence  the  design  and
 availability  of  AI  systems  used  by  LEAs  worldwide,  ir  r  espective  of  their
 domestic  r  egulator  y  envir  onment.
 

The  drafters  of  the  AI  Act  explicitly  addr  essed  law  enfor  cement  uses
 of  AI.  The  Regulation  contains  dedicated  pr  ovisions  on  pr  ohibited  AI
 practices  with  specific  law  enfor  cement  exceptions,  classifies  many  law
 enfor  cement  AI  applications  as  high-risk,  and  establishes  transpar  ency
 obligations  that  ar  e  modified  in  cer  tain  law  enfor  cement  contexts.
 

Section  4.2  in  this  chapter  traces  the  development  of  the  AI  Act
 fr  om  its  political  origins  thr  ough  the  trilogue  negotiations,  focusing  on
 the  law  enfor  cement  dimensions  of  that  pr  ocess.  Section  4.3  pr  ovides  a
 str  uctur  ed  analysis  of  the  substantive  pr  ovisions  most  dir  ectly  af  fecting
 LEA  operations,  including  pr  ohibited  practices,  high-risk  classifications,
 deployer  obligations,  transpar  ency  r  equir  ements,  data  pr  otection  inter
 faces,  gover  nance  str  uctur  es,  and  individual  rights.  Section  4.4  concludes
 with  obser  vations  on  compliance  strategy.
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4.2  The  Development  of  the  AI  A  ct  

4.2.1  Fr  om  Ethics  to  Legislation:  2018–2021  

The  binding  r  egulation  of  ar  tificial  intelligence  at  Union  level  emerged
 fr  om  a  gradual  soft-law  pr  ocess.  In  April  2018,  the  Eur  opean  Commission
 published  its  Communication  ‘Ar  tificial  Intelligence  for  Eur  ope’,  identi
 fying  excellence  and  tr  ust  as  twin  policy  objectives  [ 9].  The  Commis
 sion  subsequently  convened  the  High-Level  Exper  t  Gr  oup  on  Ar  tificial
 Intelligence  (AI  HLEG),  whose  Ethics  Guidelines  for  Tr  ustwor  thy  AI,
 published  in  April  2019,  translated  those  objectives  into  seven  operational
 r  equir  ements: 

1.  Human  agency  and  oversight
 

2.  Technical  r  obustness  and  safety
 

3.  Privacy  and  data  gover  nance
 

4.  Transpar  ency
 

5.  Diversity,  non-discrimination  and  fair  ness
 

6.  Societal  and  envir  onmental  well-being
 

7.  Accountability
 

While  these  guidelines  became  influential  for  LEAs  and  for  EU-funded
 r  esear  ch  pr  ojects  developing  AI  tools  for  law  enfor  cement  purposes,  they
 lacked  binding  legal  for  ce.  Never  theless,  they  pr  ovided  much  of  the
 nor  mative  foundation  upon  which  the  later  legislative  framework  was
 built. 

Compar  ed  with  the  Ethics  Guidelines  for  Tr  ustwor  thy  AI,  the  AI  Act
 adopts  a  nar  r  ower  and  mor  e  operationalised  understanding  of  tr  ustwor
 thiness.  As  Laux  et  al.  [  10]  obser  ve,  the  Regulation  largely  conceptualises
 tr  ustwor  thiness  in  ter  ms  of  the  acceptability  and  management  of  AI
 r  elated  risks  thr  ough  confor  mity  assessment  and  r  egulator  y  compliance
 mechanisms.  This  conflation  of  ‘tr  ustwor  thiness’  with  ‘risk  acceptabil
 ity’,  rather  than  with  br  oader  public  tr  ust,  may  not  necessarily  generate
 the  societal  confidence  that  the  Regulation  seeks  to  pr  omote.  For  law
 enfor  cement  decision  makers,  this  critique  highlights  an  impor  tant  prac
 tical  point:  compliance  with  the  AI  Act  does  not  automatically  pr  oduce
 public  tr  ust  in  AI-assisted  policing.
 

The  Commission’s  White  Paper  on  Ar  tificial  Intelligence  (Febr  uar  y
 2020)  translated  the  ethics-based  framework  into  a  legislative  agenda,
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pr  oposing  a dual-pillar  appr  oach  combining  innovation  suppor  t  with
 pr  opor  tionate  r  egulation  of  high-risk  AI  systems  [ 9].
 

4.2.2  The  Commission  Pr  oposal  and  the  Law  Enfor  cement  Debate  

On  21  April  2021,  the  Commission  pr  esented  its  pr  oposal  for  the
 AI  Act.  Veale  and  Borgesius  [  19]  characterised  the  pr  oposal  as  one
 that  ‘mixes  r  eduction  of  trade  bar  riers  with br  oad  fundamental  rights
 concer  ns  in  a  str  uctur  e  unfamiliar  to  many  infor  mation  lawyers’  (p.  98).
 The  pr  oposal  intr  oduced  the  now-familiar  risk-based  ar  chitectur  e  distin
 guishing  between  pr  ohibited,  high-risk,  limited-risk,  and  minimal-risk
 AI  uses.  For  LEAs,  the  pr  oposal  alr  eady  contained  a  qualified  pr  ohi
 bition  on  cer  tain  for  ms  of  r  eal-time  r  emote  biometric  identification  in
 publicly  accessible  spaces,  r  estrictions  on  pr  edictive  policing  practices
 based  solely  on  pr  ofiling,  and  the  classification  of  various  law  enfor  cement
 AI  applications  as  high-risk  under  Annex  III  [ 16].
 

Smuha  et  al.  [  17]  identified  an  early  str  uctural  weakness  in  the
 pr  oposal:  unlike  Annex  III,  which  the  Commission  could  amend  thr  ough
 delegated  acts,  the  list  of  pr  ohibited  AI  practices  in  Ar  ticle  5  was  compar
 atively  static.  The  pr  ohibited-practices  r  egime,  they  argued,  appear  ed
 heavily  influenced  by  contemporar  y  contr  oversies  such  as  social  scoring
 and  r  emote  biometric  identification  by  law  enfor  cement  authorities,
 despite  the  dif  ficulty  of  pr  edicting  futur  e  AI  uses.  This  critique  pr  oved
 pr  escient,  as  the  rapid  emergence  of  general-purpose  AI  and  large
 language  models  during  2022  and  2023  r  equir  ed  substantial  additions
 to  the  r  egulator  y  framework  rather  than  adaptation  of  the  original
 pr  ohibited-practices  str  uctur  e.
 

The  law  enfor  cement  community  actively  par  ticipated  in  the  legislative
 debate.  In  May  2022,  Eur  opean  police  chiefs  issued  a  joint  declaration
 acknowledging  that  AI  systems  ar  e  par  ticularly  well  suited  to  suppor  ting
 investigative  activities,  whilst  cautioning  against  r  egulator  y  appr  oaches
 that  might  unduly  impede  legitimate  law  enfor  cement  functions  [ 16,
 p.  601].  Their  inter  vention  r  eflected  a  central  tension  underlying  the
 legislative  pr  ocess:  the balance  between  fundamental  rights  pr  otection  and
 operational  ef  fectiveness  in  policing.
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4.2.3  Council,  Parliament,  and  Trilogue  

The  Council  of  the  Eur  opean  Union  adopted  its  General  Appr  oach  in
 December  2022,  r  efining  several  law  enfor  cement  pr  ovisions  and  modi
 fying  the  conditions  gover  ning  exceptions  for  r  eal-time  r  emote  biometric
 identification.  In  June  2023,  the  Eur  opean  Parliament  adopted  its  posi
 tion  at  first  r  eading,  pr  oposing  a  substantially  mor  e  r  estrictive  appr  oach
 to  law  enfor  cement  uses  of  AI  than  that  r  eflected  in  the  Council  text. 

The  trilogue  negotiations  concluded  in  December  2023.  The  r  esulting
 compr  omise  tightened  the  conditions  gover  ning  r  eal-time  r  emote
 biometric  identification  by  intr  oducing  stricter  authorisation  r  equir  e
 ments,  mandator  y  Fundamental  Rights  Impact  Assessments  (FRIAs),  and
 notification  obligations,  whilst  maintaining  a  comparatively  mor  e  per  mis
 sive  framework  for  cer  tain  for  ms  of  post-r  emote  biometric  identification.
 This  distinction,  discussed  fur  ther  in  Sect.  4.3.3.3,  has  attracted  sustained
 criticism  in  the  academic  literatur  e.  The  final  text  was  published  in  the
 Of  ficial  Jour  nal  on  12  July  2024  as  Regulation  (EU)  2024/1689.  The  AI
 Act  and  the  Council  of  Eur  ope  Framework  Convention  on  Ar  tificial  Intel
 ligence,  Human  Rights,  Democracy  and  the  Rule  of  Law  wer  e  finalised
 within  the  same  br  oader  r  egulator  y  period  in  2024.
 

4.2.4  Entr  y  into  For  ce  and  Phased  Applicability  

The  phased  applicability  str  uctur  e  of  the  AI  Act  is  operationally  significant
 for  LEAs.  The  pr  ohibited  AI  practices  contained  in  Chapter  II  became
 applicable  on  2  Febr  uar  y  2025,  meaning  that  AI  systems  deployed
 by  LEAs  after  that  date  must  comply  with  Ar  ticle  5  AI  Act.  Gover
 nance  pr  ovisions  and  most  r  ules  concer  ning  penalties  became  applicable
 on  2  August  2025.  Most  obligations  concer  ning  high-risk  AI  systems,
 including  deployer  obligations  under  Ar  ticle  26,  ar  e  scheduled  to  become
 applicable  fr  om  2026  onwar  ds  under  the  phased  implementation  r  egime
 established  by  Ar  ticle  113  AI  Act.
 

4.2.5  The  Digital  Omnibus  Package  and  Implementation
 Adjustments  

The  AI  Act’s  implementation  timeline  has  r  ecently  been  r  evised.  On
 7  May  2026,  the  Council  Pr  esidency  and  the  Eur  opean  Parliament
 announced  a  pr  ovisional  agr  eement  under  the  so-called  Omnibus  VII
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package  to  str  eamline  cer  tain  r  ules  on  AI.  The  agr  eement  adjusts  the
 timeline  for  applying  r  ules  on  high-risk  AI  systems  by  up  to  16  months,
 conditional  on  the  Commission  confir  ming  that  the  necessar  y  har  mo
 nized  standar  ds  and  tools  ar  e  available.  The  new  application  dates  ar  e
 2  December  2027  for  stand-alone  high-risk  AI  systems  under  Annex
 III  and  2  August  2028  for  high-risk  AI  systems  embedded  in  pr  oducts.
 For  LEAs,  this  means  that  the  most  consequential  obligations  (including
 deployer  r  equir  ements  under  Ar  ticle  26  and  the  FRIA  under  Ar  ticle  27)
 ar  e  unlikely  to  acquir  e  full  enfor  ceability  befor  e  late  2027.  The  agr  eement
 also  intr  oduces  a  new  pr  ohibition  under  Ar  ticle  5  AI  Act  on  the  use  of  AI
 systems  to  generate  non-consensual  sexual  content  or  child  sexual  abuse
 material  (CSAM),  applicable  without  exception  to  all  deployers  including
 LEAs.  For  mal  adoption  is  expected  in  summer  2026.
 

4.3  Relevant  Provisions  of  the  AI

 A  ct  for  Law  Enforcement  

4.3.1  Scope:  The  Definition  of  AI  System 

The  AI  Act  applies  not  to  ar  tificial  intelligence  in  the  abstract,  but  to  ‘AI
 systems’  and  to  general-purpose  AI (GPAI)  models  within  the  meaning
 of  the  Regulation.  Ar  ticle  3(1)  defines  an  ‘AI  system’  as  a  machine
 based  system  designed  to  operate  with  var  ying  levels  of  autonomy  that
 infers,  fr  om  inputs,  how  to  generate  outputs  (including  pr  edictions,
 content,  r  ecommendations,  or  decisions)  that  can  influence  physical  or
 vir  tual  envir  onments.  A  cor  e  component  of  the  definition  is  the  system’s
 capacity  to  infer  fr  om  inputs  how  to  generate  outputs  thr  ough  machine
 based  pr  ocessing  techniques,  including  lear  ning,  r  easoning,  or  modelling
 appr  oaches  that exhibit  a  degr  ee  of  autonomy  beyond  pur  ely  manual
 human  operation.
 

For  LEAs,  this  definitional  thr  eshold  cr  eates  practical  challenges.  The
 AI  Act  does  not  generally  r  equir  e  pr  oviders  to  identify  ever  y  softwar  e
 pr  oduct  explicitly  as  containing  an  AI  system  within  the  meaning  of  the
 Regulation.  A  law  enfor  cement  agency  acquiring  a  complex  investigative
 tool  may  ther  efor  e  not  know  with  cer  tainty  whether  it  contains  one  or
 mor  e  AI  systems  within  the  meaning  of  the  AI  Act.  As  a  consequence,
 pr  ocur  ement  specifications  should  r  equir  e  explicit  contractual  r  epr  esenta
 tions  fr  om  softwar  e  pr  oviders  concer  ning  AI  Act  applicability.  In  cases  of
 doubt,  LEAs  should  seek  independent  technical  assessment.
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It  is  also  wor  th  noting  that  the  AI  Act  adopts  a  br  oader  conception  of
 an  AI  system’s  lifecycle  than  conventional  pr  oduct  safety  laws.  Regulator  y
 obligations  begin  at  the  design  and  development  stages  instead  of  the  time
 a  pr  oduct  is  placement  on  the  market.  This  pr  ovides  impor  tant  context  for
 the  documentation  and  traceability  r  equir  ements  established  in  Ar  ticles
 11  to  13  AI  Act.  The  intent  of  those  documentation  r  equir  ements  is  to
 ensur  e  that compliance-r  elevant  decisions  made  during  development  ar  e
 captur  ed  and  ar  e  auditable  thr  oughout  the  system’s  operational  life.
 

4.3.2  The  Risk-Based  Appr  oach  and  Its  Critiques 

The  AI  Act’s  operative  mechanism  is  a  risk-based  classification  distributing
 r  egulator  y  obligations  in  pr  opor  tion  to  assessed  risk.  Hohmann  and
 Kollar  [  8,  p.  1]  characterise  the  ar  chitectur  e  as  a  risk-based  framework
 distinguishing  between  pr  ohibited,  high-risk,  limited-risk,  and  minimal
 risk  AI  uses,  distributing  r  egulator  y  bur  dens  in  or  der  to  addr  ess  AI-r  elated
 risks  ‘while  ensuring  the enfor  cement  of  the  public  inter  est  and  a  high
 level  of  pr  otection  r  ooted  in  Eur  opean  cultural  and  political  foundations’.
 For  LEAs,  the  challenge  is  that  the  categories  of  AI  application  most  valu
 able  to  operational  policing  (biometric  identification,  pr  edictive  analytics,
 and  suspect  pr  ofiling)  ar  e  pr  ecisely  those  subject  to  the  highest  r  egulator  y
 bur  dens. 

The  risk-based  appr  oach  has  attracted  critique.  Rangone  and  Megale
 [  15,  p.  1082]  obser  ve  that  the  AI  Act’s  ex  ante  risk-based  appr  oach
 ‘might  lead  to  r  egulator  y  obsolescence’  given  the  pace  of  AI  development
 and  risks  ‘over  or  under-inclusion  of  AI  applications  in  risk  categories’.
 Specifically  in  the  law  enfor  cement  context,  Smuha  et  al.  [ 17,  p.  32]  noted
 early  that  Annex  III’s  law  enfor  cement  categor  y,  by  focusing  on  systems
 involving  natural  persons  as  subjects,  risks  omitting  geospatial  crime
 analytics—ar  ea-based  pr  edictive  policing  systems  that  do  not  pr  ofile  iden
 tifiable  individuals—fr  om  high-risk  classification  despite  their  potential  for
 discriminator  y  r  esour  ce  allocation.
 

The  Commission  has  since  published  Draft  Guidelines  on  the  classifica
 tion  of  high-risk  AI  systems  under  Ar  ticle  6(3),  which  pr  ovide  clarification
 of  the  exemption  criteria.  The  Draft  Guidelines  point  out  that  Annex  III
 categories  must  be  interpr  eted  in  light  of  the  intended  purpose  of  the  AI
 system  and  its  actual  impact  on  decision-making  pr  ocesses.  A  system  that
 mer  ely  assists  a  human  decision  without  materially  influencing  it  may  fall
 outside  the  high-risk  classification  even wher  e  it  nominally  falls  within  an
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Annex  III  categor  y.  This  distinction  has  practical  r  elevance  for  LEAs  oper
 ating  analytical  tools  in  an  advisor  y  rather  than  deter  minative  capacity.
 However,  it  should  be  noted  that  these  ar  e  cur  r  ently  only  guidelines  and
 changes  could  happen.
 

4.3.3  Pr  ohibited  AI  Practices:  Ar  ticle  5  

4.3.3.1  Prohibitions  Without  Law  Enforcement  Exception 

Ar  ticle  5  AI  Act  identifies  a  number  of  AI  practices  as  pr  esenting  unac
 ceptable  risks  and  pr  ohibits  them  outright.  Several  pr  ohibitions  apply
 without  any  exception  whatsoever,  including  to  law  enfor  cement.  The
 pr  ohibition  most  r  elevant  for  LEAs  is  Ar  ticle  5(1)(e)  AI  Act,  which
 pr  ohibits  the  use  of  AI  systems  that  cr  eate  or  expand  facial  r  ecognition
 databases  thr  ough  untargeted  scraping  of facial  images  fr  om  the  inter  net
 or  CCTV  footage.  This  pr  ohibition  is  absolute.  It  dir  ectly  constrains  the
 methodological  appr  oach  of  several  commer  cially  available  investigative
 tools,  including  Clear  view  AI,  that  have  been  used  by  LEAs  acr  oss  Eur  ope
 and  inter  nationally  [  17,  p.  7].
 

4.3.3.2  Individual-Based  Predictive  Policing 

Ar  ticle  5(1)(d)  AI  Act  pr  ohibits  AI  systems  used  to  assess  the  risk  of  an
 individual  committing  a  criminal  of  fence  based  solely  on  pr  ofiling  or  on
 personality  traits  and  characteristics.  The  pr  ohibition  does  not  extend  to
 AI  systems  suppor  ting  a human  assessment  of  individual  criminal  involve
 ment  wher  e  that  assessment  is  alr  eady  gr  ounded  in  objective  and  verifiable
 facts  dir  ectly  linked  to  criminal  activity.  Recital  42  makes  the  legislative
 intent  explicit:  the  pr  ohibition  seeks  to  pr  eser  ve  the  pr  esumption  of  inno
 cence  by  ensuring  that individuals  ar  e  judged  on  actual  conduct  rather
 than  algorithmic  pr  ediction  alone.
 

The  pr  ohibition  does  not  extend  to  ar  ea-based  pr  edictive  policing
 systems  operating  thr  ough  the  assessment  of  crime  pr  obabilities  at  specific
 locations  using  historical  or  statistical  data  rather  than  individual  pr  ofiling.
 Systems  such  as  Pr  edPol  or  CompStat,  which  identify  crime  hotspots  by
 cor  r  elating  location,  time,  and  historical  of  fence  patter  ns,  ther  efor  e  fall
 outside  Ar  ticle  5(1)(d).  Recital  42  fur  ther  clarifies  that  risk  analytics  used
 to  assess  the  likelihood  of  financial  fraud  or  the  localisation  of  nar  cotics
 on  the  basis  of  suspicious  transaction  patter  ns  or  known  traf  ficking  r  outes
 ar  e  likewise  not  cover  ed  wher  e  they  ar  e  not  based  solely  on  pr  ofiling  of
 identifiable  individuals. 
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4.3.3.3  Biometric  Categorisation 

Ar  ticle  5(1)(g)  AI  Act  pr  ohibits  the  use  of  biometric  categorisation
 systems  to  deduce  or  infer  an  individual’s  race,  political  opinions,  trade
 union  membership,  r  eligious  or  philosophical  beliefs,  sex  life,  or  sexual
 orientation.  The  pr  ohibition  does  not,  however,  pr  event  cer  tain  for  ms  of
 technical  labelling  or  filtering  of  lawfully  acquir  ed  biometric  datasets  in
 the  law  enfor  cement  context.  Recital  30  gives  the  example  of  categorisa
 tion  based  on  objectively  obser  vable  physical  featur  es  such  as  hair  colour
 or  eye  colour.  However,  the  pr  ohibition  continues  to  apply  to  the  deduc
 tion  or  infer  ence  of  sensitive  characteristics  such  as  political  opinions,
 r  eligious  beliefs,  or  sexual  orientation  fr  om  biometric  data.
 

4.3.3.4  Real-Time  Remote  Biometric  Identification  in  Publicly
 Accessible  Spaces 

This  pr  ohibition  is  among  the  most  operationally  consequential  pr  ovisions
 of  the  AI  Act  for  policing.  Ar  ticle  5(1)(h)  pr  ohibits  LEAs  fr  om  deploying
 ‘r  eal-time’  r  emote  biometric  identification  systems  in  publicly  accessible
 spaces.  A  r  emote  biometric  identification  system  is  defined  as  an  AI  system
 identifying  natural  persons  thr  ough  comparison  of  their  biometric  data
 against  a  r  efer  ence  database.  Identification  is  consider  ed  ‘r  eal-time’  wher  e
 ther  e  is  no  significant  delay  between  data  captur  e,  comparison,  and  iden
 tification.  ‘Publicly  accessible  spaces’  r  efers  to  physical  spaces  accessible  to
 an  indeter  minate  number  of  persons.  Online envir  onments  ar  e  expr  essly
 excluded  fr  om  this  definition. 

The  pr  ohibition  admits  four  nar  r  owly  framed  exceptions;  all  subject  to
 a  strict  necessity  r  equir  ement.  Each  use  r  equir  es  prior  authorisation  by
 a  judicial  authority  or  by  an  independent  administrative  authority  whose
 decision  is  binding,  subject  in  urgent  cases  to  r  etr  ospective  authorisation
 within  24  hours.  Deployment  of  such  systems  is  fur  ther  subject  to  the
 FRIA  r  equir  ements  of  Ar  ticle  27  AI  Act,  as  well  as  notification  obligations
 vis-à-vis  the  market  sur  veillance  authority  and  the  national  data  pr  otection
 authority.
 

Per  mitted  uses  ar  e  limited  to: 

• The  targeted  sear  ch  for  victims  of  abduction,  traf  ficking,  or  sexual
 exploitation,  and  missing  persons

 

• The  pr  evention  of  a  specific,  substantial,  and  imminent  thr  eat  to  life
 or  of  a  ter  r  orist  attack 
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• The  identification  of  suspects  for  the  investigation,  pr  osecution,  or
 execution  of  criminal  penalties  for  Annex  II  of  fences  punishable  by
 a  maximum  custodial  sentence  of  at  least  four  years

 

The  exclusion  of  online  spaces  fr  om  the  pr  ohibition  cr  eates  a  signifi
 cant  interpr  etive  gap.  Ar  ticle  5(1)(h),  r  ead  together  with  Ar  ticle  3(44),
 pr  oduces  the  anomalous  r  esult  that  r  eal-time  facial  r  ecognition  on  a  live
 CCTV  feed  in  a  railway  station  is  pr  ohibited,  subject  to  exceptions,
 wher  eas  the  same  identification  per  for  med  on  a  live  inter  net  video  str  eam
 falls  outside  the  pr  ohibition.  Such  online  identification  may  never  theless
 qualify  as  a  high-risk  AI  system  under  Annex  III  No.  1(a),  although
 without  being  subject  to  the  stricter  safeguar  ds  of Ar  ticle  5.  Recital  95
 sentence  4  AI  Act  explicitly  states  that  the  conditions  gover  ning  post
 r  emote  biometric  identification  must  not  be  used  to  cir  cumvent  the
 stricter  conditions  applicable  to  r  eal-time  identification  systems.  A  LEA
 systematically  r  outing  biometric  identification  thr  ough  online  str  eams  in
 or  der  to  avoid  Ar  ticle  5(1)(h)  would  ther  efor  e  engage  dir  ectly  with  this
 anti-cir  cumvention  principle.
 

4.3.4  High-Risk  AI  Systems 

4.3.4.1  Classification  

Chapter  III  of  the  AI  Act  establishes  the  r  egulator  y  framework  for  AI
 systems  posing  significant  risks  to  health,  safety,  or  fundamental  rights.
 For  LEAs,  the  r  elevant  classification  mechanism  is  Ar  ticle  6(2)  in  connec
 tion  with  Annex  III.  Annex  III  identifies  several  categories  of  stand-alone
 high-risk  AI  systems,  including  systems  used  in  biometrics  (No.  1)  and  law
 enfor  cement  (No.  6),  both  of  which  ar  e  of  dir  ect  operational  r  elevance  to
 LEAs. 

Classification  under  Annex  III  does  not  automatically  r  esult  in  high
 risk  status  in  ever  y  case.  Based  on  Ar  ticle  6(3)  AI  Act,  an  Annex  III
 system  is  not  to  be  consider  ed  high-risk  wher  e  it  does  not  pose  a  signif
 icant  risk  of  har  m  to  the  health,  safety,  or  fundamental  rights  of  natural
 persons,  including  wher  e  the  system  mer  ely  per  for  ms  a  nar  r  ow  pr  ocedural
 or  pr  eparator  y  task,  impr  oves  the  r  esult  of  a  pr  eviously  completed  human
 activity,  or  other  wise  does  not  materially  influence  decision-making  in  the
 r  elevant  ar  ea. 
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Annex  III  No.  6  lists  five  use-cases  applicable  to  LEAs  and  agencies
 acting  on  their  behalf,  classified  as  high-risk  ‘because  their  accuracy,  r  elia
 bility  and  transpar  ency  is  par  ticularly  impor  tant  to  avoid  adverse  impacts,
 r  etain  public  tr  ust  and  ensur  e  accountability  and  ef  fective  r  edr  ess’.  The
 five  use-cases  ar  e:  

1. AI  systems  assessing  the risk  of  an  individual  becoming  a  victim  of
 criminal  of  fences  (ar  ea-based  pr  edictive  policing)

 

2. AI  systems  used  as  polygraphs  or  similar  cr  edibility  assessment  tools
 

3. AI  systems  evaluating  the  r  eliability  of  evidence  in  criminal  investi
 gations  or  pr  osecutions

 

4. AI  systems  assessing  the  risk  of  an  individual  of  fending  or  r  e
 of  fending,  or  assessing  personality  traits  and  past  criminal  behaviour

 

5. AI  systems  used  for  the  pr  ofiling  of  individuals  in  the  detection,
 investigation,  or  pr  osecution  of  criminal  of  fences

 

This  taxonomy  covers  a  wider  range  of  AI  capabilities  that  LEAs
 cur  r  ently  deploy  (see  example  use  cases  in  Chaps.  12,  13,  and  14).
 

4.3.4.2  Mandator  y  Requirements 

A  high-risk  AI  system  must  satisfy  a  set  of  mandator  y  r  equir  ements  befor  e
 it  can  be  placed  on  the  market  or  put  into  ser  vice.  These  r  equir  ements,
 established  in  Ar  ts.  9–15  AI  Act,  include: 

1.  The  establishment  and  maintenance  of  a  risk  management  system
 continuously  identifying  and  evaluating  risks  thr  oughout  the
 system’s  lifecycle

 

2.  Compliance  with  data  and  data  gover  nance  r  equir  ements,  including
 the  use  of  training,  validation,  and  testing  datasets  meeting  standar  ds
 of  r  elevance,  r  epr  esentativeness,  and,  as  far  as  possible,  fr  eedom  fr  om
 er  r  ors  and  completeness

 

3.  The  pr  eparation  of  appr  opriate  technical  documentation
 

4.  The  implementation  of  automatic  logging  capabilities  ensuring  an
 appr  opriate  level  of  traceability

 

5.  The  pr  ovision  of  instr  uctions  for  use  and  other  infor  mation  to
 deployers

 

6.  The  design  and  implementation  of  ef  fective  human  oversight
 measur  es 
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7. The  achievement  of  appr  opriate  levels  of  accuracy,  r  obustness,  and
 cybersecurity

 

Compliance  with  these  r  equir  ements  must  generally  be  demonstrated
 thr  ough  a  confor  mity  assessment  pr  ocedur  e.  Following  successful  assess
 ment,  the  pr  ovider  draws  up  an  EU  declaration  of  confor  mity  and  af  fixes
 the  CE  marking  befor  e  the  system  may  be  placed  on  the  market  or  put
 into  ser  vice. 

The  dataset  quality  r  equir  ement  demands  separate  attention.  Ar  ticle
 10(2)(f)  AI  Act  explicitly  r  equir  es  that  training,  validation,  and  testing
 datasets  be  examined  for  possible  biases  that  ar  e  likely  to  af  fect  health
 and  safety  or  lead  to  discrimination  pr  ohibited  under  Union  law.  This
 pr  ovision  dir  ectly  confr  onts  a  documented  str  uctural  pr  oblem  in  law
 enfor  cement  AI.  Historical  crime  data  r  eflects  pr  e-existing  patter  ns  of
 enfor  cement  activity  that  may  themselves  be  discriminator  y.  A biometric
 identification  system  trained  pr  edominantly  on  one  demographic  will
 generate  systematically  higher  false  positive  rates  for  under  r  epr  esented
 gr  oups.  Resear  chers  have  documented  this  dif  fer  ential  impact  extensively
 [  4,  11].  The  AI  Act  does  not  r  esolve  the  underlying  str  uctural  pr  oblem,
 but  it  cr  eates  clear  legal  exposur  e  for  pr  oviders  who  deploy  systems  with
 demonstrably  unr  epr  esentative  datasets  and  for  LEAs  that  operate  such
 systems  without  adequate  human  oversight  and  documentation.  As  Case
 bur  o  and  Mar  ch  (2024)  note,  ‘if  the  AI-based  unfavourable  tr  eatment
 r  elies  on  pr  ohibited  gr  ounds  and  is  not  adequately  justified,  law  enfor  ce
 ment  AI  can  violate  the  rights  to  equality  and  non-discrimination  as
 safeguar  ded  by  Ar  ticles  20  and  21  of  the  Char  ter’  (p.  1571).
 

4.3.4.3  Deployer  Obligations 

Based  on  Ar  ticle  26  AI  Act,  an  LEA  deploying  a  high-risk  AI  system  must
 take  appr  opriate  technical  and  organisational  measur  es  to ensur  e  that  the
 system  is  used  in  accor  dance  with  the  pr  ovider’s  instr  uctions  for  use;
 assign  human  oversight  to  persons  possessing  the necessar  y  competence,
 training,  and  authority;  ensur  e  that  input  data  is  r  elevant  and  suf  ficiently
 r  epr  esentative  in  view  of  the  system’s  intended  purpose;  monitor  the  oper
 ation  of  the  system  on  the  basis  of  the  instr  uctions  for  use  and  infor  m  the
 pr  ovider  and  r  elevant  authorities  wher  e  risks  within  the  meaning  of  Ar  ticle
 79  AI  Act  arise;  suspend  use  wher  e  the  system  pr  esents  a  risk  to  health,
 safety,  or  fundamental  rights;  and  r  etain  automatically  generated  logs  to
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the  extent  such  logs  ar  e  under  the  deployer’s  contr  ol,  for  a  period  appr  o
 priate  to  the  intended  purpose  of  the  system  and,  for  high-risk  AI  systems
 used  in  law  enfor  cement,  for  at  least  six  months  unless  Union  or  national
 law  pr  ovides  other  wise.
 

In  addition,  LEAs  deploying  high-risk  AI  systems  listed  in  Annex  III
 ar  e  generally  r  equir  ed  to  conduct  a  Fundamental  Rights  Impact  Assess
 ment  pursuant  to  Ar  ticle  27  AI  Act.  Wher  e  the  deployment  involves  post
 r  emote  biometric  identification  systems  in  the  context  of  targeted  law
 enfor  cement  investigations,  additional  conditions  under  Ar  ticle  26(10)
 AI  Act  apply,  including,  in  principle,  prior  authorisation  by  a  judicial
 authority  or  by  an  independent  administrative  authority  whose  decision
 is  binding.
 

4.3.4.4  Fundamental  Rights Impact  Assessment 

Public  bodies  deploying  high-risk  AI  systems  r  efer  r  ed  to  in  Annex  III
 (including,  in most  cases,  LEAs)  ar  e  r  equir  ed  under  Ar  ticle  27  AI  Act  to
 conduct  a  Fundamental  Rights  Impact  Assessment  (FRIA)  befor  e  putting
 the  system  into  use.  The  FRIA  must  include,  inter  alia,  a  description  of
 the  pr  ocesses  in  which  the  system  will  be  used;  the  period  and  fr  equency
 of  intended  use;  the  categories  of  natural  persons  and gr  oups  likely to  be
 af  fected;  the  specific  risks  of  har  m  to  fundamental  rights;  the  human  over
 sight  measur  es  to  be  implemented;  and  the  ar  rangements  for  gover  nance,
 super  vision,  and  complaint  handling.  Following  completion  of  the  FRIA,
 the  deployer  must  notify  the  r  elevant  market  sur  veillance  authority that
 the  assessment  has  been  conducted  and  pr  ovide  the  infor  mation  specified
 in  Ar  ticle  27  AI  Act. 

4.3.5  Transpar  ency  Obligations 

Ar  ticle  50  AI  Act  establishes  several  transpar  ency  obligations  that ar  e
 r  elevant  for  LEAs  because  they  contain  specific  law  enfor  cement  exemp
 tions.  Pr  oviders  of  AI  systems  interacting  dir  ectly  with  individuals  must
 generally  disclose  that the  interaction  involves  AI,  unless  the  use  is  autho
 rised  by  law  for  the  detection,  pr  evention,  investigation,  or  pr  osecution
 of  criminal  of  fences.  Similar  exemptions  apply  to  cer  tain  obligations
 concer  ning  AI-generated  or  manipulated  content  and  to  the  use  of
 emotion  r  ecognition  or  biometric  categorisation  systems.  These  exemp
 tions  cr  eate  operational  space  for  cover  t  or  non-transpar  ent  AI  use  in
 criminal  investigations.  They  do  not,  however,  r  emove  the  obligation
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to  comply  with  the  Law  Enfor  cement  Dir  ective,  the  Char  ter  of  Funda
 mental  Rights,  and  applicable  national  pr  ocedural  r  ules  gover  ning  cover  t
 investigative  measur  es.
 

The  academic  literatur  e  on  AI  transpar  ency  pr  ovides  impor  tant  context
 for  understanding  the  practical  significance  of  these  obligations.  Felz
 mann  et  al.  [  6,  p.  3333]  conceptualise  ‘transpar  ency  by  design’  as
 a  r  equir  ement  that  AI  systems  be  designed  so  that  decision-making
 pr  ocesses  can  be  r  etraced,  with  r  ecor  ds  allowing  r  eliable  r  econstr  uction
 of  r  elevant  decisions  and  attribution  of  r  esponsibility.  This  concept  of
 traceability  is  r  eflected  in  the  AI  Act’s  r  equir  ements  concer  ning  logging,
 r  ecor  d-keeping,  technical  documentation,  and  infor  mation  pr  ovision  to
 deployers,  par  ticularly  in  Ar  ticles  11–13  AI  Act.  As  noted  in  the  trans
 par  ency  literatur  e  mapping  the  EU  r  egulator  y  framework  for  AI,  design
 flaws  in  algorithms  or  training  datasets  can  cause  failur  es  that  lead  to
 violations  of  fundamental  rights,  yet  ‘some  degr  ee  of  opacity  can  be
 systemic  and  r  esistant  to  attempts  at  transpar  ency,  especially  when  the  use
 of  machine  lear  ning  algorithms  makes  deductive  explanation  impossible’
 [  5,  p.10].
 

4.3.6  The  Data  Pr  otection  Inter  face 

The  AI  Act  does  not  operate  in  isolation.  It  coexists  with  the  Law
 Enfor  cement  Dir  ective  (LED)  and,  outside  the  law  enfor  cement  context,
 the  GDPR.  The  LED,  as  the  primar  y  data  pr  otection  instr  ument
 gover  ning  police  and  criminal  justice  pr  ocessing,  applies  to  personal  data
 pr  ocessed  by  AI  systems  deployed  by  LEAs.  Ar  ticle  11(1)  LED  estab
 lishes  that decisions  based  solely  on  automated  pr  ocessing,  including
 pr  ofiling,  which  pr  oduce  an  adverse  legal  ef  fect  concer  ning  the  data
 subject  or  significantly  af  fect  the  data  subject,  ar  e  pr  ohibited  unless  autho
 rised  by  Union  or  Member  State  law  pr  oviding  appr  opriate  safeguar  ds,  at
 a  minimum  including  the  right  to  obtain  human  inter  vention.  This  pr  ovi
 sion  interacts  closely  with  the  AI  Act’s  r  estrictions  on  pr  edictive  policing
 and  other  high-risk  law enfor  cement  AI  uses,  both  instr  uments  r  equiring
 meaningful  human  involvement  wher  e  automated  systems  substantially
 influence  decisions  af  fecting  individuals.
 

Hohmann  and  Kollár  [  8,  p.  1]  note  that  the  AI  Act  ‘supplements  the
 GDPR  thr  ough  a  risk-based  appr  oach  that  subjects  high-risk  AI  systems
 to  specific  obligations’  and  that  its  central  concer  ns  include  ‘algorithmic
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opacity,  bias,  and  legal  uncer  tainty  in  pr  ofiling  and automated  decision
 making’.  Their  analysis  illustrates  how  the  AI  Act  seeks  to  mitigate  these
 risks  thr  ough  str  engthened  r  equir  ements  concer  ning  risk  management,
 human  oversight,  transpar  ency,  and  data  gover  nance.  The  FRIA  and
 DPIA  obligations  ar  e  parallel  but  distinct:  the  FRIA  focuses  br  oadly  on
 risks  to  fundamental  rights,  wher  eas  the  DPIA  focuses  specifically  on
 risks  arising  fr  om  personal  data pr  ocessing.  For LEAs  deploying  biometric
 identification  or  pr  edictive  analytics  systems,  both  assessments  will  often
 be  r  equir  ed.
 

4.3.7  Gover  nance  and  Enfor  cement 

The  AI  Act  establishes  a  complex  gover  nance  ar  chitectur  e  combining  EU
 level  coor  dination  with  decentralised  national  enfor  cement.  At  the  EU
 level,  the  AI  Of  fice  plays  a  central  r  ole  in  the  implementation,  super  vision,
 and  coor  dination  of  the  AI  Act,  par  ticularly  r  egar  ding  general-purpose  AI
 models.  At  national  level,  EU  Member  States  must  designate  competent
 authorities,  including  at  least  one  market  sur  veillance  authority  r  espon
 sible  for  super  vision  and  enfor  cement  within  their  ter  ritor  y.  Novelli  et  al.
 [  13,  p.  590]  describe  this  gover  nance  str  uctur  e  as  ‘intricate,  yet  solid’,
 comprising  the  AI  Of  fice,  the  Eur  opean  AI  Boar  d,  the  Advisor  y  For  um,
 the  Scientific  Panel,  and  national  competent  authorities  whose  ef  fective
 functioning  depends  on  close  interinstitutional  coor  dination  (for  a  UK
 perspective  see  Chaps.  2  and  3).
 

The  enfor  cement  framework  contains  specific  safeguar  ds  for  law
 enfor  cement  AI  systems.  Wher  e  LEAs  deploy  high-risk  AI  systems
 r  efer  r  ed  to  in  Annex  III  points  1,  6,  or  7,  the  technical  documen
 tation  must  r  emain  within  the  pr  emises  of  those  authorities.  Market
 sur  veillance  authorities  may  obtain  access  upon  r  equest,  but  access  is
 r  estricted  to  personnel  holding  the  r  equir  ed  security  clearance.  Söder
 lund  and  Larsson  [  18,  p.  40]  characterise  this  str  uctur  e  as  r  eflecting  the
 AI  Act’s  decentralised  enfor  cement  model,  under  which  EU  Member
 States  r  etain  primar  y  r  esponsibility  for  operational  super  vision  while
 Market  Sur  veillance  Authorities  (MSA)  ar  e  granted  extensive  investiga
 tive  powers,  including  access  to  training  datasets  and,  wher  e  necessar  y
 and  pr  opor  tionate,  sour  ce  code.
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4.3.8  Individual  Rights  and  the  Accountability  Gap 

One  aspect  r  elevant  in  the  br  oader  context of  enfor  cement  is  the  absence
 of  general  substantive  individual  rights  enfor  ceable  against  pr  oviders  or
 deployers.  Smuha  et  al.  [  17,  p.  51]  identify  this  as  a  significant  weak
 ness  in  AI  Act  and  point  out  that  the  lack  of  substantive  individual
 rights  in  the  AI  Act  ‘r  educes  individuals  to  entir  ely  passive  entities,
 unacknowledged  and  unaddr  essed  in  the  r  egulator  y  framework’.  The  AI
 Act  operates  primarily  thr  ough  obligations  imposed  on  pr  oviders  and
 deployers,  enfor  ced  by  r  egulator  y  authorities  and  not  rights  exer  cised  by
 individuals  against  AI  operators.
 

Rangone  and  Megale  [  15,  p.  1082]  extend  this  analysis,  obser  ving  that
 ‘the  Eur  opean  values  for  eseen  in  the  Act  ar  e  likely  to  r  emain  primarily
 aspirational’  and  that  the  Act  risks  ‘neglecting  adequate  pr  otection  of
 central  aspects  inter  twined  with  the  development  of  AI  systems’.  Their
 obser  vation  has  dir  ect  operational  r  elevance  for  LEAs.  Compliance  with
 the  AI  Act’s  pr  ocedural  and  technical  r  equir  ements  does  not  immunise  a
 LEA  fr  om  challenge  under  the  ECHR,  the  EU  Char  ter,  the  Law  Enfor  ce
 ment  Dir  ective,  or  national  law.  The  Bridges  litigation  in  England  and
 Wales  (Bridges  v  Chief  Constable  of  South  Wales  Police  ),  wher  e  facial  r  ecog
 nition  use  by  the  South  Wales  Police  was  found  unlawful,  not  because
 of  a  specific  AI  r  egulation  but  thr  ough  the  application  of  existing  data
 pr  otection  and  equality  legislation,  illustrates  that  compliance  with  one
 r  egulator  y  framework  (the  AI  Act)  does  not  guarantee  lawfulness  acr  oss
 all  applicable  frameworks.  As  a  consequence,  LEAs  should  embed  AI  Act
 compliance  in  a  br  oader  compliance  r  egime  that  includes  ECHR,  the
 EU  Char  ter,  the  Law  Enfor  cement  Dir  ective  and  national  law  (see  also
 Chap.  5).
 

Experience  fr  om  EU  funded  pr  ojects  in  the  FCT  (Fight  against  Crime
 and  Ter  r  orism)  domain  underlines  that  building  and  maintaining  public
 tr  ust  in  AI-assisted  policing  r  equir  es  engagement  that  goes  beyond  legal
 compliance.  The  academic  literatur  e  on  tr  ust  in  AI  in  the  public  sector
 consistently  identifies  transpar  ency,  explainability,  and  meaningful  human
 oversight  as  the  functional  pr  er  equisites  for  citizen  acceptance  ([ 6];  also
 Chap.  10).  Laux  et  al.  [  10,  p.  3]  obser  ve  that  ‘even  allegedly  tr  ustwor  thy
 persons,  institutions,  and  technologies  might  not  be  tr  usted  after  all’  by
 populations  who  have  historically  faced  discrimination,  whose  distr  ust  of
 br  oadly  accepted  signals  of  tr  ustwor  thiness  is  rational.
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4.4  Conclusion  

The  EU  AI  Act  is  a  binding  EU  law  with  implications  for  LEAs.  Thr  ee
 conclusions  emerge  fr  om  the  for  egoing  analysis.  First,  the  AI  Act  ends
 the  era  in  which,  in  some  cases,  law  enfor  cement  could  have  deploy  AI
 tools  without  explicit  legal  authority,  str  uctur  ed  accountability,  and  docu
 mented  human  oversight.  The  combination  of  r  egistration  r  equir  ements,
 FRIA  obligations,  mandator  y  logging,  and  other  limitations  consti
 tutes  an  accountability  framework  without  pr  ecedent  in  prior  legislation
 gover  ning  law  enfor  cement.
 

Second,  in  ar  eas  with  operational  r  elevance  for  LEAs  (the  pr  ohibition
 on  individual-based  pr  edictive  policing  without  independent  factual  basis,
 the  conditional  pr  ohibition  on  r  eal-time  biometric  identification,  and  the
 high-risk  classification  of  five  categories  of  law  enfor  cement  AI  applica
 tion)  LEAs  ar  e  for  ced  to  under  take  legal  assessments  befor  e  deploying
 specific  AI  systems.  Due  to  the  complexity  of  the  assessment,  it  is
 unlikely  that  they  can  be  delegated  to  pr  ocur  ement  of  ficers  or  infor  mation
 technology  depar  tments.
 

Thir  d,  it  is  clear  that  the  impact  of  the  EU  AI  Act  is  not  limited
 to  the  27  EU  Member  States.  Non-EU  LEAs  pr  ocuring  AI  tools  fr  om
 EU-market-compliant  vendors  most  likely  in  the  futur  e  acquir  e  systems
 designed  to  meet  the  r  equir  ements  of  the  AI  Act.  Whether  the  AI
 Act’s  standar  ds  will  become  the  global  baseline  for  law  enfor  cement  AI
 pr  ocur  ement  will  need  to  be  seen.
 

The  challenge  for  law  enfor  cement  leadership  is  to  avoid  confusion
 while  implementing  the  necessar  y  compliance  framework.  The  Regula
 tion’s  r  equir  ements  on  transpar  ency,  human  oversight,  data  quality,  and
 fundamental  rights  impact  assessment  ar  e—though  likely  not  intended—
 bur  eaucratic  bur  dens  imposed  upon  LEAs.  This  said,  they  ar  e  (if
 embedded  in  a  large  compliance  framework)  the  conditions  under  which
 AI-assisted  policing  can  maintain  the  public  legitimacy  without  which
 LEAs  cannot  operate.  As  Akhgar  et  al.  [ 1]  obser  ve  in  the  AP4AI  Frame
 work  for  Accountable  AI  in  the  Security  Domain,  accountability  in
 Ar  tificial  Intelligence  is  ultimately  the  condition  of  legitimate  authority.
 That  obser  vation  applies  with  par  ticular  for  ce  to  the  law  enfor  cement
 community  as  it  navigates  the  most  significant  legal  transfor  mation  of
 investigative  technology  in  a  generation.
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C  H  A  P  T  E  R  5 

Establishing  AI  Accountability in  Policing
 and  Security  

Petra  Saskia  Bayerl  and  Babak  Akhgar 

5.1  Introduction  

Ar  tificial  Intelligence  (AI)  pr  esents  policing  with  impor  tant  capabilities  to
 incr  ease  the  speed,  accuracy,  and  range  of  investigations  whilst  r  educing
 costs  and  potentially  dir  ecting  r  esour  ces  mor  e  ef  fectively  and  ef  ficiently.
 Some  AI  models  pr  ovide  the  potential  to  solve  old  crimes  by  helping
 investigators  to  identify  cases  that  contain  pr  omising  evidence  which
 could  be  r  e-examined  using  new  for  ensic  techniques.  They  also  help  to
 pr  event  new  crimes,  par  ticularly  wher  e  technology  is  being  used  by  the
 perpetrators,  for  example,  to  detect  cyber-attacks  faster,  identify  large
 scale  frauds,  or  fend-of  f  disinfor  mation  campaigns,  or  detect deep  fake.
 In  fact,  AI  use  becomes  an  imperative  given  that  criminals  and  crime
 networks  incr  easingly  deploy  AI  against  society  and  States  (Chaps.  13,
 14).
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At  the  same  time,  ther  e  ar  e  understandable  concer  ns  in  society  about
 the  police  use  of  AI  that  ar  e  centr  ed  ar  ound  the  infringements  of  privacy,
 fundamental  fr  eedoms,  or  even  critical  thinking  (e.g.  [ 8,  12]).  These
 concer  ns  also  find  expr  ession  in  an  incr  easing  tendency to  challenge  AI
 use  in  the  cour  ts  and  the  tightening  of  r  egulations  on  national  and  inter
 national  levels.  The  challenge  for  police  is  how  to  capitalize  on  AI  to
 safeguar  d  society  whilst  also  assuaging  societal  concer  n  about  their  use  of
 advanced  technological  capabilities.
 

We  argue  that  AI  accountability  is  an  impor  tant  concept  that  binds
 organisations  to  enfor  ceable  obligations  and  thus  ensur  es  actionable
 pr  ocedur  es  to  assess,  evidence,  and  enhance  r  esponsible  AI  usage  in
 policing.  Beyond  the  concepts  of  tr  ustwor  thiness  and  explainability,  AI
 accountability  imposes  obligations  on  organisations  to justify  their  AI
 usage,  monitor  its  application,  and  above  all,  enfor  ce  changes  and  r  edr  ess
 if  things  go  wr  ong.
 

Whilst  accountability  seems  an  abstract  concept,  it  can  be  a  ver  y
 practical  instr  ument,  not  only  for  the  pr  oactive  risk  assessment  and
 management  of  AI  but  also  to  understand  the  benefits  of  AI  deployment:
 ‘It  helps  to  think  through  the  why,  what,  how,  who  and  for  whom  of  AI
 deployments  ,  and  it  does  so  proactively.  It  suppor  ts  police  forces  to: under
 stand  risks  and  strengths  before  each  AI  procurement,  deployment  or  change;
 know  up-front  what  to  do  if  something  goes  wrong;  [and]  understand  which
 areas  of  accountability  are  achieved  or  need  addressing,  and  have  evidence
 ready  in  case  they  get  challenged  and  have  to  proof  adequate  AI  procedures’
 [  5,  p.  17].
 

This  chapter  of  fers  firstly  the  conceptual  foundation  for  AI  account
 ability  in  policing,  in  that  it  defines  AI  accountability  as  a  composite  of
 12  accountability  principles.  It  fur  ther  explains  how  to  make  the  concept
 practical  and  assessable  thr  ough  the  operationalisation  of  the  principles
 into  eight  themes.
 

5.2  Defining  AI  A  ccountability

 in  a  Policing  Context  

Accountability  is  the  ‘acknowledgement  and  assumption  of  r  esponsibility
 for  actions,  decisions,  and  their  consequences’  [ 10]  and  comprises  in
 itself  the  thr  ee  aspects  of  monitoring,  justification  and  enfor  cement  [ 15].
 Accountability  thus  of  fers  the  ability  to  monitor  and  enfor  ce  obliga
 tions  towar  ds  one  or  multiple  stakeholders,  in  the  understanding  that not
 meeting  these  obligations  will  lead  to  consequences.
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The  impor  tance  of  accountability  lays  in  its  aim  of  ‘pr  eventing  and
 r  edr  essing  abuses  of  power’  [  15,  p.  14].  It  has  thus  at  its  ver  y  cor  e  the
 notion  of  negotiations  acr  oss  various  legitimate  inter  ests  when  it  comes
 to  the  deployment  of  AI  for  policing  and  security  purposes.
 

AI  Accountability  specifically  r  efers  to  ‘the  acknowledgement  of  an
 organisation’s  r  esponsibility,  when  using  AI,  to  act  in  accor  dance  with
 the  legitimate  expectations  of  stakeholders  and  the  acceptance  of  the
 consequences—legal  or  other  wise—if  they  fail  to  do  so’  [ 2].
 

5.2.1  The  Need  to  Consider  the  Complete  AI  Lifecycle 

Often,  AI  accountability  discussions  ar  e  focused  on  algorithms  (e.g.  [ 9]),
 the  pur  chase  of  AI  capabilities,  or  deployment  stages  [ 1].  However,
 accountability  does  not  stop  once  a  system  is  no  longer  in  use.  Whilst
 the  facial  r  ecognition  systems  used  by  the  Metr  opolitan  police  to  iden
 tify  persons  wanted  for  pr  evious  serious  criminal  of  fences  or  individuals
 r  epr  esenting  a  risk  of  violence  at  public  events  may  only  be  in  use  for
 some  hours  or  days, 

1 consequences  may  last  considerably  longer—both
 in  a  positive  sense  such  as  ar  r  ests  of  wanted  of  fenders  and  in  a  nega
 tive  sense—when  decisions  may  have  been  wr  ong  infringing  on  the  rights
 of  the  individual  af  fected.  The  Har  m  Assessment  Risk  Tool  (HART)
 used  by  Durham  Police  in  the  UK  to  assess  the  likelihood  of  suspects
 for  r  eof  fending  was  heavily  criticised  for  being  flawed  and  to  system
 atically  over-estimate  the  risk  of  r  e-of  fending  using  ‘racist  data  pr  ofiles’
 [  11;  also  7].
 

AI  capabilities  leave  data,  decisions,  and  impacts,  even  if  they  ar  e
 decommissioned.  To  ensur  e  a  compr  ehensive  risk  assessment  and  manage
 ment,  a  cor  e  r  equir  ement  is  ther  efor  e  that  police  organisations  evaluate  AI
 accountability  acr  oss  the  full  lifecycle  of  their  AI  capabilities  or  systems.
 The  lifecycle  begins  befor  e  deployment,  with  either  design  or  pr  ocur  e
 ment,  and  ends  not  with  deployment  but  with  post-deployment  to  handle
 the  legacy  of  AI  capabilities  (see  Fig.  5.1).  We  hence  argue  that  the  full
 lifecycle  should  be  conceptualised  in  six  stages: 

1.  Pre-deployment:  Encapsulates  all  considerations  and  decisions
 befor  e  an  AI  system  or  capability  enters  operational  use.  This

 

1
 https://www.met.police.uk/police-forces/metr  opolitan-police/ar  eas/about-us/

 about-the-met/facial-r  ecognition-technology/.  

https://www.met.police.uk/police-forces/metropolitan-police/areas/about-us/about-the-met/facial-recognition-technology/
https://www.met.police.uk/police-forces/metropolitan-police/areas/about-us/about-the-met/facial-recognition-technology/
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encapsulates  disparate  ‘origins’  of the  AI  system,  as  either  self-  or  co
 developed  by  a  police  for  ce  or  as  pr  ocur  ed  fr  om  ‘outside’,  cr  eating
 two  entr  y  points:  

a. Research  and  design:  the  AI  capability  is  cr  eated  or  co-cr  eated
 with  dir  ect  input  fr  om  the  adopting  police  for  ce;  this  includes
 full  consideration  for  training  datasets

 

b. Procurement  :  the  AI  capability  is  br  ought  in  (e.g.  pur  chased)
 fr  om  a  thir  d-par  ty

 

2. Deployment:  Encapsulates  all  considerations  and decisions  during
 the  operational  deployment  of  an  AI  capability 

a. Operational  usage:  r  unning  of  the  AI  capability  accor  ding  to  a
 specified  purpose

 

b. Revision:  adaptation  of  the  AI  capability  either  in  (a)  its  featur  es
 or  (b)  in  the  purpose  of  its  application

 

3. Post-deployment:  Encapsulates  all  considerations  and  decisions
 after  the  operational  deployment  of  the  AI  capability  has  ended  

a. Migration  :  the  AI  capability  is  r  eplaced  by  a  dif  fer  ent  AI  capability
 for  the  same  or  closely  r  elated  purpose  and  data,  decisions,  etc.
 ar  e  transfer  r  ed 

b. Decommissioning:  the  AI  capability  is  r  etir  ed,  and  no  fur  ther  AI
 capability  is  used  going  for  war  d

 

Fig.  5.1  AI  lifecycle  stages
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This  compr  ehensive  view  of  the  AI  lifecycle  is  vital,  as  each  stage  is
 linked  to  disparate  AI  accountability  considerations,  r  oles  and  r  espon
 sibilities.  For  instance,  a  police  for  ce  (co)cr  eating  an  AI  system  has
 considerable  influence  on  the  exact  design  but  r  equir  es  str  ong  inter  nal
 exper  tise  on  algorithms,  models,  and  training  data.  In  contrast,  the
 pr  ocur  ement  of  a  system  means  that  numer  ous  decisions  may  not  be
 in  the  hand  of  the  deploying  organisations  (e.g.  training  data  or  algo
 rithms  used),  which  shifts  r  esponsibilities  for  ensuring  and evidencing
 AI  Accountability  to  pr  ovider  organisations  (Chap.  7).  Similarly,  deploy
 ment  and  post-deployment  ar  e  likely  to  involve  disparate  cor  e  functions
 such  as  analysts  during  deployment,  and  data  pr  otection  of  ficers  during
 post-deployment.
 

Since  each  stage  in  the  AI  lifecycle  is  linked  with  specific  considera
 tions  and  decision  points,  they  each  r  equir  e  stage-specific  planning  and
 management  (for  details  see  the  AIPAS  Implementation  Guidance  in  the
 Appendix).  Par  ticularly  the  transition  phases—fr  om  pr  e-deployment  to
 deployment  and  fr  om  deployment  to  post-deployment—r  equir  e  car  eful
 management,  when  r  esponsibilities,  knowledge,  data,  logs,  etc.  may  need
 to  be  handed  over  to  new  functions. 

5.2.2  AI  Accountability  as  a  Pr  ocess  and  Network  of  Mutual
 Obligations 

The  AI  lifecycle,  whilst  impor  tant,  is  still  a  largely  static  perspective  on
 accountability,  wher  e  AI  accountability  r  esponsibilities  and tasks  transi
 tion  (mor  e  or  less)  neatly  fr  om  one  stage  to  another.  Whilst  tr  ue  in  the
 br  oader  sense,  in  practice  accountability  is  much  ‘messier’.  Our  concept
 of  AI  accountability  is  ther  efor  e  based  on  two  cor  e  understandings:  that
 accountability  is  a  process  and  that  it  is  accomplished  in  a  network  of  mutual
 obligations  [  5].
 

5.2.2.1  Accountability  as  a  Process 

AI  deployments  r  equir  e  active  management  to  ensur  e  that  they  r  emain
 legal,  transpar  ent,  r  esponsive  to,  and  in  line,  with  societal  expectations.
 AI  accountability  is  not  something  that  can  be  assessed  once  and  then
 assumed.  It  needs  to  be  assessed  and  r  e-assessed  acr  oss  the  lifecycle  of
 an  AI  system.  Also,  exter  nal  triggers  can  r  equir  e  a  r  eview:  new  poli
 cies  or  r  egulations  may  change  the  legal  landscape  for  data  collection  or
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r  etention,  new  AI  capabilities  may  r  equir  e  a  r  eview  of  decision  oversight,
 etc. 

Mor  eover,  accountability  obligations  such  as  lear  ning  and  r  edr  ess  (see
 Sect.  5.3.1)  ar  e  by  design  intended  to  ensur  e  that  accountability  ar  range
 ments,  pr  ocesses,  and mechanisms  can  adapt  to  changing  cir  cumstances.
 Transpar  ency,  explainability,  and  inclusivity  ar  e  fur  ther  accountability
 r  equir  ements  that  emphasise  pr  ocess,  as  communication  and  negotia
 tion  with  diverse  stakeholder  gr  oups  is  seldom  straightfor  war  d  but needs
 continuous  engagements  and  r  efinements.
 

5.2.2.2  Accountability  as  a  Network  of  Mutual  Obligations 

Policing  accountability  implicates  a  multitude  of  functions  within  the
 police,  as  well  as  exter  nal  stakeholders  the  police  ar  e  accountable  to  (e.g.
 ministries,  mayors,  general  public)  and  accountable  for  (e.g.  victims  of
 crime,  communities  at  risk)  (Chaps.  2,  3).  The  intr  oduction  of  AI  does
 not  change  this  but  rather  adds  additional  obligations,  such  as  avoid
 ance  of  algorithmic  biases,  automation  biases,  and  human  oversight  for
 decisions. 

However,  we  argue  that  accountability  is  not  only  fr  om  police  to
 others;  instead,  ther  e  ar  e  also  obligations  that  other  stakeholders  have
 towar  ds  the  police.  An  example  ar  e  the  r  esponsibilities  of  AI  pr  oviders  to
 be  transpar  ent  about  training  data  and  faults  in  algorithms  of  their  systems
 that  police  may  pur  chase.  Another  example  is  the  r  eliance  of  policing
 on  the  public  for  suppor  t  such  as  the  r  epor  ting  of  crimes,  infor  mation
 r  elevant  to  investigations,  or  even  simply  the adher  ence  to  laws.  As  we
 for  mulated  elsewher  e,  ‘the  creation  of  such  relationships  may  well  car  r  y  a
 legitimate  expectation  on  behalf  of  inter  nal  security  actors  that  citizens
 will  attract  some  degree  of  accountability  for  the  data  they  contribute  ’  [ 4,
 p.  4].
 

Mapping  out  a  compr  ehensive  view  of  r  elevant  stakeholders  for  a
 specific  (planned  or  cur  r  ent)  AI  deployment  is  cr  ucial  to  understanding
 these  mutual  obligations.  We  r  efer  to  this  compr  ehensive  over  view  as  the
 ‘stakeholder  landscape’  that  allows  for  the  systematic  outline  of  which
 functions  or  organisations  ar  e  accountable  to  whom,  in  which  way,  and
 what  r  espective  r  equir  ements  and  needs  ar  e  for  infor  mation,  commu
 nication,  engagement,  evidence,  etc.  This  enables  the  police  to  target
 accountability  measur  es  in  the  cor  r  ect  way  to  ensur  e  all  stakeholders
 ar  e  able  to  understand  the  purpose,  r  emit,  and  (potential)  impacts  of
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AI  deployments.  The  objective  is  to  make  the  AI  accountability  pr  ocess
 practical,  so  it  can  be  translated  into  concr  ete  steps  and  measur  es.
 

5.3  Making  AI  A  ccountability

 Practical  and  Assessable  

AI  accountability  is  not  separate  fr  om  police  accountability;  if  done  right,
 it  is  an  integral  par  t  of  police  accountability  and  ever  y-day  accountability
 ar  rangements.
 

Police  accountability  is  a  br  oad  and  complex  concept  that  does  not
 lend  itself  easily  to  assessment  and  quantification.  A  common  appr  oach
 to  make  police  accountability  mor  e  accessible  is  a  principles-based
 appr  oach.  Principles  have been  used  in  numer  ous  AI  ethics  frameworks,
 such  as  OSCE  or  ALTAI  (Assessment  List  for  Tr  ustwor  thy  AI  [ 13]),
 wher  e  abstract  concepts  such  as  r  esponsible  AI  or  tr  ustwor  thy  AI  ar  e
 br  oken  down  into  their  defining  components  (i.e.  principles).  ALTAI,  for
 example,  decomposes  tr  ustwor  thy  AI  into  seven  principles  ranging  fr  om
 Transparency  and  Diversity,  non-discrimination  and  fair  ness  to  Human
 Agency  and  Oversight  ,  with  each  principle  fur  ther  specified  by  questions
 that  aim  to  assess  whether  this  principle  has  been  fulfilled.
 

The  same  appr  oach  has  also  been  fr  uitfully  applied  to  policing  account
 ability  in  the  UK.  The  framework  by  Lennon  et  al.  [ 14]  who  pr  oposed
 12  principles  that  together  cr  eate  a  conceptual  basis  to  establish  police
 accountability.
 

Using  an  earlier  version  of  this  framework  as  a  foundation,  we  engaged
 in  a  bottom-up  pr  ocess  that  contextualised  police  accountability  to  AI
 in  a  policing  and  security  context.  The  AP4AI  (Accountability  Principles
 for  AI  [  2])  pr  oject  was  framed  within  a  Eur  opean  context  with  the  aim
 to  define  AI  accountability  in  a  way  that  makes  it  translatable  into  prac
 tical  mechanisms,  as  well  as  transferable  acr  oss  deployment and  national
 contexts.  The  pr  ocess  involved  extensive  consultations  with  over  100
 subject-matter  exper  ts  fr  om  law  enfor  cements,  cour  ts,  ethics,  industr  y,
 and  civil  society  acr  oss  28  countries  to  identify  the  r  elevant  ‘universal’
 components  (i.e.  principles)  of AI  accountability  in  policing  (details  of
 the  pr  ocess  can  be  found  in  [  2,  3]).  The  r  esult  was  a  set  of  12  AP4AI
 principles,  which wer  e  fur  ther  validated  in  an  inter  national  citizen  consul
 tation  with  over  6,500  citizens  in  30  countries  (all  27  EU  Member  States,
 UK,  US,  Australia  [  6]).
 



78  P.  S.  BAYERL  AND  B.  AKHGAR  

This  foundation  was  fur  ther  developed  in  the  subsequent  UK-based
 pr  oject  AIPAS  (AI  Accountability  for  Policing  and  Security) 

2 in  which  the
 12  principles  wer  e  r  e-validated  and  r  efined  for  the  national  UK  context,
 as  well  as  four  specific  policing  ar  eas:  for  ensics,  counter  ter  r  orism,  serious
 and  organised  crime,  and  child  sexual  exploitation  (see  Chap.  8  for
 details).  Below  we  detail  the  final  AI  accountability  principles  and  their
 r  elevance  for  the  AI  accountability  pr  ocess.
 

5.3.1  The  12  AI  Accountability  (AIPAS)  Principles 

The  final  set  of  AI  accountability  principles  consists  of  12  components
 that  together  allow  to  describe  the  full  scope  of  obligations  and  r  equir  e
 ments  acr  oss  the  AI  lifecycle  and  with  explicit  consideration  of  needs  by
 all  r  elevant  stakeholders.  The  following  list  gives  the  shor  t  definition  of
 the  AIPAS  principles: 

1.  Lawfulness—‘follow  the  law’:  All  aspects  of  the  use  of  AI
 should  be  lawful.  Lawfulness  includes  compliance  with  specific
 legal  r  equir  ements  such  as  the  EU  AI  Act  (wher  e  applicable),
 as  well  as  organisational  and  pr  ofessional  policies  which  must  be
 clearly  identified  and  r  eadily  available

 

2.  Completeness—‘leave  nothing  out’:  AI  accountability  must  cover
 all  r  elevant  aspects  of  the  AI  ecosystem  and  lifecycle  including  its
 design,  supply,  deployment,  r  egulation,  monitoring,  and  impacts

 

3.  Inclusivity—‘leave  no  one  out’:  AI  accountability  ar  rangements
 must  involve  all  r  elevant  stakeholders  engaged  in  and  af  fected  by
 an  AI  deployment

 

4.  Transparency—‘be  open’:  AI  accountability  needs  clear,  accurate
 and  meaningful  infor  mation  (subject  to  operational  sensitivities)  to
 enabling  those  dir  ectly  and  indir  ectly  af  fected  or  r  esponsible  for
 oversight  to  make  infor  med  judgments  and  risk  assessments  about
 the  use  of  an  AI  system  and  the  accountability  ar  rangements  and
 suppor  t  lear  ning

 

5.  Impar  tiality—‘empower  independence’:  AI  accountability  needs
 impar  tial  and  independent  monitoring,  judgement  and  r  edr  ess

 

2
 AIPAS  (‘AI  Accountability  for  Policing  and  Security’)  was  funded  by  UKRI  Engi

 neering  and  Physical  Sciences  Resear  ch  Council  (Responsible  AI  (RAI)  IA091  Grant  Ref:
 EP/Y009800/1).  For  mor  e  details  see:  https://centric-r  esear  ch.co.uk/pr  ojects/aipas 

https://centric-research.co.uk/projects/aipas
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mechanisms,  without  any  conflict  of  inter  est  in  a  personal,  polit
 ical,  financial  and  functional  way.  Any  conflict  of  inter  est  must  be
 identified  and  addr  essed 

6. Proof—‘follow  the  evidence’:  a  for  ensic  appr  oach  to  all  aspects
 of  AI  systems  and  of  the  accountability  pr  ocess  itself,  demanding
 and  following  clear  evidence;  The  quality  of  that  evidence  should
 r  eflect  the  potential  impact  of  the  AI  system’s  use/non-use  and
 mir  r  or  the  standar  ds  of  operational  evidence  gathering  in  ter  ms  of
 integrity,  cr  edibility  and  continuity

 

7. Enforceability  and  Redress—‘make  it  right’:  exter  nal  legal  and
 pr  ocedural  r  outes  for  complaint  and  challenge,  but  also  inter  nal
 mechanisms  for  individual  enfor  ceability  and  r  edr  ess  (such  as
 pr  ofessional  and  policy  standar  ds)  and contractual  ar  rangements

 

8. Compellability—‘make  it  work’:  oversight  bodies  must  be  in
 position  to  make  the  AI  accountability  ar  rangements  work  giving
 r  elevant  bodies  the  ability  to  compel  the  sharing  of  necessar  y
 infor  mation  and  evidence 

9. Explainability—‘describe,  demonstrate,  demystify’:  pr  ovide
 infor  mation  about  AI  capabilities,  their  purpose,  and  impacts
 in  a  meaningful  way  that  is  easily  understood  by  the  r  elevant
 par  ticipants/audience

 

10. Constr  uctiveness—‘aim  for  better’:  stakeholders  par  ticipate
 constr  uctively  with  a  shar  ed  aim  of  impr  ovement;  this  may  include
 considering  dif  fer  ent  perspectives,  inviting  challenge  and  r  ecog
 nising  how  disagr  eement  can  lead  to  beneficial  solutions

 

11. Conduct—‘hold  yourself  accountable’:  r  elates  to  adher  ence  to
 pr  ofessional  standar  ds,  values  and  expected  behaviours  which
 incorporate  integrity  and  ethics

 

12. Lear  ning—‘look  for  the  lesson’:  willingness  of  organisations  and
 people  to  impr  ove  AI  in  ever  y  r  espect  thr  ough  the  application
 of  (new)  knowledge  and  insights,  including  the  modification  and
 impr  ovement  of  systems,  str  uctur  es,  practices,  pr  ocesses,  knowl
 edge  and  r  esour  ces,  as  well  as  the  development  of  pr  ofessional
 doctrine  and  agr  eed  standar  ds

 

The  principles  have  connections  to  each  other.  For  instance,  Explain
 ability  is  linked  to  Inclusivity  ,  as  the  way  Explainability  is  enacted
 depends  on  the  number,  type,  and  needs  of  the  br  oad  stakeholder
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Fig.  5.2  Relevance  of  the  principles  for  the  AI  accountability  pr  ocess
 

landscape.  In  a  similar  way,  Lear  ning  as  well  as  Redress  r  equir  e  Constr  uc
 tiveness  ,  if  the  police  aim  to  meaningfully  engage  with  lessons  fr  om
 pr  oblematic  or  faulty  AI  deployments  and  with  individuals/gr  oups  that
 have  encounter  ed  negative  consequences.  However,  the  12  principles
 addr  ess  distinct  aspects  in  the  accountability  pr  ocess  (Fig.  5.2),  which
 means  all  principles  ar  e  r  equir  ed  to  fulfil  policing’s  AI  accountability
 obligations.
 

5.3.2  Operationalisation  in  eight  themes 

To  make  AI  accountability  meaningful,  it  is  necessar  y  to  assess  how  well  its
 dif  fer  ent  principles  and obligations  ar  e  fulfilled.  An  impor  tant  par  t  of  the
 AIPAS  pr  oject  was  the  operationalisation  of  the  12  principles  into  discr  ete
 criteria  that  can  be  judged  and  evaluated.  We  did  so  as  a  set  of  targeted
 questions  that establish  whether  AI  accountability  is  achieved  in  a  specific
 ar  ea.  The  questions  ar  e  for  mulated  in  a  way  that  they  can  be  answer  ed  as
 



 5  ESTABLISHING  AI  ACCOUNTABILITY  IN  POLICING  …  81 

‘yes’  or  ‘no’,  which  allows  the  systematic,  quantitative  analysis  of  how  far
 AI  accountability  achieved,  as  well  as  the  identification  of  cur  r  ent  gaps.
 

Acr  oss  the  12  principles,  the questions  cover  eight  themes  that  cluster
 the  principle-r  elated  questions  accor  ding  to  the  type  of  infor  mation
 r  equir  ed:  

1. AI  system:  defines  what  the  AI  system  does,  how  it  functions,  its
 purpose,  limitations  and  who  is  r  esponsible  for  its  development  and
 oversight

 

2. Data:  focuses  on  the  types,  sour  ces,  and handling  of  data  used  in
 the  design  and  deployment  of  the  AI  system

 

3. Laws  and  regulations:  ensur  es  that  the  use  of  AI  complies  with
 applicable  laws,  codes  of  practice,  r  egulator  y  r  equir  ements  and
 policies

 

4. Risk  assessment  and  management:  identifies  risks,  har  ms  or  biases
 associated  with  the  AI  system  and  implements  mitigation  measur  es

 

5. Oversight  and  redress  process:  establishes  mechanisms  for  inde
 pendent  scr  utiny  and  AI  accountability,  allowing  stakeholders,
 par  ticularly  the  public,  to  challenge  decisions  and  seek  cor  r  ections,
 ensuring  just  outcomes

 

6. Stakeholders:  involves  mapping  and  engaging  all  r  elevant  par  ties
 who  ar  e  involved  in  or  af  fected  by  the  AI  system

 

7. Accountability  evidence  :  focuses  on  documenting  decisions,
 pr  ocesses  and  actions  taken  to  pr  ove  AI  accountability

 

8. Awareness  and  lear  ning:  encourages  continuous  impr  ovement
 thr  ough  feedback,  r  eview,  and  lear  ning

 

The  benefit  of  the  theme-based  appr  oach  for  end-users  is  that  it  collects
 AI  accountability  infor  mation  in  a  mor  e  familiar  ‘policing’  way.  The  trans
 lation  of  principles  into  themes  and  concr  ete  questions  fur  ther  of  fers  a
 standar  dised  appr  oach  to  AI  accountability  assessments,  which  is  a  foun
 dation  for  the  implementation  of  softwar  e-aided  assessments  solutions  as
 pr  esented  in  Chap.  9.
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5.4  Conclusion  

This  chapter  of  fers  a  practitioner-focused  appr  oach  to  define  and  imple
 ment  accountability  for  AI  in  policing.  The  AI  accountability  concept
 pr  esented  her  e  has  been  co-developed  with  policing  practitioners,  as  well
 as  exper  ts  in  r  elevant  fields  fr  om  law  to  ethics  and  industr  y,  ensuring
 that  it  is  compr  ehensive  and  r  elevant  for  strategic,  tactical  and  operational
 levels  of  AI  deployments.  This  appr  oach  has  been  validated  in  Eur  ope  and
 the  UK,  as  well  as  with  subject-matter  exper  ts  and  citizens  acr  oss  mor  e
 than  28  countries.  These  findings  show  that  it  is  ‘jurisdiction-neutral’,  i.e.
 works  acr  oss  contexts  and  deployment  scenarios.
 

Our  appr  oach  AI  accountability  is  specifically  aimed  at  the  prac
 tical  implementation  in  policing.  The  subsequent  chapters  of  fer  concr  ete
 advice  on  how  to  implement  AI  accountability  acr  oss  specific  topics
 (organisational  practices:  Chap.  6,  lifecycle,  stakeholder  and  citizen
 considerations:  Chaps.  7,  8,  10),  as  well  as  softwar  e-suppor  ted  solutions
 (Chap.  9). 
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Practical  Considerations  



C  H  A  P  T  E  R  6 

Organisational  Best  Practices  for  AI
 Accountability  and  Acceptance  

Christopher  Rowley  and  Mar  tin  Snowden 

6.1  Introduction  

Ar  tificial  Intelligence  (AI)  in  the  general  UK  workplace  began  to  gain
 impetus  fr  om  2010  onwar  ds;  however,  it  is  only  in  r  ecent  years  that
 it  has  begun  to  gain  a  foothold  in  the  dif  fer  ent  pillars  of  policing  and
 law  enfor  cement.  This  ‘delay’  may  have  been  thr  ough  fear  amongst
 senior  police  leaders  of  the  unknown  and  also  concer  ns  following  public
 backlashes  to  early  experimentation  with  pr  edictive  and  sur  veillance
 tools  without  any  obvious  accountability  mechanisms.  

1 Fur  ther,  finan
 cial  r  estraints,  which  have  been  a  mainstay  in  policing  since  2010,  often
 pr  evented  and  still  limit  technological  investments.
 

1
 Examples  include  Pr  edictive  policing  tools,  and  the  use  of  Automatic  Facial  Recog

 nition  tools  at  Notting  Hill  Car  nival,  e.g.  https://www.bbc.co.uk/news/ar  ticles/cyvn5e
 93z8jo.  
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Ther  e  is  now  an  inevitability  that  AI  will  become  the  nor  m  in  policing,
 whether  it  is  used  to  pr  edict  the  location  of  the  next  crime,  identify  a
 potential  ter  r  orist  or  to  r  un  mor  e  ef  ficient  and  cost-ef  fective  back-of  fice
 functions.  Identifying,  pur  chasing  and  implementing  the  most  ef  fective  AI
 systems  will  ensur  e  that  police  for  ces  can  better  of  fer  the  level  of  pr  otec
 tion  society  demands  (see  Chap.  10),  whilst  delivering  value  for  money,
 against  ever  decr  easing  public  finances.
 

AI  in  policing  has  developed  a  negative  connotation  within  sections  of
 the  public  and  media,  emanating  primarily  fr  om  its  use  of  AI  pr  ocesses  in
 Live  Facial  Recognition  operations  at  large-scale  public  events.  Associated
 cour  t  r  ulings  in  judicial  pr  ocesses  criticising,  and  indeed  in  some  cases
 finding  unlawful  police  practices  per  taining  to the  r  etention  of  biometrics
 and  facial  images, 

2 added  to  the  suggestion  and  labelling  that  the  use
 of  AI  was  ‘state  intr  usion’  on  an  individual’s  right  to  a  private  life  (e.g.
 [  3]).  Ther  e  ar  e  also  concer  ns  r  egar  ding  the quality  of  the  data  used  by
 AI  systems,  which  may  cause  the  system  to  demonstrate  an  inher  ent  bias
 towar  ds  cer  tain  gr  oups  in  society,  ther  eby  adversely  af  fecting  the  way  they
 ar  e  policed  (e.g.  [  2]).  This  societal  fear  is  gr  ounded  in  evidence-based
 r  esear  ch  and,  if  not  eradicated  during  the  development  stage  of  the  AI
 system,  could  lead  to  a  loss  of  tr  ust  and  confidence  in  policing.
 

This  is  significant,  as  tr  ust  in  policing,  and  the  wider  criminal  justice
 system  is  alr  eady  low  and  indeed  declining. 

3 Tr  ust  and  confidence  have
 been  er  oded  over  many  years,  for  a  wide  variety  of  r  easons,  influenced
 by  both  national  r  epor  ting  and  media  coverage  or  personal  experiences.
 Examples  cited  include  the  lack  of  visible  policing,  poor  ser  vice  deliver  y,
 rising  crime,  poor  detection  rates,  significant  backlogs  in  the  judicial
 system,  as  well  as  racism,  sexism  and  criminality  committed  by  ser  ving
 police  of  ficers  [  1].
 

Restoring  public  tr  ust  and  confidence  as  a  whole  is  a  complex  issue
 and  challenging  task  for  policing.  However,  any  steps,  however  small  or
 

2
 E.g.  Cour  ts  and  Judiciar  y  Tribunal  r  epor  t—The  Queen  (on  the  application  of  Edwar  d

 Bridges)  (Appellant)  v  The  Chief  Constable  of  South  Wales  Police  (Respondent)  &  others
 [2020]  EWCA  Civ  1058  On  appeal  fr  om:  [2019]  EWHC  2341  (Admin)  Judges:  Sir
 Ter  ence  Ether  ton  MR,  Dame  V  ictoria  Sharp  PQBD,  Lor  d  Justice  Singh. 

3
 College  of  Policing  (online)  Tr  ends  Repor  t  22nd  April  2025  (with  highlights  fr  om

 the  Crime  Sur  vey)—Tr  ust  in  policing  has  been  in  steady  and  constant  decline since  2017/
 18—people  who  agr  eed  that  the  police  in  the  local  ar  ea  do  a  ‘good  job’  or  an  ‘excellent
 job’  fallen  13%  points  fr  om  62%  to  49%.  www.college.police.uk/guidance/impr  oving-pub
 lic-confidence-police/tr  ends.  

http://www.college.police.uk/guidance/improving-public-confidence-police/trends
http://www.college.police.uk/guidance/improving-public-confidence-police/trends
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incr  emental  to  impr  ove  operational  per  for  mance  and  r  elease  of  ficers  and
 staf  f  back  to  the  ‘fr  ont-line’  must  be  consider  ed. 

W  ith  the  ever  and  rapidly  evolving  potential  of  AI  systems,  police  for  ces
 acr  oss  the  United  Kingdom,  indeed  globally,  will  ther  efor  e  be  consid
 ering  whether  AI  pr  ocesses  can  enhance  their  fr  ont-line  ser  vice  deliver  y,
 to  pr  event  and  detect  crime  for  example,  whilst  still  building  tr  ust  and
 confidence  in  the  communities  they  ser  ve.  They  may  also  be  fear  ful  of  the
 unknown:  Can  the  AI  system  be  managed,  will  it  become  too  power  ful
 and  take  over?  These  questions  ar  e  not  only  asked  by  police  chiefs  but
 by  leading  politicians  and  academics.  Yet  an  alter  native  way  that  they
 could  consider  AI  is,  ‘can  I  r  un  a  highly  ef  fective,  ef  ficient  and  legitimate
 organisation  without  it’?
 

6.2  Strategic  Approach  Combining

 Short-,  Medium-  and  Long  -Term  Focus  

AI  systems  ar  e  being  used  to  gr  eat  ef  fect  in  some  for  ces  acr  oss  the  UK
 and  other  countries.  Several  UK  for  ces  have  adopted  AI  to  deal  with  low
 level  enquiries  which  would  nor  mally  be  answer  ed  either  by  fr  ont  of  fice
 staf  f  or  via  the  101  system. 

4 It  is  also  being  used  to  pr  edict  the  location
 of  the  next  crime  such  as  burglar  y  of  fences,  allowing  police  for  ces  to  allo
 cate  valuable  policing  r  esour  ces  to locations  with  the  highest  likelihood  of
 r  epeat  of  fences  taking  place.  AI  can  be  used  to  analyse  large  volumes  of
 digital  for  ensic  data,  which  will  show  links  between  of  fenders  and  of  fences
 and  has  the  ability  to  identify  known  wanted  of  fenders  during  live  events,
 allowing  of  ficers  to  ar  r  est  the  of  fender  and  to  pr  event  the  possibility  of
 r  e-of  fending  (see  Chap.  12).  It  can  also  r  evolutionise  the  back-of  fice  func
 tions  pr  ovided  to  policing:  AI  can  incr  ease  pr  oductivity,  accuracy  and
 timeliness,  in  ar  eas  such  as  vetting,  fir  ear  ms  licencing,  finance,  r  ecr  uiting,
 human  r  esour  ces  and all  other  suppor  t  ser  vices  which  enable  police  for  ces
 to  operate.
 

Of  course,  the  pur  chase  and  deployment  of  an  AI  system  must  be  car  e
 fully  consider  ed  to  achieve  the  operational  aims  whilst  still  maintaining,
 indeed  potentially  r  estoring,  public  tr  ust.
 

4
 NPCC  News  Repor  t  17th  Mar  ch  2026—West  Yorkshir  e  Police,  in  par  tnership  with

 the  NPCC  Digital  Public  Contact  (DPC)  pr  ogramme,  launching  a  new  ar  tificial  intelli
 gence  capability  designed  to  extract  insight  fr  om  historic  contr  ol  r  oom  calls.  AI  to  unlock
 intelligence  fr  om  contr  ol  r  oom  calls.  

https://news.npcc.police.uk/releases/ai-to-unlock-intelligence-from-control-room-calls
https://news.npcc.police.uk/releases/ai-to-unlock-intelligence-from-control-room-calls
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To  suppor  t  the r  esponsible  pr  ocur  ement/development  and  subse
 quent  deployment  of  the  most  appr  opriate  AI  system,  organisations
 should  develop  a  shor  t-,  medium-  and  long-ter  m  strategic  intention  based
 ar  ound  the  12  AIPAS  Accountability  principles  and  the  eight  themes
 as  outlined  in  Chap.  9.  The  12  AIPAS  principles  (Lawfulness,  Pr  oof,
 Completeness,  Inclusivity,  Explainability,  Transpar  ency,  Compellability,
 Enfor  cement  and  Redr  ess,  Impar  tiality,  Constr  uctiveness,  Conduct  and
 Lear  ning)  and  the  eight  practical  themes  (AI  system,  data,  laws  and
 r  egulations,  risk  assessment  and  management,  oversight  and  r  edr  ess,  iden
 tification  and  management  of  stakeholders,  AI  accountability  evidence,
 and  adaptability  and  lear  ning)  will  guide  the  organisation  and  the  AI  user.
 Specifically,  they  will  assist  in  the  pr  ocur  ement  of  AI  systems,  their  imple
 mentation  and  use,  whilst  guiding  the  organisation  in  the  development
 of  transpar  ent  and  accountable  pr  ocesses.  The  adoption  of  these  princi
 ples  and  themes  will  allow  the  organisation  to  develop  policy  and  best
 practices  which  will  help  them  to  car  efully  consider  their  data  sour  ce  and
 r  emove  bias  and  may  impr  ove  the  decisions  and  actions  by  police  of  ficers
 and  staf  f. 

Ensuring  that human  oversight  is  a  key  par  t  of  the  final  decision
 making  pr  ocess  will  be  a  critical  factor  to  build  tr  ust  and  confidence,
 when  the  AI  system  makes  a  r  ecommendation  r  elating  dir  ectly  to  any
 human  interaction.  This  pr  ocess  will  also  suppor  t  the  development  of
 transpar  ent  gover  nance  pr  ocesses,  which  can  be  shar  ed  with  and  scr  u
 tinised  by  communities.  This  level  of  transpar  ency  and  consultation  will
 assist  in  incr  easing  both  tr  ust  and  confidence  in  the  use  of  AI  and  policing
 mor  e  br  oadly.  Conversely,  failur  e  to  implement  essential  pr  ocesses  ar  ound
 the  pr  ovision  of  infor  mation,  public  engagement  and  ef  fective  and  timely
 r  emedies  may  have  a  negative  impact  on  such  tr  ust  and  confidence.
 

The  pr  ocuring  body  and  par  ty  to  any  commer  cial  contract  will  be
 the  elected  local  policing  body  (e.g.  r  egional  Mayor  or  Police  and
 Crime  Commissioner  in  England  and  Wales;  r  ef-  practical-accountability
 chapter),  unless  they  grant  the  for  ce’s  chief  of  ficer  expr  ess  authority  to
 enter  into  pr  ocur  ement  contracts.  This  is  an  impor  tant  consideration,
 both  in  ter  ms  of  the  pr  ocur  ement  parameters  (choice  of  supplier,  etc.)
 and  also  the  decision  to  use  functional  AI  within  their  policing  ar  ea.
 

However,  overall  legal  r  esponsibility  and  thus  accountability  for  the
 organisational  AI  strategy  sits  with  the  Chief  Operating  Gr  oup  and  the
 chief  of  ficer.  The  strategy  should  be  developed  by  a  Strategic  Gover  nance
 Gr  oup  (see  Fig.  6.1),  which  is  chair  ed  by  a  senior  r  esponsible  of  ficer.  
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Fig.  6.1  Illustration  of  best  practice  for  for  ce  gover  nance  and  deliver  y  model
 

Good  gover  nance  would  suggest  that  ther  e  should  be  both  a  Strategic
 Gover  nance  Gr  oup  and  Tactical  Deliver  y  Gr  oup.  As  their  titles  suggest,
 the  strategic  gr  oup  will  develop  the  strategy,  infor  med  by  the  tactical
 gr  oup,  which  will  be  for  med  by  subject  matter  exper  ts  and  operational
 users.  The  tactical  gr  oup  will  develop  work  packages  to  deliver  the
 strategy.  This  gover  nance  str  uctur  e  will  then  develop  key  milestones,
 which  will  ensur  e  that  the  shor  t-,  medium-  and  long-ter  m  strategy  ar  e
 deliver  ed  on  time  and  in  accor  dance  with  the  overall  AI  strategy.
 

6.2.1  Elements  of  Shor  t-Ter  m  AI  Strategy 

The  shor  t-ter  m  strategy  should  consider  which  ar  eas  of  the  organisa
 tion  will  benefit  fr  om  an  AI  system  and  how  that  will  in  tur  n  benefit
 the  community  being  policed.  Considerations  may  be  ar  eas  which  ar  e
 low  risk,  with  no  immediate  potential  for  adverse  decision-making  (e.g.
 a  back-of  fice  function).  Conversely  the  organisation  may  have  an  issue
 with  significant  risk,  which  will  also  benefit fr  om  AI  deployments  (e.g.
 large  volumes  of  digital  data  linked  to  multiple  organised  crime  gr  oup
 investigations).  The  strategy  should  also  include  considerations  r  egar  ding
 the  most  appr  opriate  gover  nance  str  uctur  es  (as  detailed  above),  and  the
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inter  nal  and  exter  nal  consultation  needed  to  demonstrate  openness  and
 transpar  ency.
 

Inter  nal  and  exter  nal  stakeholder  consultation  can  add  a  mor  e  diverse
 perspective,  which  may  not  be  obtained  by  only  consulting  inter  nally,
 wher  e  some  individuals  may  have  a  vested  inter  est  in  the  decisions  made
 r  egar  ding  the  adoption  of  an  AI  system.  Whilst  the organisation  does  not
 need  to  automatically  adopt  any  of  the  r  ecommendations  which  come
 fr  om  that  consultation,  they  should  car  efully  consider  the implication  of
 not  doing  so.
 

The  adoption  of  any  AI  system  with  the  suppor  t  of inter  nal  and
 exter  nal  stakeholders  can  assist  in  building  tr  ust  and  confidence  and  the
 futur  e  adoption  of  mor  e  risk-based  AI  systems.  It  will  also  help  futur  e
 r  elationships  wher  e  an  AI  r  ecommendation  is  acted  upon  and  ther  e  is  an
 adverse  wider  public  r  eaction.  The  early  adoption  of  multi-cultural  ethics
 panels,  which  has  both  inter  nal  and  exter  nal  r  epr  esentatives  (exper  ts  and
 lay  persons),  may  also  enhance  the  futur  e  adoption  and  use  of  an  AI
 system.  The  panel  should  have  clear  ter  ms  of  r  efer  ence,  and  members
 should  be  encouraged  to  be  pr  ofessionally  curious  and  to  challenge  deci
 sions.  By  doing  so  they  will  add  r  eal  value  and  ensur  e  the  organisation
 continues  to  evolve  in  its  thinking,  actions  and  policy  development.
 

6.2.2  Elements  of  Medium-Ter  m  AI  Strategy 

The  medium-ter  m  strategy  should  lear  n  fr  om  AI  systems  adopted  by  the
 organisation  and  in  other  organisations.  The  organisation  should  look  up
 and  out  acr  oss  both  public  and  private  sectors  to  lear  n  their  lessons  and,
 wher  e  appr  opriate,  develop  par  tnerships  to  develop  and  deliver  ef  ficiencies
 and  impr  ove  pr  oducts  and  policies.  This  will  ensur  e  that  police  organisa
 tions  do  not  become  complacent  and  continue  to  adopt  the  best  pr  oducts
 on  the  market,  which  delivers  to  the  needs  of  their  communities  and  their
 people.
 

6.2.3  Elements  of  Long-Ter  m  AI  Strategy 

The  long-ter  m  strategy  should  continue  to  evolve,  ensuring  it r  eviews
 the  lessons  lear  ned  fr  om  both  the  shor  t-  and  medium-ter  m  strategies
 against  both  the  deployment  and  pr  ocur  ement  assumptions  and  assur
 ances.  Wher  e  ther  e  is  clear  evidence  that  an  AI  system  delivers  an
 enhanced  ef  fective,  ef  ficient  and  legitimate  ser  vice  which  pr  events  and
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detects  crime  in  an  ethical,  open  and  transpar  ent  manner,  wher  e  it  elim
 inates  bias  and  suppor  ts  the  building  of  tr  ust  and  confidence  between
 policing  and  those  it  ser  ves,  the  organisation  should  gain  confidence  fr  om
 this  and  consider  fur  ther  ar  eas  of  policing,  which  had  pr  eviously  not  been
 consider  ed  as  suitable  for  AI  deployments.
 

6.3  General  Considerations  for  Continued  AI

 A  ccountability  before  and  during  Deployment  

When  considering  which  AI  system  to  pur  chase  or  develop,  the  organi
 sation  should  have  ver  y  detailed  and  clear  user  r  equir  ements,  which  ar  e
 likely  to  be  aligned  to  for  ce  strategic  priorities.  For  example,  if  the  system
 is  going  to  be  used  to  identify  issues  r  elating  to  possible  racial  pr  ofiling
 during  stop  and  sear  ch,  how  will  this  be  highlighted,  what  ar  e  the  markers
 that  will  be  used,  how  will  this  AI  system  r  epor  t  this,  and  to  what  level  of
 accuracy?  Mor  eover,  if  an  AI  system  is  capable  of  racial  pr  ofiling,  how  will
 the  risks  of  r  everse  use  be  addr  essed  and  communicated  to  communities?
 Another  example  is  pr  edictive  policing  and  pr  edicting  futur  e  of  fending.
 Prior  to  the  adoption  of  any  AI  system,  the  organisation  will  need  to
 ensur  e  that  data  has  been  cleansed  to  allow  for  a  high  level  of  cer  tainty.
 It  will  also  need  to  consider  any  potential  bias  which  may  be  in  its  crime
 and  intelligence  systems  prior  to  considering  r  ecommendations  r  elating  to
 futur  e  of  fending.  Whilst  the  cleansing  of  data  was  once  seen  as  an  ar  duous
 task  that  is  both  expensive  and  time-consuming,  this  is  no  longer  the  case;
 ther  e  ar  e  AI  solutions,  which  organisations  ar  e  cur  r  ently  using,  to  cleanse
 their  data  in  hours  or  days  rather  than  weeks  or  months.
 

After  all  ethical  issues  have  been  consider  ed,  detailed  user  r  equir  e
 ments  have  been  developed,  and  a  pr  oduct  has  been  identified,  the
 organisation  should  rigor  ously  test  the  AI  system  using  historical  or  live
 data.  A  detailed  evaluation  model  should  be  developed  using  the  eight
 AIPAS  themes  (see  Chap.  9)  to  ensur  e  the  AI  system  delivers  the  desir  ed
 outcomes  for  the  organisation.  This  will  allow  an  experienced  operative
 to  check  each  outcome  in  a  test  envir  onment  against  an  agr  eed  evalua
 tion  pr  ocess.  Whilst  this  may  elongate  the  adoption  of  the  system,  it  will
 also  allow  the  organisation  and  the  ethics  committee  to  understand  and,
 wher  e  appr  opriate,  challenge  the  outcomes.
 

Examples,  wher  e  the  AI  system  may  not  work  as  initially  believed,
 include  demonstrating  biases,  extracting  data  fr  om  unknown  sour  ces,  or
 giving  unr  elated  or  r  ogue  r  ecommendations.  Conversely,  the  outcomes
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may  of  fer  impr  oved  r  esults  in  ar  eas  which  wer  e  not  expected,  such  as
 the  early  identification  of  vulnerability  or  poor  decision-making  by  opera
 tives  which  have  become  custom  and  practice  within  the  organisation  and
 r  equir  e  additional  training.
 

The  findings  fr  om  the  test  envir  onment  evaluation  should  be  r  epor  ted
 into  the  gover  nance  str  uctur  e  and  the  ethics  committee  prior  to  the  AI
 system  being  adopted  into  a  live  envir  onment.  When  the  AI  system  is
 adopted  into  live  operational  or  business  ar  eas,  consideration  should  be
 given  to  adopting  it  in  incr  emental  stages  (e.g.  during  par  ticular  times
 of  the  day,  so  it  can  be  monitor  ed  in  r  eal  time  or  in  ar  eas  with  lower
 demand),  again  allowing  the  operative  to  monitor  and  check  all  r  ecom
 mendations  without  the  addition  of  high  demand  (e.g.  a  call  handling
 envir  onment).
 

After  the  AI  system  has  been  launched  in  a  live  envir  onment,  the  eval
 uation  of  the  AI  system  should  continue  with  r  egular  dip  sampling  by
 super  visors  to ensur  e  the  AI  system  is  functioning  as  expected and  that
 the  operative  is  adhering  to  policy,  which  should  include  ratification  of
 AI  r  ecommendations  wher  e  the  decisions  r  elate  to  human  interaction  and
 their  individual  needs.  Operatives  of  any  AI  system  should  be  encour
 aged  to  pr  ovide  r  egular  feedback to  the  strategic  and  tactical  gover  nance
 gr  oups;  they  should  also  be  invited  to  speak  with  the  ethics  committee
 as  par  t  of  the  evaluation  pr  ocess.  If  no  feedback  is  for  thcoming,  then  it
 should  be  sought  by  the  gr  oups  to  ensur  e  any  early  lessons  can  be  lear  nt
 or  issues  can  be  r  esolved  to  impr  ove  the  AI  system,  its  r  ecommendations
 and  the  ser  vice  to  communities. 

6.4  Managing  Internal  and  External  Concerns  

The  adoption  of  any  new  AI  system  may  bring  with  it,  for  some,  an
 element  of  fear  that  it  will  r  esult  in  a  r  eduction  of  staf  f  within  the  organ
 isation.  This  fear  will  likely  become  a  r  eality  in  many  public  and  private
 sectors  in  the  coming  years;  however,  this  cannot  be  a  bar  to  pr  event  the
 development  and  use  of  AI  systems  to  impr  ove  the  ser  vice  pr  ovided  to
 victims  and  communities.  To  assist  with  staf  f  engagement  in  this  r  egar  d,
 and  also  wider  public  awar  eness,  the organisation  should  develop  an
 inter  nal  and  exter  nal  communication  strategy.
 

Inter  nally,  the  communication  strategy  will  help  to  ensur  e  employees,
 of  ficers,  unions  and  staf  f  associations  ar  e  infor  med  of  the  developments
 and  why  they  ar  e  necessar  y  to  impr  ove  the  ser  vice  to  the  public  thr  ough
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innovation,  par  ticularly  when  public  sector  funding  is  being  cut.  For  some
 this  will  not  r  educe  their  anxieties  or  fears,  for  others  it  will  pr  esent  a  new
 oppor  tunity  to  r  etrain  in  a  new  r  ole  within  their  own  organisation  or
 in  another  organisation.  Exter  nally,  the  communication  strategy  will  help
 to  infor  m  the  community  of  wher  e  the  AI  system  is  being  used,  how  it
 is  impr  oving  the ser  vice  the  organisation  pr  ovides  to  them  and  detail  key
 principles  and r  equir  ements  such  as  complaints  management  and  ongoing
 r  eviews. 

The  key  to  the  success  of  the  AI  system  delivering  the  outcomes
 expected  is  the  extent  to  which  it  meets  the  r  equir  ements  of  the  12  AI
 Accountability  principles  as  put  for  war  d  in  AIPAS:  not  only  at  pr  ocur  e
 ment  and  implementation  stages,  but  also  the  training  of  all  operatives.
 The  tactical  gr  oup  should  develop  a  high-quality  training  pr  ogramme,
 which  not  only  trains  the  operative  in  how  to  use  the  system  but
 also  teaches  the  ethical  considerations  that must  be  checked  when  a
 r  ecommendation  is  made  (i.e.  bias  against  a  par  ticular  gr  oup,  is  the
 r  ecommendation  lawful,  is  it  ethical?).  Good  quality  training  will  give
 the  operatives  the  confidence  they  need  to  use  the  system  and  to  see
 wher  e  the  AI  system  may  not  be  operating  as  expected.  This  will  enhance
 the  quality  and  speed  of  the  decisions/outcomes  and  impr  ove  the  ser  vice
 pr  ovided,  whilst  building  confidence  and  tr  ust.
 

As  this  is  a  long-ter  m  strategy,  with  shor  t-  and  medium-ter  m  strategic
 goals,  the gover  nance  str  uctur  e  and  evaluation  pr  ocess  will  become  a
 per  manent  element  in  the  overall  organisational  str  uctur  e,  r  epor  ting  when
 agr  eed  to  the  Chief  Operating  Gr  oup.
 

6.5  Conclusions  

It  will  take  some  time  for  both  the  public  and  the  organisation  to
 feel  comfor  table  with  the  adoption  of  AI  systems.  To  develop  the  tr  ust
 and  confidence  needed,  new  AI  systems  must  be  car  efully  pr  ocur  ed/
 developed  thr  ough  an  open,  transpar  ent  and  accountable  gover  nance
 str  uctur  e,  based  on  considerations  within  the  AIPAS  12  AI  accountability
 principles  and  eight  themes.  This  chapter  of  fer  ed  practical  r  ecommenda
 tions  for  police  leaders  and  police  for  ces  aimed  to  suppor  t  the  planning
 and  pr  eparation  of  the  organisation,  as  well  as  the  pr  oactive  risk  manage
 ment  of  AI  implementations.  (Mor  e  detailed,  operational  guidance  can
 be  found  in  the  Implementation  Guidance  for  AI  in  Policing  in  the
 Appendix).
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The  cor  e  goal  is  that  an  ef  fective  AI  accountability  r  egime  will  be
 integrated  into  the  wider  organisational  audit  ar  rangements  (inter  nal  and
 exter  nal)  and  the  r  elevant  inspection  r  egime.  This  will  allow  the  organi
 sation  to  incr  ementally  implement  and  r  obustly  evaluate  new  AI  systems,
 which  can  suppor  t  an incr  ease  in  tr  ust  and  confidence  in  the  organisa
 tion  whilst  impr  oving  overall  organisational  ef  fectiveness,  ef  ficiency  and
 legitimacy.
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C  H  A  P  T  E  R  7 

AI  Accountability  Themes  and  Lifecycle:
 Practical  Guidance  

Christopher  Spencer  and Petra  Saskia  Bayerl 

7.1  Introduction  

Lennie  Hof  fman  in  DPP  v  McKeown  notoriously  said  that  ‘one  needs
 no  exper  tise  in  electr  onics  to  be  able  to  know  whether  a  computer  is
 working  pr  operly’  (as  cited  in  [  4],  p.  65).  Of  course,  computer  scientists
 would  disagr  ee,  and  one  would  argue  so  would  a  typical  user  in  2026,
 par  ticularly  considering  the UK  Horizon  scandal,  wher  e  faulty  accounting
 softwar  e  used  by  the  UK  Post  Of  fice  led  to  hundr  eds  of  wr  ongful  pr  ose
 cutions.  The  Horizon  scandal  exemplifies  accountability  failings,  not  just
 in  the  technology  that  was  used  but  also  acr  oss  the  entir  e  ecosystem.  As
 Chalmers  [  2]  points  out,  how  do  we  ensur  e  that  accountability  ‘is  “built
 in”  to  the  oppor  tunities  and complexities  that  new  technology  like  AI  will
 bring?’  The  capabilities  of  computers  have  changed  and  will  continue  to
 change,  and  with  it  so  will  the  envir  onments  they  shape  and  that  they  ar  e
 shaped  by  [  3].
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Befor  e  moder  n  AI  systems,  computers  r  elied  on  pr  edefined  r  ules  and
 static  pr  ogramming  and  could  only  execute  tasks  that  wer  e  explicitly
 coded  by  humans.  W  ith  AI,  however,  systems  can  now  lear  n  fr  om  data,
 adapt  to  new  infor  mation  and  impr  ove  their  per  for  mance.  This  shift
 enables  AI  to  r  ecognise  language,  identify  images  and  make  pr  edictions.
 In  a  police  and  security  context,  these  benefits  come  with  added  account
 ability  demands.  As  highlighted  in  Chaps.  2  and  3,  policing  has  a  plethora
 of  actors  who  they  ar  e  accountable  to  and  for,  and  whose  accountability
 r  equir  ements  dif  fer.  For  policing,  this  means  accountability  needs  to  be
 expansive,  r  obust  and  iterative.
 

Although  this  chapter  is  written  fr  om  a  UK  policing  context,  its
 purpose  is  not  to  pr  esent  the  UK  position  as  exceptional  or  complete;
 rather,  the  UK  context  is  used  as  an  applied  case  as  it  pr  ovides  a  matur  e
 policing  envir  onment  and  one  wher  e  accountability  is  central  to  all  aspects
 of  operation  (for  details  see  Chap.  2).  The  underlying  accountability
 logic  is  transferable  to  other  jurisdictions,  and indeed  universal  in  appli
 cation,  on  the  condition  that  aspects  like  legal  bases,  r  egulator  y  duties,
 oversight  ar  rangements  and  community  expectations  ar  e  incorporated
 into  native  contexts.  The  central  argument  of  this  chapter  is  that  AI
 accountability  in  policing  must  be  embedded  acr  oss  the  AI  lifecycle  and
 evidenced  thr  ough  practical  accountability  themes.  The  chapter  r  efers
 back  to  the  AI  lifecycle  thr  ough  the  prism  of  pr  e-deployment,  deploy
 ment,  and  post-deployment  which  is  the  practical  sequence  thr  ough
 which  accountability  commitments  begin  (see  Chap.  5).  It  then  details
 the  eight  practical  accountability  themes  for  mulated  in  AIPAS  that trans
 late  high-level  accountability  principles  into  daily  policing  practice.  For
 completeness,  the  chapter  should  be  r  ead  in  conjunction  with  the  guid
 ance  for  implementing  AI  accountability  in  policing  ([ 1];  pr  ovided  in
 the  Appendix  in  this  book)  and  the  conceptual  framing  in  the  star  ting
 chapters  of  this  book  of  AI  accountability  (Chaps.  2,  3,  4)  and  AIPAS
 (Chap.  5).
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7.2  Why  Is  A  ccountability

 Important  A  cross  the  AI  Lifecycle?  

The  AI  lifecycle  describes  the  various  stages  that  an  AI  system  experiences
 fr  om  initial  conception  thr  ough  deployment,  operation  and  eventual
 decommissioning.  Interpr  etations  of  this  lifecycle  var  y  significantly.  For
 example,  De  Silva  and  Alahakoon  [  6]  conceptualise  the  lifecycle  in
 thr  ee  primar  y  phases:  design,  development  and  deployment,  subsequently
 detailing  19  subor  dinate  stages.  Ng  et  al.  [ 12]  detailed  a  data-centric
 appr  oach  specifically  designed  for  healthcar  e  AI  systems,  pr  oposing  five
 key  stages:  data  cr  eation,  data  acquisition,  model  development,  evaluation
 and  deployment.  Additionally,  the  OECD  ([ 13],  p.  13)  of  fers  another
 perspective,  defining  the  AI  lifecycle  thr  ough  four  phases  of  design,  data
 and  models,  verification  and  validation,  deployment  and  operation  and
 monitoring.  ISO/IEC  [  9]  arguably  of  fers  the  most  complete  example,
 being  planning,  development,  deployment,  operation,  maintenance  and
 disposal.
 

Despite  these  varied  interpr  etations,  each  appr  oach  divides  the  lifecycle
 into  stages  wher  e  r  esponsibilities  can  be  infer  r  ed.  We  argue  that  for  each
 stage  specific  lines  of  accountability  exist.  Such  clarity  is  essential,  par  tic
 ularly  in  a  policing  context, wher  e  public  tr  ust  and  confidence  dir  ectly
 influence  operational  ef  fectiveness  [ 16].  Indeed,  the  legitimacy  of  UK
 police,  guided  by  the  Peelian  Principles,  r  elies  fundamentally  on  public
 suppor  t,  and  failur  es  in  accountability  can  gr  eatly  under  mine  legitimacy.
 

Accountability  acr  oss  the  AI  lifecycle  is  not  mer  ely  beneficial  but  essen
 tial,  as  it  ensur  es  that  the  technology  and  those  who  use  it  r  emain
 transpar  ent,  ethically  aligned,  tr  ustwor  thy  and  ser  ve  the  public  lawfully.
 To  help  navigate  policing  thr  ough  AI  lifecycle  accountability  considera
 tions,  we  have  devised  the  lifecycle  into  thr  ee  stages  of  (1)  pre-deployment  ,
 which  can  include  aspects  like  development  and  pr  ocur  ement,  (2)  deploy
 ment  ,  which  is  the  operationalising  of the  AI  system  and  can  include
 migration  of  an  AI  system,  and  finally  (3)  post-deployment  ,  which  involves
 the  eventual  end  state  of  the  AI  system  being  decommissioned  (see  also
 Chap.  5).  Table  7.1  demonstrates  the  AI  lifecycle  of  pr  e-deployment,
 deployment  and  post-deployment  and  compar  es  against  other  interpr  e
 tations.  The  purpose  her  e  is  not  to  rank  which  interpr  etation  is  cor  r  ect
 but  rather  indicate  the  similarities  when  segmenting  the  AI  lifecycle  along
 thematic  ar  eas. 
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Table  7.1  Dif  fer  ent  interpr  etations  of  the  AI  lifecycle
 

Pre-deployment  Deployment Post-deployment 

Bayerl  and  Akhgar
 (2026,  see  Chap.  5)  

–  Design
 

–  Pr  ocur  ement  

–  Deployment
 

–  Modification  

–  Migration
 

– 
Decommissioning

 

De  Silva  and
 Alahakoon  [ 6] 

–  Design
 

–  Development  

–  Deployment  

Ng  et  al.  [ 12] –  Data  cr  eation
 

–  Data  acquisition
 

–  Model
 development

 

–  Evaluation  

–  Deployment  

OECD  [ 13] –  Design  data  and
 modelling

 

–  Verification  and
 validation

 

–  Deployment
 

–  Operation
 

–  Monitoring  

ISO/IEC  [ 9] –  Planning
 

–  Development  

–  Deployment
 

–  Operation
 

–  Maintenance  

–  Disposal  

7.3  Considerations  across  AI  Lifecycle  Stages  

7.3.1  Pr  e-deployment  

AI  accountability  begins  befor  e  an  AI  system  is  ever  put  into  use,  namely
 with  pr  ocur  ement  or  design.  Decisions  made  at  this  stage  lay  the  founda
 tion  for  how  r  esponsibly  and  ef  fectively  AI  will  ser  ve  policing  and  the
 public.  Accountability  during  pr  e-deployment  r  equir  es  for  esight  acr  oss
 the  entir  e  AI  lifecycle,  and  by  taking  an  accountability-focused  appr  oach
 policing  can  r  educe  downstr  eam  impacts  acr  oss  policing,  including  unnec
 essar  y  costs  in  both  time  and  money.
 

A  pragmatic  appr  oach  should  answer  fundamental  questions  like:
 

• What  ar  e  the  accountability  r  equir  ements  put  for  war  d  by  law  or
 r  elevant  policies  impacting  on  decisions  to pr  ocur  e  or  design  and
 ultimately  use  an  AI-driven  appr  oach?

 

• What  ar  e  the  needs  and  r  equir  ements  of  policing  and  their  stake
 holders,  especially  the  public,  that  justify  the  pr  ocur  ement  or  design
 of  an  AI  capability?
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Fr  om  this  position,  a  list  of  r  equir  ements  can  be  established  that
 can  pr  ovide  a  baseline  for  the  accountability-aligned  capabilities  an
 AI  system  must  demonstrate.  The  r  elationship  between  accountability
 r  equir  ements  and  technical  r  equir  ements  should  ther  efor  e  be  explicit.  If
 the  accountability  r  equir  ement  is  explainability,  the  technical  r  equir  ement
 may  include  meaningful  output  descriptions.
 

However,  AI  accountability  cannot  be  limited  to  the  AI  system  alone;
 it  must  also  extend  to  the  human  decisions  that  gover  n  its  use  and
 the  pr  ocesses  and  pr  ocedur  es  for  its  use.  Alongside  technical  r  equir  e
 ments,  non-technical  considerations  of  AI  accountability  must  thus  be
 embedded  in  all  pr  ocur  ement  or  design  decisions.  Frameworks  such  as
 Data  Pr  otection  Impact  Assessments  (DPIAs)  and existing  policy  deci
 sions  alr  eady  pr  ovide  useful  mechanisms  for  this  and—in  the  absence  of
 compr  ehensive  AI  legislation  in  the  UK—cur  r  ently  r  epr  esent  a  ‘best  fit’
 solution  (for  a  discussion  of  r  egulations  in  the  EU  AI  Act  see  Chap.  4).
 However,  policing  cannot  r  ely  solely  on  laws.  Instead,  policing  must
 include  for  esight  by  embedding  for  war  d-looking  accountability  str  uctur  es
 that  anticipate  evolving  risks  and  expectations  sur  r  ounding  AI.  For  this
 r  eason,  a  federated  approach  towards  pre-deployment  should  be  adopted,
 and  clear  lines  of  r  esponsibility,  leadership  and  involvement  should  include
 stakeholders  r  esponsible  acr  oss  a  range  of  ar  eas,  as  demonstrated  in
 Table  7.2.  

Table  7.2  demonstrates  high-level  considerations  for  policing  that
 should  be  answer  ed  in  or  der  to  infor  m  a  strategy  on  how  policing
 will  appr  oach  the  adoption  of  an  AI  system.  Each  stakeholder  will
 have  specific,  sometimes  unique  accountability  r  equir  ements,  and  these
 r  equir  ements  must  be  indicated  prior  to  pr  ocur  ement  and  development
 to  ensur  e  accountability  needs  that  ar  e  met  acr  oss  the  AI  lifecycle.  Simply
 put,  it  is  impor  tant  to  ensur  e  that  the  cor  r  ect  people  ar  e  involved  and
 fr  om  early  on.  By  taking  this  appr  oach,  policing  will  have  a  solid  under
 standing  prior  to  entering  pr  ocur  ement  or  design  discussions,  and  teams
 within  policing  will  be  awar  e  of  the  high-level  infor  mation  needed  to
 develop  an  AI  pr  ocur  ement  strategy.
 

7.3.1.1  Procurement-Specific  Considerations 

An  AI  system  can  be  developed  inter  nally,  thr  ough  a  thir  d-par  ty  (i.e.
 exter  nally),  or  a  hybrid  of  the  two  (co-cr  eated).  AI  systems  developed
 by  a  thir  d-par  ty  will  necessitate  car  eful  communication  and  consistent
 engagement  to  ensur  e  that  the  AI  system  meets  the  needs  of  policing
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Table  7.2  Considerations  acr  oss  AI  lifecycle  stages
 

Area High-level  aspects  that  should  be
 considered 

Pre-deployment  

Pr  ocur  ement  Supplier  backgr  ound  checks  that
 examine  aspects  such  as  transpar  ency,
 security,  lifecycle  suppor  t,  cost,  update
 ar  rangements,  audit  access  and  exit
 pr  ovisions  

System  design AI  systems  functionality  limitations,
 testing  appr  oach,  human  oversight  and
 how  accountability  evidence  will  be
 r  ecor  ded  

Pr  ocess  design  (e.g.  training,  r  edr  ess
 pr  ocedur  es)  

Specify  the  operational  workflow
 ar  ound  the  system,  including  training,
 authorisation,  escalation,  r  edr  ess,
 decision  r  ecor  ding  and  super  vision 

Deployment  

Deployment  and  operation Define  pilot  or  sandbox  ar  rangements,
 user  r  oles,  per  for  mance  monitoring,
 operational  thr  esholds,  r  epor  ting  r  outes
 and  pr  ocedur  es  for  pausing  or
 r  estricting  use 

Legal  and  compliance Evidence  of  legal  basis,  human  rights
 impact,  data  pr  otection  needs,  equality
 consideration,  pr  ocur  ement  compliance
 and  for  ce  policy  alignment 

Audit,  inspection  and  wider  stakeholder
 r  equir  ements  

Understand  stakeholders’  r  equir  ements
 and  how/whether  accountability
 functions  of  the  AI  system  suppor  t
 audit  and  inspection  r  equir  ements  

Data  and  data  pr  otection Understand  infor  mation  on  data
 pr  ovenance,  lawful  use,  quality,
 r  epr  esentativeness,  r  etention,  storage,
 access,  sharing,  deletion  and  bias  testing 

Suppor  t  and  maintenance Identify  who  maintains  the  system,
 what  maintenance  is  included/needed
 and  how  updates  ar  e  appr  oved  

(continued) 
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Table  7.2  (continued)
 

Area  High-level  aspects  that  should  be
 considered

 

Post-deployment  

Migration  A  plan  for  transfer  ring  data  and  systems
 without  losing  accountability  evidence
 or  operational  tempo  

Decommissioning Ar  rangements  for  decommissioning  and
 clauses  on  ar  chiving,  deletion,
 supplier-held  data,  evidential
 pr  eser  vation  and  methods  to  r  eview
 data  on  decommissioned  AI  systems  

and  AI  accountability  r  equir  ements.  This  is  pivotally  impor  tant;  one  does
 not  need  to  look  far  to  see  pr  ocur  ement  blunders  due  to  miscommuni
 cation  between  users,  stakeholders,  suppliers  and  buyers.  For  example,
 FiReContr  ol  was  a  UK  Emergency  Ser  vice  pr  oject  to  r  eplace  46  Fir  e
 and  Rescue  contr  ol  r  ooms  with  nine  purpose-built  r  egional  contr  ol
 centr  es  and  suppor  ting  IT  systems.  An  inquir  y  found  that  the  pr  oject
 failed  because  of  under  estimations  in  cost  and  complexity,  leadership  and
 management  issues  and  lack  of  suppor  t  fr  om  stakeholders—par  ticularly  its
 users  (National  Audit  Of  fice,  2011a).  Similar  issues  could  be  witnessed
 in  the  pr  ocur  ement  and  failed  deployment  of  the  London  Ambulances
 Ser  vice’s  Computer  Aided  Dispatch  pr  oject  wher  e  an  inquir  y  found  that
 the  pr  oject  exposed  weaknesses  in  pr  ocur  ement,  stakeholder  engage
 ment  (including  user  consultations),  training,  operational  r  eadiness  and
 technical  r  esilience  [  17].
 

In  the  UK,  procurement  r  ules  and  obligations  ar  e  set  out  in  laws,  r  egu
 lations  and  policies  [  5,  14].  Similar  dir  ectives  can  be  obser  ved  elsewher  e
 such  as  the  Eur  opean  Union,  which  separate  pr  ocur  ements  by  security
 and  defence  [  7,  8].  Agnostic  to  their  originator,  the  cr  ux  of  these  laws
 and  r  egulations  is  to  ensur  e  that  fair  and  transpar  ent  pr  ocur  ement  takes
 place  within  public  sector  organisations,  and  that  the  public  get  value
 for  money.  For  policing,  this  means  that  when  an  AI  system  is  pr  ocur  ed,
 it  must  be  able  to  demonstrate  that  the  system  was  selected  thr  ough  a
 fair,  transpar  ent,  lawful  and  evidence-based  pr  ocess.  It  also  means  policing
 must  safeguar  d  themselves  and  by  extension  public  money,  with  cor  r  ect
 contract  ar  rangements  and  tested  supplier  claims.
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Outside  of  any  pr  ocur  ement  pr  ocess  gover  ned  by  laws  and  r  egula
 tions  and  pur  ely  fr  om  a  policing  perspective,  the  first  step  in  accountable
 pr  ocur  ement  is  to  clearly  define  the  need,  purpose  and  necessity  of  the
 AI  tool  or  capability.  Policing  should  be  able  to  ar  ticulate  the  specific
 pr  oblem  or  operational  gap  that  the  AI  is  intended  to  addr  ess  and  justify
 why  an  AI  solution  is  appr  opriate.  This  typically  occurs  thr  ough  a  business
 case  or  r  equir  ement  documents.  Establishing  a  clear  purpose  is  cr  ucial  for
 several  r  easons:  it  ensur  es  that the  technology  is  tr  uly  needed  and  pr  opor
 tionate,  guides  the  selection  for  the  right  tool  featur  es  and  sets  boundaries
 on  how  the  tool  will  be  deployed.  In  practical  ter  ms,  policing  should  be
 able  to  answer,  ‘Why  do  we  need  this  AI  system  and  what  outcomes  do
 we  expect  (if  used  or  not)?’
 

This  demonstration  of  necessity  and  propor  tionality  is  not  just  good
 practice  but  r  equir  ed  to  comply  with  human  rights  obligations  and  data
 pr  otection  principles.  A  statement  of  purpose  also  suppor  ts  transpar  ency
 as  it  pr  ovides  a  basis  to  explain  to  stakeholders  what  the  tool  is  meant  to
 do  and  not  do.  Once  policing  has  this  understanding  evidenced,  it  can
 then  enter  the  pr  ocur  ement  pr  ocess  which  gover  ns  it.
 

7.3.1.2  Design  and  Development-Specific  Considerations 

Typically,  when  an  AI  system  is  inter  nally  developed,  policing  will  have
 mor  e  contr  ol  and  gr  eater  transpar  ency  over  the  design  and  function
 ality.  Yet  inter  nally  developed  systems  still  need  to  be  held  to  the  same
 levels  of  accountability  and  scr  utiny  as  thir  d-par  ty  systems,  which  should
 include  exper  t  r  eviews  fr  om  legal  and  technical  pr  ofessionals.  The  sooner
 policing  can  communicate  their  r  equir  ements  to  the  cor  r  ect  stakeholders
 (and  vice  versa),  the  smoother  the  development  pr  ocess  will  be.  Table  7.3 
of  fers  a  summar  y  of  the  pragmatic  considerations  when  designing  an
 accountability-aligned  AI  system  for  policing.  It  pr  esents  accountability
 featur  es  that  an  AI  system  should  possess  to  ensur  e  that  policing  has  a
 clear  understanding  of  how  the  AI  system  is  configur  ed,  its  functions,
 inputs  and  outputs  and  impacts. 

7.3.2  Deployment 

While  pr  ocur  ement  can  be  coined  as  a  ‘planning’  stage,  deployment  can
 be  r  efer  r  ed  to  as  the  ‘doing’  phase  and  argued  to  be  the  most  chal
 lenging  phase  in  the  lifecycle  [  10].  Along  the  AI  lifecycle,  ther  e  will
 be  a  period  wher  e  pr  e-deployment  meets  deployment,  and  either  the  AI
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Table  7.3  AI  accountability  considerations  for  the  AI  system
 

AI  system-level  accountability  evidence  What  the  AI  system  should  be  able  to  evidence  

Output  explanation How  the  AI  system  r  eached  a  par  ticular
 output,  akin  to  a  methodology 

Input  explanation What  infor  mation  has  been  enter  ed,  when  it
 was  enter  ed,  who  enter  ed  it  and  any  gaps  in
 the data  that  would  influence  the  output 

Data  pr  ovenance Wher  e  the  data  came  fr  om,  including  the
 sour  ce  system,  dataset,  r  ecor  d,  database,
 sensor  or  user  input  that  contributed  to  the
 output 

Model  or  system  version/settings  Which  model,  softwar  e  version,
 configuration,  r  uleset,  thr  eshold  or
 algorithmic  setting  was  active  when  the
 output  was  generated  

Decision  pathway Confidence  levels  attached  to  an  output,
 identify  uncer  tainty  and  flag  wher  e  the
 r  esult  is  close  to  a  decision  thr  eshold  

Data  bias  and  limitations  Notifications  if  an  output  is  af  fected  by
 known  data  limitations  such  as  bias  or  gaps  

Human  interaction  Recor  d  of  user  logs  that  can  demonstrate
 the  user  of  the  AI  system  and  what  the
 output  was  used  for.  This  can  range  fr  om
 stop  and  sear  ch  in  the  case  of  live  facial
 r  ecognition  or  cr  eating  an  intelligence
 r  epor  t  with  the  use  of  crime  mapping 

Per  for  mance  and  accuracy Per  for  mance  infor  mation,  such  as  accuracy,
 false  positives  and  false  negatives.  Evidence
 should  also  display  when  a  change  has  taken
 place,  i.e.  to  the  model,  data,  thr  esholds,
 r  ules  or  configuration 

Expor  table  accountability  r  ecor  d  Expor  table  audit  r  ecor  d  for  r  eview  that
 includes  all  the  points  in  the  right-hand
 column  

Recognising  the  fact  that  not  all  who  ser  ve  in  policing  can  understand  computer  science  or  algorithmic
 equations,  at  the  design  level,  accessibility  of  accountability  evidence  is  itself  a  design  r  equir  ement
 and  the  AI  system  should  be  developed  so  that  its  outputs  can  be  explained  at  dif  fer  ent  levels  (i.e.
 by  computer  scientists,  the  users,  a  jur  y)
 

system  will  be  piloted  (in  synthetic  or  operational  contexts),  or  when  the
 AI  system  is  transitioning  into  operation.  During  the  pilot  and  transition
 periods,  the AI  system  should  be  compar  ed  against  pr  e-existing  technolo
 gies  or  pr  ocesses  to  ensur  e  that  the  AI  system  is  of  benefit  and  working
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as  intended.  Comparison  with existing  pr  ocesses  should  include  measur
 able  and  qualitative  criteria;  for  example,  if  the  AI  system  was  used  to
 triage  domestic  abuse  r  epor  ts,  ‘how  does  it  compar  e  to  cur  r  ent  technolo
 gies  or  pr  ocesses;  what ar  e  the  friction  points;  is  it  working  as  intended;
 what  ar  e  the  impacts/consequences  (negative  and  positive,  intended  and
 unintended)?’
 

Comparison  points  could  include  accuracy  over  existing  systems,
 volume  of  false  positive  and  false  negative,  time  to  complete  tasks  or
 impact  on  workloads.  If  the  AI  system  is  filling  a  capability  gap  in  policing,
 the  ef  ficiency  of  the  AI  system  will  still  need  to  be  measur  ed  (e.g.  has  ther  e
 been  an  impr  ovement  since  using  the  AI  system?).
 

AI  accountability  during  this  par  t  of  the  lifecycle,  and  acr  oss  the
 entir  e  deployment,  demands  continuous  monitoring,  feedback  and  wher  e
 necessar  y  adjustments  to  impr  ove  systems  and  pr  ocesses.  The  first  deploy
 ment  of  an  AI  system  will  cr  eate  new  challenges  and  oppor  tunities  for
 policing.  While  rigor  ous  planning  during  pr  e-deployment  and  a  staged
 and  managed  transition  might  for  esee  these  challenges  and  oppor  tunities
 (e.g.  thr  ough  risk  assessments,  contractual  agr  eements  and  training  pr  ovi
 sions,  using  themes  considerations  described  below),  only  the  deployment
 will  establish  the  completeness  of  this  for  war  d  planning.  Oversight  and
 r  edr  ess  ther  efor  e  ar  e  an  essential  aspect  of  any  deployment,  allowing  r  eac
 tion  to  a  fuller  understanding  of  the  AI  system’s  use  in  practice.  For
 oversight  and  r  edr  ess  to  work,  policing  must  have  pr  ocesses  in  place  wher  e
 infor  mation  can  be  passed  to  the  intended  stakeholder(s).  Common  ways,
 in  which  policing  alr  eady  achieve  this,  ar  e  thr  ough  per  for  mance  r  eviews
 and  capability  meetings  (details  and  examples  see  Chap.  2).
 

For  policing  to  be  ef  fective,  and  by  extension  the  use  of  an  AI  system,
 consideration  must  be  given  to  the  public  and  af  fected  communities.  AI
 systems  that  ar  e  operational  can  have  var  ying  degr  ees  of  intr  usion  into
 public  life,  be  it  fr  om  facial  r  ecognition  technologies,  investigative  tools
 or  pr  edictive  crime  mapping.  As  demonstrated  in  Chap.  10,  acceptance
 of  and  tr  ust  in  police  use  of  AI  can  var  y  depending  on  a  person’s  expe
 riences  and  demographics.  It  also  demonstrates  that  each  deployment
 or  use  context  may  elicit  dif  fer  ent  r  esponses  fr  om  the  public.  Car  eful
 management  and  communication  can  help  shape  the  nar  rative  ar  ound  an
 AI  deployment  and  mor  e  br  oadly  ar  ound  AI  in  policing.
 

However,  car  eful  planning  and  communication  alone  will  not  solve  all
 potential  issues  in  which  AI  may  bring  to  policing  and  public  AI  accep
 tance.  Deployment  must  also  be  linked  to  organisational  lear  ning  and
 r  edr  ess.  If  a  system  pr  oduces  a  wr  ong  or  unfair  outcome,  ther  e  must  be  a
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mechanism  to  identify  it,  r  epor  t  it,  r  eview  it,  cor  r  ect  it  and  lear  n  fr  om  it.
 An  impor  tant  element  is  r  edr  ess,  as par  t  of  the  AIPAS  principles.  Redr  ess
 is  not  solely  a  complaints  pr  ocess  but rather  an  accountability  mecha
 nism  that  shows  that  policing  (or  any  other  organisation  for  that  matter)
 accepts  r  esponsibility  for  the  consequences  of  its  actions.  Redr  ess  also
 pr  ovides  valuable  oppor  tunities  for  organisational  lear  ning  wher  e  patter  ns
 in  complaints  or  a  high  volume  of  similar  user  concer  ns  may  indicate
 deeper  issues.  This  aspect  also  addr  esses  the fact  that  deployment  deci
 sions  must  r  emain  r  eversible.  If  the  AI  system  behaves  unexpectedly,  the
 legal  context  changes  or  if  public  har  m  outweighs  operational  benefit,
 policing  must  be  able  to  pause,  limit,  alter  or  stop  use.  Deployment  is
 not  the  end  of  accountability;  on  the  contrar  y,  it  is  the  point  at  which
 accountability  is  most  visible,  and  mismanagement  can  have  most  impact.
 

7.3.3  Post-deployment 

Considerations  for  post-deployment  addr  ess  both  migration  and  decom
 missioning  situations.  Some  considerations  will  be  r  elevant  for  both
 although  with  specific  aspects.
 

7.3.3.1  Migration 

Migration  is  often  tr  eated  as  a  technical  or  administrative  point  in  AI
 accountability.  However,  it  is  a  point  in  the  AI  lifecycle  wher  e  police
 must  ensur  e  that  the  AI  system  and  its  data,  r  ecor  ds,  etc.,  ar  e  trans
 fer  r  ed  without  cr  eating  new  risks  (such  as  legal,  operational  or  evidential).
 Migration  in  the  AIPAS  lifecycle  r  efers  to  r  elocating  or  transfer  ring  an AI
 system,  its  data  and  outputs.  This  may  involve  moving  the  system  to  new
 infrastr  uctur  e,  integrating  it  with  another  platfor  m,  updating  the  model
 or  changing  the  deployment  context.
 

Policing  should  tr  eat  migration  as  AI  lifecycle  stages  r  equiring:
 

• Clear  decision-making  r  ecor  ds.
 

• Transition  planning.
 

• Data  and  outcome  ar  chiving.
 

• Documentation  ar  chiving.
 

• Maintenance  of  access  rights.
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Independent  of  the  type  of  migration,  the  move  should  be  tested  and
 validated  in  a  similar  manner  to  when  a  new  system  is  being  deployed.  At
 minimum,  policing  should  test  and  r  ecor  d  whether  outputs,  access  rights
 and  system  featur  es  r  emain  valid,  and  whether  per  for  mance  has  changed
 (incr  eased  or  decr  eased).  W  ith  this  infor  mation,  policing  will  be  able  to
 for  mulate  a  r  esponse,  if r  equir  ed.
 

Migration  can  cr  eate  specific  risks  ar  ound  data  r  etention,  deletion,
 transfer,  ar  chiving  and  access.  Ther  efor  e,  policing  must:
 

• Know  what  data  exists. 

• Wher  e  it  is  stor  ed. 

• Who  contr  ols  it. 

• Who  has  access  to  it. 

• What  must  be  r  etained. 

• What  must  be  deleted. 

• What  thir  d  par  ties  must  do.
 

• How  to  ensur  e  that  data  r  emain  accessible  long-ter  m.
 

Wher  e  suppliers  ar  e  involved,  contractual  obligations  should  r  equir  e
 them  to  r  etur  n,  delete,  transfer  or  pr  eser  ve  data  in  accor  dance  with  agr  eed
 legal  and  operational  r  equir  ements.  Fur  ther  mor  e,  if  an  AI  system’s’
 output  has  influenced  policing  decisions,  stakeholders  may  later  ask
 policing  to  explain  how  it  worked,  what  data  it  used,  what  output  it
 pr  oduced,  who  r  elied  on  it,  what  human  decision  followed  and  so  on.
 For  this  r  eason,  migration  must  pr  eser  ve  pr  evious  data  that  the  AI  system
 r  elied  upon,  and  policing  must  maintain  the  ability  to  account  for  its
 pr  evious  use.
 

7.3.3.2  Decommissioning 

Decommissioning  is  the  stage  at  which  an  AI  system  is  for  mally  with
 drawn  fr  om  operation;  ther  e  ar  e  two  main  contexts  in  which  this  can
 occur.  An  AI  system  may  be  withdrawn  as  par  t  of  a  planned  decom
 missioning  strategy  or  unplanned  if  the  system  is  not  fit  for  purpose
 (e.g.  pr  oduces  biased,  unlawful  or  pr  oblematic  outputs).  Whichever  the
 context,  policing  must  make  best  ef  for  ts  to  ensur  e  that  the  system  is
 safely  r  emoved  without  losing  accountability  evidence,  disr  upting  oper
 ational  activity  or  cr  eating  legal  risk.  Even  when  an  AI  system  is  tur  ned
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of  f,  the  ef  fects  may  r  emain  as  outputs  in  case  files,  intelligence  assess
 ments  or  operational  decisions.  If  an  AI  system  that  has  later  been  found
 to  not  be  fit  for  purpose  during  deployment,  stakeholders  may  later  ask  to
 r  eview  the  AI  system  or  its  decisions.  Ther  efor  e,  during  decommissioning,
 policing  must  pr  eser  ve  AI  system  data  and  associated  accountability
 documentation.  This  can  include  access  logs,  model  infor  mation,  system
 settings,  training  r  ecor  ds,  risk  assessments,  legal  assessments,  per  for  mance
 evidence  and  human  decision  r  ecor  ds. 

Similarly  to  migration,  the  plan  for  managing  decommissioning  should
 also  be  included  into  any  contractual  obligation  with  thir  d-par  ty  suppliers,
 and  as  with  the  pr  ocur  ement  strategy  mentioned  earlier,  policing  should
 develop  a  decommissioning  strategy  that  minimises  operational  impact
 while  maintaining  accountability  r  obustness.
 

7.3.4  Lear  ning  as  Underlying  Theme  to  all  Lifecycle  Stages 

Each  stage  of  the  AI  lifecycle  will  generate  lear  nings,  as  indicated  in
 the  r  espective  theme.  These  lessons  should  feed  back  into  policing  for
 when  the  next  AI  system  enters  the  AI  lifecycle.  Optimally,  lessons  iden
 tified  should  be  shar  ed  with  other  police  and  security  for  ces  to  ensur  e  a
 common  and  r  obust  appr  oach  to  AI.
 

7.4  AIPAS  A  ccountability  Themes

 and  why  Do  the  Themes  Matter 

Having  established  wher  e  and  how  accountability  must  be  consider  ed
 along  the  AI  lifecycle,  the  chapter  will  now  focus  on  how  policing  can
 best  pragmatically  operationalise  accountability.  Although  the  AI  lifecycle
 pr  ovides  a  temporal  str  uctur  e,  it  does  not  itself  specify  the  substantive
 accountability  content.  Pr  ocur  ement,  design,  deployment,  adaptation,
 migration  and  decommissioning  can  only  be  managed  accountably  when
 they  ar  e  tested  against  questions  about  the  (1)  AI  system,  (2)  data,  (3)
 laws  and  r  egulation,  (4)  risks,  (5)  oversight  and  r  edr  ess,  (6)  stakeholders,
 (7)  accountability  evidence  and  (8)  adaptability  and  lear  ning.
 

These  eight  aspects  or  themes  operate  as  the  analytical  framework
 that  sits  acr  oss  the  lifecycle.  They  pr  ovide  the  categories  thr  ough  which
 policing  can  identify  accountability  r  equir  ements,  assign  r  esponsibility,
 evidence  decisions  and  demonstrate  that  AI  is  being  used  lawfully,  fairly,
 pr  opor  tionately  and  safely.
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7.4.1  The  Purpose  of  the  Accountability  Themes 

Intr  oducing  a  new  capability  into  policing,  whether  a  computer  system,
 vehicle,  operational  tool  or  AI  system,  involves  multiple  people,  pr  ocesses,
 appr  ovals  and  r  esponsibilities.  A  smooth  transition  r  elies  on  validated
 and  pr  oven  methods  of  working.  AI,  however,  pr  esents  a  novel  chal
 lenge  in  that  it  is  a  fr  ontier  capability,  with  limited  pr  ecedent  in  policing,
 and  for  ces  ar  e  entering  new  ter  ritor  y  in  ter  ms  of  pr  ocuring,  devel
 oping,  deploying,  migrating  and  decommissioning  AI  systems.  To  suppor  t
 policing,  we  pr  opose  that accountability  along  the  AI  lifecycle  should
 be  viewed  along  eight  paradigms  that, when  complete,  of  fer  the  most
 r  obust  framework  for  AI  accountability  in  policing.  The  themes,  which
 ar  e  displayed  in  Table  7.4,  ser  ve  as  foundational  pillars  for  AI  account
 ability  and  by  gr  ouping  similar  thematic  ar  eas  together,  makes  what  is
 arguably  a  complex  envir  onment  to  navigate,  mor  e  intuitive  and  aligned
 to  policing  practices. 

Infor  med  by  the  principle-based  AIPAS  framework  (Chap.  5),  prac
 tical  experiences  and  stakeholder  validation  (see  Chap.  8),  the  themes  ar  e
 gr  ounded  in  evidence-based  r  esear  ch  for  practical  application.
 

At  first  look,  the  themes  in  isolation  may  appear  conceptually  br  oad
 and  abstract.  However,  for  policing,  they  ar  e  specialist  ar  eas  that  often
 alr  eady  exist,  even  if  fragmented  acr  oss  dif  fer  ent  ar  eas  within  a  for  ce.
 For  instance,  communication  teams  will  be  mor  e  familiar  with  the  impor
 tance  of  stakeholders,  wher  eas  police  IT  specialists  will  be  mor  e  familiar
 with  aspects  of  data.  By  viewing  the  themes  as  a  continuum  and  central
 ising  them  within  AI  accountability,  policing  can  bring  existing  ar  eas  of
 exper  tise  into  a  single  framework  str  uctur  e.  This  allows  accountability  to
 be  tr  eated  not  in  isolated  disciplines  but as  a  coor  dinated  organisational
 r  esponsibility  that cuts  acr  oss  policing.
 

Policing  should  use  the  themes  as  a  guar  drail  to  understand  wher  e
 accountability  is  necessar  y,  and  wher  e  it  needs  to  be  demonstrated.
 Demonstrable  accountability  is  impor  tant  for  policing;  yet  as  in  justice
 mor  e  br  oadly,  it  is  not  enough  to  simply  do  the  right  thing,  but  you
 must  be  seen  to  do  the  right  thing  [  15]  and  be  able  to  pr  ove  it.
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Table  7.4  AI  accountability  themes  and  their  purpose  in  AI  accountability
 

AI  accountability  theme  Purpose  

Theme  1:  AI  system  Defines  the  AI  system’s  function,
 purpose,  operational  scope,  limitations
 and  the  actors  r  esponsible  for  its
 development, deployment  and  oversight 

Theme  2:  Data  Focuses  on  the  data  used  to  design,
 train,  test,  deploy  and  operate  the  AI
 system,  including  its  sour  ces,  quality,
 handling,  gover  nance  and  limitations  

Theme  3:  Laws  and  r  egulations  Ensur  es  that  the  use  of  AI  complies  with
 applicable  legislation,  codes  of  practice,
 r  egulator  y  r  equir  ements  and
 organisational  policies 

Theme  4:  Risk  assessment  and  management  Identifies,  assesses  and  manages  the  risks,
 har  ms  and  biases  associated  with  the  AI
 system.  This  includes  the  risks  cr  eated  by
 using  AI,  the  risks  of  not  using  AI  and
 the  mitigation  measur  es  r  equir  ed  to
 pr  otect  fair  ness,  operational  ef  fectiveness,
 public  safety  and  public  tr  ust 

Theme  5:  Oversight  and  r  edr  ess  Establishes  mechanisms  for  oversight,
 independent  scr  utiny  and  r  edr  ess,
 ensuring  that  AI  systems,  their  outputs
 and  r  elated  human  decisions  can  be
 r  eviewed,  challenged,  cor  r  ected  and
 lear  ned  fr  om  

Theme  6:  Identification  and  management  of
 stakeholders  

Identifies  and  engages  the  stakeholders
 who  ar  e  involved  in,  r  esponsible  for  or
 af  fected  by  the  AI  system.  This  includes
 inter  nal  policing  functions,  exter  nal
 developers  and  suppliers,  gover  nance  and
 oversight  bodies,  af  fected  communities
 and  members  of  the  public  

Theme  7:  AI  accountability  evidence Focuses  on  r  ecor  ding  the  decisions,
 pr  ocesses,  actions  and  evidence needed
 to  demonstrate  AI  accountability 

Theme  8:  Adaptability  and  lear  ning Pr  omotes  continuous  impr  ovement
 thr  ough  feedback,  r  eview,  evaluation  and
 organisational  lear  ning 

Source  Akhgar  et  al.  [ 1];  also  Chap.  5
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7.4.2  Considerations  per  Theme 

Below,  we  pr  ovide  r  ecommendations  how  to  addr  ess  and  implement  each
 of  the  eight  themes.  The  r  ecommendations  ar  e  based  on  the  Implemen
 tation  Guidance  for  AI  in  Policing  and  Security  (the  full  guidance  can  be
 found  in  the  Appendix).
 

7.4.2.1  Theme  1:  AI  System 

The  ‘AI  System’  defines  what  the  AI  system  does,  how  it  functions,
 its  purpose,  limitations  and  who  is  r  esponsible  for  its  development
 and  oversight.  This  helps  ensur  e  that  the  system  is  suitable  for  its
 stated  aims,  explainable  to  r  elevant  audiences  and  aligned  with  legal
 and  ethical  standar  ds.  The  better  a  police  organisation  details  the  AI
 system,  the  mor  e  ef  fectively  it  can  assess  its  appr  opriateness,  identify
 potential  challenges  and  implement  safeguar  ds  ([ 1],  p.  16). 

The  first  theme  addr  esses  the AI  system  itself  and  is  the  most  prag
 matic  star  ting  point  for  policing.  Befor  e  all  else,  policing  must  have  a
 strategic  vision  of  the  system’s  function,  intended  purpose,  limitations
 and  individuals  r  esponsible  for  its  pr  ocur  ement,  deployment,  migration
 and  decommissioning.  By  ar  ticulating  the  AI  system’s  purpose  and  actors
 involved  (see  Chap.  8),  policing  will  have  a  better  grasp  of  what  account
 ability  needs  ar  e  r  equir  ed  acr  oss  the AI  system  and  its  lifecycle.  The  central
 principle  is  that  an  AI  system  should  not  be  adopted  solely  due  to  avail
 ability;  instead,  adoption  should  occur  when  ther  e  is  a  defined  operational
 need  and  when  AI  constitutes  a  justified  and  pr  opor  tionate  r  esponse  to
 that  need. 

Like  all  themes,  Theme  1  r  equir  es  compr  ehensive  documentation,
 par  ticularly  on:
 

• The  decisions  based  ar  ound  business  need. 

• Alter  native  options  consider  ed.
 

• Intended  stakeholders. 

• System  scope.
 

• The  contexts  for  both  appr  opriate  and  inappr  opriate  use.
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Much  of  the  for  esight  for  this  theme  would  come  fr  om  the  Chief
 Of  ficer  and  enabling  ser  vices.  However,  AI  users  must  have  input  to
 ensur  e  any  AI  system  meets  their  r  equir  ements.
 

7.4.2.2  Theme  2:  Data  

The  ‘data’  theme  establishes  an  understanding  of  the  data  involved
 in  cr  eating  the  AI  system  (training/test  data),  as  well  as  the  data
 cr  eated  for  and  by  the  AI  system  (inputs/outputs).  It  fur  ther
 ensur  es  clarity  about  data  management,  risks  and  r  egulations,
 focusing  on  a  number  of  critical  considerations:
 

• Detailing  the  types  and  sour  ces  of  data  used  in  the  devel
 opment  and  deployment  of  the  AI  system,  allowing  pr  oper
 evaluation. 

• Establishing  transpar  ent  pr  ocedur  es  for  lawful  and  appr  opriate
 acquisition,  pr  ocessing  and  management  of  data.

 

• Ensuring  that  legislative  and  policy  compliance  pr  ocedur  es  in
 r  elation  to  data  ar  e  ef  fectively  implemented  and  documented.

 

• Confir  ming  the  r  oles  of  r  esponsible  actors  in  r  elation  to  data
 ar  e  established,  they  ar  e  awar  e  of  their  r  esponsibility  and
 possess  appr  opriate  skills  and  knowledge  ([ 1],  p.  20).

 

Data  in  policing  is  an  alr  eady  heavily  r  egulated  ar  ea,  and  for  AI
 accountability,  data  r  equir  es  par  ticular  attention due  to  the  fact  that  data
 driven  decisions  have  r  eal-world  impacts  and  could  hypothetically  lead  to
 wr  ongful  lines  of  enquir  y  or,  mor  e  seriously,  wr  ongful  ar  r  ests.  The  theme
 on  data,  ther  efor  e,  r  equir  es  policing  to  understand  the  types  and  sour  ces
 of  data  used  in  developing  the  AI  system,  as  well  as  the  data  used  and
 generated  during  deployment.
 

It  r  equir  es  attention  to  be  given  to  the  whole  data  landscape,  including:
 

• Data  r  elating  to  marginalised  or  vulnerable  gr  oups.
 

• Any  data  bias.
 

• Personal  data. 

• How  the  data  was  collected  and  limitations  of  its  use. 

• Data  pr  ocessing  and  training.
 

• Data  gover  nance.
 

• Data  storage.
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Theme  2  also  extends  beyond  types  of  data  and  into  data  appr  opri
 ateness  as  data  may  be  lawfully  held,  yet  unsuitable  for  a  specific  AI
 purpose.  For  example,  it  may  be  suitable  for  analysis,  but  unsafe  for
 automated  or  semi-automated  decision-making.  To  understand  the  data,
 documentation  is  central  to  this  theme  and  in  some  instances  a  legal
 r  equir  ement.  Policing  must  also  be  pr  oactive  in  their  appr  oach  to  data  and
 not  just  do  what  is  legally  r  equir  ed,  but  also  what  is  needed  for  account
 ability  purposes,  such  as  r  ecor  ding  model  car  ds,  updates  or  any  datasets
 which  have  been  used.  Data  is  also  impor  tant  during  decommissioning/
 migrating.  Not  only  for  evidential  r  eviews,  but  data  that  was  generated
 during  deployment  may  still  be  used  in  live  case  files  (see  Sect.  7.3.3  on
 decommissioning/migration).
 

7.4.2.3  Theme  3:  Laws  and  Regulations  

Laws  and  r  egulations  ar  e  an  overar  ching  principle  in  all  ar  eas  of  AI
 accountability.  It  ensur  es  that  the  use  of  AI  complies  with  appli
 cable  laws,  codes  of  practice,  r  egulator  y  r  equir  ements  and  policies.
 It  fur  ther  helps  to  clarify  the  legal  context  in  which  the  system
 operates  and  safeguar  ds  public  rights  ([  1],  p.  25). 

Theme  3  is  unique  as  it  extends  acr  oss  all  the  themes.  However,  it
 needs  to  exist  as  a  standalone  section  because,  arguably,  it  is  the  most
 impor  tant  for  policing.  Ther  e  ar  e  a  myriad  of  laws  and  r  egulations  that,
 context  dependent,  will  influence  police  use  of  AI.  These  can  include  data
 pr  otection  laws,  human  rights  laws,  equality  laws  and  mor  e  specific  to
 policing,  sur  veillance  laws,  criminal  pr  ocedur  es,  pr  ocur  ement  r  ules  and
 for  ce  policy.
 

Although  policing  is  used  to  operating  within  heavily  r  egulated  ar  eas,
 complexity  arises  when  laws  and  r  egulations  fr  om  dif  fer  ent  disciplines
 merge.  This  complexity  can  be  demonstrated  if  an  AI  system  wants  to
 use  data  fr  om  highly  r  egulated  envir  onments  such  as  for  ensics,  coupled
 with  sur  veillance  data  and  crime  mapping  intelligence.  Each  data  sour  ce
 may  have  its  own  legal  r  equir  ements,  disclosur  e  implications  and  oversight
 expectations.  When  br  ought  together  within  a  single  AI  system,  the  legal
 position  may  become  mor  e  dif  ficult  to  interpr  et.  In  the  context  of  AI,  laws
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and  r  egulations  must  be  continuously  monitor  ed,  as  an  AI  system  may  be
 lawful  for  one  purpose  with one  categor  y  of  data  but  not  for  another.
 Fur  ther  mor  e,  the legal  and  r  egulator  y  landscape  for  AI  is  continuously
 changing,  and  new  r  equir  ements  may  impact  AI  systems  within  policing.
 Ther  efor  e,  Theme  3  r  equir  es  that  legal  and  r  egulator  y  compliance  is  an
 ongoing  gover  nance  activity  rather  than  a  single  event  at  the  point  of  use.
 

7.4.2.4  Theme  4:  Risk  Assessment  and  Management 

This  theme  identifies  risks,  har  ms  and  biases  associated  with  the
 AI  system  and  implements  mitigation  measur  es.  It  covers  both  the
 impact  of  using  and  not  using  AI,  with  an  emphasis  on  fair  ness  and
 public  safety.  Identifying  possible  risk,  har  ms  and  impacts  of  an  AI
 system,  as  well  as  their  likelihood  is  an  impor  tant  step  to  pr  oactively
 manage  these  risks  thr  oughout  the  AI  system  lifecycle.  It  allows
 for  war  d  planning  of  how  these  risks  (and  associated  har  ms)  may
 be  pr  evented,  or  wher  e  not  possible,  how  they  ar  e  to  be  managed
 and  r  obust  mitigation  measur  es  to  be  put  in  place  ([ 1],  p.  28). 

Theme  four  addr  esses  risk  assessment  and  management  and  aligns
 closely  with  established  police  practices  (r  ef-practical-accountability
 chapter).  While  policing  is  familiar  with  risk  management,  AI  systems
 intr  oduce  risks  that  may  not  be  appar  ent  thr  ough  conventional  opera
 tional  assessments. 

Risks  when  using  AI  can  come  fr  om:
 

• Bias  and  heuristics. 

• False  positives  and  false  negatives.
 

• Function  cr  eep  (i.e.  fr  om  misuse  or  over-r  eliance).
 

• Inadequate  training  or  unclear  r  esponsibility.
 

• Er  osion  of public  tr  ust.
 

The  theme  also  asks  policing  to  consider  the  risk  if  they  wer  e  not  to  use
 AI,  which  can  be  demonstrated  thr  ough  impact  assessments  and system
 r  eviews  of  what  is  cur  r  ently  best  practice  and  associated  friction  points
 to  the  cur  r  ent  practice.  AI-based  risk  assessments  r  equir  e  that  risks  be
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specified  in  detail,  and  generic  statements  such  as  ‘bias  may  occur’  or
 ‘human  monitoring  will  be  used’  ar  e  insuf  ficient.  An  ef  fective  risk  r  egister
 must  identify  the  risk,  potential  af  fected  par  ties,  likelihood,  severity  of
 har  m,  existing  mitigation  measur  es,  mitigation  ownership,  r  esidual  risk
 and  r  eview  timelines. 

7.4.2.5  Theme  5:  Oversight  and  Redress 

‘Oversight  and  Redr  ess’  ensur  es  mechanisms  for  independent
 scr  utiny  and  AI  accountability,  allowing  stakeholders,  par  ticu
 larly  the  public,  to  challenge  decisions  and  seek  cor  r  ections,
 ensuring  just  outcomes.  An  appr  opriate  oversight  pr  ocess  ensur  es
 AI  accountability  thr  ough  the  ef  fective  monitoring  and  r  eview  of
 AI  systems,  their  use,  outcomes  and  impacts  and  ther  eby  compli
 ance  and  integrity  thr  oughout  the  AI  lifecycle.  An  appr  opriate
 r  edr  ess  pr  ocesses  suppor  t  AI  accountability  in  allowing  stakeholders,
 including  the  public,  a  clear  means  to  challenge  decisions,  cor  r  ect
 mistakes  and  seek  justice.  Redr  ess  helps  build  tr  ust,  ensur  e  fair  ness
 and  demonstrates  that  a  policing  organisation’s  actions  ar  e  subject
 to  r  eview  and  cor  r  ection  ([  1],  p.  34). 

Oversight  and  r  edr  ess  ar  e  an  essential  aspect  to  AI  accountability
 because  accountability  becomes  hollow  without  scr  utiny  and  without
 r  edr  ess  that could  amount  to  r  epeated  failings.  The  theme  identifies
 ‘oversight’  as  the  monitoring  and  r  eview  of  AI  systems,  and  ‘r  edr  ess’  as
 the  mechanism  by  which  af  fected  stakeholders  can  challenge  decisions,
 cor  r  ect  er  r  ors  and  seek  justice.
 

For  Theme  5,  and  to  answer  possible  oversight  challenges,  policing
 should  be  able  to  evidence  at  a  minimum: 

• Purpose  and  scope  of  the  AI  system.
 

• Data  Model  design  and  training.
 

• Deployment  context.
 

• Decisions  and  outputs.
 

• User  behaviour. 

• Post-deployment  monitoring.
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• Gover  nance  pr  ocesses.
 

• Risk  r  egister.
 

• Impact  assessments.
 

Oversight  and  r  edr  ess  ar  e  a  necessar  y  theme  because  AI  systems  can
 obscur  e  lines  of  r  esponsibility,  par  ticularly  because  of  the  interlinked
 natur  e  in  how  AI  systems  ar  e  cr  eated  and  deployed.  An  AI  system
 may,  for  instance,  be  trained  on  inappr  opriate  or  biased  data,  applied  to
 incomplete  operational  infor  mation  and  used  by  an  of  ficer  who  has  not
 r  eceived  suf  ficient  training.  If  that  system  contributes  to  a  wr  ongful  ar  r  est,
 accountability  becomes  dif  ficult  to  locate,  e.g.  does  responsibility  sit  with
 the  vendor,  the  organisation,  the  team,  the  super  visor,  or  the  of  ficer  who  acted
 on  the  output?
 

W  ithout  clear  oversight  and  r  edr  ess  ar  rangements,  r  esponsibility  can
 become  fragmented  acr  oss  the  AI  ecosystem,  allowing  each  actor  to  point
 elsewher  e  when  har  m  occurs.  Mor  e  impor  tantly,  af  fected  individuals  may
 be  left  without  a  clear  r  oute  to  challenge  the  decision,  cor  r  ect  the  er  r  or
 or  seek  justice.  Oversight  and  r  edr  ess  ther  efor  e  ensur  e  that  AI  account
 ability  is  not  only  documented  inter  nally  but  is  visible,  r  eviewable  and
 meaningful  for  those  impacted  by  its  use.
 

7.4.2.6  Theme  6:  Identification  and  Management  of  Stakeholders 

This  theme  aims  at  mapping  and  engaging  all  r  elevant  par  ties
 who  ar  e  involved  in  or  af  fected  by  the  AI  system.  This  includes
 those  inter  nal  to  the  policing  organisation,  exter  nal  par  ties  such
 as  AI  developers  or  oversight  bodies  and  members  of  the  public.
 A  thor  ough  identification  and  management  of  stakeholders  ensur  es
 that: 

• A  full  pictur  e  is  available  of  which  gr  oups,  bodies  and  organ
 isations  ar  e  r  esponsible  for  AI  accountabilities  (e.g.  oversight
 bodies,  af  fected  communities,  AI  pr  oviders)  and  what  their
 r  espective  r  oles  ar  e.

 

• A  pr  oactive  management  strategy  for  how  to  communicate  and
 engage  with  these  stakeholders  in  ef  fective  ways  is  in  place
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along  with  a  clear  strategy  for  how  to  r  espond  to  challenges,
 infor  mation  r  equests  or  audit  ([  1],  p.  40).

 

AI  accountability  r  equir  ements  cannot  be  defined  only  by  the  organ
 isation  deploying  the  AI  system,  and  as  evidenced  above,  police  use  of
 AI  can  have  an  ef  fect  acr  oss  entir  e  communities.  The  identification  and
 management  of  stakeholders  r  equir  e  policing  to  identify  all  actors  who
 deal  with  and  ar  e  impacted  by  and  who  have  an  inter  est  in  the  AI  system.
 

Br  oadly,  these  ar  e  cover  ed  acr  oss  the  following  gr  oups:
 

• Police  inter  nal  functions. 

• Gover  nance  bodies. 

• Exter  nal  organisations  and  exper  t  gr  oups.
 

• Specific  communities  and  general  public.
 

The  need  for  the  stakeholder  theme  is  twofold:  firstly,  it  allows  policing
 to  understand  the  accountability  needs  of  other  actors,  and  secondly,
 it  allows  policing  to  test  whether  their  assumptions  about  risk,  fair  ness,
 explanation  and  acceptability  ar  e  cor  r  ect.  For  example,  a  for  ce  may  be
 satisfied  that  a  system  is  legal,  pr  opor  tionate  and  technically  r  eliable.
 However,  that  does  not  mean  that  communities  will  experience  it  as
 legitimate.  Active  stakeholder  management  enables  clear  communication,
 coor  dinated  decision-making  and early  identification  of  concer  ns,  and  in
 tur  n,  which  will  help  build  tr  ust  amongst  the  identified  stakeholders.
 

7.4.2.7  Theme  7:  Accountability  Evidence 

This  theme  ensur  es  that  evidence,  about  how  AI  accountability  is
 assessed  and  captur  ed,  is  r  obust,  verifiable,  accessible  and  under
 standable.  This  is  not  about  criminal  evidence  but  how  policing
 evidences  its  AI  accountability.  By  knowing  how  to  pr  ove  AI
 accountability  cor  r  ectly,  a  police  organisation  will  be  better  posi
 tioned  to  r  espond  to  challenges.  The  pr  ocess  will  also  highlight
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ar  eas  of  AI  accountability,  which  may  need  developing  fur  ther  ([ 1],
 p.  45). 

The  ‘Accountability  Evidence’  theme  is  arguably  the  backbone  of
 the  entir  e  accountability  framework.  In  policing,  accountability  must
 be  demonstrable,  i.e.  it  is  insuf  ficient  for  policing  to  asser  t  r  espon
 sible  conduct  without  evidence.  Instead,  policing  must  pr  ovide  r  ecor  ds,
 assessments,  decisions,  r  eviews  and  safeguar  ds  to  substantiate  that  claim.
 The  theme  describes  accountability  evidence  as  documenting  decisions,
 pr  ocesses  and  actions  taken  to  pr  ove  AI  accountability.  In  tur  n,  this  will
 suppor  t  r  equir  ements  fr  om  inter  nal  r  eviews,  exter  nal  oversight  and  soci
 etal  concer  ns.  Policing  alr  eady  understands  the  impor  tance  of  evidence  in
 ter  ms  of  investigations,  and  Theme  7  applies  that same  discipline  to  AI.
 

7.4.2.8  Theme  8:  Adaptability  and  Lear  ning 

Adaptability  and  lear  ning  ensur  es  that  policing  stays  up-to-date
 with  technological  innovations  or  r  equir  ements  in  AI  and  societal
 changes.  It  encourages  continuous  impr  ovement  thr  ough  feedback,
 r  eview  and  lear  ning.  It  thus  ensur  es  that pr  ocedur  es  and  skills
 ar  e  r  eviewed  and  updated  wher  e  necessar  y.  Those  developing  or
 using  the  AI  system  r  emains  awar  e  of  their  r  esponsibilities.  Lessons
 ar  e  lear  ned  fr  om  mistakes,  inef  ficiencies  or  unexpected/negative
 consequences  ([  1],  p.  50). 

AI  systems  used  in  policing  cannot  be  tr  eated  as  fixed  tools,  once
 they  have  been  appr  oved  or  deployed.  The  legal,  operational,  technical
 and  social  envir  onment  ar  ound  AI  will  continue  to  change,  and  policing
 organisations  need to  be  able  to  r  espond  to  those  changes.  This  means
 that  adaptability  and  lear  ning  should  be  built  into  the  way  that  AI  systems
 ar  e  gover  ned  fr  om  the  outset.  Ther  efor  e,  to  make  best  use  of  this  theme,
 policing  should  not  consider  it  as  an  after  thought  but  instead  pr  oactively
 manage  and  consider:
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• Wher  e  along  the  AI  lifecycle  adaptability  will  be  r  equir  ed.
 

• Development  of  a  r  oadmap  for  lessons  to  be  identified  acr  oss  the  AI
 lifecycle  to  suppor  t  lear  ning  (individual  or  organisational),  e.g.  on:

 

– Pr  ocur  ement  contracts. 

– Tradecraft. 

– The  AI  system.
 

– Pr  ocesses. 

– Management  and  gover  nance.
 

For  an  AI  system  to  r  emain  safe,  ef  fective  and  accountable,  it  needs
 r  egular  r  eview  acr  oss  its  lifecycle.  This  includes  checking  whether  the
 system  still  meets  its  intended  purpose,  whether new  risks  have  emerged,
 whether  the  data  r  emains  appr  opriate  and  whether  changes  in  law,  policy,
 public  expectations  or  operational  practice  af  fect  its  continued  use.  Adapt
 ability  should  also  be  r  eflected  in  r  elationships  with  suppliers,  and wher  e
 thir  d  par  ties  pr  ovide  or  maintain  AI  systems.  If  possible,  contracts  should
 allow  for  r  eview,  modification,  updates,  suspension  or  withdrawal  wher  e
 necessar  y.  This  is  par  ticularly  impor  tant  wher  e  risks  emerge  after  deploy
 ment,  or  wher  e  technical  updates  ar  e  r  equir  ed  that  wer  e  not  anticipated
 in  pr  e-deployment.
 

Although  adaptability  and  lear  ning  is  at  the  end  of  the  theme  str  uctur  e,
 it  is  not  the  final  step;  it  is  the  feedback  loop  that  keeps  the  framework
 cur  r  ent.  Adaptability  and  lear  ning  is  ther  efor  e  a  continuous  pr  ocess,  and
 as  time  passes  and  AI  evolve,  policing  will  be  better  positioned  to  manage
 an  AI  system  with  the  next  AI  capabilities  of  the  futur  e.
 

7.5  Conclusion  

As  AI  evolves  and  adapts,  accountability  must  also  be  dynamic  and  itera
 tive,  continually  addr  essing  risks  and  societal  concer  ns  to  maintain  tr  ust.
 At  face  value,  the  task  may  seem  over  whelming  par  ticularly  because  AI
 and  the  use  of  AI  acr  oss  policing  ar  e  a  new  and  emerging  enterprise.
 Strategic  for  esight  must  be  applied  when  considering  an  AI  system,  and
 police  leadership  and  enabling  ser  vices  must  work  closely  together  to
 ‘bake  in’  accountability  by  design.
 

This  chapter  has  demonstrated  that  pr  e-deployment  is  a  critical
 accountability  stage  because  decisions  made  during  pr  ocur  ement  and
 development  shape  how  policing,  and  the  AI  system  can  demonstrate
 accountability.  Deployment  becomes  the  point  at  which  accountability
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is  tested  in  operational  r  eality,  r  equiring  continuous  monitoring,  user
 feedback,  public  communication  and  the  ability  to  change  wher  e  risks
 emerge.  Post-deployment  demonstrates  that  the  ef  fects  of  an  AI  system
 may  continue  after  it  has  been  changed,  transfer  r  ed  or  decommissioned.
 Policing  must  ther  efor  e  pr  eser  ve  any data  needed  to  explain  pr  evious
 outputs  and  potentially  r  edr  ess  human  decisions  which  r  elied  upon  the
 AI  systems  output.
 

The  eight  accountability  themes  pr  ovide  the substantive  framework
 thr  ough  which  these  lifecycle  r  esponsibilities  can be  made  practical.  The
 eight  themes  ensur  e  that  policing  considers  the  whole  accountability
 ecosystem  fr  om  the  AI  system  itself,  the  data  it  r  elies  upon,  the  legal
 and  r  egulator  y  envir  onment,  risk,  oversight  and  r  edr  ess,  stakeholders,
 accountability  evidence  and  adaptability  and  lear  ning.  Taken  together,  the
 lifecycle  and  themes  pr  ovide  a  str  uctur  ed  appr  oach  for  tur  ning  high-level
 accountability  principles  into  operational  practice.  Ultimately,  AI  account
 ability  in  policing  must  be  expansive,  demonstrable  and  iterative.  It  must
 be  expansive  because  r  esponsibility  is  distributed  acr  oss  a  large  number
 of  stakeholders;  it  must  be  demonstrable  because  policing  must  be  able
 to  evidence  how  and  why  decisions  wer  e  made  and  it  must  be  iterative
 because  AI  systems,  legal  expectations,  operational  contexts  and  public
 attitudes  will  continue  to  change.  This  chapter  of  fer  ed  practical  consider
 ations  and  r  ecommendations  on  how  to  implement  AI  accountability  in
 practice.
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C  H  A  P  T  E  R  8 

Practitioner  Per  ceptions  of  What  Is  Needed
 for  AI  Accountability  

Christopher  Spencer  and Petra  Saskia  Bayerl 

8.1  Introduction  

Accountability  should  sit  at  the  centr  e  of  democratic  gover  nance  and
 public  decision-making.  At  its  simplest,  accountability  r  equir  es  individuals
 and  institutions  to  explain,  justify  and  wher  e  necessar  y,  cor  r  ecting  their
 actions  [  13,  14].  Accountability  is  not  a  new  concept  and  policing  (see
 Chap.  2).  As  Markham  and  Punch  [  11]  put  it,  ‘policing  is  accountability’,
 positioning  accountability at  the  cor  e  of  policing  actions  and  r  esponsi
 bilities.  However,  the  emergence  of  AI  use  within  policing  cr  eates  new
 accountability  r  equir  ements  that existing  pr  ocesses  do  not  always  fully
 addr  ess.  In  par  t,  this  is  due  to  legislation  and  r  egulations  that  pr  e-date
 AI  coupled  with  the  long  pr  ocess  it  takes  to  update  them,  but  also  due
 to  new  challenges  AI  itself  brings  for  policing  and  security  applications
 (Chap.  1).
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Cur  r  ent  r  esear  ch  on  AI  accountability  has  alr  eady  indicated  that
 r  esponsibility  can  become  dif  ficult  to  locate  when  many  actors  contribute
 to  the  design,  development,  deployment  and  use  of  a  system  [ 8,  9,  17].
 The  AI  accountability  landscape  now  includes  new  actors  like  training
 data  suppliers,  test  data  suppliers,  model developers  and  new  decision
 factors  that  go  beyond  the  human  such  as  AI  system  settings,  statistical
 weights  and  false  positive  and  negatives.  No  longer  will  police  need  to
 only  show  how  they  (as  humans)  came to  a  decision,  but  also  how  the  AI
 system  came  to  a  decision  (or  output),  what  influenced  the  decision  and
 what  influence  the  decision  had.  AI  accountability  ther  efor  e  cannot  be
 r  educed  to  a  question  of  whether  an  of  ficer  followed  a  policy  or  whether
 a  for  ce  complied  with  a  legal  standar  d;  instead,  it  becomes  a  wider  ques
 tion  including  how  the  AI  ecosystem  is  gover  ned,  evidenced,  explained,
 challenged  and  cor  r  ected.
 

This  chapter  addr  esses  this  operational  question  by  examining  exper  t
 per  ceptions  on  what  is  needed  to  make  AI  accountability  meaningful
 within  policing.  Drawing  on  primar  y  r  esear  ch  conducted  in  the  UK-based
 AI  Accountability  in  Policing  and  Security  (AIPAS)  pr  oject  with  policing
 and  security  exper  ts  (Chap.  5)—  and  positioning  that  evidence  alongside
 an  inter  national  Accountability  Principles  for  AI  (AP4AI)  exper  t  consul
 tation  [  1,  2,  4]—the  chapter  explor  es  how  AI  accountability  can—and
 should—be  understood,  demonstrated  and  operationalised  in  policing.
 

The  chapter  is  infor  med  by  br  oader  and  ongoing  work  within  the
 field  of  accountability  for  law  enfor  cement  [ 5,  7,  10,  12].  Although  this
 body  of  r  esear  ch  pr  ovides  a  well-established  foundation  for  understanding
 police  accountability,  comparatively  less  attention  has  been  given  to  the
 specific  r  equir  ements  of  accountability  for  AI  systems  used  in  policing.
 This  chapter  addr  esses  that gap  by  examining  what  policing  consider
 necessar  y  for  AI  accountability  and  the  mechanisms  needed  to  make
 abstract  accountability  operationally  r  elevant  for  AI.
 

8.2  Methodology  

Exper  t  opinions  wer  e  collected  during  2024–2025  under  the  AIPAS
 pr  oject  (Chap.  5).  The  r  esear  ch  this  chapter  draws  on  consisted  of  a
 series  of  focus  gr  oups  with 28  exper  ts  within  the  fields  of  for  ensics,
 counter  ter  r  orism  (CT),  serious  and  organised  crime  (SOC)  and  child
 sexual  exploitation  (CSE).  The  inclusion  criteria  for  exper  ts  wer  e  for  emost
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cur  r  ent  operational  knowledge  and  experience  within  one  of  these  four
 policing  fields.  Fur  ther,  as  indicated  by  Hitt  and  Tyler  [ 6],  experiences,
 age,  level  of  executive  and  risk  orientation  can  influence  decision-making.
 Ther  efor  e,  the  study  r  ecr  uited  par  ticipants  fr  om  a  range  of  ranks/seniority
 to  obtain  gr  eater  diversity  of  perspectives.  Along  with  rank/seniority,
 the  exper  ts  also  cover  ed  a  variety  of  r  oles,  including  data  specialists,
 policy  advisers,  data  pr  otection  of  ficers  and  policing  practitioners.  Initially,
 par  ticipants  wer  e  r  ecr  uited  as  an  oppor  tunity  sample  fr  om  the  pr  ofessional
 network  of  the  r  esear  chers,  then expanded  via  snowball  sampling  though
 par  ticipants’  pr  ofessional  policing  networks.
 

We  conducted  thr  ee  exper  t  consultations,  each  focused  on  a  specific
 policing  ar  ea  (i.e.  for  ensics,  CT  and  combination  of  SOC  and  CSE).  Each
 consultation  session  followed  the  same  str  uctur  e  using  a  set  of  pr  e-defined
 questions  (see  Table  8.1).  Data  was  both  manually  r  ecor  ded  in  exten
 sive  notes  and  digitally  thr  ough  voice  r  ecor  dings.  To  ensur  e  discussions
 r  emained  gr  ounded  in  the  exper  ts’  field,  one  exper  t  during  each  session
 pr  ovided  a  use  case  scenario.  For  for  ensics,  AI  accountability  was  framed
 ar  ound  the  use  of  AI  in  DNA  and  friction  ridge  detail;  for  CT,  SOC  and
 CSE,  the  use  cases  wer  e  centr  ed  ar  ound  sized  digital  devices  and  ‘big  data’
 investigations.  The  purpose  of the  use  cases  was  to  frame  exper  t  discus
 sions  on  wher  e  AI  would  sit  in  an  investigation,  the  impact  it  would  have
 in  ter  ms  of  accountability  and  what  r  equir  ements  and  mechanisms  would
 be  needed  to  ensur  e  accountability. 

The  discussions  wer  e  str  uctur  ed  along  a  pr  epar  ed  question  set,
 including  open  and  closed  for  mats,  that  wer  e  captur  ed  either  as  par  t  of
 discussions  or  as  written  answers  (Table  8.1).  The  questions  pr  esented
 in  each  session  wer  e  pr  ovided  to  exper  ts  in  advance,  along  with  details
 of  the  study  and  infor  med  consent  and  infor  mation  sheet. 

1 The  sessions
 wer  e  audio-r  ecor  ded  and  transcribed  verbatim  to  facilitate  the  analysis.
 

Analysis  of  the  qualitative  data  star  ted  with  open  coding  techniques
 allowing  for  the  aggr  egation  of  key  themes.  Quantitative  data  generated
 thr  ough  questions  four  and  five  (Table  8.1)  was  aggr  egated  by  adding
 together  the  r  esponses  acr  oss  the  sessions.  This  allowed  the  analysis  to
 identify  the  overall  or  dering  of the  accountability  principles  for  AI  and
 

1
 The  study  obtained  ethics  appr  oval  fr  om  Shef  field  Hallam  University’s  Ethics  Resear  ch

 Committee  (Ethics  ID:  ER64540159).  All  data  collected  for  the  study  abided  by  the
 r  egulations  that  ar  e  detailed  within  Shef  field  Hallam  University  data  storage  and  ethics
 and  integrity  policies.  
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Table  8.1  Question  set  used  during  the  exper  t  consultations
 

Question  Method  of  data  capture  

1  What  does  accountability  mean  in  your
 field?  

Discussion 

2  Do  you  know  of  any  accountability  and/
 or  AI-r  elated  frameworks  in  your  field
 that  we  should  consider  for  AI
 accountability  in  policing  and  security? 

Discussion 

3  Considering  the  12  accountability
 principles  for  AI,  ar  e  we  missing  any
 principles  or  ar  e  ther  e  any  overlaps/
 duplications,  we  should  addr  ess? 

Discussion 

4  Please  rank  the  12  accountability
 principles  for  AI  in  or  der  of  impor  tance
 for  your  field. 

Ranking  exer  cise 

5  We  have  cr  eated  a  division  of  AI
 accountability  principles  into  primar  y
 and  suppor  ting  principles.  Do  you  agr  ee
 with  this  division  at  all  and  with  the
 distribution  of  each  principle  into  the
 two  categories  (i.e.  primar  y/suppor  ting)? 

Yes/no  questions  with  comment  option  

6  Considering  the  eight  AIPAS  themes  and
 their  sub-themes,  we  pr  opose  to  assess
 AI  accountability,  ar  e  any  themes  or
 sub-themes  missing  or  should  any  of
 them  be  merged?  

Discussion 

7  How  do  you  demonstrate  AI
 accountability  to  oversight  bodies  and
 public  in  this  use  case?  Is  this  the  same
 pr  ocess  you  would  use  for  other  use
 cases  in  your  field?  

Open  answers  on  answer  sheet  

to  compar  e  how  exper  ts  acr  oss  the specialist  ar  eas  prioritised  them. The
 r  esults  wer  e  r  etur  ned  to  exper  ts  for  validation  to  ensur  e  the  analysis
 adequately  r  epr  esented  their  views.  Once  validated,  the  data  was  aggr  e
 gated  acr  oss  the  thr  ee  sessions,  and  a  comparative  analysis  was  conducted
 to  help  identify  similarities  and  dif  fer  ences  acr  oss  the  specialist  ar  eas.
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8.3  Results  

8.3.1  Meaning  of  Accountability  

Accountability  was  described  by  the  exper  ts  as  a  multi-layer  ed  concept
 involving  answerability  to  the  justice  system,  r  egulators  and  the  public,
 as  well  as  adher  ence  to  organisational  standar  ds,  individual  competences
 and  the  r  esponsibilities  of  private  pr  oviders  delivering  ser  vices  to policing.
 Dif  fer  ent  specialisations  within  policing,  however,  of  fer  ed  dif  fer  ent  lenses
 in  which  accountability  was  viewed.  Exper  ts  in  the  field  of  for  ensics
 linked  accountability  r  elated  to  pr  ocess  and  evidence  assurance,  i.e.
 accountability  r  elated  to  the  cour  ts  and  r  egulators  employing  system
 accr  editation,  pr  ofessional  competence, standar  d  operating  pr  ocedur  es,
 gover  nance  str  uctur  es  and  audit  trails.  For  CT  exper  ts,  accountability  was
 similarly  framed  thr  ough  legal  and  r  egulator  y  mechanisms  and  pr  ofes
 sional  ways  of  working.  For  exper  ts  in  the  fields  of  SOC  and  CSE,
 accountability  focused  mor  e  explicitly  on  victims,  perpetrators  and  super
 visors.  The  subsequent  headings  in  this  chapter  gr  oup  together  themes
 wher  e  exper  ts  demonstrated  their  meaning  on  accountability.
 

8.3.1.1  Organisational  Answerability 

Acr  oss  the  exper  t  gr  oups’  accountability  was  first  understood  as  answer
 ability.  In  for  ensics,  this  was  expr  essed  as  organisational  answerability
 to  the  justice  system,  cour  ts,  r  egulators  and  the  public.  In  SOC  and
 CSE,  practitioners  framed  accountability  thr  ough  pr  ofessional  conduct,
 command  str  uctur  es  and  r  esponsibility  to  victims,  suspects,  the  public  and
 cour  ts.  The  r  esponses  r  eflect  a  br  oader  policing  cultur  e  in  which  deci
 sions  must  be  capable  of  being  justified  to  multiple  audiences,  each  with
 dif  fer  ent  expectations,  rights  and  for  ms  of  scr  utiny.  AI  complicates  organ
 isational  answerability  because  r  esponsibility  may be  shar  ed  acr  oss  several
 actors.  Policing  may  be  accountable  for  adoption,  pr  ocur  ement,  deploy
 ment  and  oversight,  but  the  supplier  may contr  ol  technical  knowledge,
 while  the  practitioner  may  contr  ol  the  specific  use  and  the  super  visor  may
 contr  ol  authorisation  and  r  eview.  The  inter  national  consultation  [ 1]  r  ein
 for  ces  this  distributed  model  by  identifying  an  even  wider  range  of  gr  oups
 that  ar  e  r  elevant  to  AI  accountability,  including  law  enfor  cement  agencies,
 judicial  institutions,  pr  osecutors,  industr  y,  independent  technical  bodies,
 civil  society,  universities,  ministries,  ombuds  institutions  and  other  public
 bodies.  Together,  these  obser  vations  indicate that  policing  exper  ts  clearly
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viewed  that  accountability  is  a  multi-stakeholder  r  esponsibility,  with  police
 one  amongst  many  accountability  actors.
 

8.3.1.2  Process  and  Evidential  Robustness  

Exper  ts  r  epeatedly  linked  accountability  to  pr  ocess  and  emphasised  that
 accountability  is  tied  to  following  the  cor  r  ect  pr  ocedur  es  rather  than  only
 to  cr  eating  the  cor  r  ect  outcome,  meaning  that  the  steps  taken  to  r  each
 a  conclusion  must  be  transpar  ent  and  answerable  acr  oss  the  entir  e  chain
 of  activity.  This  was  par  ticularly  the  case  when  exper  ts  wer  e  discussing
 evidential  stands,  and  when  considering  what  a  chain  of  custody  would
 involve  if  AI  wer  e  used.  The  exper  ts  expr  essed  that  in  or  der  to  fully  under
 stand  what  impact  AI  will  have  on  judicial  pr  oceedings  (i.e.  AI  outputs
 being  used  as  evidence  and  how  the  evidence  would  be  challenged),  the
 exper  ts  would  need  to  lear  n  fr  om  a  r  eal  cour  t  case.
 

Exper  ts  argued  that  evidential  r  obustness  for  AI  r  equir  es  mor  e  than
 what  is  cur  r  ently  r  ecor  ded  in  policing;  when  AI  is  involved,  evidence
 would  need  to  extend  into  r  ecor  ds  of  the  system  used,  such  as  AI  configu
 ration  settings  and  data  sour  ces.  This  notion  also  aligns  with  exper  ts  fr  om
 the  AP4AI  study,  wher  e  accountability  mechanisms  identified  included
 auditability  of  algorithms,  data and  design  pr  ocesses,  inter  nal  and  exter  nal
 auditing  and  user  action  logging.
 

8.3.1.3  Professional  Conduct  and  Individual  Responsibility  

The  exper  ts  fur  ther  r  eflected  accountability  thr  ough  the  lens  of  pr  ofes
 sional  conduct  and  individual  r  esponsibility.  In  the  ranking  exer  cise,
 conduct  was  one  of  the  higher-ranked  principles  acr  oss  domains,  along
 side  lawfulness,  transpar  ency,  pr  oof  and  explainability.  In  SOC  and  CSE,
 accountability  was  connected  to  pr  ofessional  conduct  towar  ds  victims,
 perpetrators  and  the  public,  as  well  as  to  answerability  to  super  visors  and
 chain-of-command  for  decisions  made  during  and  after  an  investigation.
 For  ensics  exper  ts,  in  contrast,  made  a  distinction  between  organisa
 tional  answerability  and  individual  r  esponsibility  by  separating  users  who
 pr  ocur  e  the  tool  fr  om  those  who  apply  the  tool,  and  by  stating  that
 practitioner-level  accountability  is  centr  ed  on  using  the  cor  r  ect  tool  and
 cor  r  ect  methodology,  including  tool  settings.
 

8.3.1.4  Legal,  Ethical  and  Public  Justification 

Exper  ts  placed  lawfulness  at  the  centr  e  of  AI  accountability  and  acr  oss
 the  fields  connected  accountability  to  compliance  with  laws,  r  egulations
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and  policy.  This  view  r  eflects  the  basic  policing  r  equir  ement  that  power
 must  be  exer  cised  lawfully,  pr  opor  tionately  and  in  accor  dance  with  public
 expectations.  However,  discussions  also showed  that  lawfulness  alone
 was  not  consider  ed  suf  ficient  to  ensur  e  accountability.  For  ensic  exper  ts
 emphasised  public  accountability  and  policing  by  consent  and  identified
 challenges  in  explaining  AI-pr  ocessed  for  ensic  evidence  to  citizens,  juries
 and  judges  in  a  way  that  suppor  ts  understanding  and  tr  ust.
 

8.3.1.5  Auditability,  Review  and  Challenge  

The  final  aspects  identified  wer  e  a  combination  of  auditability,  r  edr  ess
 mechanisms,  independent  gover  nance  and  oversight  bodies  as  r  ecur  ring
 accountability  components.  For  ensics  exper  ts  associated  accountability
 with  documented  pr  ocesses,  evidence  of  r  easoning  behind  decisions  and
 the  ability  to  explain  outcomes  to  judges  and  juries.  In  the  CT  sessions,
 exper  ts  made  the  argument  that  if  an  outcome  is  successfully  challenged
 by  a  defence,  an  accountability  mechanism  may  alr  eady  have  failed  earlier
 in  the  pr  ocess.  This  is  a  significant  insight  because  it  tr  eats  cour  tr  oom
 challenge  as  a  late-stage  symptom  of  earlier  pr  ocess  weakness,  rather  than
 as  the  primar  y  mechanism  of  accountability.  Ef  fective  AI  accountability
 should  ther  efor  e  be  upstr  eam  and  anticipator  y  to  possible  legal  challenges.
 

8.3.2  What  Exper  ts  Need  for  AI  Accountability  in  Policing 

AI  accountability  can  cannot  exist  in  a  vacuum;  it  r  elies  on  mechanisms,
 frameworks  and  a  common  understanding  acr  oss  individual  of  ficers  or
 staf  f  members  thr  ough  to  the  wider  organisations  and  their  stakeholders.
 Functional  AI  accountability  ther  efor  e  needs  to  be  accessible  to  all,  r  educe
 ambiguity  in  r  esponsibility  and  pr  ovide  actionable  guidance  for  decision
 making  purposes.  The  exper  t  findings  below  consequently  indicate  that
 meaningful  AI  accountability  depends  on  a  combination  of  factors  that,
 when  taken  together,  of  fer  r  obust  AI  accountability  r  equir  ements  that  can
 meet  the  demand  for  policing  contexts.
 

8.3.3  AI  Accountability  Requir  ements  

8.3.3.1  Clear  and  Accessible  Accountability  Language  

Exper  ts  emphasised  that ter  ms  need  to  be  immediately  understandable  to
 a  policing  audience.  In  the  discussions  with  exper  ts  the  thr  ee  principles  of
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completeness,  inclusivity  and  compellability  emerged  as  par  ticularly  dif  fi
 cult  ter  ms  to  understand  without  prior  knowledge of  AI  accountability.
 Exper  ts  in  CT,  SOC  and  CSE  argued  that  transpar  ency  and  explainability
 wer  e  closely  linked  and  felt  that  in  practice,  it  may  be  dif  ficult  to  distin
 guish  between them  unless  their  definitions  wer  e  made  clear  er.  Exper  ts
 fr  om  for  ensics  also  suggested  that  the  two  principles  could  potentially
 be  condensed  (transpar  ency  and  explainability),  although  concer  ns  wer  e
 then  raised  that  combining  them  may  make  the  br  oader  categor  y  har  der
 to  measur  e  or  operationalise.
 

8.3.3.2  Alignment  with  Existing  Policing  Systems 

Acr  oss  the sessions,  exper  ts  made  r  efer  ence  to  various  policing  systems
 to  ensur  e  accountability,  both  in  specific  and  general  ter  ms,  which  ar  e
 indicated  in  Table  8.2.  Systems  in  this  sense  r  efer  to  frameworks,  standar  ds
 and  decision  models  used  in  policing  that of  fer  accountability,  rather  than
 machine/AI systems.  Exper  ts  indicated  that  it  would  be  necessar  y  for  any
 AI  accountability  framework  to  be  aligned  with  pr  e-existing  systems,  for
 two  main  r  easons:  firstly,  it  ensur  es  that duplication  of  ef  for  t  is  r  educed
 (i.e.  not  needing  to  complete  a  Data  Pr  otection  Impact  Assessment  if
 ther  e  is  alr  eady  one  in  place);  and  secondly,  it  ensur  es  that  any  framework
 is  fit  for  purpose  and  does  not  contradict  or  work  outside  of  other  systems. 

8.3.3.3  Evidence-Based  Records  Across  the  AI  Lifecycle  

A  r  epeated  r  equir  ement  voiced  acr  oss  the  sessions  was  for  adequate
 evidence,  in  the  sense  that  accountability  can  and  needs  to  be  demon
 strated.  Accountability  is  not  satisfied  by  stating  that  a  system  is  lawful,  fair
 or  accurate;  instead,  it  also  calls  for  technical  and  organisational  evidence
 that  can  be  inspected.  The  exper  ts  acr  oss  the  sessions  identified  specific
 evidence  needs  in  ter  ms  of  transpar  ency  and  explainability  (see  below)  and
 par  ticularly  in  r  elation  to  data,  pr  ocesses,  outcomes  and  r  ecor  d  keeping.
 All  exper  ts  noted  that  accountability  evidence  would  need  to  be  a  cr  oss
 cutting  r  equir  ement  acr  oss  domains  and  acr  oss  the  full  lifecycle  of  an  AI
 system.
 

8.3.3.4  Transparency  and  Explainability  Matched  to  Dif  ferent
 Audiences 

Exper  ts  consistently  identified  transpar  ency  and  explainability  as  central
 but  also  r  ecognised  that  they  cannot  be  understood  as  only  type  of
 disclosur  e  r  equir  ement.  For  ensics  par  ticipants  stated  that  transpar  ency
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Table  8.2  Cur  r  ent  accountability  systems  used  in  UK  policing
 

Data Assessments  Frameworks
 and  code  of
 practice  

Accreditation Decisions  and  agreements  

General  data
 pr  otection
 rights  

Risk
 assessments  

Ethics
 frameworks  

International
 Organisation
 for
 Standar  disation
 (ISO)  such  as
 ISO  17020;
 ISO  17025  

Policy  decisions  

Data
 pr  ocessing
 contracts 

Human
 rights
 impact
 assessments  

Police  code
 of  conduct 

United
 Kingdom
 accr  editation
 ser  vice  (UKAS)  

Senior  investigating
 of  ficer  decisions  

‘Big’  data
 frameworks  

Thir  d-par  ty
 assessments  

Statutor  y
 code  of
 practice 

Other  system
 accr  editations 

Security  standar  ds
 agr  eements  

ALGOCARE Data
 pr  otection
 impact
 assessment 

JPLANE
 model 

Appr  opriate  and
 cur  r  ent  training 

Pr  ocur  ement  agr  eements  

The  science
 r  egulators
 code  of
 practice 

National
 decision-making  model 

and  explainability  ar  e  needed  at  all  stages  of  the  AI  lifecycle,  including
 design,  development  and  deployment,  but  that  communication  must  be
 balanced  depending  on  the  audience.  CT  exper  ts  similarly  argued  that  the
 level  of  transpar  ency  and  explainability  must  distinguish  between what  the
 public  needs  to  understand  and  what  police  r  equir  e,  par  ticularly  wher  e
 public  disclosur  e  could  under  mine  techniques  or  sensitive  capabilities.  A
 moot  point  discussed,  which  could  potentially  cr  eate  a  gap  in  achieving
 transpar  ency  and  explainability,  was  contractual  agr  eements  enter  ed  with
 thir  d-par  ty  AI  suppliers  (as  detailed  in  Sect.  8.3.3.6).
 

8.3.3.5  Human  Oversight  and  Defined  Decision  Ownership 

Human  oversight  appear  ed  acr  oss  the  exper  t  session  as  a  r  equir  ement
 for  tr  ust,  r  eview  and  r  esponsibility.  For  ensics  exper  ts  discussed  human
 in-the-loop  examples  and  indicated  that  human  oversight  is  needed  to
 suppor  t  tr  ust  in  the  pr  ocess,  while  also  acknowledging  that  in  some  cases,
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systems  may  per  for  m  better  than  human  r  ecognition.  CT,  SOC  and  CSE
 exper  ts  described  r  eview  mechanisms  cur  r  ently  conducted  by  humans  and
 distinguished  between AI  outputs  used  to  dir  ect  an  investigation  and
 AI  outputs  used  for  evidential  purposes.  Ther  e  was  a  clear  distinction
 that—if  any  AI  system  was  used  in  judicial  pr  oceedings—a  human  r  e
 analysis  would  be  r  equir  ed,  not  only  to  validate  the  output,  but  also  to
 incr  ease  tr  ust  fr  om  a  jur  y.  Conversely,  if  an  AI  system’s  output  suppor  ts
 infor  mation  (e.g.  AI  used  for  initial  translation),  ther  e  would  be  lower
 r  equir  ements  for  human-in-the-loop  inter  vention.
 

8.3.3.6  Supplier,  Procurement  and  Third-Par  ty  Accountability 

Supplier  and pr  ocur  ement  accountability  is  an  example  of  wher  e  account
 ability  moves  beyond  policing  (and  emphasises  the  r  equir  ement  for  a
 br  oad  stakeholder  view  discussed  pr  eviously).  For  ensics  exper  ts  r  ecog
 nised  accr  editation  as  a  useful  mechanism  to  ensur  e  that  accountability
 can  be  demonstrated;  this  appr  oach  would  also  assume  r  esponsibility
 for  suppliers.  However,  in  the  case  of  a  faulty  AI  system,  str  ong
 contracts  between  policing  and  suppliers  (that allow  for  r  edr  ess)  wer  e
 suggested  as  an  integral  par  t  of  accountability.  All  exper  ts,  par  ticularly
 within  CT,  identified  dif  ficulties  wher  e  thir  d-par  ty  pr  oviders  may aim  to
 pr  otect  commer  cially  sensitive  data,  ther  eby  cr  eating  obstacles  to  policing
 accountability.
 

8.3.3.7  Redress,  Challenge  and  Cor  rective  Mechanisms 

Redr  ess  is  cr  ucial  because  AI  accountability  without  consequences  is  inef
 fective,  and  exper  ts  acr  oss  fields  expr  essed  the  need  for  mechanisms  for
 r  edr  ess,  challenge  and  cor  r  ection.  It  is  wor  th  highlighting  that  r  edr  ess  was
 positioned  as  a  function  mainly  of  independent  gover  nance  and  indepen
 dent  oversight  str  uctur  es,  which  may  manifest  as  a  complaints  pr  ocess  or
 as  auditing  and  r  epor  ting  r  esponsibilities.  SOC  and  CSE  exper  ts  expanded
 beyond  super  visors  and af  fected  organisations  and  placed  AI  account
 ability  within  a  stakeholder  field  that  includes  victims,  perpetrators  and
 the  public.  This  national  view  aligns  with  inter  national  perspectives,  which
 emphasised  that for  systems  that  pr  oduce  har  mful  outputs  or  cannot  be
 explained  when  challenged,  ther  e  must  be  a  r  oute  to  stop,  r  eview,  cor  r  ect
 and  r  emedy  the  issue  [  1].
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8.3.3.8  Training,  Competence  and  Organisational  Lear  ning 

Training  and  lear  ning  emerged  as  central  to  practitioner  per  ceptions  of  AI
 accountability.  For  ensics  par  ticipants  stated  that  lear  ning  and  education
 ar  e  as  impor  tant  as  training  data,  pr  ocess  and  assurances.  Similar  to  issues
 of  evidence,  exper  ts  positioned  lear  ning  and  education  as  a  cr  oss-domain
 accountability  theme,  indicating  that  practitioners  cannot  be  accountable
 for  AI  use  if  they  do  not  understand  the  tool,  its  limits,  the  r  elevant  policy
 and  the  appr  opriate  escalation  r  outes.
 

8.3.4  Validating  the  Principles-Based  Appr  oach  to  AI  Accountability  

Acr  oss  the  sessions,  exper  ts  r  esponded  positively  to  the  12  AI  account
 ability  principles  and  br  oadly  suppor  ted  the principle-based  appr  oach  as
 a  meaningful  foundation  for  str  engthening  AI  accountability  in  policing
 and  security.  Responses  indicated  that  the  principles  captur  ed  the  issues
 practitioners  r  egar  ded  as  essential.
 

Still,  the  12  principles  addr  ess  ver  y  dif  fer  ent  aspects  of  policing
 accountability.  We  ther  efor  e  aimed  to  understand  whether  cer  tain  prin
 ciples  wer  e  consider  ed  as  mor  e  vital  or  ‘central’  to  AI  accountability.
 For  this  purpose,  we  asked  par  ticipants  to  rank  the  principles  accor  ding
 to  their  r  elevance  to  ensur  e  AI  accountability.  The  ranking  r  esults  in
 Table  8.3  indicate  that  lawfulness  was  often  ranked  as  the  most  impor
 tant  principle  (average  rank  of  1.19).  Transpar  ency,  conduct,  pr  oof  and
 explainability  wer  e  also  ranked  highly,  suggesting  that  practitioners  priori
 tise  lawful  use,  openness,  pr  ofessional  behaviour,  evidential  gr  ounding
 and  the  ability  to  explain  AI  systems.  At  the  same  time,  the  ranking
 also  demonstrates  considerable  dif  fer  ences  acr  oss  exper  ts—indicated  by
 the  range  between  top  (highest)  rank  and  lowest  rank  per  principle  in
 Table  8.3.  Explainability,  for  instance,  was  placed  at  1  (most  r  elevant),  as
 well  as  12  (least  r  elevant),  and  a  similar  range  can  be  obser  ved  for  the
 majority  of  principles. 

This  obser  vation  is  r  elevant,  as  it  indicates  that  the  r  elevance  of  princi
 ples  is  not  fixed  but  highly  variable,  in  that  all  principles  can  become  ‘most
 r  elevant’  to  demonstrate  AI  accountability  depending  on  an  exper  t’s
 perspective  or  r  ole,  context,  etc.  It  indicates  that  all  12  principles  ar  e
 r  equir  ed  to  ensur  e  that  AI  accountability  can  be  guaranteed  in  a  cohesive
 way  acr  oss  AI  deployment  ar  eas  and  instantiations.
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Table  8.3  Ranking  r  esults  fr  om  acr  oss  the  thr  ee  studies
 

Principle  Average  rank Top  rank Lowest  rank 

Lawfulness  1.19  1  7  

Transpar  ency 4.21  2  9  

Conduct 4.32  1  8  

Pr  oof  5.52  1  10  

Explainability 6.45  1  12  

Enfor  ceability  and  r  edr  ess  7.12  2  10  

Learning 7.12  2  10  

Compellability 7.90  2  12  

Independence 7.86  3  11  

Completeness 7.91  1  12  

Constr  uctiveness  9  1  12  

Inclusivity 9.25  3  12  

8.3.4.1  Measures  to  Achieve  AI  Accountability 

While  the  12  AI  accountability  principles  wer  e  seen  as  a  solid  conceptual
 foundation,  exper  ts  argued  that  the  principles  alone  would  not  guarantee
 AI  accountability.  The  exper  ts  did  not  r  eject  a  principles-based  appr  oach;
 rather,  they  needed  high-level  principles  to  be  translated  into  practical
 actions—an  appr  oach  explicitly  taken  by  AIPAS  (see  Chap.  5).  AI  was
 seen  as  such  a  new  concept  to  policing  that  knowing  what  questions
 to  ask  may  often  be  one  of  the  gr  eatest  challenges  to  implementing
 AI  accountability  (i.e.  ther  e  could  be  a  scenario  wher  e  accountability
 was  missed  not  because  of  lack  of  due  diligence,  but  because  of  inex
 perience).  Exper  ts  wer  e  ther  efor  e  rightly  concer  ned  with  what  must  be
 r  ecor  ded,  explained,  evidenced  and  r  eviewed  and  how.  This  question  was
 put  dir  ectly  to  exper  ts  in  all  sessions  (see  Table  8.2)  with  the  r  equest
 to  r  ecor  d  all  cur  r  ently  existing  or  expected  (wished-for)  mechanisms  to
 evidence  the  12  AI  accountability  principles.  Table  8.4  collates  the  ways
 and  mechanisms  pr  ovided  by  exper  ts  to  demonstrate  AI  accountability
 against  each  of  the  12  principles. 

The  findings  fr  om  the  exper  ts  of  fer  several  valuable  insights.  Firstly,
 ther  e  is  a  ver  y  clear  need  for  AI  accountability  within  policing.  Other
 data-driven  outputs  such  as  intelligence  and  evidence  ar  e  rightly  scr  uti
 nised  by  stakeholders,  and  the  same  will  need  to  happen  for  AI  outputs
 to  ensur  e  that  accountability  standar  ds  (as  a  whole)  in  policing  ar  e  main
 tained.  Secondly,  accountability  mechanisms  alr  eady  exist  acr  oss  policing;
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Table  8.4  Exper  t  feedback  on  mechanisms  that  can  be  used  when  attempting
 to  demonstrate  AI  accountability
 

Principle  Accountability  mechanism  identified 

Lawfulness  •  Clear  legislation,  new  legislation  or  r  eviewed  against
 cur  r  ent  legislation

 

•  Testing  cases  in  cour  t  and  consideration  of  legal  challenges
 

•  Compliance  with:  GDPR,  case  law,  human  rights  act/
 ECHR,  local  for  ce  policy,  policing  codes  of  practice,  data
 pr  otraction  act,  Management  of  Police  Infor  mation,
 fr  eedom  of  infor  mation,  equality  act/equality  duty

 

•  Of  ficial  accr  editation  or  confir  mation  that  a  tool  or  use  is
 not  unlawful

 

Inclusivity •  Agr  eement  for  appr  opriate  access  for  oversight  or  r  eview
 

•  Openness  with  the  community  about  AI  use
 

•  Explanation  of  new  developments
 

•  Human  validation  wher  e  r  elevant  and  suppor  ted  by  risk
 plans,  data  management  and  r  etention  plans

 

•  Auditable  and  accurate  r  ecor  ds
 

•  AI  catalogue  of  r  ecor  ds
 

•  Standar  dised  user  guides  and  technical  manuals  

Completeness •  Communication  plans  for  specific  stakeholders
 

•  Independent  oversight  suppor  ted  by  stakeholders
 

•  Identification  of  r  elevant  stakeholders  and  their  needs
 

•  Recognition  of  the  stakeholder  landscape  (i.e.  victims,
 perpetrators,  the  public,  cour  ts,  super  visors,  gover  nment
 bodies,  public  organisations,  private  organisations  and
 anyone  af  fected  by  police  decisions)

 

Transpar  ency •  Sharing  infor  mation  with  inter  nal  stakeholders  for
 validation,  subject  to  security  classification  limits

 

•  Privacy  notices  on  pr  ojects
 

•  Ef  ficient  fr  eedom  of  infor  mation  pr  ocesses
 

•  Annual  r  epor  ts  fr  om  an  AI  body  or  commissioner
 

•  Documented  and  auditable  pr  ocesses
 

•  Cor  r  ect  management  of  infor  mation,  including  er  r  ors
 

•  Accessible  publication  of  system  infor  mation
 

•  Audience-specific  infor  mation  sheets  for  pr  ofessionals,
 technical  staf  f,  users  and  the  public

 

•  Pr  oactive  communication  about  successful  uses  and  failur  es
 

•  Public  consultations  

(continued) 
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Table  8.4  (continued)
 

Principle  Accountability  mechanism  identified
 

Impar  tiality •  Independent  gover  nance  to  monitor  AI  use
 

•  An  AI  body  or  commissioner  independent  of  police,
 security  ser  vices  and  other  operational  bodies

 

•  Independent  auditing  and  oversight
 

•  Monitoring  and  enfor  cement  by  independent  organisations
 such  as  IOPC,  an  infor  mation  commissioner-type  body,
 HMICFRS  or  other  scenario-dependent  oversight  bodies

 

•  Gover  nance  boar  ds
 

•  Continual  r  eview  and  accr  editation  linked  to  independent
 monitoring

 

Pr  oof  •  Auditable  pr  ocesses  and  pr  ocedur  es  wher  e  manual
 inter  vention  is  r  equir  ed

 

•  Regular  monitoring  of  manual  inter  vention
 

•  Evidence  of  use  based  on  accr  editation  (such  as  ISO
 standar  ds)

 

•  Training  and  competence  r  ecor  ds
 

•  Adher  ence  to  an  ‘AI  code  of  conduct’  similar  to  the
 for  ensic  science  r  egulator  code  of  conduct

 

•  Audit  trails  of  actions  taken
 

•  Tamperpr  oof  and  auditable  r  ecor  ds
 

•  Recor  ds  of  AI  testing
 

•  Accr  editation  to  industr  y  standar  ds
 

•  Evidence  that  the  system  meets  criminal  evidential
 standar  ds  wher  e  r  elevant

 

•  Pr  e-established  r  equir  ements  for  pr  oviding  r  ecor  ds  to
 cour  t  or  r  eview  bodies  such  as  HMICFRS

 

•  Documentation  and  auditing  suppor  ted  by  standar  d
 operating  pr  ocedur  es,  pr  ofessional  standar  ds,  policy  and
 guidelines

 

Enfor  ceability  and
 r  edr  ess  

•  Independent  gover  nance  or  oversight  str  uctur  es
 

•  Oversight  by  an  independent  body  or  commissioner
 

•  Independent  escalation  ar  rangements  similar  to  an
 ICO-type  body

 

•  For  ensic  science  r  egulator  involvement  wher  e  r  elevant
 

•  Governance  str  uctur  es  and  r  epor  ting  management
 infor  mation

 

•  Clear  police  complaints  pr  ocesses
 

•  Independent  exter  nal  agencies  tasked  with  r  eview  and
 r  egulator  y  action

 

•  Clear  consequences  for  br  eaches  of  standar  ds
 

•  Legislation  or  contractual  ar  rangements  that  include  AI
 manufactur  ers  within  r  edr  ess  r  equir  ements  wher  e  r  elevant

 

(continued) 
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Table  8.4  (continued)
 

Principle  Accountability  mechanism  identified
 

Compellability •  Capturing  associability  r  equir  ements  fr  om  all  stakeholders
 

•  Contracts,  memorandum  of  understanding  or  equivalent
 agr  eements  that  specify  details  subject  to  r  egular  r  eview

 

•  AI  body  or  commissioner  with  powers  over  gover  nment
 AI  users,  including  police  and  security  ser  vices  wher  e
 r  elevant

 

•  Full  accr  editation  and  monitoring  by  an  independent  body
 

•  Mechanisms  that  allow  oversight  bodies  to  obtain  the
 evidence  needed  to  hold  a  for  ce,  supplier  or  system  owner
 to  account

 

Explainability •  Readily  accessible  r  epor  ting
 

•  Engagement  with  AI  developers
 

•  Explanation  of  legal  r  estraints  by  legal  teams
 

•  Equality  assessment  and  policy  communication
 

•  Inter  nal  pr  ocesses  for  evidencing  dataset  assurance
 

•  Public  consultation  and  education  for  policing,  the  public,
 the  pr  ess  and  other  audiences

 

•  UKAS-style  oversight  of  AI  ser  vice  deliver  y
 

•  Cour  t  testing  and  translation  of  technical  outputs  into  lay
 ter  ms

 

•  Training  focused  on  the  tool  and  its  outcomes
 

•  Simplified  infor  mation  or  frameworks  for  dif  fer  ent
 audiences

 

•  Equality  impact  assessments
 

•  Pop-it-style  r  eview  (people,  organisation,  pr  ocesses,
 information,  technology)

 

•  Case  study  examples
 

•  Guidance  and  infor  mation  sheets
 

•  Clear  explanation  strategies  based  on  the  r  ecipient’s
 knowledge  and  constraints

 

(continued) 
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Table  8.4  (continued)
 

Principle  Accountability  mechanism  identified
 

Constr  uctiveness  •  Working  gr  oups  or  boar  ds  engaging  r  elevant  par  ties
 

•  Communication  with  MPs,  ministers,  human  rights
 gr  oups,  victim  gr  oups  and  the  legal  community

 

•  Independent  oversight  similar  to  a  DNA  strategy  boar  d
 

•  Consultation  with  r  elevant  boar  ds  and  exper  t  gr  oups
 

•  Formal  appr  oval  pr  ocesses
 

•  Governance  or  decision  boar  ds
 

•  Independent  r  eview
 

•  Public  accountability  boar  ds
 

•  Practitioner  and  super-user  feedback
 

•  Mandator  y  infor  mation  sharing
 

•  Business  pr  ocess  mapping
 

•  Continued  involvement  of  the  AI  manufactur  er  after
 pur  chase

 

Conduct •  Regularly  assessed  standar  ds
 

•  Clear  for  ce  guidelines  for  AI  use
 

•  Ethical  appr  oval  wher  e  r  elevant
 

•  Compliance  with  for  ensic  science  r  egulator  standar  ds
 

•  Alignment  with  authorised  pr  ofessional  practice,  the
 National  Decision  Model,  the  JPLAN  model  or  other
 operating  pr  ocedur  e  guidance,  code  of  ethics  and  policing
 principles.

 

•  Public  scr  utiny  panels
 

•  Conduct  assurance  thr  ough  inter  nal  and  exter  nal  audit  or
 r  eview

 

Learning •  Robust  training  with  ongoing  r  efr  esher  assessment
 

•  Feedback  and  new  pr  ocedur  es  fr  om  for  ces  using  AI
 

•  Engagement  with  NPCC  leads  and  strategic  par  tners
 

•  Recor  ds  of  impr  ovement  actions
 

•  Inter  nal  quality  management  systems
 

•  Captur  e  and  sharing  of  lessons  lear  ned
 

•  Cr  oss-for  ce  str  eamlining
 

•  Documentation  of  er  r  ors  and  anomalies
 

•  Standar  dised  impr  ovement  actions  and  r  oot-cause  analysis
 

•  For  mal  continuous  r  eview  and  impr  ovement  pr  ocesses
 

•  Learning  updates  shar  ed  acr  oss  networks
 

•  Practitioner  feedback  mechanisms
 

•  Integration  into  oversight  boar  ds
 

•  Exploration  of  automatic  feedback  fr  om  AI  systems
 

•  Lear  ning  pr  ocesses  that  can  themselves  be  challenged  or
 contested
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however,  their  r  elationship  to AI  is  fragmented,  and  sometimes,  a  step
 r  emoved  fr  om  their  initial  purpose.  This  means  that  while  some  mecha
 nisms  of  fer  a  cur  r  ent  ‘best  fit  solution’,  they  miss  the intricacies  that AI
 accountability  demands.  Thir  dly,  the  accountability  landscape  in  policing
 is  extr  emely  complex  and  when  adding  complex  AI  systems  into  complex
 landscapes,  the likelihood  of  negative  outcomes  (such  as  fragmented
 r  easonability,  duplication,  inconsistent  practices)  incr  ease  and  ther  efor  e
 gaps  in  accountability  will  begin  to  appear.  Lastly,  accountability  mecha
 nisms  sit  at  the  strategic,  tactical  and  operational  level.  Often  this  means
 that  strategic-level  mechanisms  establish  the  wider  gover  nance  envir  on
 ment  and  organisational  expectations, while  tactical-level  mechanisms
 interpr  et  into  policy  and  pr  ocedur  es,  and  operational-level  mechanisms
 execute  the  policy.  Ef  fective  AI  accountability  ther  efor  e  depends  on  clear
 alignment  acr  oss  all  thr  ee  levels  and  acr  oss  all  contexts  (for  example,
 generative  AI,  pr  edictive  AI  and  agentic  AI  will  all  have  dif  fer  ent  account
 ability  mechanisms  when  being  used,  par  ticularly  in  ter  ms  of  policy
 decisions).
 

8.4  Discussion  

The  exper  t  evidence  summarised  in  this  chapter  demonstrates  that  AI
 accountability  within  policing  is  layer  ed,  multidir  ectional  and  complex
 (also  Chap.  2).  This  complexity  becomes  mor  e  pr  onounced  thr  ough  AI
 systems  wher  e  accountability  must  extend  beyond  the  individual  user  and
 into  a  wider  AI  accountability  ecosystem  (cp.  Chap.  7).  Existing  work
 on  AI  accountability  shows  that  r  esponsibility  can  become  fragmented
 when  many  people  and  organisations  contribute  to  system  outcomes
 [  17].  W  ider  AI  policy  r  esear  also  shows  that accountability  must  be
 understood  as  par  t  of  public  gover  nance,  not  simply  as  a  technical
 or  organisational  issue  [  15].  Our  study  fur  ther  demonstrates  that  AI
 accountability  is  highly  context  specific.  While  the  overar  ching  logic  of  the
 principle-based  appr  oach  was  pr  oven  to  be  useful  and  meaningful  acr  oss
 all  four  policing  contexts,  the  findings  demonstrate  that  putting  them
 into  practice  r  equir  es  car  eful  calibration  within  each  context.  Despite  this
 complexity,  AI  accountability  r  emains  essential  to  policing  by  consent
 in  the  UK.  Police  legitimacy  depends  on  public  tr  ust,  and  public  tr  ust
 depends  in  par  t  on  whether  police  decisions  can  be  explained,  justified,
 challenged  and  cor  r  ected  [  16].
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Exper  ts  in  our  study  argued  that  ther  e  ar  e  gaps  in  the  cur  r  ent
 accountability  ar  rangements,  in  so  far  as  they  ar  e  fragmented  acr  oss  r  oles
 and  r  esponsibilities  and often  do  not  account  for  AI-specific  r  equir  e
 ments.  The  gap  is  par  tly  being  bridged  thr  ough  existing  pr  ocesses,
 including  DPIAs,  accr  editation,  for  ce  policy,  gover  nance  boar  ds  and
 contracts.  However,  none  of  these  was  designed  specifically  for  AI  and
 its  wider  ecosystem.  The  findings  also  demonstrate  a  knowledge  gap
 within  policing  in  that  exper  ts  r  ecognised  that  completing  a  compr  ehen
 sive  AI  accountability  assessment  would  be  challenging  without  suppor  t,
 guidance  and  accessible  language.  This  is  impor  tant  to  consider  when
 designing  AI  accountability  into  policing  because  a  framework  that  only
 technical  specialists  can  understand  will  not  be  suf  ficient  for  policing  or
 for  their  stakeholders.  AI  accountability  must  be  usable  by  police  leaders,
 pr  ocur  ement  teams,  enabling  ser  vices,  operational  users,  oversight  bodies
 and  af  fected  communities. 

The  central  question  then  is  not  only  what  accountability  means,  but
 what  AI  accountability  r  equir  es  in  practice?  Indeed,  ther  e  was  much
 overlap  in  how  dif  fer  ent  exper  ts  viewed  accountability,  but  ther  e  wer  e
 also  subtle  dif  fer  ences  in  how  they  per  ceived  accountability  and  the  mech
 anisms  that  they  ar  e  gover  ned  by.  For  instance,  an  exper  t  in  the  field  of
 SOC  will  have  no  need  to  answer  to  ‘ISO/IEC  17025-General  require
 ments  for  the  competence  of  testing  and  calibration  laboratories’  but  may
 need,  in  the  UK,  a  Pr  ofessionalising  Investigation  Pr  ogramme  Level 2
 (PIP  2)  qualification.  For  accountability,  this  is  useful  evidence,  as  it
 demonstrates  that  AI  accountability  must  be  a  framework  that  addr  ess
 all  user  needs,  agnostic  to  the  type  of  AI  system  being  used  or  the  field
 in  which  it  is  being  used.  This  r  equir  es  AI  accountability  to  be  exten
 sive  in  ter  ms  of  extending  beyond  operational  use  and  all-encompassing,
 in  the  sense  that  it  should  be  applicable  to  all  for  ms  of  policing  fr  om
 administrative  functions  to  operationally  deployable  systems.
 

The  chapter  is  based  on  exper  t  evidence  fr  om  the  fields  of  for  ensics,
 CT,  SOC  and  CSE  which  ar  e  high-value  domains  for  understanding  AI
 accountability  as  they  involve  sensitive  data,  serious  har  m,  public  tr  ust,
 evidential  implications  and  specialist  operational  pr  essur  es.  However,
 other  domains,  such  as  neighbourhood  policing,  public  or  der  and  call
 handling,  may  cr  eate  additional  AI  accountability  r  equir  ements.  Also,  AI
 capabilities  change  rapidly,  and  accountability  mechanisms  or  r  equir  e
 ments  may  thus  shift  as  AI  systems  become  mor  e  autonomous,  mor  e
 integrated  or  mor  e  embedded  into  r  outine  police  workflows.
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While  we  posit  that  the  12  principles  ar  e  applicable  acr  oss  policing  and
 security  domains  and  ‘futur  e-pr  oof’  in  the  sense  that  they  will  stay  valid
 even  for  emerging  AI  scenarios,  the  specific  for  ms,  applications  and  imple
 mentation  measur  es  of  AI  accountability  will  var  y  and  will  need  to  be
 updated  to  r  emain  r  elevant.
 

The  wider  public  has  a  legitimate  r  ole  in  shaping  accountability,  par  tic
 ularly  in  a  policing-by-consent  model,  as  it  underlies  UK  policing.  Public
 views,  community  expectations  and  af  fected  stakeholder  perspectives  wer  e
 not  captur  ed  in  this  study;  however,  they  wer  e  captur  ed  in  a  large-scale
 national  citizen  consultation  on  the  police  use  of  ar  tificial  intelligence  [ 3].
 This  consultation  demonstrates  that  AI  accountability  is  a  public  expecta
 tion  (Chap.  10),  emphasising  again  the  cr  ucial  natur  e  to  implement  and
 evidence  accountability  in  a  way  meaningful  for  the  public.
 

The  insights  in  this  chapter  outline  how  practitioners  define  account
 ability  and  its  stakeholders,  existing  and  potential  bar  riers  to  the  practical
 implementation  of  AI  accountability,  as  well  as  the  measur  es  they  expect
 to  be  in  place  to  ensur  e  AI  is  embedded  in  policing  in  an  account
 able  fashion.  These  ar  e  an  impor  tant  foundation  to  develop  meaningful
 appr  oaches  for  the  implementation  of  AI  accountability  that  go  beyond
 ‘thinking  tools’  into  operational  practice  and  concr  ete  actions.  Other
 chapters  in  this  book  describe  such  practical  appr  oaches  fr  om  organ
 isational  practices  (Chaps.  6,  7)  to  softwar  e-aided  solutions  (  9).  A
 fully  developed  Implementation  Guidance  is  pr  ovided  in  the  Appendix.
 Together  these  solutions  show  that  practitioners’  expectations  for  practical
 AI  accountability  ar  e  imminently  feasible,  as  long  as  they  stay  up  to  date
 with  ongoing  technical,  legal  and  societal  developments  and  conscious  of
 practitioners’  adapting  needs. 
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C  H  A  P  T  E  R  9 

Softwar  e-Aided  AI  Accountability  

Jordan  Thompson  and  Babak  Akhgar 

9.1  Why  a  Software-Aided

 Solution  for  AI  A  ccountability?  

AI  initiatives  in  security  and  policing  operate  in  a  multi-r  ole,  multi-stage
 and  multi-version  envir  onment.  Multi-role  means  that  the  operational
 owner,  technical  lead  or  supplier,  data  owners,  legal  adviser  and  Data
 Pr  otection  Of  ficer  (DPO),  infor  mation-security  lead,  oversight  body
 and  communications  or  community-liaison  function  each  hold  r  elevant
 knowledge.  Multi-stage  r  efers  to  the  pr  e-deployment,  deployment  and
 post-deployment  activities  described  in  Chap.  7.  Multi-version  r  ecognises
 that  the  AI  system,  its  configuration  and  data,  the  assessment  template
 and  the  suppor  ting  evidence may  all  change  over  time.
 

These  characteristics  make  accountability  a  matter  of  organisational
 coor  dination  rather  than  document  completion.  Decisions  about  purpose,
 necessity  and  data  may  begin  during  design  or  pr  ocur  ement,  be  tested
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befor  e  deployment  and  r  equir  e  r  econsideration  when  per  for  mance,  use
 or  configuration  changes.  Evidence  may  sit  in  evaluation  r  epor  ts,  supplier
 documentation,  policies,  minutes,  risk  r  ecor  ds  and  operational  logs.
 Unless  an  organisation  connects  those  materials  to  named  decisions  and
 owners,  it  becomes  dif  ficult  to  establish  what  was  known,  who  r  eviewed
 it  and  why  a  course  of  action  was  authorised.  Softwar  e  can  pr  ovide  that
 connective  str  uctur  e,  while  the  substantive  judgements  r  emain  with  the
 r  esponsible  people  and  gover  nance  bodies.
 

9.1.1  Challenges  of  Traditional  Appr  oaches 

Paper  for  ms,  shar  ed  folders,  email  chains  and  ad  hoc  spr  eadsheets  can
 captur  e  individual  contributions,  but  they  generally  do  not  r  epr  esent
 the  full  accountability  envir  onment.  A  static  for  m  does  not  r  eliably  allo
 cate  questions  to  the  function  with  the  r  elevant  authority;  a  legal-basis
 question,  for  example,  may  be  completed  by  whoever  happens  to  hold
 the  document  rather  than  r  eviewed  by  the  appr  opriate  legal  or  data
 pr  otection  r  ole.  Concur  r  ent  copies  also  obscur  e  which  version  is  cur  r  ent,
 separate  comments  fr  om  the  answer  they  concer  n  and  make  the  histor  y
 of  a  decision  dif  ficult  to  r  econstr  uct. 

Traditional  for  mats  ar  e  also  limited  when  the  r  elevance  of  later  ques
 tions  depends  on  earlier  answers.  W  ithout  conditional  r  outing,  teams  may
 collect  material  that  does  not  apply  or  omit  evidence  that  a  par  ticular
 deployment  r  equir  es.  Links  between  an  answer,  its  rationale,  the  under
 lying  ar  tefact  and  a  follow-up  action  can  weaken  as  files  move  or  staf  f
 change.  The  r  esult  is  not  necessarily  an  absence  of  activity,  but  a  frag
 mented  r  ecor  d  that  is  har  der  to  r  eview,  compar  e  and  r  ender  consistently
 for  inter  nal  assurance  or  appr  opriate  exter  nal  communication.
 

9.1.2  Benefits  of  a  Dedicated  Tool 

A  dedicated  accountability  tool  can  addr  ess  these  weaknesses  in  five
 r  elated  ways: 

1. It  translates  principles  and  themes  into  str  uctur  ed  questions,
 displaying  r  elevant  follow-on  pr  ompts  thr  ough  conditional  logic

 

2. It  places  comments,  assignments  and  r  esolution  notes  beside  the
 answer  under  discussion,  so  that  each  function  contributes  within
 a  shar  ed  r  ecor  d 
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3. It  links  rationales  and  evidence  to  stable  assessment  items  and
 pr  eser  ves  a  r  ecor  d  of  edits 

 

4. It  versioned  templates  allow  r  equir  ements  to  be  updated  while
 r  etaining  the  basis  on  which  earlier  work  was  completed

 

5. The  same  gover  ned  r  ecor  d  can  suppor  t  distinct  r  epor  ts  for  pr  oject
 teams,  oversight  bodies  and  wher  e  appr  opriate,  public  communica
 tion 

Softwar  e  suppor  t  may  also  influence  organisational  practice  by  making
 outstanding  actions  and  r  eview  histor  y  visible  acr  oss  r  oles.  This  visibility
 can  r  einfor  ce  accountability  as  continuous  work  rather  than  a  one-of  f
 exer  cise  befor  e  deployment.  It  also  exposes  costs  that  may  be  hidden
 by  appar  ently  inexpensive  spr  eadsheets  and  shar  ed  documents,  including
 r  epeated  r  econciliation,  inconsistent  assessments,  duplicated template
 updates  and  the  loss  of  organisational  memor  y  when  staf  f  change.  A  dedi
 cated  tool  does  not  r  emove  these  risks,  but  it  pr  ovides  a  contr  olled  pr  ocess
 thr  ough  which  they  can  be  managed.
 

The  benefit  is  continuity,  not  automated  assurance.  During  design  and
 pr  ocur  ement,  the  r  ecor  d  can  connect  intended  purpose,  supplier  claims,
 legal  analysis,  anticipated  risks  and  evaluation  plans.  During  deployment
 and  operation,  it  can  connect  appr  oved  operating  limits  to  monitoring,
 incidents,  actions  and  material  changes.  During  migration  or  decommis
 sioning,  it  can  pr  eser  ve  decisions  about  r  etention,  disposal  and  lessons
 lear  ned.  In  each  case,  the  organisation  must  still  decide  what  evidence  is
 suf  ficient,  who  may  accept  risk  and  whether  the  pr  oposed  or  continuing
 use  is  lawful,  necessar  y,  and  pr  opor  tionate.
 

9.2  What  Is  the  AIPAS  Tool?  

The  AI  Accountability  in  Policing  and  Security  (AIPAS)  tool is  an
 access-contr  olled  web  application  thr  ough  which  security  and  policing
 organisations  can assess  and  evidence  accountability  for  a  specific  AI  capa
 bility  and  use  context.  Its  pr  oject  spaces  allow  authorised  par  ticipants  to
 complete  assessments,  discuss  questions,  link  evidence,  r  ecor  d  actions  and
 pr  oduce  r  epor  ts.  Access  is  cur  r  ently  pr  ovided  as  a  contr  olled  access  rather
 than  as  a  public  self-ser  vice  application.
 

The  application  combines  a  cor  e  ‘Self-assessment’  with  a  collabora
 tive  inter  face,  ‘Check  Assistant’,  ‘Knowledge  Base’  and  ‘Template  Editor’,
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Fig.  9.1  AIPAS  module  map,  showing  how  contr  olled  inputs  and  suppor  ting
 functions  contribute  to  an  assessment  r  ecor  d  and  its  r  epor  ts  while  r  eview,  sign-of  f
 and  gover  nance  decisions  r  emain  organisational  r  esponsibilities
 

while  pr  oject  spaces,  analytics  and  r  epor  ting  organise  the  r  esulting  mate
 rial  at  pr  ogramme  level.  These  functions  connect  appr  oved  questions  and
 organisational  evidence  within  a  r  eviewable  assessment  r  ecor  d.  Figur  e  9.1 
shows  that  r  elationship  and  places  the  r  esulting  gover  nance  decision
 outside  the  application  boundar  y.
 

9.2.1  Self-assessment 

The  ‘Self-assessment’  is  the  cor  e  function,  and  each  assessment  concer  ns
 a  specific  AI  capability  and  use  context rather  than  AI  in  the  abstract.  Its
 questions  connect  practical  infor  mation  to  the  twelve  principles  set  out  in
 Chap.  5:  lawfulness,  pr  oof,  completeness,  inclusivity,  explainability,  trans
 par  ency,  compellability,  enfor  ceability  and  r  edr  ess,  impar  tiality,  constr  uc
 tiveness,  conduct  and  lear  ning.  Shor  t  hints  explain  why  a  question  matters
 and  indicate  when  suppor  ting  evidence  is  expected,  while  conditional
 r  outing  limits  follow-on  questions  to  the  cir  cumstances  r  ecor  ded  in  the
 assessment. 

Each  applicable  item  uses  one  of  thr  ee  assessment  states:  ‘Achieved’
 r  ecor  ds  the organisation’s  assessment  that  the  r  equir  ement  has  been  met
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and  should  be  suppor  ted  by an  adequate  rationale  and  evidence;  ‘Needs
 addr  essing’  identifies  a  gap  r  equiring  an  owner  and  follow-up  and  ‘Not
 applicable’  r  ecor  ds  that  the  item  does  not  apply  in  the  stated  context  and
 r  equir  es  an explanation  wher  e  the  r  eason  is  not  self-evident.  These  states
 str  uctur  e  r  eview  rather  than  constituting  an  automated  finding  of  compli
 ance.  Useful  pr  ompts  include  what  infor  mation  will  be  communicated
 about  an  AI  system’s  purpose  and limitations,  and  what  complaint  and
 r  edr  ess  r  outes  ar  e  available  to  af  fected  people.
 

9.2.2  Collaborative  Inter  face 

Each  assessment  question  has  a  linked  discussion  thr  ead  within  which
 authorised  par  ticipants  can  comment,  r  eply,  link  an  ar  tefact,  identify  a
 colleague,  assign  follow-up  work  and  mark  a  discussion  as  r  esolved  or
 r  eopen  it.  The  author  and  time  attached  to  each  contribution  pr  eser  ve
 the  r  elationship  between clarification  and  decision:  for  example,  an  oper
 ational  owner  may  draft  the  intended  purpose,  a  DPO  may  quer  y  r  eten
 tion,  a  supplier  may link  an  evaluation  r  epor  t  and  an  oversight  member
 may  r  equest  a  clear  er  r  edr  ess  r  oute.  Keeping  that  exchange  beside  the
 answer  r  educes  separate  email  chains  and  helps  later  r  eviewers  understand
 how  an  issue  was  closed. 

9.2.3  Check  Assistant 

The  ‘Check  Assistant’  is  an  embedded  AI-suppor  ted  aid  for  r  eviewing
 fr  ee-text  quality.  It  examines  thr  ee  matters:  whether  an  answer  addr  esses
 ever  y  par  t  of  the  question;  whether  the  nar  rative  conflicts  with  the  ques
 tion  or  selected  assessment  state  and  whether  spelling  or  grammar  may
 obscur  e  meaning.  Suggestions  appear  as  non-destr  uctive  pr  ompts  that  the
 author  may  accept  or  disr  egar  d.
 

The  assistant  does  not  decide  whether  an  answer  is  cor  r  ect,  whether
 evidence  is  suf  ficient  or  whether  an  AI  use  is  lawful  or  pr  opor  tionate.
 Those  judgements  depend  on  facts  and  authority  that  the  softwar  e  may
 not  possess,  including  non-public  policy,  operational  context and  legal
 advice.  This  boundar  y  also  limits  automation  bias:  a  drafting  aid  must
 not  acquir  e  the  status  of  an  accountable  r  eviewer.  Responsibility  ther  efor  e
 r  emains  with  the  named  operational,  legal,  technical  and  oversight  r  oles.
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9.2.4  Knowledge  Base  

The  ‘Knowledge  Base’  suppor  ts  interpr  etation  of  the  assessment  by
 answering  natural-language  questions  against  curated  AIPAS  guidance
 and  r  etur  ning  gr  ounded  excerpts  with  links  to  the  r  elevant  page,  so  that
 the  sour  ce  can  be  r  ead  in  context.  Because  it  is  bounded  to  that  material
 and  does  not  sear  ch  the  wider  inter  net,  its  function  is  to  make  agr  eed  defi
 nitions  and  guidance  easier  to  locate  rather  than  to  r  eplace  pr  ofessional
 advice  or  organisational  policy.
 

9.2.5  Template  Editor 

The  ‘Template  Editor’  manages  the  str  uctur  ed  set  of  stages,  ques
 tions,  input  types,  hints  and  war  ning  tags  used  by  the  ‘Self-assessment’.
 Templates  ar  e  versioned  using  semantic  versioning.  A  cor  e  template  can
 act  as  the  par  ent  of  a  local  child  template,  enabling  an  organisation  to  add
 policy  text,  questions  or  stricter  thr  esholds  without  over  writing  the  cor  e.
 

The  template  design  allows  a  new  version  to  be  published  without
 inter  r  upting  an  assessment  alr  eady  under  way.  Wher  e  an  upgrade  is  avail
 able,  the  guided  migration  pr  ocess  is  designed  to  identify  added,  changed
 and  r  emoved  items,  r  etain  ar  chived  answers  for  r  emoved  questions  and
 r  ecor  d  the  time,  user  and  summar  y  of the  change.  Cor  e  changes  can
 ther  efor  e  be  applied  to  r  elated  assessments  while  local  child  changes
 r  emain  intact.  This  appr  oach  helps  pr  event  multiple  competing  ques
 tionnair  es  and  pr  eser  ves  which  r  equir  ements  applied  when  an  assessment
 was  under  taken;  it  does  not  r  emove  the  need  for  authorised  template
 gover  nance.
 

9.2.6  Pr  oject  Spaces,  Analytics  and  Repor  ting 

Pr  oject  spaces  gr  oup  assessments  by capability  or  pr  ogramme  and  r  estrict
 par  ticipation  to  authorised  r  oles.  Dashboar  ds  summarise  the  distribu
 tion  of  ‘Achieved’,  ‘Needs  addr  essing’  and  ‘Not  applicable’  r  esponses  by
 assessment  and  theme  and  can  display  change  over  time.  These  views
 dir  ect  attention  to  r  ecor  ded  gaps;  they  ar  e  not  a  substitute  for  examining
 the  rationale  and  evidence  beneath  each  state. 

The  AIPAS  tool  pr  oduces  four  r  epor  t  for  ms.  The  ‘AIPAS  Repor  t’
 pr  esents  the  full  assessment  for  inter  nal  r  eview.  The  ‘UK  Covenant
 based  Repor  t’  is  specific  to  UK  policing  and  organises  r  elevant  material
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against  the  National  Police  Chiefs’  Council’s  Covenant  for  Using  Ar  tifi
 cial  Intelligence  in  Policing.  The  ‘Highlighted  Risk  Ar  eas  Repor  t’  draws
 together  items  marked  ‘Needs  addr  essing’  for  action  and  r  eview.  The
 ‘Principles-based  Repor  t’  r  eorganises  assessment  material  ar  ound  the
 twelve  accountability  principles.  Section  9.7  examines  the  content  and
 intended  audiences  of  these  outputs  in  gr  eater  detail.
 

9.2.7  What  the  AIPAS  Tool  Is  Not 

The  AIPAS  tool  is  not  an  automated  ethics,  legality  or  deployment
 decision-maker:  it  cannot  verify  all  evidence,  accept  organisational  risk,
 confer  compliance  or  r  eplace  a  Data  Pr  otection  Impact  Assessment,  inde
 pendent  scr  utiny  or  an  authorised  sign-of  f  pr  ocess.  It  pr  ovides  str  uctur  e
 for  evidence  and  deliberation,  but  the  organisations  and  people  using  that
 str  uctur  e  r  emain  r  esponsible  for  the  decisions  taken, and  access  to  the
 contr  olled  access  does  not  itself  validate  an  AI  system  or  its  use.
 

9.3  Roles  and  Responsibilities 

The  AIPAS  tool  is  intended  for  multidisciplinar  y  use, but  softwar  e  per  mis
 sions  do  not  cr  eate  or  transfer  legal  and  organisational  r  esponsibility.  The
 titles  below  describe  an  applied  UK  security  and  policing  ar  rangement
 rather  than  a  universal  model;  other  security  and  policing  organisations
 should  map  the  same  functions  to  their  own  lawful  gover  nance  and
 oversight  str  uctur  es.
 

• Project  Lead  or  Operational  Owner,  Including  a  Senior  Respon
 sible  Owner  (SRO)  Where  That  Title  Applies:  establishes  the
 operational  need,  r  ecor  ds  necessity  and  pr  opor  tionality,  secur  es
 r  esour  ces,  owns  accepted  risk  and  ensur  es  that  the  authorised  body
 r  ecor  ds  r  eview  and  sign-of  f  [  5].

 

• Technical  Lead  or  Supplier:  documents  ar  chitectur  e,  data  flows,
 training  and  testing,  per  for  mance  boundaries  and  security  contr  ols
 and  pr  ovides  verifiable  ar  tefacts  such  as  evaluation  r  epor  ts,  model  or
 system  car  ds  and  data-pr  ovenance  summaries.  Supply-chain  infor  ma
 tion  must  r  emain  cur  r  ent  enough  to  suppor  t  lawful  pr  ocessing  and
 change  contr  ol  [  3].
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• Legal  Adviser  and  Data  Protection  Of  ficer  (DPO):  advise  on
 lawful  basis,  transpar  ency  duties  and  contr  oller–pr  ocessor  r  elation
 ships  and  lead  or  assur  e  the Data  Pr  otection  Impact  Assessment.
 Their  involvement  should  begin  early  and  continue  when  the  context
 changes  [  2].

 

• Ethics  or  Oversight  Body:  challenges  necessity,  pr  opor  tionality,
 fair  ness  and  r  edr  ess  befor  e  deployment  and  at  appr  opriate  points  in
 operation.  Minutes  and,  wher  e  appr  opriate,  public  summaries  should
 pr  eser  ve  the  basis  of  that  scr  utiny  [  1,  4].

 

• Infor  mation-Security  Lead:  assur  es  security  ar  chitectur  e,  r  esilience,
 logging  and  monitoring  and  confir  ms  that  material  model,  pr  ompt
 or  configuration  changes  follow  auditable  change  gover  nance  inte
 grated  with  data  pr  otection  and  oversight  [ 3].

 

• Public  Communications  or  Community  Liaison  Function:
 pr  epar  es  plain-English  transpar  ency  material,  coor  dinates  appr  opriate
 engagement  and  suppor  ts  lawful r  esponses  to  infor  mation  r  equests
 with  the  operational  owner  and  Data  Pr  otection  Of  ficer  [ 1,  6].

 

Local  AI  and  data  policies,  boar  d  ter  ms  of  r  efer  ence  and  delegations
 deter  mine  how  these  functions  interact  and  who  may  appr  ove  a  decision.
 The  AIPAS  tool  should  r  eflect  those  ar  rangements  thr  ough  access,  assign
 ments  and  r  eview  r  ecor  ds  rather  than  establishing  a  parallel  gover  nance
 str  uctur  e. 

9.4  Assessment  Structure:  Sections  and  Logic 

Each  AIPAS  assessment  has  two  top-level  par  ts,  with  conditional  ques
 tions  within  them:  ‘General  infor  mation’  and  the  ‘AIPAS  Accountability
 assessment’  (see  Fig.  9.2).  

9.4.1  General  Infor  mation 

‘General  infor  mation’  establishes  the  intended  purpose  and  use  context
 of  the  AI  capability,  the  organisation’s  r  ole  in  its  pr  ovision  or  deploy
 ment  and  the  r  ecor  ded  assessment  of  whether  the  EU  AI  Act  applies
 and  whether  the  pr  oposed  use  is  pr  ohibited  or  high-risk.  These  ar  e
 organisational  deter  minations,  not  classifications  made by  AIPAS  (for
 legal  context  see  Chap.  4).  The  section  also  asks  whether  thir  d-par  ty  or
 pr  e-trained  models  ar  e  involved.  Wher  e  they  ar  e,  conditional  questions
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Fig.  9.2  Two-par  t  AIPAS  assessment  str  uctur  e:  general  infor  mation  contr  ols
 conditional  r  outing  into  the  eight  accountability  themes,  wher  e  answers  ar  e
 evidenced  and  r  ecor  ded  as  ‘Achieved’,  ‘Needs  addr  essing’  or  ‘Not  applicable’
 befor  e  human  r  eview  and  r  epor  ting
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captur  e  supplier  details,  licensing,  available  infor  mation  about  training
 data  and  stated  operational  limitations.  This  contextual  r  ecor  d  contr  ols
 which  later  questions  ar  e  displayed.
 

9.4.2  AIPAS  Accountability  Assessment 

The  second  par  t  collects  answers,  rationales  and  evidence  acr  oss  the  eight
 practical  themes  (as  defined  in  Chap.  5):  

1.  AI  System:  intended  purpose,  ar  chitectur  e,  r  esponsible  actors,  deci
 sion  r  ecor  ds  and  operating  limits

 

2.  Data:  sour  ces,  types,  acquisition  and  management,  contr  ollers  and
 pr  ocessors,  quality  and  contr  ol

 

3.  Laws  and  Regulations:  applicable  law,  policing  powers,  policy  and
 the  means  by  which  obligations  ar  e  addr  essed

 

4.  Risk  Assessment  and  Management:  potential  har  ms  and  impacts,
 mitigations,  acceptance  criteria,  testing  and  evaluation

 

5.  Oversight  and  Redress:  oversight  lines,  independent  r  eview,
 complaint  handling  and  available  r  emedies

 

6.  Identification  and  Management  of  Stakeholders:  af  fected  gr  oups,
 engagement  and  consideration  of  societal  inter  ests  and  concer  ns

 

7.  Accountability  Evidence:  ar  tefact  types,  r  obustness,  custody  and
 r  etention 

8.  Adaptability  and  Lear  ning:  monitoring,  material  change,  r  eview
 and  lessons  acr  oss  operation  and  decommissioning

 

Questions  may  r  equir  e  a  fr  ee-text,  single-choice  or  multiple-choice
 r  esponse.  Conditional  logic  r  eveals  only  r  elevant  follow-on  pr  ompts.  For
 each  applicable  assessment  item,  the  r  ecor  ded  state  is  ‘Achieved’,  ‘Needs
 addr  essing’  or  ‘Not  applicable’;  no  other  assessment  state  is  used.  Ratio
 nales,  evidence  links,  comments  and  assigned  actions  pr  ovide  the  material
 thr  ough  which  r  eviewers  test  that  state.
 

Monitoring  under  ‘Adaptability  and  Lear  ning’  must  be  specific  enough
 to  gover  n  the  deployed  use.  It  should  cover  per  for  mance  and  operating
 limits,  patter  ns  of  use  and  outcomes,  incidents  and  r  edr  ess  and  mate
 rial  changes  to  the  model,  data  or  configuration.  The  assessment  should
 r  ecor  d  named  owners,  thr  esholds  or  triggers  for  r  eview  and  the  action
 r  equir  ed  when  a  thr  eshold  is  cr  ossed.  The  AIPAS  tool  organises  these
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commitments  and  their  evidence,  while  the  r  esponsible  gover  nance  body
 deter  mines  whether  the  monitoring  and  r  esponse  ar  e  adequate.
 

9.5  Using  the  AIPAS  Tool  A  cross  the  AI  Lifecycle  

The  AIPAS  tool  suppor  ts  assessment  and  evidence-gathering  at  succes
 sive  lifecycle  stages  (see  Fig.  9.3).  It  does  not  r  eplace  decisions  taken  by
 the  operational  owner,  technical  lead  or  supplier,  legal  adviser  and  DPO,
 infor  mation-security  lead  or  oversight  body;  instead,  it  maintains  a  str  uc
 tur  ed  r  ecor  d  fr  om  which  those  r  oles  can  r  eview  the  basis  for  a  decision,
 the  evidence  available  at  the  time  and  any  action  that  r  emains  open  (for
 details  on  AI  lifecycle  and  accountability  themes  see  Chaps.  5  and  7).  The
 account  below  explains  how  the  softwar  e  suppor  ts  their  application.
 

• Development  and  Design:  the  assessment  r  ecor  ds  the  system’s
 purpose  and  necessity,  r  elevant  dataset  and  system  facts,  planned  tests
 and  evaluation,  identified  risks  and  mitigations,  the  oversight  model
 and  the  lawful  basis  and  powers  r  elied  upon.  The  r  esulting  ar  tefacts
 ar  e  an  initial  assessment,  an  evidence  r  egister  and  an  action  list

 

• Procurement:  the  pr  oject  team  adds  supplier  evidence,  r  ecor  ds  the
 obligations  associated  with  pr  ovider  and  deployer  r  oles,  identifies
 r  equir  ements  that  must  flow  down  thr  ough  the  supply  chain  and
 checks  licensing  and  rights  for  thir  d-par  ty  or  general-purpose  AI
 components.  The  r  esulting  pr  ocur  ement  pack  is  accompanied  by  a
 r  esidual-risk  statement and  assigned  supplier  actions.

 

• Deployment  and  Operation:  the  assessment  applies  the monitoring
 scope  defined  in  Sect.  9.4.2  and  r  ecor  ds  its  owners,  thr  esholds
 and  escalation  r  outes.  It  also  covers  log  generation,  incident  and
 r  edr  ess  pr  ocesses,  change  contr  ol  and  the  status  of  any  applicable
 Fundamental  Rights  Impact  Assessment  (FRIA).  Outputs  include  an
 inter  nal  operational  accountability  r  epor  t  and,  wher  e  the  authorised
 organisation  decides  to  publish  one,  a  public  summar  y.

 

• Migration  and  Decommissioning  :  the  assessment  documents  the
 of  f-ramp  plan,  data  r  etention  and  disposal,  the pr  eser  vation  of
 evidence  and  logs  and  final  lear  ning.  It  ther  efor  e  suppor  ts  a  closur  e
 r  ecor  d,  an  ar  chived  r  epor  t  and  a  r  ecor  d  of  lessons  lear  ned.  These
 r  ecor  ds  pr  eser  ve  organisational  memor  y  and  can  infor  m  a  later
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Fig.  9.3  Use  of  the  AIPAS  assessment  r  ecor  d  acr  oss  the  AI  lifecycle,  fr  om
 development  and  pr  ocur  ement  to  operation,  migration  and  decommissioning
 

assessment;  they  do  not  make  the  softwar  e  the  owner  of  the
 underlying  decision.

 

9.6  Collaboration,  Projects  and  A  ccess  Control  

Collaboration  must  pr  eser  ve  the  r  elationship  between  each  contribution,
 the  assessment  item  it  concer  ns  and  the  organisational  r  ole  r  esponsible
 for  the  r  esulting  decision.  Contributors  may  act  at  dif  fer  ent  times,  the
 assessment  may  be  r  evisited  as  the  system  changes  and  both  assess
 ment  and  template  versions  must  r  emain  distinguishable.  The AIPAS
 tool  organises  this  activity  within  the  operating  envir  onment  described  in
 Sect.  9.1  without  transfer  ring  r  esponsibility  away fr  om  authorised  people
 and  bodies  (see  Fig.  9.4).  

Organisations  cr  eate  pr  oject  spaces  to  gr  oup  r  elated  assessments,  for
 example  by  capability,  pr  ogramme  or  deployment.  W  ithin  an  assessment,
 contributors  can  discuss  a  question  in  a  thr  eaded  comment,  r  ecor  d  its
 r  esolution  and  r  etain  the  link  to  a  stable  question  identifier.  Role-Based
 Access  Contr  ol  separates  the  capabilities  assigned  to  ‘System  Admin
 istrator’,  ‘Organisation  Administrator’,  ‘Power  User’  and  ‘User’,  while
 multi-tenancy  is  designed  to  scope  each  document  to  an  organisation.
 The  application  is  also  designed  to  r  ecor  d  substantive  actions,  including
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Fig.  9.4  Pr  oject  collaboration,  organisation-scoped  workspaces,  r  ole-based
 per  missions  and  audit  logging  in  the  AIPAS  tool
 

edits,  upgrades  and  r  epor  t  generation,  in  the  audit  log  with  a  cor  r  elation
 identifier. 

Administrators  contr  ol  par  ticipation  in  a  workspace,  while  the  r  ele
 vant  operational  and  gover  nance  ar  rangements  deter  mine  who  may
 supply  evidence,  r  eview  an  answer  or  authorise  a  decision.  Per  mission  to
 contribute  within  the  AIPAS  tool  does  not,  by  itself,  confer  authority  to
 appr  ove  an  assessment  or  accept  risk.
 

9.7  Evidence  and  Reporting  

The  AIPAS  tool  conver  ts  assessment  r  ecor  ds,  whether  complete  or  still
 being  compiled,  into  audience-specific  r  epor  ts  at  any  lifecycle  stage.  Each
 r  epor  t  is  generated  on  demand  fr  om  the  cur  r  ent  answers  and  template
 version  and  is  water  marked  with  a  timestamp,  assessment  identifier  and
 template  and  version  metadata, ther  eby  pr  eser  ving  the  basis  fr  om  which
 it  was  pr  oduced  (see  Fig.  9.5).  Repor  ts  can  be  viewed  within  the  tool
 and  expor  ted  as  PDFs  for  gover  nance  packs  and  organisational  r  ecor  ds,
 while  r  etaining  the  thr  ee  assessment  states  defined  in  Sect.  9.2.1  rather
 than  intr  oducing  a  separate  r  epor  ting  scale.  
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Fig.  9.5  Anatomy  and  generation  of  AIPAS  r  epor  ts,  showing  traceable  sour  ce
 metadata,  four  r  epor  t  views  and  contr  olled  organisational  outputs
 

Four  for  mats  ser  ve  dif  fer  ent  r  eview  purposes:  

1. AIPAS  Repor  t:  this  is  the  full  str  uctur  ed  r  ecor  d  for  inter  nal  gover
 nance  and  audit.  It  covers  purpose  and  scope,  the  data  and  system
 description,  testing and  evaluation,  risks  and  mitigations,  oversight
 and  r  edr  ess,  security  postur  e  and  the  change  log.  Summar  y  char  ts
 may  show  the  distribution  of  items  r  ecor  ded  in  the  thr  ee  assess
 ment  states  and  changes  in  that  distribution  over  time;  they  do  not
 measur  e  compliance  or  accountability.

 

2. UK  Covenant-based Repor  t:  this  UK  policing-specific  for  mat
 filters  r  elevant  content  and  gr  oups  it  under  the  National  Police
 Chiefs’  Council’s  Covenant  for  Using  Ar  tificial  Intelligence  (AI)
 in  Policing  (National  Police  Chiefs’  Council,  2023).  Inline  call
 outs  identify  answers  that  r  elate  to  a  Covenant  r  equir  ement.  It
 should  not  be  pr  esented  as  a  general  r  epor  t  for  security  and  policing
 organisations  outside  the  UK.

 

3. Highlighted  Risk  Areas  Repor  t:  this  view  brings  together answers
 marked  ‘Needs  addr  essing’  with their  war  nings  and  impacts.  It  can
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identify  material  accountability  risks,  r  elevant  UK  Covenant  r  equir  e
 ments  and  missing  documentation  of  oversight  bodies  or  individuals,
 pr  oducing  a  focused  r  ecor  d  for  action  owners  and  gover  nance
 r  eview. 

4. Principles-Based  Repor  t:  this  view  filters  the  assessment  by  selected
 accountability  principles,  such  as  transpar  ency,  oversight  and  r  edr  ess
 or  lear  ning.  It  enables  pr  ocur  ement,  legal  and  infor  mation-rights
 functions,  scr  utiny  panels  or  communications  teams  to  examine  the
 material  r  elevant  to  their  r  emit. 

Repor  ts  may  be  generated  during  design,  pr  ocur  ement,  pr  e
 deployment  r  eview,  operation  and  decommissioning.  A  PDF  can  contain
 cover  metadata,  sectioned  content  and  annexes  for  gover  nance  or  multi
 agency  use.  The  same  str  uctur  e  may  suppor  t  a  r  esponse  to a  Fr  eedom  of
 Infor  mation  r  equest,  wher  e  appr  opriate,  while  enabling  the  r  esponsible
 team  to  locate  and  r  edact  sensitive  annexes  and  pr  eser  ve  the  public  nar  ra
 tive.  Summar  y  char  ts  and  tables  may  show  completion  by  theme,  actions
 by  owner  and  tr  ends  over  time;  an  optional  plain-English  public  summar  y
 may  also  be  pr  epar  ed.  Decisions  about  disclosur  e,  r  edaction  and  publica
 tion  r  emain  with  the  authorised  organisation,  not  the  softwar  e  and  the
 usefulness  of  these  r  epor  ts  also  depends  on  how  the  application  and  its
 assessment  r  ecor  ds  ar  e  hosted,  pr  otected  and  maintained.
 

9.8  Deployment  Options  and  Security  Posture  

The  AIPAS  tool  is  designed  for  deployment  on  an  inter  nal  network  or  in
 a  contr  olled  gover  nment  cloud,  r  eached  thr  ough  appr  oved  organisational
 connections  and  configurable  for  r  estricted  or  air-gapped  envir  onments.
 Routine  use  is  designed  not  to  r  equir  e  exter  nal  ser  vice  calls,  while  the
 deployment  ar  chitectur  e  distinguishes  the  ser  vice  that delivers  the  appli
 cation  fr  om  the  ser  vice  that  holds  assessment  data.  A  deployment  must
 use  str  ong  authentication  and  r  ole-based  per  missions  to r  estrict  access  to
 organisations,  pr  ojects  and  functions,  encr  ypt  traf  fic  and  r  ecor  d  substan
 tive  activity  in  str  uctur  ed  audit  logs.  These  contr  ols  make  ownership
 and  change  contr  ol  mor  e  visible  but  do  not  r  emove  the  organisation’s
 r  esponsibility  for  local  security  assurance,  pr  oject  membership,  per  mission
 r  eviews,  expor  ted  r  epor  ts  or  action  on  audit  findings.
 

The  deployment  model  pr  ovides  for  automated  build,  test,  security
 and  quality  checks  befor  e  pr  omotion  to  a  test  envir  onment  that  mir  r  ors
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Fig.  9.6  High-level  AIPAS  deployment  ar  chitectur  e  for  contr  olled  security  and
 policing  application,  showing  authorised  access,  organisation-contr  olled  applica
 tion  and  data  ser  vices,  workspace  separation,  audit  and  r  ecover  y  integrations  and
 the  gover  ned  r  elease  path
 

pr  oduction,  after  which  r  eleases  should  follow  organisational  mainte
 nance  and  change-advisor  y  ar  rangements  that  r  ecor  d  what  changed,  when
 and  by  whom  (see  Fig.  9.6).  The  model  is  designed  to  scope  assess
 ment  data  to  the  r  elevant  organisational  workspace;  administrators  can
 configur  e  encr  yption  at  r  est,  backup  and  r  ecover  y  and  connections  to
 existing  security  monitoring,  while  autosave,  concur  r  ent-editing  pr  ompts
 and  managed  version  changes  suppor  t  r  esilience.  Each  organisation  must
 ther  efor  e  assur  e  its  configuration  against  local  security,  data-pr  otection,
 r  etention  and  r  ecover  y  r  equir  ements,  and  this  hosting  description  does
 not  imply  accr  editation  for  a  par  ticular  envir  onment.
 

9.9  Operating  the  Assessment  Process  

Operating  the  AIPAS  tool  r  equir  es  a  defined  r  outine  for  access,  r  eview,
 monitoring,  version  contr  ol  and  ar  chiving  because  dif  fer  ent  functions
 contribute  evidence  at  dif  fer  ent  points  in  the  lifecycle,  and  each  r  eviewed
 assessment  version  must  r  emain  distinguishable  fr  om  later  work.  The
 application  can  suppor  t  that  r  outine,  but  accountable  people  must  set  the
 r  eview  points,  evaluate  the  evidence  and  make  the  r  esulting  decisions.
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• Accounts  and  Access:  organisation  administrators  should  pr  ovision
 named  users,  assign  the  minimum  per  missions  r  equir  ed  for  their
 r  ole,  manage  pr  oject  membership  and  r  eview  access  when  r  espon
 sibilities  change.  Access  r  emains  limited  to  authorised  par  ticipants  in
 the  contr  olled  access.  Pr  oject  owners  must  also  contr  ol  any  expor  ted
 r  epor  ts  or  evidence  outside  the  application.

 

• Assessment  Timing  and  Versioning:  an  initial  assessment  should
 begin  when  the  pr  oposed  purpose  and  scope  can  be  stated.  It  should
 then  be  r  eviewed  during  pr  ocur  ement,  befor  e  deployment,  during
 operation,  after  an  incident  that  af  fects  the  assessment,  following
 a  material  change  and  at  migration  or  decommissioning.  Befor  e  a
 major  change,  the  team  should  pr  eser  ve  a  snapshot  of  the  existing
 assessment  and  cr  eate  a  new  working  version.  Each  answer  should
 use  one  of  the  thr  ee  assessment  states  defined  in  Sect.  9.2.1  and  be
 suppor  ted  by a  rationale  and,  wher  e  the  question  r  equir  es  it,  durable
 evidence. 

• Review  and  Monitoring:  the  pr  oject  should  establish  scheduled
 gover  nance  r  eviews  and  identify  the  r  esponsible  par  ticipants  in
 advance.  Comments  and  assignments  can  r  ecor  d  clarification,  chal
 lenge  and  r  esolution,  but  a  closed  comment  does  not  itself  demon
 strate  that  a  risk  has  been  accepted  or  contr  olled.  The  monitoring
 commitments  defined  in  Sect.  9.4.2  should  be  incorporated  into  this
 r  eview  r  outine  by  r  ecor  ding  the  owner,  measur  e  or  evidence  sour  ce,
 thr  eshold,  r  eview  fr  equency  and  escalation  r  oute  for  each  element.
 A  finding  that  cr  osses  an  agr  eed  thr  eshold  should  trigger  r  eview  of
 the  af  fected  answers,  risks,  public  infor  mation  and  decision  r  ecor  d.

 

• Finalisation  and  Archiving:  at  each  for  mal  r  eview  point,  the  team
 should  r  esolve  or  assign  items  marked  ‘Needs  addr  essing’,  r  ecor  d
 the  decision  and  its  conditions,  generate  the  r  equir  ed  r  epor  ts  and
 pr  eser  ve  the  assessment  version  with  its  evidence  r  egister,  change
 and  migration  logs,  comments  and  appr  ovals.  At  decommissioning,
 the  ar  chive  should  also  r  ecor  d  r  etention  or  disposal  decisions  and
 lessons  r  elevant  to  later  security  or  policing  pr  ojects.
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9.10  Pitfalls  and  Anti-patterns 

The  AIPAS  tool  suppor  ts  accountability only  when  embedded  in  ef  fec
 tive  gover  nance.  The  r  ecur  ring  failur  es  ar  e  connected:  unclear  ownership
 per  mits  the  wr  ong  r  oles  to  answer,  weak  evidence  practices  make  supplier
 claims  or  boilerplate  appear  suf  ficient  and  absent  r  eview  triggers  allow
 an  initially  adequate  assessment  to  become  detached  fr  om  the  deployed
 system.  Other  pitfalls  concer  n  the  assessment  boundar  y,  oversight  and
 r  edr  ess,  security,  transpar  ency,  inter  operability  and  decommissioning,
 each  of  which  r  equir  es  a  r  esponse  pr  opor  tionate  to  the  par  ticular  capa
 bility  and  use  context.  Table  9.1  consolidates  these  anti-patter  ns  and
 the  cor  r  esponding  practices as  a  r  eview  aid,  not  as  a  substitute  for
 analysing  the  deployment.  The  cor  r  ective  practices  in  Table  9.1  can  be
 operationalised  thr  ough  the  following  r  epeatable  workflow. 

9.11  AIPAS  Assessment  Workflow  

The  following  eight  steps  pr  ovide  a  r  epeatable  r  oute  fr  om  defining  the
 assessment  boundar  y  to  pr  eser  ving  the r  eviewed  r  ecor  d.  They  ar  e  not
 a  one-way  sequence:  evidence  identified  during  challenge  or  gover  nance
 r  eview  may  r  equir  e  an  earlier  answer,  r  ole  allocation  or  system  boundar  y
 to  be  r  econsider  ed  and  the  full  workflow  should  be  r  epeated  whenever
 the  system,  its  context,  or  an  accountability  r  equir  ement  changes. 

1.  Establish  the  Project  and  Roles:  the  organisation  administrator
 should  cr  eate  the  pr  oject,  r  estrict  access  and  invite  the  opera
 tional  owner,  technical  lead  or  supplier,  legal  adviser  and  DPO,
 infor  mation-security  lead  and  oversight  body

 

2.  Define  the  Assessment  Boundar  y:  the  owners  should  cr  eate  one
 assessment  for  each  model  or  component  with  a  materially  distinct
 purpose,  data  flow,  risk,  deployment  or  gover  nance  r  oute,  gr  ouping
 r  elated  assessments  in  the  pr  oject

 

3.  Complete  the  General  Infor  mation:  the  team  should  state  the
 intended  purpose  and  operational  context,  the  organisation’s  r  ole
 in  pr  ovision  or  deployment,  the  r  ecor  ded  position  on  EU  AI  Act
 applicability  and  risk  classification  and  whether  a  thir  d-par  ty  or  pr  e
 trained  model  is  involved.  These  answers  allow  conditional  r  outing
 to  pr  esent  the  r  elevant  accountability  questions
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Table  9.1  Common  pitfalls  in  AIPAS  assessments  and  r  ecommended  practice
 

Pitfall Typical
 manifestations 

Underlying  causes Recommended  practice  

Rubber-stamping  the
 assessment 

‘Achieved’  lacks
 rationale;  r  epor  ts
 ar  e  not
 consider  ed  

Schedule  pr  essur  e;
 compliance-only
 thinking 

Review  the  live
 assessment;  r  equir  e
 rationale  and  evidence
 for  ‘Achieved’;  examine
 ever  y  ‘Needs  addr  essing’
 item  and  r  ecor  d  the
 decision 

Wr  ong  r  oles
 answering 

Operational  staf  f
 answer  legal  or
 security  items;
 suppliers  answer
 for  deployers  

Unclear
 ownership;  absent
 r  eviewers  

Pr  e-assign  the
 operational  owner,
 technical  lead  or
 supplier,  legal  adviser
 and  DPO,
 infor  mation-security  lead
 and  oversight  body;  use
 comments  for  challenge;
 r  equir  e  owner-confir  med
 r  esolution  

Assessments  not  kept
 cur  r  ent 

The  design
 snapshot  ignor  es
 deployment,
 incidents  or
 changes 

No  schedule;
 unclear  triggers  

Review  at  design,
 pr  ocur  ement,
 pr  e-deployment,
 quar  terly  during
 operation,  post-incident
 and  decommissioning;
 pr  eser  ve,  update,  r  eview
 and  r  epor  t  after  material
 change 

Lawfulness  r  ecor  ded
 without  monitoring
 or  r  edr  ess  

A  lawful  basis
 exists,  but  no
 monitoring
 thr  eshold,  owner
 or  complaint
 r  oute 

Legality  is
 mistaken  for
 accountability 

Befor  e  deployment,
 define  measur  es,
 operating  limits,
 thr  esholds,  owners,
 escalation  and  r  edr  ess;
 track  findings  in  later
 r  eviews  

One  assessment
 covers  too  many
 components  

Pipelines,
 models  or
 materially
 dif  fer  ent
 deployments  ar  e
 combined  

Duplication
 avoidance  obscur  es
 ownership  

Map  the  system  of
 systems;  separate
 assessments  wher  e
 models,  data,  risks,
 deployments  or
 gover  nance  dif  fer;  gr  oup
 them  in  one  pr  oject  

(continued) 
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Table  9.1  (continued)
 

Pitfall  Typical
 manifestations

 Underlying  causes  Recommended  practice
 

Thir  d-par  ty  model
 opacity 

Data,
 limitations,
 licence  ter  ms,
 security  or
 update  cadence
 ar  e  missing 

Br  ochur  e  r  eliance;
 confidentiality
 concerns  

Requir  e  and  link  model
 car  ds,  data  summaries,
 known  failur  es,  usage/
 licence  ter  ms,  security
 infor  mation  and  update
 policy 

Boilerplate answers Generic  text
 does  not  match
 local  use 

Copy-and-paste
 practice 

Use  the  ‘Knowledge
 Base’  for  definitions  but
 pr  ovide  pr  oject-specific
 rationale  and  local
 evidence 

Oversight  is  added
 late 

Ethics  or
 scr  utiny  first
 r  eviews  after
 deployment 

Delay  or  sensitivity
 concer  ns  

Engage  oversight  early;
 r  ecor  d  questions,
 outcomes  and  actions;
 pr  epar  e  a  public
 summar  y  once
 communication  and
 r  edr  ess  r  outes  ar  e  agr  eed  

Poor  evidence
 hygiene 

Links  br  eak;
 material  r  emains
 inaccessible  or
 on  personal
 drives  

No  evidence
 r  egister  or
 r  epositor  y 

Keep  a  r  egister  with
 durable,  versioned
 locations  and  access
 r  estrictions;  check  links
 befor  e  r  eview  

Per  for  mance  limits
 ar  e  ignor  ed  

‘High  accuracy’
 lacks  context;
 unsuitable
 conditions  ar  e
 absent 

Optimism  bias;
 vendor  marketing  

Recor  d  bounds,  failur  e
 modes  and  ‘do  not  use’
 conditions;  link  positive
 and  negative evaluations;
 r  equir  e  verifiable
 ar  tefacts  

Weak  change  contr  ol Model,  data  or
 configuration
 changes  escape
 r  eview;  logs  and
 summaries
 become  stale 

Infor  mal  updates;
 exter  nal  copies;
 unclear  ownership  

Pr  eser  ve,  edit  a  new
 version,  r  eview  and
 r  epor  t;  use  the
 ‘Template  Editor’  for
 question-set  changes;
 r  eissue  summaries  and
 r  etain  local  branches  and
 migration  logs  

(continued) 
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Table  9.1  (continued)
 

Pitfall  Typical
 manifestations

 Underlying  causes  Recommended  practice
 

Security is  tr  eated  as
 accountability 

ISO,  CE  or
 other  contr  ol
 evidence  is
 tr  eated  as
 suf  ficient 

Over-r  eliance  on
 security
 frameworks  

Tr  eat  security  as
 necessar  y  but
 insuf  ficient;  apply  equal
 rigour  to  stakeholders,
 oversight/r  edr  ess,
 transpar  ency,  evidence
 and  lear  ning 

No  transpar  ency  or
 Fr  eedom  of
 Infor  mation  plan 

Public  content  is
 impr  ovised;
 r  esponses  ar  e
 slow  or
 inconsistent  

Transpar  ency  is  a
 postscript  

Draft  the  public
 summar  y  during
 assessment;  use  the
 ‘Principles-based  Repor  t’
 as  a  str  uctur  ed  sour  ce;
 apply  targeted  lawful
 r  edaction  

System  boundaries
 ar  e  unclear 

Scope  omits
 upstr  eam  data  or
 downstr  eam
 decisions  

No  ar  chitectural
 map;
 organisational  silos  

Map  the  system  and
 decision  points;  separate
 assessments  wher  e  risk,
 model,  data  or
 gover  nance  r  esponsibility
 changes 

Decommissioning  is
 neglected  

No  of  f-ramp;
 unmanaged
 r  etention;
 incomplete
 r  ecor  ds  

Deployment  focus Plan  early;  r  ecor  d
 r  etention/disposal;
 pr  eser  ve  evidence  and
 logs;  pr  oduce  a  closur  e
 r  epor  t  on  withdrawal 

Human  factors  ar  e
 ignor  ed  

Wellbeing,
 workload,  r  eview
 capacity  or
 training  ar  e
 absent 

Technical
 dominance 

Recor  d  wellbeing,
 workload/r  eview
 assumptions,  training
 and  suppor  t  under
 stakeholder  and  conduct
 questions  

Supplier  claims  ar  e
 tr  eated  as  evidence 

Marketing  text  is
 copied;
 ‘pr  oprietar  y’
 pr  events  r  eview  

Power  asymmetr  y;
 urgency;
 confidentiality 

Requir  e  test  r  epor  ts,
 audits  or  datasheets;
 r  ecor  d  who  r  eviewed
 pr  otected  material  and
 wher  e  it  is  stor  ed  

(continued) 
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Table  9.1  (continued)
 

Pitfall  Typical
 manifestations

 Underlying  causes  Recommended  practice
 

Weak  alignment  with
 the  National  Police
 Chiefs’  Council
 (NPCC)  Covenant  

Covenant  gaps
 r  emain  open  in
 UK  policing
 assessments  

Tick-list  tr  eatment  For  UK  policing,  r  un
 the  ‘UK  Covenant-based
 Repor  t’  at  design  and
 for  mal  r  eviews;  hold
 unr  esolved  ‘Needs
 addr  essing’  items  unless
 a  time-bound
 mitigation,  owner  and
 decision  ar  e  r  ecor  ded  

Inter  operability  is
 overlooked  

Outputs  cannot
 be  shar  ed;
 par  tner  audit
 trails  br  eak  

Local
 optimisation;  late
 par  tner  input 

Document  par  tner
 needs,  sharing
 mechanisms,  legal  bases
 and  logging
 inter  operability;  include
 par  tners  in  r  eview
 thr  eads  and  pr  eser  ve
 each  decision  r  ecor  d  

4. Answer  and  Evidence  the  Assessment:  assigned  owners  should
 pr  ovide  pr  oject-specific  answers,  select  ‘Achieved’,  ‘Needs  addr  ess
 ing’  or  ‘Not  applicable’,  explain  the  rationale  and  link  durable
 evidence 

5. Challenge  and  Allocate  Action:  par  ticipants  should  use  per
 question  comments  to  r  ecor  d  questions  and  r  esponses,  assign  an
 owner  and  target  date  to  ever  y  outstanding  action  and  r  ecor  d  why
 a  thr  ead  is  r  esolved  rather  than  tr  eating  closur  e  as  appr  oval

 

6. Apply  the  Suppor  t  Functions:  the  team  may  use  the  ‘Check  Assis
 tant’  to  identify  incomplete,  inconsistent  or  unclear  writing  and
 the  ‘Knowledge  Base’  to  locate  r  elevant  AIPAS  guidance,  while
 r  etaining  human  r  esponsibility  for  the  accuracy,  legality,  pr  opor  tion
 ality  and  suf  ficiency  of  ever  y  answer

 

7. Conduct  the  Gover  nance  Review:  the  r  esponsible  gover  nance
 body  should  r  eview  the  evidence  and  all  items  marked  ‘Needs
 addr  essing’,  r  ecor  d  whether  work  may  pr  oceed  or  must  be  held  and
 document  any  conditions,  accepted  risks,  owners  and  completion
 dates 
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8. Repor  t,  Preser  ve  and  Repeat:  the  team  should  generate  the
 r  equir  ed  inter  nal  r  epor  t  and,  wher  e  appr  opriate,  a  public  summar  y;
 pr  eser  ve  the r  eviewed  version  and  evidence  and  begin  a  new  version
 after  a  scheduled  r  eview,  incident  or  material  change

 

Worked  Example:  a  policing  team  pr  oposes  an AI  system  to  triage
 digital  material.  It  cr  eates  a  pr  oject  and  a  separate  assessment  for
 the  model,  r  ecor  ding  its  investigative  purpose,  users,  data  and  deci
 sion  boundar  y.  The  supplier  links  an  evaluation  r  epor  t  and  operating
 limits.  The  DPO  marks  r  etention  ‘Needs  addr  essing’  because  the
 cited  schedule  does  not  cover  the  pr  oposed  data,  while  oversight
 asks  for  the  panel’s  r  emit.  The  ‘Check  Assistant’  identifies  that  the
 answer  names  the  panel  without  explaining  its  authority;  the  answer
 owner  adds  the  ter  ms  of  r  efer  ence  and  the  r  eviewers  r  ecor  d  r  eso
 lution.  The  gover  nance  body  holds  deployment  appr  oval  pending
 an  agr  eed  r  etention  position.  Once  evidenced,  the  team  r  ecor  ds  the
 decision,  generates  the  ‘AIPAS  Repor  t’  and  pr  eser  ves  the  r  eviewed
 version.  A  material  model  or  data  change  would  star  t  a  new  version
 of  the  workflow. 

9.12  Conclusion  

This  chapter  has  explained  how  str  uctur  ed  softwar  e  can  suppor  t  AI
 accountability  in  security  and  policing.  The  AIPAS  tool  brings  ques
 tions,  r  oles,  evidence,  discussion,  version  histor  y  and  r  epor  ting  into  one
 assessment  envir  onment.  Used  acr  oss  the AI  lifecycle  (Chap.  5),  it  can
 connect  an  operational  decision  with  the  evidence  available  and  the
 people  r  esponsible  for  r  eview,  while  pr  eser  ving  unr  esolved  issues  and  later
 changes.
 

The  value  of  that  str  uctur  e  depends  on  disciplined  use.  An  assess
 ment  state  is  not  a  decision,  a  completed  comment  is  not  an  appr  oval
 and  a  technically  secur  e  deployment  is  not  the  same  as  accountable  use.
 Operational  owners,  technical  specialists  and  suppliers,  legal  and  data
 pr  otection  advisers,  infor  mation-security  functions  and  oversight  bodies
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must  continue  to  exer  cise  their  own  judgement  and  fulfil  their  r  espective
 duties.  The  AIPAS  tool  can  organise  and  test  the  clarity  of  the  r  ecor  d;
 it  cannot  deter  mine  lawfulness,  pr  opor  tionality,  ethical  acceptability  or
 whether  an  AI  system  should  be  deployed.
 

The  AIPAS  tool  is  available  only  thr  ough  contr  olled  access  for  security
 and  policing  organisations,  rather  than  as  a  public  self-ser  vice  applica
 tion.  The  claims  in  this  chapter  ar  e  likewise  limited  to  security  and
 policing:  no  validation  or  transferability  beyond  those  domains  is  asser  ted.
 W  ithin  those  boundaries,  the  AIPAS  tool  can  suppor  t  a  mor  e  consis
 tent,  r  eviewable  and  evidence-based  accountability  pr  ocess,  while  leaving
 human,  organisational  and  legal  accountability  with  the  institutions  and
 individuals  that  hold  it. 
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Societal  Expectations  for  AI  Deployments
 in  Policing 

Petra  Saskia  Bayerl  

10.1  Introduction  

The  intr  oduction  of  ar  tificial  intelligence  (AI)  for  policing  purposes
 continues  to  be  a  flashpoint  in  public  discussions  about  both  fair  ness  and
 security.  On  the  one  hand,  AI  is  seen  as  a  necessar  y  avenue  to  impr  ove
 policing  per  for  mance  (e.g.  in  the  context  of  community  policing,  counter
 ter  r  orism  or  cyber  crime;  [  5– 7]),  and  as  such  has  become  an  integral  par  t
 of  futur  e  policing  strategies  (Chap.  1).  On  the  other  hand,  legitimate
 concer  ns  ar  e  raised  about  the  potential  of  AI  to  make  wr  ong  decisions  or
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ingrain  historical  biases.  Extr  eme  opinions  even  consider  AI  to  be  ‘unfit
 for  purpose’  [  3].
 

Still,  AI  deployments  by  police  for  ces  ar  e  ongoing,  and  it  is  ther  efor  e
 not  a  question  of  ‘whether’  but  rather  of  ‘how’  to  deploy  AI  in  a  way
 that  is  acceptable  to  the  public.  Yet,  public  per  ceptions  of  AI  ar  e  not
 monolithic.  Past  r  esear  ch  shows  that  public  per  ceptions  ar  e  split  along
 var  ying  viewpoints  fr  om  acceptance  to  r  esistance  (e.g.  [ 2]),  ranging  fr  om
 a  per  ceived  r  equir  ement  for  the  better  pr  otection  of  society  to  the  will
 ingness  to destr  oy  sur  veillance  infrastr  uctur  e  to  safeguar  d  one’s  privacy.
 Acceptance  is  fur  ther  af  fected  by  the  way  that  AI  is  used,  such  as  levels
 of  transpar  ency,  the  non-sharing  of  data  (i.e.  privacy)  and  the  pr  esence
 of  an  appeals  system  [  4].  The  latter  especially  speaks  to  the  impor  tance
 of  accountability  for  public  acceptance  of  AI.  Understanding  variations
 in  how  the  public  per  ceives  AI  deployments  in  policing  is  ther  efor  e  an
 impor  tant  aspect  to  guide  AI  deployments  and  to  shape  AI  policies  in  an
 ef  fective  manner. 

This  chapter  of  fers  insights  fr  om  a  large-scale  national  citizen  consul
 tation  in  the  United  Kingdom.  It  pr  ovides  a  detailed  view  not  only  about
 overall  levels  of  acceptance  but  also  wher  e  citizens  see  the  most  bene
 fits  and  concer  ns  in  the  AI  use  by  police,  as  well  as  conditions  that
 would  impr  ove  acceptance  and  tr  ust.  The  subsequent  section  outlines  the
 sur  vey  methodology,  followed  by  a  detailed  description  of  the  findings.
 The  chapter  ends  with  r  ecommendations  for  measur  es  to  incr  ease  public
 acceptance  and  tr  ust,  based  on  the  evidence  of  the  consultation.
 

10.2  Methodology  of  the  Consultation  

10.2.1  Data  Collection  and  Par  ticipants  

The  consultation  was  conducted  as  nation-wide  anonymous  online  sur  vey
 in  the  UK  between  April  and  June  2025,  focusing  on  the  general  UK
 population  star  ting  fr  om  14  years  of  age.  The  r  ecr  uitment  was  conducted
 thr  ough  an  online  panel  pr  ovider  and  ensur  ed  r  epr  esentative  sample
 demographics  for  gender  and  age  (for  age  gr  oups  18+)  acr  oss  all  four
 nations  in  the  United  Kingdom.
 

In  total,  the  consultation  includes  a  total  of  10,114  par  ticipants.
 Table  10.1  pr  ovides  an  over  view  of  the  sample  characteristics.  As  the
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over  view  indicates,  the  consultation  r  eached  a  diverse  gr  oup  of  par  tici
 pants  both  in  ter  ms  of  demographics  and  experiences,  which  allows  the
 investigation  of  subgr  oups  within  the  sample. 

10.2.2  Aspects  Assessed  in  the  Consultation 

The  consultation  cover  ed  seven  themes  to  investigate  dif  fer  ent  aspects  of
 public  per  ceptions  and  acceptance:  

1. Acceptance  of,  and  tr  ust  in,  AI  and  AI-suppor  ted  policing
 

2. Risks  and  benefits  of  AI  for  personal,  societal  and  institutional
 policing  purposes

 

3. Measur  es  to  impr  ove  public  tr  ust  in  the  police  use  of  AI
 

4. The  r  ole  of  accountability  for  tr  ust
 

5. Public  r  eactions  to  32  deployment  scenarios,  including  cur  r  ent  and
 potential  (futur  e)  deployment  ar  eas

 

6. Measur  es  to  r  ecover  tr  ust  in  case  of  AI  failur  es  (open  answers)
 

7. Tr  ust  in  the  police  and  other  institutions
 

This  chapter  focuses  on  findings  with  r  espect  to  acceptance,  risks,
 benefits  and  the  r  ole  of  AI  accountability.
 

10.2.3  Ethics 

The  study  r  eceived  ethics  appr  oval  by  the  Shef  field  Hallam  University’s
 Resear  ch  Ethics  Committee.  The  sur  vey  was  conducted  as  an  anonymous
 questionnair  e  (i.e.  did  not  collect  par  ticipant  infor  mation  such  as  loca
 tion  or  IP  addr  ess).  Par  ticipants  wer  e  fur  ther  r  equir  ed  to  give  infor  med
 consent  befor  e  star  ting  the  sur  vey  (individuals  who  did  not  consent  wer  e
 not  allowed  to  pr  oceed  to  the  sur  vey);  double  consent  was  used  for
 the  youth  sample,  r  equiring  par  ent  consent  befor  e  youths  wer  e  able  to
 par  ticipate  in  the  consultation.
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Table  10.1  Sample  characteristics
 

Categor  y  Percentage  (%) 

Gender  

Women  51.9  

Men  47.5  

Non-binar  y/other  0.5  

Pr  efer  not  to  say 0.2  

Age  

14–17  years  5.7  

18–24  years  19.0  

25–34  years  16.6  

35–44  years  15.4  

45–54  years  16.0  

55–64  years  14.4  

65–74  years  9.4  

75+  years  3.5  

Pr  efer  not  to  say 0.1  

Ethnicity  

White 80.1  

Black 9.8  

Asian  5.2  

Mixed  ethnicity 3.1  

Other  1.5  

Pr  efer  not  to  say 0.3  

Education  level  

No  for  mal  education  0.6  

Secondar  y  education  31.7  

Bachelor/master  degr  ee 34.4  

Pr  ofessional  degr  ee 7.9  

PhD 4.7  

Member  of  a  group  discriminated  against  by  police  

No  78.9  

Yes  11.2  

Unsur  e 6.6  

Pr  efer  not  to  say 3.3  

AI  knowledge  (general)  

No  or  ver  y  little  knowledge 32.0  

Some  or  good  knowledge 65.0  

Exper  t 3.0  

AI  knowledge  (policing)  

No  or  ver  y  little  knowledge 73.2  

Some  or  good  knowledge 25.4  

(continued) 
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Table  10.1  (continued)
 

Categor  y  Percentage  (%)
 

Exper  t 1.3  

Professional  background  

Working  in  security-r  elated  sector  (adult  sample)  6.3  

Par  ent  working  in  security-r  elated  sector  (youth  sample)  16.2  

10.3  Findings  

10.3.1  Extent  of  Public  Suppor  t  for  AI  Use  by  Police 

The  consultation  demonstrates  a  largely  positive  view  about  AI  use  by
 police:  61.3%  of  par  ticipants  indicated  suppor  t  for  the  police  use  of  AI;
 18.9%  of  this  gr  oup  even  voiced  str  ong  suppor  t.  A  similar  per  centage
 (64.0%)  mor  eover  consider  ed  AI  as  a  capability  that  enhances  policing
 (cp.  Fig.  10.1).  The  r  easons  for  suppor  t  can be  gather  ed  fr  om  the  fr  ee  text
 comments  pr  ovided  at  the  end  of  the  sur  vey.  These  illustrate  that  suppor  t
 is  founded  in  the  expectation  that  AI  makes  cur  r  ent  policing  ef  for  ts  mor  e
 ef  fective,  as  well  as  the  expectation  that  AI  will  help  the  police  r  eact  mor  e
 ef  fectively  against  futur  e  crime  challenges.  AI  is  thus  seen  as  an  impor  tant
 measur  e  to  ‘futur  epr  oof’  policing  capabilities. 

The  police  use  of  AI  was  opposed  by  19.1%  (7.2%  of  these  indicating
 str  ong  opposition),  while  12.4%  consider  ed  AI  as  a  capability  that  under
 mines  policing.  Reviewing  the  fr  ee  comments  of  these  par  ticipants,  the
 opposition  was  gr  ounded  in  in  a  general  lack  of  tr  ust  in  the  police,  as
 well  as  fears  that  ‘the  police  star  t  seeing  [individuals]  as  data  rather  than
 people’.  Mor  eover,  AI  was  seen  as  ‘too  pr  ematur  e’  to  be  used  for  policing
 and  security  purposes.
 

Notable  is  the  considerable  number  of  people  with  a  neutral  stance  (i.e.
 neither  suppor  tive  nor  opposing  position).  The  neutral  stance  was  similar
 in  size  to  the  gr  oup  opposing  AI  use  by  police:  19.6%  indicated  a  neutral
 position  compar  ed  to  19.1%  opposing  AI.
 

An  even  larger  gr  oup  (23.6%)  doubted  whether  AI  has  any  ef  fect
 (either  positive  or  negative)  for  policing.  Together,  these  obser  vations
 indicate  that  a  considerable  majority  of  the  public  (80.9%)  is  not  dir  ectly
 opposed  to  the  police  use  of  AI,  although  some  may  doubt  whether  it
 has  any  dir  ect  ef  fects.
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Fig.  10.1  General  acceptance  of  police  use  of  AI  (adapted  fr  om:  Bayerl  et  al.
 [  1])
 

Subgroup  Dif  ferences:  investigating  subgr  oups  within the  sample  iden
 tified  r  elevant  variations.  For  example,  sur  vey  par  ticipants  with  higher
 levels  of  AI  exper  tise  indicated  higher  levels  of  acceptance:  88.1%  of
 exper  ts  agr  eed  that  AI  enhances  policing,  compar  ed  to  49.9%  of  people
 claiming  no  exper  tise  in  AI.  Reversely,  33.9%  of  people  without  exper
 tise  believed  that  AI  does  nothing  for  policing,  compar  ed  to  only  6.7%
 of  exper  ts.  Equally,  par  ticipants  with  higher  levels  of  education  (PhD
 and  pr  ofessional  degr  ee)  showed  str  onger  acceptance:  77.8%  and  77.1%,
 r  espectively,  felt  that  AI  enhances  policing  compar  ed  to  56.9%  with
 secondar  y  school  as  their  highest  attainment.  While  the  exact  links  deser  ve
 fur  ther  investigation,  these  obser  vations  indicate  that  knowledge  and
 education  attainment  af  fect  r  eactions  to  AI,  potentially  thr  ough  gr  eater
 confidence  about  the  working  and  ef  fects  of  AI.
 

Less  clear  ar  e  r  esults  for  age  gr  oups  and  gender.  Comparing  answers  in
 the  youth  and  adult  sample  suggests  that youths  ar  e  somewhat  mor  e  crit
 ical  towar  ds  AI,  with  59.8%  agr  eeing  that  AI  enhances  policing  and  26.2%
 seeing  no  ef  fect,  compar  ed  to  the  adult  sample  with  64.7%  and  23.2%,
 r  espectively.  Men  wer  e  slightly  mor  e  positive  compar  ed  to  women  (men:
 68.9%  enhances  policing,  20.0% does  nothing  versus  women:  59.8%  and
 26.8%,  r  espectively).  A  clear  er  ef  fect  was  found  for  people  identifying  as
 



 10  SOCIETAL  EXPECTATIONS  FOR  AI  DEPLOYMENTS  …  181 

non-binar  y  with  only  30.4%  considering  AI  as  enhancing  policing  (vs
 32.6%  under  mining  it).  However,  this  gr  oup  is  extr  emely  small  (n  =
 46),  which  means  that  these  numbers  should  only  be  seen  as  a  potential
 indication  for  fur  ther  investigation.
 

10.3.2  Main  Concer  ns  and  Benefits 

To  understand  public  views  on  concer  ns  and  benefits,  we  dif  fer  entiated
 between  thr  ee  ar  eas  of  impact:  

1. Personal  aspects  addr  essing  individual  safety,  privacy  and  the  safety
 of  the  people  someone  car  es  about

 

2. Societal  aspects  addr  essing  ef  fects  on  communities  or  public  goods
 such  as  fundamental  rights  and  ef  fective  use  of  taxes

 

3. Institutional  aspects  addr  essing  impacts  on  the  ability  of  the  police
 to  fulfil  their  r  ole 

10.3.2.1  Concer  ns 

The  str  ongest  public  concer  n  was  the  fear  that  AI  could  be  used  to  escape
 the  r  esponsibility  for  failur  es,  i.e.  that  ‘police  pass  the  blame  to  AI  if
 something  goes  wr  ong’  (cp.  Fig.  10.2).  This  is  followed  by  wor  ries  about
 er  r  ors  and  biases  that  will  negatively  af  fect  specific  gr  oups.  Less  concer  ns
 wer  e  voiced  about  personal  risks,  such  as  individual  privacy  of  fline  and
 er  r  ors  and  biases  af  fecting  oneself.  The  most  per  tinent  public  concer  ns
 ther  efor  e  seem  to  be  societal  and  institutional,  rather  than  personal.  A
 r  elevant  obser  vation  is  that  concer  ns  ar  e  af  fected  by  personal  experiences.
 Per  ceived  vulnerability  to  police  discrimination  af  fected  concer  ns  about
 the  police  passing  blame  to  AI:  61.1%  in  this  gr  oup  wer  e  concer  ned  or
 extr  emely  concer  ned,  compar  ed  to  48.7%  of  people  who  do  not  see  them
 selves  as  vulnerable  to  police  discrimination.  Crime  victimisation  in  the
 last  12  months  also  led  to  higher  rates  of  concer  ns:  60.3%  in  this  gr  oup
 voiced  concer  ns  about  er  r  ors  and  biases  that  negatively  af  fect  specific
 gr  oups  compar  ed  to  only  36.7%  without  crime  experiences. 

10.3.2.2  Benefits  

The  str  ongest  benefits  of  AI  wer  e  per  ceived  for  enhancing  the  ef  fective
 ness  of  the  police  to  solve  crimes  and  in  an  impr  oved  ability  and  mor  e  time
 for  the  police  to  deal  with  serious  crimes.  67.8%  and  66.4%,  r  espectively,
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Fig.  10.2  Public  concer  ns  against  police  use  of  AI  (adapted  fr  om:  Bayerl  et  al.
 [  1])
 

of  par  ticipants  indicated that  AI  makes  these  aspects  better,  compar  ed
 to  12.0%  and  11.3%,  r  espectively,  who  indicated  that  AI  would  make
 them  worse  (cp.  Fig.  10.3).  Fewer  benefits  wer  e  seen  with  r  egar  d  to  the
 pr  otection  of  their  own  safety  and  even  less  for  the  pr  otection  of  funda
 mental  rights:  47.0%  and  37.2%,  r  espectively,  indicated  that  AI  makes
 these  aspects  better,  compar  ed  to  17.6%  and  28.5%,  who  indicated  that  AI
 makes  them  worse.  This  suggests  that expected  AI  benefits  ar  e  primarily
 associated  with  cor  e  policing  functions,  rather  than  societal  and  personal
 benefits. 

Similar  to  overall  suppor  t,  men wer  e  mor  e  positive  acr  oss  all  benefit
 types:  for  instance,  28.8%  of  men  indicated  that  AI  makes  policing  ef  for  ts
 for  national  security  ‘much  better’  compar  ed  to  17.5%  of  women.  While
 these  ar  e  no  dramatic  dif  fer  ences,  this  patter  n  holds  acr  oss  all  benefits
 investigated  in  the  sur  vey.
 

An  inter  esting  ef  fect  emerged  with  people  who  r  epor  ted  knowledge
 about  AI  in  policing.  Her  e,  benefit  expectations  wer  e  considerably  lower
 compar  ed  to  people  who  r  epor  ted  no  knowledge  of  AI  in  policing.  For
 instance,  people  without  knowledge  agr  eed  to  53.7%  that  AI  will  impr  ove
 the  ability  to  pr  otect  the  safety  of  people  they  car  e  about,  compar  ed  to
 only  7.7%  in  the  exper  t  gr  oup.  Again,  this  patter  n  holds  acr  oss  all  bene
 fits,  suggesting  a  much  mor  e  critical  stance  in  people  with  policing  AI
 exper  tise.  This  is  despite  the  fact  that  the  overall  suppor  t  for  police  of  AI
 is  higher  in  police  AI  exper  ts  (63.4%  str  ongly  suppor  t)  than  in  lay  people
 (10.4%  str  ongly  suppor  t).
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Fig.  10.3  Benefits  per  ceived  fr  om  the  use  of  AI  by  police  (adapted  fr  om:  Bayerl
 et  al.  [  1])
 

This  imbalance  is  a  str  ong  indication  that  how  suppor  t  is  measur  ed
 has  a  considerable  impact  on  r  esults  and  may  tap  into  dif  fer  ent  aspects
 of  public  attitudes,  and  that  overall  acceptance  does  not  guarantee
 acceptance  for  specific  usages  or  benefits  nar  ratives.
 

10.3.2.3  No  Ef  fect  of  AI  for  Policing 

Additional  insights  come  fr  om  answers  that claim  that  ‘AI  has  no  ef  fect’
 on  policing.  Mor  e  than  a  thir  d  of  the  public  consider  ed  AI  as  being  inef
 fective  for  their  own  safety  (35.4%),  the  safety  of  people  they  car  e  about
 (31.5%),  as  well  as  the  pr  otection  of  fundamental  rights  (31.5%).  Fewer
 doubts  existed  on  the  impact  of  AI  for  the  ef  fectiveness  of  police  to  solve
 crimes  (20.2%  indicate  ‘no  ef  fect’)  and  on  national  security  (19.2%  indi
 cate  ‘no  ef  fect’,  cp.  Fig.  10.4).  Similar  to  overall  benefits,  these  findings
 underscor  e  that the  public  sees  AI’s  main  ef  fect  in  cor  e  policing  functions,
 rather  than  personal  ones. 

10.3.3  Public  Tr  ust  in  AI  Use  by  Police  and  AI  Decisions 

The  pictur  e  on  public  tr  ust  is  mixed.  Slightly  over  50%  indicated  that
 they  tr  ust  the  police  to  use  AI  to  suppor  t  their  decision-making,  15.4%
 of  these  ‘ver  y  much’  (cp.  Fig.  10.5).  This  still  leaves  1  in  4  (25.0%)  who
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Fig.  10.4  Per  ception  of  ‘no  benefits’  fr  om  AI  use  by  police  acr  oss  deployment
 ar  eas  (adapted  fr  om:  Bayerl  et  al.  [  1])
 

distr  usted  AI  for  decision  suppor  t  and  1  in  5  (20.2%)  who  wer  e  neutral
 about  the  issue.  Public  tr  ust  was  considerably  lower  when  AI  is  allowed
 to  make  its  own  decisions  for  policing  tasks:  only  36%  tr  usted  AI  to  make
 its  own  decisions  (9.4%  of  these  ‘ver  y  much’),  compar  ed  to  39.7%  who
 distr  ust  AI-driven  decisions  (15.5%  ‘ver  y  much’;  24.3%  ‘neutral’). 

As  an  additional  measur  e  of  tr  ust,  we  fur  ther  asked  how  willing
 someone  would  be  to  pr  ovide  their  own  personal  infor  mation  to  train
 AI  for  policing  and  security  purposes.  The question  r  eveals  a  high  level
 of  unwillingness  or  at  least  uncer  tainty:  40%  would  be  (ver  y)  unwilling  to
 pr  ovide  their  personal  infor  mation  for  AI  training,  while  29%  wer  e  unsur  e
 (cp.  Fig.  10.6).  This  leaves  a  ver  y  small  gr  oup  of  9.3%  who  would  be  ‘ver  y
 

Fig.  10.5  Tr  ust  in  police  using  AI  (adapted  fr  om:  Bayerl  et  al.  [  1])
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Fig.  10.6  W  illingness  to  pr  ovide  personal  data  for  training  of  policing  AI
 systems  (adapted  fr  om:  Bayerl  et  al.  [  1])
 

willing’  to  pr  ovide  their  infor  mation.  Working  in  a  security-r  elated  pr  ofes
 sion  incr  eased  the  willingness  to  pr  ovide  data  to  some  extent:  43.9%  in
 this  gr  oup  would  be  willing  to  pr  ovide  their  own  data  for  the  training  of
 police  AI  (15.5%  of  these  ver  y  willing),  compar  ed  to  31.3%  who  ar  e  not
 linked  to  a  security-r  elated  pr  ofession  (with  9.2%  of  these  ver  y  willing).
 

10.3.4  Public  Reactions  to  Dif  fer  ent  AI  Deployment  Scenarios 

As  the  section  on  specific  benefits  demonstrates  (Sect.  10.3.2.2),  public
 attitudes  ar  e  impacted  by  the  specific  purpose  for  which  the  police  deploy
 their  AI  capabilities.  As  par  t  of  the  consultation,  we  ther  efor  e  included
 32  disparate  AI  deployment  scenarios  to  map  out  systematic  variations  in
 public r  eactions.
 

The  32  scenarios  cover  ed  existing  as  well  as  possible  (futur  e)  AI  uses
 in  policing  and  security.  The  purposes  varied  with  r  espect  to  their  deploy
 ment  ar  ea  (e.g.  migration,  child  sexual  exploitation,  counter-ter  r  orism,
 burglar  y,  for  ensics,  etc.),  the  deploying  organisation  (police,  UK  Home
 Of  fice,  UK  Bor  der  For  ces),  their  purpose  (crime  pr  evention,  crime
 investigation  including  the  identification  of  perpetrators,  inter  nal  police
 ef  ficiencies,  etc.)  and  the  risk  level  for  privacy  intr  usions  (low  vs.  high).
 The  full  list  of  AI  deployment  scenarios  is  pr  ovided  in  Table  10.2.  

For  each  deployment  scenario  we  assessed:
 

• its  general  acceptability,
 

• the  degr  ee  to  which  AI  is  tr  usted  in  this  context,
 

• the  expected  level  of  monitoring  by  an  independent  oversight  body.
 



186  P.  S.  BAYERL  

Table  10.2  List  of  AI  deployment  scenarios
 

Scenario  1:  Reviewing  evidence  and  pr  oducing  a  case  file  ar  e  traditionally  done
 manually  by  police  of  ficers.  Your  local  police  for  ce  uses  an  AI  tool  to  automatically
 r  eview  the  evidence  and  to  pr  oduce  a  case  file  summar  y.  The  AI-generated  case
 summaries  ar  e  used  by  solicitors  to  decide  whether  to  charge  someone  with  a  crime.  

Scenario  2:  To  pr  event  small  boat  cr  ossings  fr  om  France  to  UK,  UK  bor  der  for  ces  use
 AI  sensors  to  flag  up  potential  cr  ossings  in  France.  The  sensors  automatically  notify
 UK  bor  der  for  ces  to  inter  cept  the  boats  and  pr  event  them  fr  om  landing  in  the  UK.  

Scenario  3:  UK  bor  der  police  uses  AI  to  investigate  the  online  footprint  of  all  for  eign
 citizens  who  come  thr  ough  British  bor  ders.  The  automatic  scan  flags  up  any
 indications  of  criminal/ter  r  orist  activities  or  communication  online  to  identify  potential
 hostile  intent  against  UK  and  impact  decisions  whether  a  person  can  enter  the  countr  y. 

Scenario  4:  Your  local  police  for  ce  uses  an  AI-driven  r  obot  community  policing  of  ficer
 to  autonomously  patr  ol  your  neighbourhood  and  ar  eas  associated  with  high  crime.  If
 the  r  obot  identifies  a  potentially  critical  situation,  it  will  contact  the  closest  police
 station  or  other  emergency  ser  vices.  

Scenario  5:  Your  local  police  is  awar  e  that  a  child  is  at  risk  of  sexual  exploitation.  A
 fast-food  r  estaurant  handed  over  CCTV  pictur  es  of  a  meeting  between  the  child  and
 an  unknown  adult.  The  police  places  smar  t  cameras  in  the  ar  ea  that  scans  people’s
 faces  to  find  the  adult  involved.  

Scenario  6:  Investigating  child  sexual  abuse  material  causes  psychological  str  ess  and
 mental  health  issues  in  many  of  ficers.  Your  local  police  for  ce  deploys  an  AI  tool  to
 scan  images/videos  of  child  sexual  abuse.  The  AI  tool  automatically  assigns  grades  of
 severity  of  the  abuse  safeguar  ding  of  ficers  fr  om  viewing  the  material.  

Scenario  7:  AI  tools  ar  e  incr  easingly  used  to  generate  large  quantities  of  child  sexual
 abuse  material.  This  poses  a  pr  oblem  for  police,  as  they  do  not  know  whether  the
 childr  en,  they  ar  e  tr  ying  to  identify,  ar  e  r  eal  or  AI  generated.  Your  local  police
 intr  oduce  an  AI  tool  to  identify  whether  an  image/video  is  AI  generated,  so  police  can
 focus  their  ef  for  ts  on  helping  r  eal  victims. 

Scenario  8:  Your  local  police  for  ce  uses  an  AI  tool  that  scans  social  media  for  signs  of
 impending  ter  r  orist  attacks  in  your  city.  The  AI  cr  eates  aler  ts  for  police  to  star  t  dir  ect
 sur  veillance  of  suspects,  or  in  case  of  an  immediate  thr  eat,  police  r  eceive  an  automatic
 r  equest  to  ar  r  est  them.  

Scenario  9:  Your  local  police  for  ce  uses  an  AI  tool  that  scans  social  media  for  signs  of
 serious  and  organised  crime.  This  includes  people  adver  tising  dr  ugs  for  sale,  evidence
 of  fir  earms  use  and  human  traf  ficking.  AI  helps  the  police  to  identify  the  perpetrators
 and  to  safeguar  d  victims. 

Scenario  10:  An  airpor  t  uses  an  AI  trained  on  gait  analysis  to  identify  unusual
 behaviours,  such  as  ner  vousness,  hesitation  or  er  ratic  movements  that  could  indicate
 ter  r  orist  intent.  Any  war  ning  markers  ar  e  sent  to  airpor  t  security  and  police  to  initiate
 a  r  esponse.  

Scenario  11:  Your  local  police  for  ce  is  investigating  a  burglar  y.  Ver  y  little  evidence  has
 been  r  ecover  ed,  but  for  ensics  of  ficers  identified a  par  tial  fingerprint.  The  police  for  ce
 uses  AI  to  enhance  the  print  to  then  sear  ch  for  matches  in  a  national  fingerprint
 database.  

(continued) 
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Table  10.2  (continued)
 

Scenario  12:  a  police  for  ce  uses  an  AI  tool  to  analyse  DNA  samples  fr  om  cold  cases.
 The  AI  tool  uses  pr  edictive  analysis  to  r  econstr  uct  missing  sequences  of  par  tial  DNA
 pr  ofiles,  which  the  police  for  ce  uses  to  sear  ch  for  matches  in  a  national  DNA  database 

Scenario  13:  Your  local  police  for  ce  uses  an  AI  tool  to  speed  up  their  investigations
 into  digital  devices  such  as  mobile  phones.  When  a  phone  is  seized  fr  om  a  suspect,  the
 AI  sear  ches  the  phone  to  quickly  assess  location  data,  images,  r  ecor  ds  of  phone  calls
 and  the  content  of  text  communication  that  may  be  r  elevant  to  the  case 

Scenario  14:  Your  local  police  for  ce  uses  an  AI  tool  to  scan  online  pr  ofiles  of  local
 gr  oups  for  evidence of  hate  speech  (e.g.  violence  against  vulnerable communities  or
 people  based  on  race,  ethnicity,  gender,  r  eligion  or  sexual  orientation).  The  AI
 identifies  individuals  that  seem  to  post  hate  speech  and  flags  them  for  fur  ther
 investigation 

Scenario  15:  AI-generated  content  of  politicians,  actors  and  other  celebrities
 (deepfakes)  ar  e  being  used  to  spr  ead  false  infor  mation  and  encouraging  public  disor  der
 or  hate.  Your  local  police  for  ce  uses  AI  investigation  tools  to  automatically  identify  the
 cr  eators  of  AI-generated  deepfake  videos  to  pr  event  fur  ther  spr  ead  of  disinfor  mation 

Scenario  16:  The  cour  ts  use  AI  to  speed  up  the  justice  pr  ocess.  The  AI  decides
 whether  charged  suspects  should  be  bailed  by  the  cour  t  or  be  r  emanded  in  prison  and
 also  calculates  sentences  for  those  found  guilty 

Scenario  17:  The  Home  Of  fice  deploys  an  AI  to  speed  up  decisions  r  egar  ding  early
 r  elease  of  prisoners.  The  AI  r  eviews  applications  made  by  prisoners  and  decides,
 whether  they  can  ser  ve  the  r  emainder  of  their  sentence  in  the  community  

Scenario  18:  The  Home  Of  fice  uses  an  AI-based  visa  and  immigration  system  to  make
 decisions  mor  e  quickly.  The  AI  automatically  assesses  visa  and  settlement  applications
 and  decides  on  r  ejection  of  unsuitable  applicants  

Scenario  19:  UK  security  ser  vices  use  AI  to  detect  insider  thr  eats  to  the  security  of
 national  infrastr  uctur  e.  They specifically  aim  to  pr  otect  water  and  electricity  supply  as
 well  as  nuclear  r  eactions  fr  om  for  eign  hostile  actors  

Scenario  20:  Your  local  police  for  ce  uses  an  AI  system  to  automate  the  pur  chase  of
 unifor  ms  and  similar  items  to  fr  ee  up  police  time.  The  AI  system  identifies  low  stock
 levels,  assesses  the  suitability  of  an  item  of  fer  ed  for  sale  and  dir  ectly  submits  a  pur  chase
 or  der  to  the  company 

Scenario  21:  Befor  e  a  demonstration,  your  local  police  use  AI  capabilities  to  monitor
 social  media  feeds  for  signs  of  potential  intent  of  violence  or  crimes.  People  who  ar  e
 flagged  up  ar  e  pr  evented  fr  om  joining  the  pr  otest  

Scenario  22:  During  a  demonstration,  your  local  police  use  AI-based  sensors  to
 automatically  identify  locations  wher  e  unr  est  may  br  eak  out  and  lead  to  violence.  If  the
 sensors  detect  potentially  pr  oblematic  patter  ns,  the  AI  system  automatically  dir  ect
 police  r  esour  ces  to  these  ar  eas  

Scenario  23:  Your  local  police  for  ce  uses  an  AI  system  to  take  emergency  999  calls.
 The  AI  interacts  with  the  caller  and  decides  whether  and  when  to  dispatch  r  esponse
 of  ficers  

(continued) 



188  P.  S.  BAYERL  

Table  10.2  (continued)
 

Scenario  24:  a  case  of  shoplifting  at  a  large  super  market  in  your  ar  ea  has  been
 r  epor  ted  to  the  police.  The  stolen  items  ar  e  wor  th  just  under  £100.  The  super  market
 has  handed  over  pictur  es  of  its  sur  veillance  camera  to  your  local  police  for  ce.  The
 police  r  un  AI-based  facial  r  ecognition  on  the  pictur  es  to  identify  potential  suspects  

Scenario  25:  a  disused  war  ehouse  in  your  ar  ea  is  suspected  to  be  used  to  stor  e  both
 weapons  and  dr  ugs  for  an  organised  crime  gr  oup.  A  nearby  sur  veillance  camera  has
 captur  ed  a  facial  image  of  an  individual  fr  equently  leaving  with  packages.  The  police
 set  up  an  AI-based  live  facial  r  ecognition  system  to  identify  the  person  in  r  eal  time 

Scenario  26:  When  on  the  beat,  of  ficers  in  your  local  police  for  ce  use  smar  t  glasses
 that  access  infor  mation  about  people  on  the  str  eet  in  r  eal  time.  If  the  AI  flags  up
 concer  ns  about  a  person,  the  of  ficers  initiate  a  stop-and-sear  ch  

Scenario  27:  Your  local  police  for  ce  uses  an  AI  system  to  take  non-emergency  101
 calls.  The  AI  interacts  with  the  caller  and  pr  ovides  advice  to  their  queries  

Scenario  28:  Police  training  pr  ogrammes  in  your  local  police  utilise  AI  to  generate
 r  ealistic  training  scenarios.  Police  students  lear  n  thr  ough  interaction  with  highly
 convincing  AI-contr  olled  vir  tual  witnesses,  victims,  or  suspects  

Scenario  29:  Your  local  police  for  ce  uses  an  AI-assisted  system  while  inter  viewing
 suspects.  The  AI  analyses  wor  ds,  micr  o-expr  essions  and  tone  of  voice  of  suspects  to
 assess  cr  edibility  and  to  pr  ovide  investigators  with  guidance  for  questioning 

Scenario  30:  Your  local  police  for  ce  uses  an  AI  system  to  scan  social  media  pr  ofiles  of
 police  of  ficers.  The  AI  automatically  flags  up  of  ficers  potentially  acting
 dispr  opor  tionately  or  exhibiting  racist,  discriminator  y,  or  other  wise  pr  oblematic
 behaviour 

Scenario  31:  Your  local  police  for  ce  uses  AI  to  analyse  police  r  ecor  ds,  social  media  and
 publicly  available  data  for  indications  of  domestic  violence  to  r  ecommend  pr  eventive
 inter  ventions  for  potential  victims  

Scenario  32:  Your  local  police  for  ce  deploys  automated,  AI-contr  olled  police  vehicles
 that  autonomously  patr  ol  ar  eas  and  independently  identify  and  r  epor  t  suspicious
 activities,  traf  fic  violations  and  accidents 

10.3.4.1  Acceptance  Levels  across  Usage  Situations 

The  comparison  acr  oss  scenarios  demonstrates  how  str  ongly  public  r  eac
 tions  ar  e  influenced  by  the  type  of  AI  deployment  situation.  The  lowest
 levels  of  acceptance  wer  e  found  for  AI-automated  999  emergency  calls
 (scenario 23)  and  automated  decisions  about the  early  r  elease  of  crim
 inal  suspects  and  prisoners  (scenario  16)  with  only  27.4%  and  29.3%  in
 the  sample  indicating  some  or  str  ong  acceptance.  In  contrast,  the  highest
 levels  of  acceptance  wer  e  obser  ved  for  AI  use  to  identify  (potential)  perpe
 trators  of  child  sexual  exploitation  (62.4%;  scenario  5),  perpetrators  of
 shoplifting  in  a  neighbourhood  stor  e  (58.7%;  scenario  24)  and  (poten
 tial)  ter  r  orists  cr  ossing  UK bor  ders  (58.0%;  scenario  3).  These  findings
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suggest  that  the  identification  of  potential  suspects  is  one  of  the  purposes
 wher  e  AI  finds  most  acceptance.
 

10.3.4.2  Tr  ust  Levels  across  Usage  Situations 

Considerable  variation  in  opinions  can also  be  obser  ved  for  the  level  of
 tr  ust  in  AI  use  by  policing.  Again,  tr  ust  was  lowest  wher  e  AI  may  cause
 dir  ect  har  ms  to  individuals  themselves,  for  instance,  wher  e  AI  r  eplaces
 999  dispatchers  (26.3%;  scenario  23)  or  wher  e  AI  makes  decisions  about
 an  early  r  elease  of  prisoners  (26.6%;  scenario  16).  Scenarios  with  low  tr  ust
 and  low  acceptance  levels  wer  e  thus  closely  linked.
 

In  contrast,  the  highest  degr  ee  of  public  tr  ust  emerged  for  using  AI
 to  impr  ove  the  administrative  ef  ficiency  of  police  for  ces  by  automating
 the  pur  chase  of  police  unifor  ms  (54.5%;  scenario  20)  but  also  again  for
 the  pr  otection  of  a  child  fr  om  sexual  exploitation  (53.2%;  scenario  5).
 This  seems  to  indicate  that  tr  ust  in  police  use  of  AI  is  highest  both  for
 situations  in  which  AI  deployments  car  r  y  low  risks  for  the  public  and  for
 situations  in  which  AI  can  r  educe  serious  har  ms  to  vulnerable  gr  oups.  It  is
 wor  th  noting,  however,  that  even  the  highest  tr  ust  levels  ar  e  only  slightly
 above  50%,  indicating  a  limited  degr  ee  of  tr  ust  in  AI  use  by  police  overall
 for  specific  usage  scenarios.
 

10.3.4.3  Need  for  Independent  Oversight 

The  context  also  af  fects  the  degr  ee  to  which  the  public  expects  moni
 toring  by  an  independent  body  for  each  AI  deployment.  The  str  ongest
 need  for  independent  oversight  emerged  for  scenarios  in  which  AI  makes
 its  own  decisions  in  high-risk  situations  (e.g.  when  AI  is  used  to  auto
 matically  r  eview  evidence  (63.7%;  scenario  1)  or  to  automatically  identify
 AI-generated child  sexual  exploitation  material  (62.1%;  scenario  7)).  The
 lowest  need  for  independent  oversight  was  found  for  the  pur  chase  of
 unifor  ms  (36.7%;  scenario  20)  and  the  deployment  of  AI  sensors  during
 demonstrations  to  dir  ect  police  r  esour  ces  (45.2%;  scenario  22).
 

10.3.4.4  Links  Between  Acceptance,  Tr  ust  and  Independent
 Oversight 

When  comparing  acceptance,  tr  ust  and  need  for  oversight,  it  is  clear  that
 oversight  by  independent  bodies  is  a  br  oadly  shar  ed  concer  n,  independent
 of  acceptance  and  tr  ust.
 

As  may  be  expected,  r  esults  show  str  ong  expectations  for  independent
 oversight  in  situations  with  low  tr  ust  and  acceptance  (e.g.  scenario  23  in
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which  an  AI  system  takes  emergency  999  calls  or  scenario  17  in  which
 AI  is  deployed  to  speed  up  decisions  r  egar  ding  the  early  r  elease  of  pris
 oners).  However,  independent  oversight  is  also  expected  in  scenarios  that
 show  considerable  levels  of  tr  ust  and  acceptance  (e.g.  scenario  7  in  which
 an  AI  tool  identifies  whether  a  CSAM  image/video  is  AI  generated).
 Monitoring  by  an  independent  oversight  body  is  thus  not  only  needed
 in  situations  of  low  public  acceptance  or  tr  ust  but  expected  by  the  public
 whenever  police  deploy  AI.
 

10.3.5  The  Role  of  AI  Accountability  for  Public  Tr  ust 

The  impor  tance  of  independent  oversight  together  with  concer  ns  about
 negative  AI  consequences  and  of  police  ‘passing  blame  to  AI  if  something
 goes  wr  ong’  points  to  questions  of  accountability  and  tr  ust  in  policing
 organisations.
 

Asked  dir  ectly,  how  much  they  would  tr  ust  police  to  use  AI  account
 ably,  slightly  over  50%  indicated  they  would  (16.3%  of  these  ver  y  much).
 This  leaves  1  in  5  (21.1%)  who  wer  e  neutral  on  the  issue  and  1  in  4
 (25.6%)  who  indicated  distr  ust  in  police  to  use  AI  accountably.
 

To  get  a  better  understanding  of  how  to  impr  ove  tr  ust  in  AI  policing,
 we  pr  ovided  five  measur  es  that  ar  e  commonly  pr  oposed  as  safeguar  ds  (see
 Fig.  10.7).  Explainability  and  justification  emerged  as  the  least  ef  fective
 measur  e  fr  om  the  public’s  perspective:  39.0%  of  r  espondents  signalled
 that  this  would  give  them  only  slight  tr  ust  or  no  tr  ust  at  all  (cp.  Fig.  10.7).
 This  is  higher  than  the  30.4%  who  indicated  that  this  measur  e  would  give
 them  considerable  or  even  ver  y  high  tr  ust.  Compensation  and  redress  far  ed
 slightly  better  (33.3%  considerable/ver  y  high  tr  ust  vs.  35.5%  limited/no
 tr  ust),  as  did  enfor  cement  of  changes  to  the  AI  system  in  cases  wher  e  the
 police  use  of  AI  leads  to  negative  consequences  (33.4%  considerable/ver  y
 high  tr  ust  vs.  35.2%  limited/no  tr  ust).  The  most  ef  fective  measur  es,  and
 the  only  ones  wher  e  ‘tr  ust’  per  centages  wer  e  higher  than those  for  ‘no
 tr  ust’,  wer  e  the  close  monitoring  of  AI  use  and  ef  fective  accountability
 (38.5%  and  40.0%,  r  espectively).  Thus,  none  of  the  five  common  tr  ust
 measur  es  may  be  able  to  instil  tr  ust  by  themselves;  however,  the  r  esults
 do  give  indications  to  public  pr  efer  ences  for  assurance  measur  es. 

In  this  context  it  is  compelling  that  75.5%  of  the  public  wanted  a
 mandator  y  accountability  pr  ocess  befor  e  the  police  deploy  AI.  However,
 less  than  20%  of  the  public  thought  that  AI  accountability  in  policing  is
 suf  ficiently  established  at  this  moment  (cp.  Fig.  10.8).  
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Fig.  10.7  Degr  ee  of  tr  ust  due  to  dif  fer  ent  accountability  measur  es  (adapted
 fr  om:  Bayerl  et  al.  [  1])
 

Fig.  10.8  Per  ceptions  of  cur  r  ent  and  r  equir  ed  AI  accountability  (adapted  fr  om:
 Bayerl  et  al.  [  1])
 

10.4  Implications  for  AI  Deployments  

Results  overall  show  that  a  majority  of  the  UK  public  suppor  ts  AI  in
 policing,  par  ticularly  wher  e  it  enhances  the  ef  fectiveness  of  policing  and
 addr  esses  serious  har  ms  such  as  child  sexual  exploitation  and  ter  r  orism.
 In  the  same  r  egar  d,  findings  suggest  that  AI  should  be  used  to  suppor  t
 (human)  decision-making,  as  tr  ust  dr  ops  sharply  when  AI  is  expected
 to  operate  autonomously  in  making  policing  decisions.  This  may  be
 explained  by  the  fact  public  concer  ns  centr  e  ar  ound  accountability  gaps,
 such  as  a  fear  that  police  ‘will  blame  AI’  if  decisions  go  wr  ong  and
 the  view  that  accountability  is  cur  r  ently  (somewhat  to  totally)  lacking.
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Accor  dingly,  ther  e  is  a  widely  shar  ed  expectation  of  independent  over
 sight,  even  for  deployments  with  high  levels  of  acceptance.  Independent
 oversight  thus  must  be  universal—with  an  expectation  of  mandator  y
 accountability  checks  befor  e  AI  deployments.
 

The  consultation  thus  gives  impor  tant  guidance  on  citizen  expectations
 on  how  to  appr  oach  and  implement  AI  use  in  policing.  Policing  should,
 as  a  minimum: 

• Establish  statutor  y,  independent  oversight  and  accountability  mech
 anisms. 

• Enfor  ce  mandator  y  pr  e-deployment  r  eviews  and  bias  testing.
 

• Str  engthen  transpar  ency  and  citizen  engagement  to  maintain  legiti
 macy.

 

• Apply  a  tier  ed  risk-based  deployment  model,  prioritising  crime
 solving  and  child  pr  otection,  while  r  estricting  high-risk  uses  such  as
 AI-led  999  triage  and  prisoner  r  elease.

 

Together,  these  measur  es  will  cr  eate  an  ‘accountability-first’  AI  model,
 which  can  har  ness  AI’s  benefits  for  policing  while  suppor  ting  public
 acceptance  and  tr  ust.  The  following  section  pr  ovides  detailed  r  ecommen
 dations  on  how  to  achieve  accountable  AI  deployments  in  policing  in  line
 with  public  expectations.
 

10.4.1  Recommendations  for  AI  Deployments  in  Policing  to  Ensur  e
 AI  Accountability  and  Suppor  t  Public  Tr  ust 

10.4.1.1  Measures  for  Gover  nance  and  Oversight 

• Cr  eate  a  statutor  y  AI  Oversight  Authority  for  policing  and  security
 that  is  independent  fr  om  policing  and  law  enfor  cement,  with  powers
 to  monitor,  audit  and  sanction  the  impr  oper  use  of  AI.

 

• Mandate  pr  e-deployment  accountability  r  eviews  for  all  AI  systems,
 including  tests  for  fair  ness,  r  eliability  and  pr  opor  tionality.

 

• Requir  e  r  egular  post-deployment  audits  and  publish  findings  to
 appr  opriate  authorities  and  oversight  bodies.

 

• Build  cr  oss-institutional  coor  dination  to  avoid  siloed  r  egulation.
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10.4.1.2  Measures  for  Enshrining  Accountability
 and  Responsibility  

• Intr  oduce  a  national  framework,  modelled  on  Ombudsman-style
 appr  oaches,  that  r  egulates  r  edr  ess  and  compensation  when  AI  er  r  ors
 cause  er  r  ors  or  har  m. 

• Requir  e  r  ecor  d-keeping  (‘AI  decision  logs’)  for  all  uses  in  critical
 policing  tasks  to  ensur  e  the  traceability  for  cour  ts,  oversight  bodies
 and  citizens. 

• Caution  against  the  transfer  of  ‘blame’  fr  om  police  to  AI  systems;
 ensur  e  accountability  always  r  ests  with  the  pr  ovider  and/or  user
 deploying  the  AI.

 

10.4.1.3  Measures  to  Improve  Transparency  and  Public
 Communication  

• Implement  Transpar  ency-by-Default  r  equiring  police  for  ces  to
 disclose  wher  e,  why  and  how  AI  is  being  deployed,  including  details
 of  training  data  sour  ces  (under  consideration  of  operation/legal
 r  estrictions  such  as  national  security  or  victim  pr  otection).

 

• Pr  oduce  plain-language  impact  assessments  for  each  AI  deployment
 that  ar  e  available  to  the  public  (under  consideration  of  operation/
 legal  r  estrictions).

 

• Ensur  e  public  awar  eness  of  AI  deployments  by  clarifying  benefits,
 risks  and  limits  of  AI  in  policing  to  counter  misinfor  mation.

 

10.4.1.4  Measures  for  Deployment  and  Risk  Management 

• Implement  a  tier  ed  deployment  model:
 

– Light  oversight  for  low-risk  ef  ficiency  AI  (e.g.  logistics,
 scheduling,  admin).

 

– Monitoring  with  human-in-the-loop  for  medium-risk  opera
 tional  AI  (e.g.  crime  patter  n  analysis,  for  ensics  suppor  t,  life
 facial  r  ecognition).

 

– Tight  r  estriction  or  pr  ohibition  for  high-risk  decision  AI  (e.g.
 sentencing,  prisoner  r  elease,  emergency  call  triage).

 

• Requir  e  final  human  decision-making  for  any  system  that  af  fects
 liber  ty,  safety,  rights  (e.g.  detention,  bail,  sur  veillance)  or  complaints.
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• Review  AI  uses  with  low  public  acceptance  and  high  risk  (e.g.
 AI  r  eplacing  999  operators,  autonomous  patr  ol  r  obots)  to  ensur  e
 benefits  outweigh  the  risks.

 

10.4.1.5  Measures  to  Remove/Mitigate  Biases  and  Ensure  Fair  ness
 and  Equality  

• Requir  e  bias  testing  acr  oss  demographic  gr  oups  befor  e  AI  pr  ocur  e
 ment  and  during  AI  deployment.

 

• Establish  documentation  of  any  known  biases  and,  wher  e  r  equir  ed,
 ensur  e  appr  opriate  mitigation  measur  es.

 

• Establish  citizen-infor  med  fair  ness  benchmarks,  especially  wher  e
 vulnerable  or  historically  over-policed  gr  oups  ar  e  involved.

 

• Ensur  e  the  independent  testing  of  systems  befor  e  appr  oval.
 

• Mandate  r  egular  Equality  Impact  Assessments  for  AI  tools  in  use.
 

10.4.1.6  Measure  for  Privacy  and  Data  Protection 

• Intr  oduce  a  ‘necessity  and  pr  opor  tionality  test’  befor  e  deploying
 AI  with  large-scale  data collection  fr  om  the  public  (e.g.  facial
 r  ecognition,  social  media  monitoring).

 

• Requir  e  data  minimisation  and  purpose  limitation  in  AI  deploy
 ments,  aligned  with  GDPR  and  r  elevant  national  r  egulations.

 

10.4.1.7  Measure  for  Improved  Citizen  Engagement
 and  Tr  ust-Building 

• Establish  citizen  panels  or  advisor  y  councils  on  AI  policing  to
 pr  ovide  continuous  input  into  gover  nance.

 

• Institutionalise  r  egular  citizen  consultations  at  national  and  r  egional
 levels  to  captur  e  evolving  public  sentiment.

 

• Ensur  e  citizen consultations  comprise  a  compr  ehensive  spectr  um  of
 citizen  demographics  and captur  e  subgr  oup-specific  benefit  expecta
 tions,  as  well  as  subgr  oup-specific  concer  ns.

 

• Incorporate  youth  perspectives  into  AI  accountability  debates,
 r  ecognising  generational  dif  fer  ences  in  tr  ust.
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10.4.1.8  Measures  for  Capacity  Building  and  Training 

• Pr  ovide  specialist  AI  literacy  training  for  of  ficers  and  staf  f  to  ensur  e
 they  understand  system  limits  and  ethical  considerations.

 

• Develop  cr  oss-disciplinar  y  training  for  oversight  bodies  (law,  ethics,
 data  science,  human  rights)  with  a  specific  focus  on  AI  account
 ability.

 

• Build  a  central  AI  in  Policing  Knowledge  Hub  for  sharing  best  prac
 tices,  r  ed  flags  and  audit  r  esults  acr  oss  police  for  ces  and  connected
 stakeholders. 
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C  H  A  P  T  E  R  11 

Appr  oaches  to  AI  Accountability  and  AI
 Compliance-by-Design  for  R&I  Pr  ojects

 in  Policing  and  Security:  Lessons  Lear  ned
 fr  om  STARLIGHT 

Christopher  Guiver and  Helen  Gibson 

11.1  Introduction  

As  Ar  tificial  Intelligence  (AI)  technologies  have  developed  over  the  past
 10  years,  the  need  for  gover  nance—legislatively,  organisationally,  ethically
 and  morally—has  emerged.  This  has  led  national  and  supranational  bodies
 to  adopt  dif  fering  appr  oaches  to  gover  nance;  the  Eur  opean  Union,  for
 example,  thr  ough  the  AI  Act,  

1 has  adopted  an  appr  oach  gr  ounded  in
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 Regulation  (EU)  2024/1689  of  the  Eur  opean  Parliament  and  of  the  Council  of  13

 June  2024  laying  down  har  monised  r  ules  on  ar  tificial  intelligence  and  amending  Regula
 tions  (EC)  No  300/2008,  (EU)  No  167/2013,  (EU)  No  168/2013,  (EU)  2018/858,
 (EU)  2018/1139  and  (EU)  2019/2144  and  Dir  ectives  2014/90/EU,  (EU)  2016/797
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primar  y  legislation,  albeit  suppor  ted  by  extensive  guidelines  and  under
 pinned  by  long-standing  ethical input  [ 4].  Other  jurisdictions  such as
 the  UK,  at  least  for  now,  have  a  general  framework,  while  devolving
 implementation  r  ules  to  sector-specific  r  egulators  and  bodies  [ 7].
 

In  this  chapter,  we  focus  on  how  the  EU’s  legislation-first
 appr  oach  impacts  the  development  of  policing  and  security  technologies
 thr  oughout  the  innovation  and  development  cycle.  Section  11.2  intr  o
 duces  the  positioning  of  AI  development  within  the  EU’s  Resear  ch  and
 Innovation  framework,  the  impact  the  AI  Act  has  had  on  this  develop
 ment  to  date  and  the  challenges  and  available  mechanisms  for  addr  essing
 them.  Section  11.3  follows  by  briefly  describing  the  AP4AI  (Account
 ability  Principles  for  AI)  pr  oject,  its  r  elationship  and  dif  fer  ences  to  AIPAS
 and  the  specific  elements  adapted  to  the  EU  context.  Section  11.4  intr  o
 duces  the  STARLIGHT  pr  oject:  a  large  R&I  pr  oject  designed  to  develop
 AI  technologies  for  security  and  elaborates  it  as  an  example  for  imple
 menting  AI  accountability  and  compliance-by-design  in  r  esear  ch.  The
 final  section  r  eflects  on  the  lessons  lear  ned  and  pr  oposes  intr  oducing  a
 thr  ee-phase  appr  oach  to  utilising  AP4AI  in  futur  e  EU  R&I  pr  ojects  for
 policing  and  security.
 

11.2  AI  in  Security  Research  

11.2.1  The  Role  of  Resear  ch  and  Innovation  Pr  ojects  in  the  AI
 Development  Cycle  

Resear  ch  and  innovation  (R&I)  pr  ojects  funded  thr  ough  Eur  opean
 pr  ogrammes  such  as  Horizon  Eur  ope  play  a  cr  ucial  r  ole  in  the  devel
 opment  lifecycle  of  AI  technologies  for  security  applications  in  Eur  ope.
 These  pr  ojects  ser  ve  as  experimental  envir  onments  wher  e  new  analyt
 ical  techniques,  technological  tools  and  operational  concepts  can  be
 developed  and  tested  befor  e  potential  adoption  by  law  enfor  cement  and
 security  organisations.
 

Unlike  commer  cial  technology  development,  security-focused  R&I
 pr  ojects  typically  involve  multi-stakeholder  consor  tia  composed  of
 r  esear  ch  institutions,  technology  developers,  law  enfor  cement  agencies
 and  policy  exper  ts.  This  collaborative  str  uctur  e  enables  inter  disciplinar  y
 

and  (EU)  2020/1828  (Ar  tificial  Intelligence  Act)  (Text  with  EEA  r  elevance)  OJ  L,  2024/
 1689  (2024).  
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innovation  while  simultaneously  intr  oducing  gover  nance  complexities,
 par  ticularly  when  pr  ojects  aim  to  develop  technologies  that  may  ultimately
 be  deployed  into  operational  policing  envir  onments.
 

In  par  ticular,  such  pr  ojects  pose  specific  legal  and  ethical  challenges:
 they  must  ensur  e  compliance  with  r  esear  ch  ethics  r  equir  ements  while  also
 positioning  themselves  in  a  way  that  could  enable  futur  e  deployment  in  an
 operational  envir  onment.  This  is  abundantly  clear  when  we  consider  the
 axis  between  AI  and  data  pr  otection.  For  example,  a  cor  e  r  equir  ement  for
 many  police  investigations  is  to  identify  the  perpetrator  and/or  the  victim.
 This  necessitates  the  involvement  of  personal  data, with  clear  and  justi
 fied  r  easons  under  the  Law  Enfor  cement  Dir  ective  (LED). 

2 In  r  esear  ch,
 pr  ocessing  personal  data  in  a  similar  manner  may  not  be  necessar  y  and
 pr  opor  tionate,  nor  may  it  comply  with  other  principles  under  the  General
 Data  Pr  otection  Regulation  (GDPR),  for  the  purposes  of car  r  ying  out
 the  r  esear  ch.  This  tension  can  af  fect  the  development  and  evaluation
 of  such  tools;  thus,  AI  r  esear  chers  need a  good  understanding  of  the
 interplay  between  these  dif  fer  ent  legal  frameworks  in  the  operational
 envir  onment,  as  well  as  in  the  r  esear  ch  one.  Consequently,  gover  nance
 mechanisms  for  accountability,  transpar  ency  and  r  egulator  y  compliance
 must  be  integrated  into  technical  development  pr  ocesses  at  an  early  stage.
 In  parallel,  challenges  with  data  gover  nance  thr  ough  AI  training  must
 also  be  addr  essed,  par  ticularly  issues  of  consent,  discrimination,  fair  ness,
 ownership,  privacy,  sur  veillance  and  tr  ust  [ 6].
 

One  such  method  of  addr  essing  this  is  thr  ough  embedding  gover
 nance  and  accountability  appr  oaches  upfr  ont  in  the  pr  oject  design.
 Typically,  AI  systems  developed  within  such  pr  ojects  often  evolve  itera
 tively  thr  oughout  the  pr  oject  lifecycle.  Ther  efor  e,  ensuring  such  checks
 and  balances  ar  e  embedded  into  the  pr  oject,  at  the  cor  r  ect  inter  vention
 points,  is  cr  ucial.
 

2
 Dir  ective  (EU)  2016/680  of  the  Eur  opean  Parliament  and  of  the  Council  of  27  April

 2016  on  the  pr  otection  of  natural  persons  with  r  egar  d  to  the  pr  ocessing  of  personal  data
 by  competent  authorities  for  the  purposes  of  the  pr  evention,  investigation,  detection  or
 pr  osecution  of  criminal  of  fences  or  the  execution  of  criminal  penalties  and  on  the  fr  ee
 movement  of  such  data  and  r  epealing  Council  Framework  Decision  2008/977/JHA.  OJ
 L  119  (2016).  
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11.3  STARLIGHT  Project  

In  this  chapter,  we  use  the  Sustainable  Autonomy  and  Resilience  for
 LEAs  using  AI  against  High  priority  Thr  eats  (STARLIGHT) 

3 pr  oject  as
 an  illustrative  example  of  dif  fer  ent  appr  oaches  to  embedding  legal  and
 accountability  r  equir  ements  into  EU  R&I.  STARLIGHT  aimed  to  bring
 law enfor  cement  agencies  (LEAs),  r  esear  chers,  industr  y  and  practitioners
 in  the  security  ecosystem  together  under  a  coor  dinated  and  strategic  ef  for  t
 to  innovate  and  develop  AI  solutions  fr  om  r  esear  ch  and  incr  ease  their
 maturity  towar  ds  a  level  wher  e  they  could  be  r  ealised  in  operational  prac
 tice.  The  pr  oject  engaged  50  par  tners  dir  ectly,  of  which  13  wer  e  law
 enfor  cement  agencies.
 

STARLIGHT  was  an  excellent  test  case  as  the  variety  of  AI  solutions
 cover  ed  a  number  of  dif  fer  ent  stages  of  the  investigation  pr  ocess—fr  om
 dataset  acquisition  and  development  to  data  (pr  e-pr  ocessing),  AI-based
 analysis  and  analytics,  as  well  as  of  fensive  and  defensive  cybersecurity
 solutions.  This  led  to  a  wide-ranging  AI  toolkit  that  encompasses  tools
 designed  to  r  edefine  how  we  appr  oach  security  challenges  with  moder  n,
 innovative  technology.  These  tools  exemplify  AI’s  potential  to  tackle
 complex  security  issues  and  include  visual  and  audio/text  pr  ocessing
 analytics  designed  to  empower  law  enfor  cement  agencies  with  advanced
 capabilities  for  enhanced  security  and  investigation.  (For  mor  e  details
 on  the  outcomes  of  STARLIGHT,  see  the  STARLIGHT  Pr  oject  Results
 Br  ochur  e 

4 ).
 

11.3.1  The  Impact  of  the  EU  AI  Act  on  Security  Resear  ch 

The  development  of  the  STARLIGHT  pr  oject  occur  r  ed  during  a  period
 of  significant  r  egulator  y  change  within  the  Eur  opean  Union.  The
 pr  oposal  and  subsequent  adoption  of  the  EU  Ar  tificial  Intelligence  Act
 intr  oduced  a  compr  ehensive  risk-based  r  egulator  y  framework  to  ensur  e
 that  AI  systems  placed  on  the  Eur  opean  market  meet  r  equir  ements  for
 safety,  transpar  ency,  accountability  and  the  pr  otection  of  fundamental
 rights.
 

3
 https://starlight-h2020.eu.  

4
 STARLIGHT  Pr  oject  Results  Br  ochur  e:  https://starlight-h2020.eu/news/2026-01/

 starlight-pr  oject-r  esults-br  ochur  e.  

https://starlight-h2020.eu
https://starlight-h2020.eu/news/2026-01/starlight-project-results-brochure
https://starlight-h2020.eu/news/2026-01/starlight-project-results-brochure
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The  AI  Act  utilises  a  risk-based  appr  oach  to  compliance  with  ‘riskier’
 applications  (labelling  them  as  ‘high-risk’)  and  r  equiring  stricter  gover
 nance  pr  ocesses  (see  Chap.  4).  In  par  ticular,  cer  tain  AI  applications  used
 in  policing  and  security  contexts  may  fall  within  the  categor  y  of  high-risk
 AI  systems,  which  ar  e  subject  to  enhanced  obligations  concer  ning  docu
 mentation,  risk  management,  human  oversight  and  traceability.  Although
 r  esear  ch  pr  ojects  may  not  always  pr  oduce  immediately  deployable  systems,
 technologies  developed  within  such  pr  ojects  fr  equently  ser  ve  as  pr  ecur
 sors  to  operational  tools.  As  a  r  esult,  r  esear  ch  pr  ojects  must  incr  easingly
 anticipate  futur  e  r  egulator  y  r  equir  ements  and  integrate  gover  nance  mech
 anisms  to  suppor  t  compliance  as  systems  transition  fr  om  experimental
 envir  onments  to  operational  use.
 

11.3.2  The  Role  of  AI  Accountability  in  R&I  Pr  ojects 

As  we  have  seen  in  the  other  chapters  (e.g.  Chap.  2  for  accountability,
 Chap.  6  for  organisational  best  practices  and  Chap.  10  for  societal
 expectations),  policing  and  security  organisations  do  not  just  have  legal
 obligations;  they  ar  e  also  accountable  to  the  public  they  ser  ve.  Whether
 that  is  in  the  UK  or  Eur  ope,  the  functioning  of  a  democratic  society
 r  elies  on  tr  ust  and  legitimacy  of  the  police.  Ensuring  accountability in
 the  development  of  AI  systems  intended  for  policing  and  security  appli
 cations,  wher  e  the  potential  for  catastr  ophic  consequences  and  serious
 r  eputational  damage  is  high,  is  ther  efor  e  essential.  The  documentation
 of  gover  nance  mechanisms  such  as  risk  assessments,  development r  ecor  ds
 and  auditability  pr  ocesses  can also  ser  ve  as  an  impor  tant  pr  ecursor  to
 for  mal  r  egulator  y  compliance.
 

Ther  efor  e,  in  addition  to  the  ethics  and  legal  compliance  r  esear  ch
 pr  ojects  need  to  consider,  ensuring  that  the  AI  systems  developed
 demonstrate  that  they  align  with  the  moral  obligations  r  equir  ed  by
 policing  is  also  imperative.  Establishing  such  gover  nance  practices  during
 the  r  esear  ch  phase  can  significantly  r  educe  compliance  risks  in  later
 stages  of  technological  deployment,  par  ticularly  when  aligned  with  the
 policing  organisations  that  will  ultimately  use  them.  This  chapter  ther  e
 for  e  explor  es  how  accountability  frameworks  can  be  implemented  within
 r  esear  ch  envir  onments  to  suppor  t  AI  compliance-by-design,  drawing  on
 the  practical  experience  of  the  pr  ojects.
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11.4  AP4AI:  An  A  ccountability

 Framework  for  AI  in  Policing  and  Security 

The  Accountability  Principles  for  Ar  tificial  Intelligence  (AP4AI) 

5 frame
 work  was  developed  to  pr  ovide  str  uctur  ed  guidance  for  the  r  esponsible
 development  and  deployment  of  AI  systems  in  the  policing  and  inter  nal
 security  domains,  with  a  focus  on  the  Eur  opean  context [ 1].
 

The  framework  emerged  fr  om  collaborative  work  involving  law
 enfor  cement  organisations,  academic  r  esear  chers,  policy  exper  ts  and  tech
 nology  specialists.  Its  primar  y  objective  was  to  establish  gover  nance
 mechanisms  capable  of  suppor  ting  lawful  and  r  esponsible  AI  adoption  and
 development  within  the  security  and  policing  domain  while  maintaining
 public  tr  ust  in  law  enfor  cement  institutions  [ 1,  2].
 

As  with  AIPAS  (Chap.  5),  AP4AI  translates  the  afor  ementioned
 accountability  principles  into practical  assessment  mechanisms  that organ
 isations  can  use  to  evaluate  the  gover  nance  and  compliance  status  of  AI
 systems  thr  oughout  the  development  lifecycle  [ 2].
 

Fur  ther  mor  e,  during  implementation  of  the  framework  in  the
 STARLIGHT  pr  oject,  AP4AI  under  went  significant  development  to  align
 with  the  EU  AI  Act.  This  pr  ovided  a  unique  selling  point  for  AP4AI,
 pr  oviding  one  of  the  first  self-assessment  appr  oaches  to  AI  Act  compli
 ance,  while  maintaining  the  cr  ucial  link  to  accountability  mechanisms.
 Fur  ther  mor  e,  neither  AI,  policing  nor  accountability  can  be  consider  ed
 a  static  pr  ocess.  Ther  efor  e,  as  r  esear  ch  into  AI  accountability  in  policing
 evolved  under  AIPAS  (Chap.  5),  a  har  monisation  to  a  single  set  of  princi
 ples  was  also  str  eamlined  into  AP4AI,  ensuring  that the  AP4AI  framework
 continued  to  adopt  best  and  accepted  practices  in  AI  accountability  for
 policing  and  security.
 

To  operationalise  the  AP4AI  framework,  a  web-based  self-assessment
 platfor  m  was  deployed  to  suppor  t  developers,  r  esear  chers  and  practi
 tioners  in  evaluating  whether  their  AI  systems  met  accountability  and
 r  egulator  y  r  equir  ements.  Practically  speaking,  the  AP4AI  self-assessment
 platfor  m  is  aligned  to  the  featur  es  and  inter  face  of  the  AIPAS  platfor  m
 (Chap.  9);  thus,  we  only  describe  the  elements  unique  and  r  elevant  to
 AP4AI  her  e. 

In  the  configuration  used  during  the  STARLIGHT  pr  oject,  the  AP4AI
 assessment  consisted  of  thr  ee  main  sections: 

5
 https://ap4ai.eu.  

https://ap4ai.eu
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1. General  System  Infor  mation:  this  section  collects  contextual  infor
 mation  about  both  the  AI  system  under  assessment  and  the
 organisation  conducting  the  AP4AI  evaluation.  It  seeks  to  estab
 lish  whether  the  system  falls  within  the  scope  of  the  EU  AI  Act,
 including  deter  mining  whether  it  may  be  classified  as  a  pr  ohibited  AI
 practice  or  a  high-risk  application.  In  addition,  the  section  gathers
 fur  ther  details  r  egar  ding  the  characteristics  of  the  AI  system  itself,
 including  whether the  technology  has  been  developed  inter  nally  or
 pr  ocur  ed  as  thir  d-par  ty  softwar  e.

 

2. Accountability  Principles  Assessment  (AP4AI):  the  AP4AI
 section  enables  practitioners  within  the  security  and  justice  domains
 to  assess,  r  eview  and  document  the  accountability  of  their  AI
 applications  thr  oughout  the  entir  e  system  lifecycle.  The  frame
 work  pr  ovides  a  compr  ehensive  appr  oach  to  AI  accountability  by
 addr  essing  gover  nance  considerations  acr  oss  the  design,  pr  ocur  e
 ment  and  deployment  of  AI  tools,  as  well  as  their  operational
 outcomes  and  societal  impacts.  Thr  ough  this  str  uctur  ed  assessment
 pr  ocess,  practitioners  ar  e  able  to  har  ness  the  benefits  of  AI  tech
 nologies  while  demonstrating  r  esponsible  and transpar  ent  use  to
 oversight  bodies  and  the  wider  public.  The  assessment  of  account
 ability  is  split  between  the  eight  separate  sections,  with  dir  ect  links
 to  the  12  accountability  principles.

 

3. Alignment  with  EU  AI  Act  Requirements:  this  section  enables
 security  and  justice  practitioners  to  assess,  r  eview  and  document  the
 alignment  of  their  AI  applications  with  the  risk-based  r  egulator  y
 r  equir  ements  set  out  in  the  EU  AI  Act.  The  assessment  framework
 incorporates  the  obligations  defined  for  AI  pr  oviders,  deployers,
 impor  ters,  distributors  and  authorised  r  epr  esentatives  under  Regu
 lation  (EU)  2024/1689.  These  r  equir  ements  ar  e  str  uctur  ed  within
 the  platfor  m  to  enable  users  to  systematically  assess  their  pr  epar  ed
 ness  for  compliance  and  identify  potential  gaps  in  gover  nance,
 documentation  or  operational  practices  befor  e  deploying  AI  systems.
 Each  subsection  of  this  section  of  the  assessment  dir  ectly  targets
 specific  ar  ticles  of  the  AI  Act,  with  an  explicit  focus  on  the  compli
 ance  obligations  for  high-risk  AI  system,  specifically: 
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(a) Risk  Management  System  (Ar  ticle  9):  this  ensur  es  a  holistic
 appr  oach  to  AI  safety  and  r  eliability,  considering  risks  for  individ
 uals  and  society.  Questions  explicitly  consider  the  user  context,
 such  as  the  intended  users’  exper  tise,  training  and  envir  onment.

 

(b) Data  and  Data  Gover  nance  (Ar  ticle  10):  for  both  development
 of  AI  models,  testing  and  training  and  deployment  pr  ocessing.

 

(c) Technical  Documentation  (Ar  ticle  11)  and  Record-Keeping
 (Ar  ticle  12):  addr  ess  the  keeping  of  the  output  and  outcomes  of
 the  AI  system  in  logs,  as  well  as  traceability,  risk  monitoring  and
 technical  documentation,  alongside  confor  mity  with  r  egulator  y
 standar  ds. 

(d) Transparency  and  Provision  of  Infor  mation  (Ar  ticle  13):  to
 ensur  e  r  elevant  stakeholders  can  interpr  et  outputs  appr  opriately.

 

(e) Human  Oversight  (Ar  ticle  14):  high-risk  AI  systems  should  be
 designed  and  developed  in  such  a  way  that  natural  persons  can
 oversee  their  functioning,  ensur  e  that  they  ar  e  used  as  intended,
 and  that  their  impacts  ar  e  addr  essed  over  the  system’s  lifecycle.

 

(f) Accuracy,  Robustness  and  Cyber  Security  (Ar  ticle  15):  high
 risk  AI  systems  shall  be  designed  and  developed  in  such  a  way
 that  they  achieve  an  appr  opriate  level  of  accuracy,  r  obustness
 and  cybersecurity,  and  that  they  per  for  m  consistently  in  those
 r  espects  thr  oughout  their  lifecycle.

 

(g) Obligations  for  providers,  deployers,  impor  ters,  distributors
 and  authorised  representatives  of  high-risk  systems  and  other
 par  ties  (Sect.  11.3).

 

(h)  General  Purpose  AI:  the  AI  Act  sets  for  th  specific  r  equir  ements
 for  AI  systems  that  can  be  consider  ed  as  general  purpose  AI
 (GPAI).

 

(i)  Fundamental  Rights  Impact  Assessment  (FRIA):  a  manda
 tor  y  pr  e-deployment  r  eview  by  deployers  of  the  impact  on
 fundamental  rights  of  the  AI  system.

 

The  complete  assessment  contains  appr  oximately  178  questions,
 depending  on  the  type  and  functions  of  the  AI  system  being  assessed,
 addr  essing  issues  including  system  design,  data  gover  nance,  documenta
 tion  practices,  risk  management  pr  ocedur  es  and  oversight  mechanisms.
 

Most  questions  ar  e  str  uctur  ed  using  a  thr  ee-point  r  esponse  scale,
 r  esulting  in  the  contribution  of  the  following  analytics  in  the  final  r  epor  t
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of  ‘achieved’,  ‘in  pr  ogr  ess’  or  ‘needs  addr  essing’,  accompanied  by  fr  ee
 text  fields  that  allow  r  espondents  to  pr  ovide  explanations  and  r  efer  ences
 to  suppor  ting  documentation.
 

At  the  end  of  an  assessment,  r  epor  ts  ar  e  generated  that  pr  ovide  an
 over  view  of  the  overall  assessment,  ar  eas  r  equiring  r  emedial  compliance
 actions  and  a  detailed  over  view  of  all  AI  Act-r  elated  r  esponses.  These  can
 be  used  as  suppor  ting  documentation  for  compliance  and  accountability
 pr  ocesses.
 

11.5  AI  A  ccountability  and  Compliance

 in  R&I:  STARLIGHT  as  Test  Case  

11.5.1  STARLIGHT  Development  and  Assessment  Pr  ocess 

STARLIGHT,  as  the  largest  EU-funded  pr  oject  focused  on  the  develop
 ment  of  AI  technologies  for  security,  had  a  r  esponsibility  to demonstrate
 accountable  and  compliant  use  of  AI  within  the  pr  oject.  The  pr  oject  was
 highly  operationally  focused,  with  a  str  ong  emphasis  on  co-development
 among  practitioners,  technical  and  r  esear  ch  par  tners.  Fur  ther  mor  e,  as
 pr  eviously  mentioned,  the  pr  oject  was  active  during  the  drafting,  trilogues
 and,  ultimately,  the  political  agr  eement  on  the  AI  Act.  While  the  majority
 of  the  AI  Act,  par  ticularly  the  aspects  r  elevant  to  STARLIGHT,  did  not
 come  into  for  ce  during  the  pr  oject’s  lifetime,  the  pr  oject  had  the  oppor
 tunity  to  be  a  trailblazer  for  EU-funded  civil  security  pr  ojects  developing
 AI  and  to  contribute  to  best  practice.
 

STARLIGHT  extensively  developed  AI  tools,  at  var  ying  levels  of  matu
 rity  accor  ding  to  the  technology  r  eadiness  level  scale  (TRL)  [ 3],  with
 all  tools  r  equir  ed  to  undergo  an  AP4AI  assessment  prior  to  any  piloting
 activity,  with  the  stipulation  that all  tools  should  follow  the  ‘high-risk’
 r  oute  of  assessment  to demonstrate  maximum  compliance  and  account
 ability,  in  line  with  Ar  ticle  95  of  the  AI  Act.  Thr  oughout  the  pr  oject,  60
 AI  tools  under  went  an  AP4AI  assessment,  with  up  to  9000  individual
 questions  answer  ed  (Figur  e  11.1  shows  an  example  fr  om  the  AP4AI
 dashboar  d). 

Fur  ther  mor  e,  in  STARLIGHT,  organisations  wer  e  not  simply  left  to
 complete  the  assessments  themselves;  they  wer  e  suppor  ted  by  str  uctur  ed
 guidance  fr  om  legal  and  accountability  exper  ts,  both  within  their  own
 organisations  and  the  pr  ojects.  Each  assessment  r  eceived  a  compr  ehen
 sive  r  eview  fr  om  the  r  esear  ch  team,  followed  up  thr  ough  online  meetings,
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Fig.  11.1  AP4AI  assessment  dashboar  d  analytics
 

enabling  the  identification  of  common  challenges  and  appr  oaches  to  navi
 gating  them.  Such  conversations  often  involved  addr  essing  complex  legal
 interpr  etations  of  how  the  AI  Act  would  be  applied  befor  e  it  enter  ed  into
 for  ce.  Such  an  appr  oach  was  beneficial  for  both  sides  in  understanding
 the  complexities  of  the  AI  Act  and  its  implementation,  enabling  ever  yone
 to  be  better  pr  epar  ed.  Upon  completion  and  sign-of  f  of  the  assessment,
 tool  pr  oviders  wer  e  able  to  use  their  completed  assessment  r  epor  ts  to
 demonstrate  their  engagement  with  the  compliance  pr  ocess.
 

Analytics  fr  om  the  platfor  m  showcased  that  71%  of  questions  answer  ed
 wer  e  marked  as  ‘achieved’,  16%  marked  as  ‘in  pr  ogr  ess’  and  13%  marked
 as  ‘needs  addr  essing’.  This  showed  that,  on  average,  assessed  systems
 had  identified  themselves  as  meeting  the  majority  of  compliance  and
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accountability  criteria,  with  a  smaller  por  tion  still  working  towar  ds  full
 alignment.
 

The  platfor  m’s  dashboar  d  analytics  showed  that  the  majority  of  the
 answers  focused  on  thr  ee  cor  e  domains  based  on  the  wor  dcount  graph:
 the  tool,  data  and  documentation,  as  shown  in  Fig.  11.2,  demonstrating
 str  ong  emphasis  on  the  practical,  data-driven  and  evidence-based  aspects
 of  compliance  and  accountability. 

Some  of  the  limitations  for  assessments  that ar  e  implemented  during
 R&I  pr  ojects  ar  e  discussed  later  in  the  section;  however,  some  of  the  most
 common  challenges  ar  ound  the  AI  Act  itself  pr  oved  to  be  the  following:
 

Fig.  11.2  STARLIGHT  AP4AI  platfor  m  wor  dcloud
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• Classification  of  high-risk  systems,  including  identifying  the  intended
 purpose  of  the  system  and  the  specific  ar  eas  of  application  under
 Annex  III. 

• Ability  to  document  whether  the  AI  system  pr  ovides  an  evidential
 function  or  a  decision  suppor  t  function.

 

• Underlying  model  compliance,  r  elating  to  pr  e-trained  models  and
 their  training  data,  licensing  conditions  and  trade-of  fs  between
 accuracy,  pr  ecision  and  compliance.

 

• Management  of  bias  assessment  and  mitigation  measur  es,  especially
 for  pr  e-trained  models.

 

• Challenges  in  assessing  AI components  that  for  m  par  t  of  a  larger  AI
 system.

 

• Aspects  wher  e  the  emphasis  is  on  deployer  rather  than  pr  ovider
 compliance.

 

These  elements  highlight  not  only  the  challenges  that  r  esear  ch  pr  ojects
 may  face  but  also  the  intensity  of  the  complexity  faced  by  anyone
 deploying  an  AI  system  within  the  EU.
 

After  the  successful  implementation  in  STARLIGHT,  AP4AI  was  also
 deployed  in  another  Horizon  Eur  ope  pr  oject—Fight  Against  Large-scale
 Cor  r  uption  and  Organised  Crime  Networks  (FALCON), 

6 contributing
 to  compliance  activities  r  elated  to  tr  ustwor  thy  AI,  which  also  included
 technical  explainability  of  AI  decisions  and  output  tr  ustwor  thiness.  Unlike
 in  STARLIGHT,  the  assessments  took  a  mor  e  hands-of  f  appr  oach,
 allowing  developers  to  under  take  assessments  with  minimal  guidance.
 This  appr  oach  was  intentional  in  or  der  to  assess  the  usability  and  intu
 itiveness  of  the  AP4AI  system  and  accountability  framework.
 

A  key  objective  in  the  continued  development  of  the  AP4AI  plat
 for  m  has  been  to  pr  ovide  an  intuitive  and  accessible  self-assessment
 envir  onment  that  enables  organisations  to  independently  evaluate  the
 accountability  and  r  egulator  y  pr  epar  edness  of  their  AI  systems.  As  AP4AI
 and  AIPAS  ar  e  adopted  by  fur  ther  pr  ojects  and  organisations,  the need
 for  a  decentralised  self-assessment  pr  ocess  becomes  paramount.  Organi
 sations  must  be  able  to  evaluate  their  AI  systems  and  their  use  ther  eof
 independently.  Technical  suppor  t  for  the  platfor  m  and  guidance  on  inter
 pr  eting  assessment  criteria  r  emain  available  as  r  equir  ed;  however,  the
 

6
 https://www.falcon-horizon.eu/.  
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long-ter  m  objective  is  to  enable  organisations  to  embed  AI  accountability
 and  compliance  assessments  within  their  own  gover  nance  pr  ocesses.
 

11.5.2  Success  and  Challenges  of  Implementing  AI  Act  Compliance
 in  R&I  Pr  ojects  

The  AI  Act  has,  undoubtedly,  br  ought  with  it  a  significant  incr  ease  in  the
 number  of  gover  nance  and  compliance  factors  that  need  to  be  consid
 er  ed  within  the  AI  development  pr  ocess.  For  high-risk  systems,  these  ar  e
 mor  e  complex  than  for  similar  legislation,  such  as  the  GDPR.  The  crit
 ical  success  of  the  implementation  of  AP4AI  within  STARLIGHT  was
 the  incr  ease  in  literacy  r  elated  to  the  AI  Act  and  AI  accountability  consid
 erations  r  ecognised  by  developers  and  practitioners  alike.  This  level  of
 engagement  immediately  translated  itself  into  the  r  equest  for  implemen
 tation  in  the  FALCON  pr  oject,  highlighting  both  the  value  of  the  tool
 and  the  pr  ocess.  By  demystifying  the  r  equir  ements  and  compliance  obli
 gations,  this  helped  many  of  those  working  in  the  ar  ea  that  they  ar  e
 alr  eady  considering  many of  the  necessar  y  aspects  (e.g.  r  elated  to  data,
 bias,  transpar  ency,  human  oversight  and  similar)  during  the  course  of
 their  development  pr  ocesses,  and  that  for  mally  documenting  much  of  this
 infor  mation  allows  for  a  significant  step  for  war  d  towar  ds  compliance.
 

Of  course,  during  the  early  stages  of  the  pr  ojects,  the  EU  AI  Act
 had  not  yet  been  finalised,  meaning  that  pr  ecise  compliance  r  equir  e
 ments  wer  e  still  subject  to  change;  this  unfor  tunately  meant  that  updates
 to  self-assessments  had  to  be  made  by  developers  as  time  went  on  to
 continuously  ensur  e  compliance.  The  lack  of  stability  in  the  AI  Act
 implementation  during  the  cur  r  ent  period,  such  as  with  the  digital  simpli
 fication  package,  is  still  impacting  on  pr  ocesses  for  managing  compliance
 activities  and  will  ultimately  necessitate  updates  to  the  AP4AI  framework
 and  pr  eviously  completed  compliance  assessments.
 

Alongside  this,  R&I  pr  ojects  ar  e  inher  ently  experimental,  with  tech
 nologies  evolving  rapidly  thr  oughout  the  pr  oject  lifecycle.  This  made  it
 dif  ficult  to  apply  evolving  gover  nance  frameworks  designed  for  devel
 oping  pr  oduction  systems;  however,  waiting  until  post-development  to
 make  a  r  etr  ospective  assessment  also  makes  it  dif  ficult  to  r  e-engineer
 solutions  if  ther  e  was  a  gap  in  compliance.  Ther  efor  e,  it  may  also  be
 beneficial  for  the  system  to  highlight  which  aspects  ar  e  non-negotiable
 to  consider  prior  to  development  and  deployment,  and  which  need
 continuous  monitoring  during  the  maintenance  phase.
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Resear  ch  itself  is  quite  a  dif  fer  ent  pr  ocess  fr  om  developing  a  commer
 cially  focused  pr  oduct  fr  om  the  outset.  Naturally,  r  esear  ch  teams  often
 prioritise  the ar  t  of  the  possible  over  gover  nance  documentation,  making
 it  challenging  to  collect  evidence  r  equir  ed  for  compliance  assessments.
 This  was  especially  dif  ficult  during  the  STARLIGHT  pr  oject  as  strict  over
 sight  of  over  60  assessments  was  a  significant  bur  den  for  a  small  team.
 For  many  security  R&I  pr  ojects,  AI  tool  development  is  contributing  to  a
 single  overall  system.  In  these  cases,  ther  e  ar  e  oppor  tunities  to standar  dise
 some  r  esponses  to  cer  tain  questions  at  a  pr  oject  level.
 

The  AP4AI  assessments  also  r  equir  ed  complex  stakeholder  engagement
 involving  multiple  organisations,  coor  dinating  accountability  r  esponsibili
 ties  acr  oss  dif  fer  ent  institutional  depar  tments,  legal  frameworks  and  tech
 nical  practices.  This  meant  that  although  the  assessments  wer  e  targeted
 towar  ds  technical  developers  within  the  pr  oject,  these  par  tners  often
 needed  to  draw  on  exper  tise  fr  om  ethical,  legal  and  organisational  leads
 within  their  organisation  in  or  der  to  answer  cer  tain  questions;  however,
 such  depar  tments  did  not  necessarily  have  the  exper  tise  themselves  to
 understand  such  technically  complex  systems,  par  ticularly  at the  rate  that
 AI  is  evolving.
 

Finally,  with  guidelines  on  the  EU  AI  Act  for  high-risk  systems  only
 just  opened  for  public  consultation  [  5],  ther  e  r  emains  a  risk  of  ambiguity
 r  egar  ding  pr  ecise  compliance  r  equir  ements.  As  such,  an  assessment  editor
 functionality  of  the  platfor  m  has  been  intr  oduced.  This  allows  for  cer  tain
 assessments  within  pr  ojects  to  be  alter  ed  rapidly  in  r  esponse  to  changes  to
 the  EU  AI  Act  or  the  accountability  framework.  Implementation  of  this  is
 at  the  pr  oject  level,  meaning  that  pr  eviously  completed  assessments,  based
 on  pr  e-guidelines  compliance,  ar  e  unaf  fected,  and  pr  ocesses  to  update
 assessments  to cur  r  ent  guidelines  in  a  str  uctur  ed  and  managed  appr  oach
 ar  e  possible.
 

11.6  Best  Practice  for  Future  Use  of  AI

 A  ccountability-  and  Compliance-by-Design

 Approaches  in  R&I  Projects  

The  STARLIGHT  pr  oject  necessitated  a  flexible  pr  ocess  with  ad  hoc  feed
 back  being  given  to  developers  and  updates  to  the  AP4AI  tool  being
 r  equir  ed  as  and  when  new  guidance  was  intr  oduced.  Even  at  this  stage,
 ther  e  ar  e  still  new  and  emerging  factors  to  be  consider  ed.  The  latest
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guidelines,  for  example,  pr  ovide  for  the  consideration  of  how  even  if  tools
 may  be  consider  ed  as  low-risk  in  a  standalone  implementation,  they  can
 become  high-risk  if  par  t  of  a  larger  system  [ 5].
 

In  or  der  to  manage  compliance  assessments  going  for  war  d,  a  thr  ee
 step  pr  ocess  has  been  developed  to  account  for  the  dynamic  natur  e  of
 security  R&I  pr  ojects  and  the  need  for  continuous  r  eassessment  as  the
 tools  incr  ease  in  maturity  thr  oughout  the  pr  oject’s  duration.
 

The  cur  r  ent  thr  ee-phase  appr  oach  is  being  trialled  in  Identify
 Attributes  Matrix  Initiative  (IAMI), 

7 which  is  developing  tools  for  entity
 identification  and  r  esolution,  and  Deepfake  Evidence  and  Technology  for
 For  ensic  Content Oversight  and  Resear  ch  (DETECTOR),  which is  devel
 oping  solutions  for  synthetic  media  detection  acr  oss  various  modalities.
 

As  detailed  in  Fig.  11.3,  this  appr  oach  includes  the  following  steps:
 

• The  Check-In  Phase:  a  pr  eliminar  y  assessment  is  under  taken  befor  e
 any  major  development  work  star  ts,  outlining  general  infor  mation
 about  the  pr  oposed  AI  tool,  such  as  the  pr  oposed  models  used,
 natur  e  and  sour  ces  of  training,  validation  and  test  data  to  be  used
 within  the  pr  oject  and  infor  mation  about  organisational  pr  ocesses  in
 place,  which  must  be  implemented  befor  e  major  development  begins
 of  the  pr  oject.

 

• The  Check-Up  Phase:  following  this,  a  fully  completed  assessment
 is  made  available  befor  e  the  first  operational  test  of  any  tool.  If  an
 AI tool  is  to  be  tested,  then  r  ealistically,  it  should  be  in  a  position
 in  which  all  questions  within  the  AP4AI  assessment  would  have  a
 r  obust  answer  along  with  suppor  ting  documentation.

 

• The  Check-Out  Phase:  a  final  iteration  of  the  assessment  is  then
 made  available  befor  e  the  completion  of  the  pr  oject  and  for  any  final
 test  activities.  This  can  be  r  efer  enced  for  accountability  evidence  and
 any  legal  auditing  purposes.  In  this  phase,  LEAs  or  security  practi
 tioners,  who  would  deploy  the  tool,  ar  e  also  engaged  to  ensur  e  that
 they  ar  e  awar  e  of  the  r  equir  ements  on  them  to  utilise  the  tool  in  an
 operational  setting.

 

At  the  end  of  each  phase,  the  document  should  be  r  eviewed  by
 exper  ts,  who  can  highlight  specific  actions  for  moving  towar  ds  gr  eater
 

7
 https://iami-pr  oject.eu/.  

https://iami-project.eu/
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Fig.  11.3  Thr  ee-step  assessment  pr  ocess  for  AI  accountability  and  AI  Act
 compliance  in  security  R&D  pr  ojects
 

compliance,  r  ecommendations  for  implementation  and  considerations
 for  operational  use.  For  example,  AP4AI  assessments  ar  e  primarily  for
 completion  by  developers  during  the  pr  oject;  however,  by  the  check-out
 phase,  practitioners  or  end-users  should  have  access  to  enough  infor  ma
 tion  and  documentation,  to  consider  how  they  would  under  take  their
 r  ole  as  deployers  of  AI  tools  and  the  organisational  r  esponsibilities  that
 accompany  that.
 

The  decision  to  adopt  the  thr  ee-stage  assessment  methodology  was
 infor  med  by  evidence  gather  ed  during  the  implementation  of  the  AP4AI
 platfor  m  in  the  STARLIGHT  and  FALCON  pr  ojects.  Feedback  fr  om
 pr  oject  par  ticipants,  together  with  the  experience  of  facilitating  the
 assessments  and  moderating  the  AP4AI  platfor  m,  demonstrated  that  a
 single  end-of-pr  oject  assessment  did  not  pr  ovide  suf  ficient  oppor  tunity
 to  identify  and  addr  ess  gover  nance  and  compliance  issues  during  system
 development.  Consequently,  an  iterative  thr  ee-stage  assessment  pr  ocess
 was  intr  oduced  to  embed  AI  accountability  and  compliance-by-design
 thr  oughout  the  pr  oject  lifecycle.
 

The  methodology  was  designed  ar  ound  the  following  SMART  objec
 tives: 
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• Specific:  establish  thr  ee  defined  gover  nance  checkpoints  (check
 in,  check-up  and  check-out)  aligned  with  key  stages  of  AI  system
 development.

 

• Measurable:  ensur  e  that  ever  y  AI  system  completes  all  thr  ee  assess
 ments,  with  each  stage  pr  oducing  a  documented  AP4AI  assessment
 r  epor  t  and  tracking  pr  ogr  ess  against  pr  eviously  identified  r  ecommen
 dations. 

• Achievable:  AI  systems  can  be  used  operationally  by  the  end  of  the
 pr  oject,  implementing  a  compliance-by-design  philosophy  without
 disr  upting  technical development.

 

• Relevant:  evidence-based  suppor  t  for  AI  Act  compliance  and
 accountability  and  enabling  cor  r  ective  action  thr  oughout  the  devel
 opment  lifecycle.

 

• Time-Bound:  complete  each  assessment  befor  e  the  cor  r  esponding
 pr  oject  pilot  or  development  milestone.

 

The  intr  oduction  of  the  thr  ee-step  appr  oach  aims  to  give  practi
 tioners  a  steady  pace  of  assessment,  gr  ounded  in  accountability-by-design
 thr  oughout  the  AI  development  lifecycle,  rather  than  a  box-ticking  exer
 cise  at  the  end  of  the  assessment.  The  check-in  assessment  establishes  a
 baseline  and  highlights  missing  or  insuf  ficient  elements  of  the  assessment
 at  a  point  wher  e  the  majority  of  r  equir  ed  infor  mation  should  be  at  hand.
 Having  a  designated  check-in  period  is  an  anticipated  action  with  the
 intention  of  being  less  disr  uptive  to  the  assessment  practitioner’s  organi
 sation.  The  check-out  phase  evaluates  the  maturity  of  the  AI  system  prior
 to  operational  deployment,  identifies  any  r  emaining  compliance  gaps  and
 pr  oduces  r  ecommendations  to  suppor  t  deployment decisions.
 

Pr  eliminar  y  r  esults  fr  om  IAMI  show  that  this  early  engagement  is
 pr  oving  beneficial  acr  oss  the  r  esear  ch  and  innovation  teams.  While  most
 developers  ar  e  easily  able  to  define  the  r  ole  and  purpose  of  the  AI  system,
 the  types  of  data  and  compliance  with  data  pr  otection  r  egulations,  ther  e
 ar  e  fur  ther  challenges  to  impr  oving  literacy  r  elated  to  risk  assessment,
 oversight,  optimising  stakeholder  engagement  and  ensuring  that  appr  o
 priate  technical  documentation  is  in  place.  Addr  essing  these  aspects  is
 a  cur  r  ent  line  of  r  esear  ch  under  AP4AI  within  these  pr  ojects  to  ensur  e
 that  the  developers  have  the  suppor  t  they  need  to  continue  to  ef  fec
 tively  engage  with  accountability  and  compliance  actions  for  r  esear  ch  and
 softwar  e  development.
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C  H  A  P  T  E  R  12 

AI  and  Biometrics  in  Law  Enfor  cement
 in  England  and  Wales:  Gover  nance,  Legality

 and  a  Potential  Way  For  war  d  

Shazia  Khan  

12.1  Forensic  Science

 and  Biometrics:  Definitions 

For  ensic  science  uses  scientific  knowledge  and  methods  to  help  inves
 tigate  crime  and  pr  ovide  evidence  for  the  cour  ts.  It  has  str  engthened
 criminal  investigations  by  placing  gr  eater  emphasis  on  physical  material,
 scientific  testing,  and  objective  interpr  etation,  rather  than  r  elying  only  on
 witness  accounts.  One  impor  tant  idea  is  Locar  d’s  Exchange  Principle:
 when  people,  objects,  or  places  come  into  contact,  small  traces  may  be
 transfer  r  ed  between  them  [  56].  These  traces,  including  biological  mate
 rial,  can  help  investigators  understand  links  between people,  items,  and
 scenes  but  they  must  be  interpr  eted  car  efully  and  in  context  [ 45,  48].
 

The  following  definitions  ar  e  used  in  this  chapter  for  the  various  traces
 used  in  for  ensic  analyses:
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• Deoxyribonucleic  acid  (DNA)  is  the  her  editar  y  material  found
 in  most  human  cells.  In  for  ensic  science,  DNA  r  ecover  ed  fr  om
 biological  material  such  as  blood,  saliva,  semen,  hair  r  oots,  or
 skin  cells  can  be  analysed  to  pr  oduce  a  pr  ofile,  commonly  using
 shor  t  tandem  r  epeat  (STR)  markers.  DNA  pr  ofiles  may  help  iden
 tify  or  exclude  individuals,  link of  fences,  suppor  t  missing-person
 investigations,  and  r  eview  historic  cases.  Their  value  depends  on  r  eli
 able  r  ecover  y,  contamination  contr  ol,  interpr  etation  and  statistical
 r  epor  ting  [  10,  30,  60].

 

• Fingerprints  ar  e  impr  essions  made by  friction  ridge  skin  on  the
 fingers,  palms,  toes,  and  soles.  These  ridge  patter  ns  and  minutiae  ar  e
 generally  stable  thr  oughout  life  and  can  be  compar  ed  with  known
 r  efer  ence  impr  essions.  Fingerprint  evidence  may  assist  with  identi
 fication,  exclusion,  and  crime  linkage  but  its  r  eliability  depends  on
 mark  quality,  r  ecover  y  method,  examiner  competence,  verification,
 and  car  eful  interpr  etation  [  3,  12,  17,  54].

 

• Facial  comparison  is  the  assessment  of  facial  images,  usually
 comparing  an  unknown  person  in  CCTV,  photographs,  or  digital
 media  with  known  r  efer  ence  images.  It  can  suppor  t  investigations  by
 helping  to  identify  or  exclude  a  person,  pr  ovide  intelligence  leads,
 or  assist  the  cour  t  wher  e  identity  is  disputed.  Reliability  depends
 on  image  quality,  pose,  lighting,  r  esolution,  examiner  compe
 tence,  documented  methods,  verification,  and  cautious  r  epor  ting
 [  5,  21,  23,  62].

 

This  chapter  examines  the  r  ole  of  AI  for  biometric  pr  ocesses  used  in
 the  criminal  justice  system,  including  the  r  ecover  y,  pr  ocessing,  interpr  e
 tation,  and  r  epor  ting  of  DNA,  fingerprints  and  facial  images.  Star  ting
 with  the  legal  and  r  egulator  y  frameworks  that  apply  to  for  ensic  science,
 biometric  data,  and  AI,  it  pr  oposes  a  practical  gover  nance  framework  for
 intr  oducing  AI  into  high-impact  biometric  pr  ocesses.
 

12.2  Forensic  Science  Governance  

In  England  and  Wales,  for  ensic  science  is  suppor  ted  by  a  statutor  y  r  egu
 lator  y  str  uctur  e.  The  For  ensic  Science  Regulator  Act  2021  gives  the
 For  ensic  Science  Regulator  legal  powers,  while  the  statutor  y  Code  of
 Practice  (the  Code)  sets  expectations  for  how  for  ensic  work  should  be
 car  ried  out and  r  epor  ted.  In  practical  ter  ms,  the  Code  applies  acr  oss  the
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for  ensic  pr  ocess  fr  om  r  ecovering  and  pr  eser  ving  material  thr  ough  to  anal
 ysis,  interpr  etation,  and  pr  esentation  of  findings.  This  makes  operating
 within  a  quality  management  system  central  to  for  ensic  evidence  [ 24,  27].
 

Compliance  or  non-compliance  to the  Code  is  also  r  epor  ted  in  cour  t.
 Non-compliance  does  not  automatically  cr  eate  civil  or  criminal  liability,
 but  it  may  af  fect  how  for  ensic  evidence  is  assessed.  Poor  compliance  can
 lead  to  r  egulator  y  action  and  may  give  the  defence  gr  ounds  to  challenge
 the  r  eliability  or  weight  of  the  evidence.  Biometric  evidence  should  ther  e
 for  e  be  suppor  ted  by  a  clear  chain  of  custody,  documented  pr  ocedur  es,
 validated  methods,  competent  practitioners,  and  transpar  ent  r  epor  ting
 [  16,  24,  27].
 

DNA  and  fingerprint  r  ecover  y  and  pr  ocessing  ar  e  clearly  within
 the  established  for  ensic  gover  nance  framework.  Facial  identification  is
 less  dir  ectly  r  egulated  at  the  r  ecover  y  or  initial  pr  ocessing  stage,  but
 the  Code’s  principles  r  emain  r  elevant  wher  e  facial-image  material  is
 compar  ed,  interpr  eted  or  r  epor  ted  for  evidential  purposes  (i.e.  facial
 comparison).
 

12.2.1  Additional  Gover  nance  for  Biometrics 

Biometric  material  is  subject  to  separate  legal  contr  ols.  The  Pr  otection  of
 Fr  eedoms  Act  (PoFA)  2012 

1 was  intr  oduced  after  concer  ns  about  indefi
 nite  police  r  etention  of  DNA  and  fingerprints.  It  sets  r  ules  on  when  DNA
 pr  ofiles  and  fingerprints  must  be  deleted,  when  they  may  be  kept  and
 when  longer  r  etention  may  be  allowed  for  national  security  r  easons.  This
 means  biometric  use  must  be  assessed  not only  by  scientific  value,  but  also
 by  whether  r  etention  and  sear  ching  ar  e  lawful.
 

Later  amendments  shaped  compliance  in  national  security  and  counter
 ter  r  orism  cases  by  extending  the  maximum  duration  of  some  National
 Security  Deter  minations  and  aligning  ter  r  orism-r  elated  r  etention  r  ules.
 Lawful  biometric  use  ther  efor  e  depends  on  both  the  general  PoFA  frame
 work  and  any  specific  ter  r  orism  or  national  security  pr  ovisions  that apply
 [  50].
 

Inter  national  biometric  exchanges  must  meet  both  legal  and  quality
 r  equir  ements.  The  Accr  editation  of  For  ensic  Ser  vice  Pr  oviders  Regula
 tions  2018,  as  amended  in  2019,  r  equir  e  appr  opriate  accr  editation  for
 

1
 https://assets.publishing.service.gov.uk/media/65e1ab9d2f2b3b00117cd803/Att

 or  ney_General_s_Guidelines_on_Disclosur  e_-_2024.pdf.  

https://assets.publishing.service.gov.uk/media/65e1ab9d2f2b3b00117cd803/Attorney_General_s_Guidelines_on_Disclosure_-_2024.pdf
https://assets.publishing.service.gov.uk/media/65e1ab9d2f2b3b00117cd803/Attorney_General_s_Guidelines_on_Disclosure_-_2024.pdf
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for  ensic  laborator  y  activity linked  to  the  Prüm  exchange  system.  This
 r  einfor  ces  that DNA  and  fingerprint  exchange  should  be  suppor  ted  by
 assessed  and quality-assur  ed  pr  ocesses.
 

The  EU–UK  Trade  and  Cooperation  Agr  eement  2020  pr  ovides  the
 cur  r  ent  framework  for  continuing  biometric  exchange  with  EU  Member
 States  after  Br  exit.  It  allows  DNA,  fingerprint,  and  vehicle  r  egistration
 data  to  be  checked  thr  ough  a  Prüm-style  ‘hit/no  hit’  pr  ocess.  This  means
 a  technical  match  can  be  identified  first,  while  any  later  r  equest  for
 personal  or  case  infor  mation  must  follow  separate  legal  steps.  The  pr  ocess
 can  suppor  t  identification  and  crime-linkage  work,  but  only  wher  e  data
 quality,  lawful  pr  ocessing,  and for  ensic  r  eliability  ar  e  maintained.
 

Data  pr  otection  and  disclosur  e  ar  e  also  essential.  Under  the  [ 18],
 law-enfor  cement  pr  ocessing  must  be  lawful,  fair,  necessar  y,  pr  opor  tionate
 and  secur  e.  For  biometric  material,  this  r  equir  es  clear  justification,  access
 contr  ols,  r  etention  decisions,  and  safeguar  ds.  Disclosur  e  duties  also
 r  equir  e  investigators  to  r  etain  and  r  eveal  material  that  may  be  r  elevant
 to  the  case,  including  unused  marks,  laborator  y  notes,  contamination
 r  ecor  ds,  image-pr  ocessing  material, comparison  r  ecor  ds,  or  alter  native
 interpr  etations.  This  enables  the  defence  to  test  the  evidence  pr  operly  and
 suppor  ts  a  fair  trial  [  4,  15,  18].
 

12.3  Effects  of  Regulation  on  DNA,

 Fingerprints  and  Facial  Image  Processing  

For  DNA,  r  egulation  str  engthens  contamination  contr  ol,  validated  work
 flows,  and  car  eful  interpr  etation  of  sour  ce-and  activity-level  findings.  This
 is  especially  impor  tant  for  par  tial,  mixed,  or  low-level  pr  ofiles  wher  e
 transfer,  backgr  ound  DNA,  and  uncer  tainty  must  be  addr  essed  clearly
 [  25,  26].
 

For  fingerprints,  r  egulation  suppor  ts  str  uctur  ed  quality  systems  for
 examination,  verification  and  documentation.  It  also  str  engthens  compe
 tence  standar  ds,  validated  enhancement  methods,  and  clear  er  r  epor  ting  of
 limitations,  par  ticularly  wher  e  latent  marks  ar  e  incomplete  or  poor  quality
 [  22,  47].
 

For  facial  images,  specific  legislation  r  emains  mor  e  limited,  but  gover
 nance  is  incr  easingly  impor  tant  as  r  etr  ospective,  live,  and  operator
 initiated  facial  r  ecognition  develop.  Reliability  depends  on  image  quality,
 database  selection,  thr  eshold  settings,  algorithm  per  for  mance,  and  human
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r  eview.  A  facial  r  ecognition  match  should  ther  efor  e  be  tr  eated  as  an
 interpr  eted  output,  not  a  self-explanator  y  conclusion  [ 32,  33].
 

Recent  consultation  activity  indicates  that  facial  identification  may
 move  towar  ds  br  oader  r  egulated  use.  Two  key  ar  eas  under  considera
 tion  ar  e  a  r  etention  r  egime  for  policing  images,  potentially  aligned  with
 existing  DNA  and  fingerprint  frameworks,  and  str  onger  oversight  of
 facial  r  ecognition  technology  in  policing.  The  final  shape  of  any  futur  e
 framework  r  emains  uncer  tain.  For  for  ensic  practice,  this  str  engthens  the
 need  for  safeguar  ds  ar  ound  pr  opor  tionality,  bias,  transpar  ency,  validation,
 explainability  and  public  tr  ust,  par  ticularly  wher  e  outputs  may  influence
 investigations  or  cour  t  pr  oceedings  [ 39,  13,  14,  59].
 

12.3.1  Cur  r  ent  Repr  esentation  of  AI  in  the  For  ensic  Legal
 and  Gover  nance  Landscape 

AI  of  fers  a  significant  oppor  tunity  to  impr  ove  for  ensic  science  acr  oss
 dif  fer  ent  biometric  material  types,  including  DNA,  fingerprints,  and facial
 images.  However,  cur  r  ent  for  ensic  legislation  and  gover  nance  do  not
 dir  ectly  addr  ess  the  use  of  AI  within  for  ensic  pr  ocesses.  In  the  author’s
 view,  AI  should  be  intr  oduced  slowly  and  cautiously  because  of  its
 potential  impact  on  the  criminal  justice  system.  W  ith  car  eful  design,  devel
 opment,  and  implementation,  AI  could  make  biometric  analysis  faster,
 mor  e  consistent,  and  mor  e  ef  ficient.  However,  standar  ds  must  r  emain
 high,  and  specialist  for  ensic  exper  tise  must  continue  to  guide  its  use  so
 that  appr  opriate  safeguar  ds  ar  e  in  place  and  the  risk  of  miscar  riages  of
 justice  is  minimised.
 

12.4  Potential  AI  Use  in  DNA,

 Fingerprints  and  Facial  Images  

In  DNA  analysis,  AI  may  help  with  tasks  such  as  assessing  pr  ofile  quality,
 identifying  alleles,  interpr  eting  mixtur  es,  suppor  ting  kinship  analysis,  and
 examining  complex  or  degraded  samples  (see  Box  1  for  types  of  DNA
 pr  ofiles).
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Box  1:  Explanation of  Types  of  DNA  Profiles  

DNA  pr  ofiling  is  a  scientific  method  used  to  examine  specific  ar  eas
 of  a  person’s  DNA,  most  commonly  shor  t  tandem  r  epeats  (STRs),
 to  pr  oduce  a  pr  ofile  that  can  be  compar  ed  with  DNA  fr  om  a  person,
 item  or  crime  scene.  A  person  usually  has  two  DNA  components
 r  epr  esented  as  peaks  at  each  ar  ea  of  the  DNA  analysed,  one  is
 inherited  fr  om  the  mother  and  second  fr  om  the  father. 

• A  good  single-source  profile  usually  comes  mainly  fr  om  one
 person  and  shows  clear,  str  ong  and  balanced  peaks  at  each  ar  ea,
 making  it  mor  e  straightfor  war  d  to interpr  et.

 

• A  low-level  profile  contains  only  a  small  amount  of  DNA,  so
 some  peaks  may  be  missing,  weak  or  uneven,  which  incr  eases
 the  risk  of  uncer  tainty.

 

• A  degraded  profile  occurs  when  DNA  has  br  oken  down
 because  of  time,  heat,  moistur  e,  sunlight,  chemicals,  or  micr  o
 bial  activity.  This  can  make  longer  DNA  fragments  har  der  to
 detect  and  may  r  esult  in  par  tial/incomplete  DNA  pr  ofiles.

 

• A  mixed  profile  contains  DNA  fr  om  two  or  mor  e  people,
 so  the  scientist  must  consider  which  alleles  may  belong  to
 each  contributor.  A  major–minor  mixtur  e  is  a  type  of  mixed
 pr  ofile  wher  e  one  person’s  DNA  is  much  str  onger  than  anoth
 er’s;  this  may  help  identify  the  main  contributor,  but  the
 weaker  contributor  can  be  dif  ficult  to  interpr  et  if  their  peaks
 ar  e  small,  overlap  with  the  major  contributor,  or  fall  close  to
 the  r  epor  ting  thr  eshold.

 

These  examples  show  that  DNA  interpr  etation  is  not  simply
 r  eading  peaks  fr  om  a  graph:  it  r  equir  es  validated  methods,
 awar  eness  of  pr  ofile  quality,  and  car  eful  scientific  judgement
 [  6,  7,  30,  31,  49,  55,  58,  57]. 

Studies  suggest  that  these  tools  may  impr  ove  speed  and  consistency,
 especially  wher  e  pr  ofiles  ar  e  mixed,  low-level,  or  dif  ficult  to  interpr  et.  The
 main  risks  ar  e  that  automated  outputs  may  be  misunderstood,  tr  eated  as
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mor  e  cer  tain  than  they  ar  e,  or  used  without  suf  ficient  explanation,  vali
 dation,  or  awar  eness  of  population  and  dataset  bias.  Ther  e  is  also  a  risk
 of  false  positive  r  esults  or  hallucinations  with  use  of  AI  which  may  af  fect
 the  r  esults  or  interpr  etation.  Ther  e  may  also  be  challenges  in  explaining
 pr  obabilistic  or  AI-assisted  findings  clearly  in  cour  t  [ 9,  51,  53,  63].
 

In  fingerprint  workflows,  AI  may  suppor  t  image  enhancement,  ridge
 and  minutiae  detection,  candidate-list  generation,  and  crime  scene  mark
 sear  ching.  AI  applications  for  these  ar  eas  may  be  valuable  wher  e  marks
 ar  e  par  tial,  smudged,  or  dif  ficult  to  sear  ch  manually  due  lack  of  friction
 ridge  detail.  However,  utilising  AI  includes  risks  for  consideration  in  ter  ms
 of  poor  per  for  mance  on  low-quality  marks,  limited  transpar  ency,  dataset
 bias,  and  weak  transfer  fr  om  r  esear  ch  settings  to  r  eal  operational  condi
 tions.  Candidate  lists  or  rankings  (see  Box  2  for  explanation  on  sear  ching
 and  rank  lists)  should  ther  efor  e  be  tr  eated  as  investigative  suppor  t,  not
 as  pr  oof  of  identity,  with  exper  t  examiners  r  emaining  r  esponsible  for
 interpr  etation  and  r  epor  ting  [  34,  35].
 

Box  2:  Finger  Mark  Search  Explanation  

Crime  scene  marks,  often  called  latent  fingerprints,  Friction  Ridge
 Detail  or  finger-marks,  ar  e  usually  par  tial,  faint,  or  distor  ted
 impr  essions  left  on  sur  faces.  Once  r  ecover  ed  and  photographed  or
 scanned,  the  mark  can  be  pr  epar  ed  for  sear  ching  by  impr  oving  the
 image  quality  and  identifying  ridge  detail  and  minutiae,  such  as
 ridge  endings  and  bifur  cations.  An  Automated  Fingerprint  Iden
 tification  System  (AFIS)  then  compar  es  the  mark  against  stor  ed
 r  efer  ence  fingerprints  and  pr  oduces  a ranked  candidate  list  of
 possible  matches,  usually  based  on  similarity  scor  es  and  ranked  in
 this  or  der.  This  list  does  not  pr  ove  identity;  it  is  only  an  investigative
 sear  ch  r  esult.  A  trained  fingerprint  exper  t  must  manually  examine
 the  crime  scene  mark  against  the  suggested  r  efer  ence  prints,  assess
 the  quality  and  quantity  of  ridge  detail,  consider  any  dif  fer  ences,
 and  r  each  a  conclusion  using  a  str  uctur  ed  comparison  and  verifi
 cation  pr  ocess.  This  manual  exper  t  verification  is  essential  because
 poor-quality  marks,  distor  tion,  backgr  ound  noise,  limited  ridge
 detail,  and  database  ranking  ef  fects  can  influence  automated  sear  ch
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r  esults  and  may  cr  eate  false  or  misleading  candidate  suggestions
 [  11,  20,  36,  61]. 

For  facial  images,  AI  may  suppor  t  r  etr  ospective  sear  ches,  live  facial
 r  ecognition,  operator-initiated  checks,  image  triage,  and  candidate-list
 generation.  The  r  esear  ch  identifies  not  only  clear  investigative  benefits,
 but  also  impor  tant  risks.  These  include  false  positives  and  false  negatives,
 r  educed  per  for  mance  with  poor-quality  images,  demographic  per  for
 mance  dif  fer  ences,  weak  safeguar  ds,  sur  veillance  expansion,  and  r  educed
 public  tr  ust.  Image  quality  issues  such  as  blur,  low  r  esolution,  pose,  and
 lighting  can  af  fect  per  for  mance,  and  human  r  eview  may  not  be  enough  if
 users  place  too  much  confidence  in  algorithmic  r  esults  [ 2,  28,  46].
 

Acr  oss  all  thr  ee  biometric  ar  eas,  the  academic  literatur  e  points  to  the
 same  gover  nance  lesson:  AI  should  be  used  to  suppor  t,  not  r  eplace,
 exper  t  decision-making.  Befor  e  use,  systems  should  be  independently
 validated,  locally  verified,  monitor  ed  for  bias  and  er  r  or,  and  suppor  ted
 by  clear  r  ecor  ds  explaining  the  data,  model,  thr  esholds,  limitations  and
 human  r  eview  applied.  This  is  par  ticularly  impor  tant  wher  e  outputs  may
 af  fect  suspect  identification,  charging  decisions,  evidential interpr  etation
 or  disclosur  e  [  28,  29,  35,  53].  To  summarise,  AI  could  suppor  t  DNA,
 fingerprint  and  facial-image  analysis  by  impr  oving  speed  and  consistency,
 but  it  must  be  validated,  transpar  ent  and  used  to  suppor  t,  not  r  eplace
 exper  t  for  ensic  judgement.
 

12.5  Governance  of  AI  in  Forensics  

Ther  e  is  no  single  UK  statute  that  gover  ns  AI  in  policing  or  in  for  ensics.
 Instead,  police  use  of  AI  must  fit  within  public  law,  data  pr  otection  law,
 human  rights  law,  sector  guidance,  and  operational  oversight.  This  means
 for  ces  must  be  able  to  show  that  any  AI  deployment  is  lawful,  neces
 sar  y,  pr  opor  tionate,  and  fair,  par  ticularly  wher  e  it  involves  personal  or
 biometric  data,  or  it  may  af  fect  rights  such  as  privacy,  expr  ession,  assembly
 and  non-discrimination  [  18,  41,  52].
 

Additional  contr  ols  may  apply  wher  e  AI  is  used  for  sur  veillance,
 communications  data,  or  biometric  identification.  The  Home  Of  fice
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Biometrics  Strategy  emphasises  privacy,  ethics,  impact  assessment,  over
 sight,  and  standar  ds,  while  wider  UK  AI  policy  pr  omotes  safety,  trans
 par  ency,  fair  ness,  accountability,  and  contestability  thr  ough  a  principles
 based  appr  oach  [  19,  38,  44];  (Depar  tment  for  Science,  Innovation  and
 Technology  2023).
 

Practical  gover  nance  tools  for  public  bodies  include  the  Algorithmic
 Transpar  ency  Recor  ding  Standar  d  and  the  AI  Playbook. 

2 These  suppor  t
 transpar  ency,  human  contr  ol,  risk  management,  lifecycle  assurance,
 and  legal  compliance.  The  ICO  also  expects  organisations  using  AI
 to  evidence  accountability  thr  ough  gover  nance  r  ecor  ds,  data pr  otec
 tion  impact  assessments,  clear  r  esponsibilities,  and  ongoing  oversight
 [  32,  33,  42,  43].
 

Oversight  is  shar  ed  acr  oss  several  bodies  and  pr  ocesses.  The  Biomet
 rics  and  Sur  veillance  Camera  Commissioner  has  suppor  ted  lawful  and
 accountable  use  of  biometric  and  facial  r  ecognition  technologies,  while
 police  for  ces  r  emain  r  esponsible  for  deployment  decisions,  r  ecor  ds,  impact
 assessments,  and  inter  nal  gover  nance.  Data  ethics  committees  may  also
 suppor  t  r  eview  of  data-driven  policing  pr  ojects,  although  ther  e  is  not  yet
 a  single  national  appr  oval  system  [  8,  52].
 

Parliamentar  y  scr  utiny  has  also  raised  concer  ns  about  legal  clarity,
 par  ticularly  for  live  facial  r  ecognition.  The  House  of  Lor  ds  Justice  and
 Home  Af  fairs  Committee questioned  whether  deployments  had  a  suf  fi
 ciently  clear  legal  basis,  while  gover  nment  statements  r  ecognise  both  the
 need  for  clear  er  r  ules  and  the  potential  public  pr  otection  benefits  of
 AI-enabled  policing  [  40,  39].
 

12.6  Proposing  an  Operational

 Framework  for  AI  in  Biometric  Systems  

AI  used  in  biometric  for  ensic  work  should  be  tr  eated  as  a  high-impact
 capability  because  it  may  influence  investigations,  evidential  interpr  eta
 tion,  and  criminal  justice  outcomes.  The  author  considers  the pr  oposed
 framework  is  distinct  fr  om  mor  e  generic  policing  applications  of  AI
 because  it  seeks  to  integrate  established  gover  nance  within  a  matur  e  scien
 tific  discipline  with the  flexibility  r  equir  ed  to  r  espond  to  rapidly  evolving
 

2
 https://assets.publishing.service.gov.uk/media/67aca2f7e400ae62338324bd/AI_Pla

 ybook_for_the_UK_Gover  nment__12_02_.pdf.  

https://assets.publishing.service.gov.uk/media/67aca2f7e400ae62338324bd/AI_Playbook_for_the_UK_Government__12_02_.pdf
https://assets.publishing.service.gov.uk/media/67aca2f7e400ae62338324bd/AI_Playbook_for_the_UK_Government__12_02_.pdf
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technologies.  Gover  nance  should  ther  efor  e  combine  for  ensic  r  equir  e
 ments  on  validation,  competence,  quality  management,  and  r  epor  ting
 with  public-sector  AI  duties  on  legality,  transpar  ency,  accountability,
 human  oversight,  and  contestability.  This  is  especially  r  elevant  to  AI  tools
 that  suppor  t  DNA  interpr  etation,  fingerprint  comparison,  facial-image
 sear  ching,  or  biometric  triage  [  24,  32,  43,  39].
 

Implementation  should  begin  with  a  clear  lawful  purpose,  documented
 necessity  and  pr  opor  tionality,  and  evidence  that  the  system  impr  oves
 capability  or  ef  ficiency  without  under  mining  scientific  validity,  fair  ness,
 explainability,  or  individual  rights.  AI  outputs  should  not  be  tr  eated  as
 evidence  in  themselves.  They  should  be  assessed  accor  ding  to  their  func
 tion,  evidential  significance,  and  the  level  of  human  r  eview  applied  [ 1,  18,
 29,  41];  (Bridges  v  South  Wales  Police  [2020]  EWCA  Civ  1058 

3 ).
 

12.6.1  Assurance,  Human  Decision-Making,  and  Disclosur  e 

Assurance  should  bring  together  scientific  validation,  quality  manage
 ment,  legal  gover  nance,  and  operational  oversight.  Organisations  should
 keep  r  ecor  ds  of  intended  use,  validation,  verification,  per  for  mance,
 datasets,  thr  esholds,  training,  audit  logs,  version  changes,  security  checks,
 incidents,  and  system  limitations.  Extra  caution  is  needed  for  opaque
 or  ‘black-box’  models,  par  ticularly  wher  e  outputs  may  af  fect  eviden
 tial  interpr  etation  or  charging  decisions  [ 1,  29,  32,  39].  Given  the
 rapid  and  evolving  natur  e  of  AI  technologies,  par  ticular  challenges  may
 arise  in  demonstrating  compliance  with  established  assessment  r  egimes
 such  as  ISO/IEC  17025  and  in  applying  the  Code  consistently,  espe
 cially  in  r  elation  to  r  epeatability  and  r  epr  oducibility.  These  issues  r  equir  e
 car  eful  consideration,  and  r  egulator  y  frameworks  may  need  to  continue
 developing  to  accommodate  the  distinctive  characteristics  of  AI-enabled
 for  ensic  tools. 

AI  should  suppor  t,  not r  eplace,  exper  t  for  ensic  judgement.  Pr  oce
 dur  es  should  define  who  may  use  the  system,  what  outputs  can  be
 r  elied  on,  when  exper  t  escalation  is  r  equir  ed,  and  how  uncer  tainty  is
 pr  esented.  Rankings,  scor  es,  or  similarity  measur  es  should  not  be  tr  eated
 as  conclusive  without  context.  Training  should  also  cover  system  limits,
 

3
 Bridges  v  South  Wales  Police  [2020]  EWCA  Civ  1058.  Micr  osoft  Wor  d  -  R  (Bridges)

 -v-  CC  South  Wales  _ors  Judgment.docx.  

https://www.judiciary.uk/wp-content/uploads/2020/08/R-Bridges-v-CC-South-Wales-ors-Judgment.pdf
https://www.judiciary.uk/wp-content/uploads/2020/08/R-Bridges-v-CC-South-Wales-ors-Judgment.pdf
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cognitive  bias,  disclosur  e  duties,  and  the  dif  fer  ence  between  intelligence
 and  evidential  use  [  29,  32,  39].
 

Wher  e  AI  influences  an  investigative  decision,  for  ensic  r  esult,  or
 evidential  r  epor  t,  its  r  ole  should  be  documented  and  disclosed  wher  e
 they  ar  e  deemed  significant.  Repor  ts  should  distinguish  between  system
 generated  outputs,  exper  t  obser  vations,  and  evaluative  conclusions,  and
 should  avoid  overstating  objectivity.  This  suppor  ts  admissibility,  weight,
 and  fair  challenge  in  criminal  pr  oceedings  [ 33,  39]  (Bridges  v  South  Wales
 Police  [2020]  EWCA  Civ  1058).
 

12.6.2  Pr  oposed  Phased  Roadmap  for  Implementation 

Phase  1:  Gover  nance  readiness:  Establish  a  senior  accountable  owner,
 multidisciplinar  y  gover  nance  gr  oup,  decision  log,  legal  and  ethical  assess
 ment  template,  and  links  to  for  ensic  quality  management  and  data
 gover  nance  pr  ocesses.
 

Phase  2:  Use-case  selection:  Prioritise  nar  r  ow,  high-value  use  cases
 wher  e  the  task  is  well  defined  and  human  oversight  is  straightfor  war  d,
 such  as  triage  suppor  t  rather  than  fully  automated  evidential  conclusions.
 

Phase  3:  Data  and  validation  preparation:  Curate  datasets,  define
 metrics,  agr  ee  thr  esholds,  and  complete  independent  validation  and  local
 verification. 

Phase  4:  Pilot  deployment:  Run  a  time-limited  pilot  with  trained
 users,  enhanced audit,  CPS  engagement  wher  e  r  elevant,  and  pr  e-agr  eed
 evaluation  criteria. 

Phase  5:  Controlled  operationalisation:  Move  into  business-as-usual
 only  if  scientific,  legal  and  operational  criteria  ar  e  met.  Monitoring,
 disclosur  e  r  eadiness  and  gover  nance  r  eview  should  continue  thr  oughout
 use. 

Phase  6:  Review  and  retirement:  Periodically  r  eview  continued  neces
 sity,  per  for  mance,  fair  ness,  and  legal  fit.  Systems  that  can  no  longer  be
 justified,  suppor  ted,  or  validated  should  be  r  etir  ed.
 

12.7  Conclusion  

AI  could  impr  ove  biometric  for  ensic  science  in  England  and  Wales  by
 helping  practitioners  manage  complex  data  mor  e  quickly  and  consistently
 acr  oss  DNA,  fingerprints,  and facial  images.  However,  it  should  not  be
 seen  simply  as  a  technical  impr  ovement.  Wher  e  AI  suppor  ts  sear  ching,
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comparison,  interpr  etation,  or  r  epor  ting,  it should  be  gover  ned  as  a
 high-impact  for  ensic  capability  because  its  outputs  may  af  fect  investiga
 tions,  evidential  assessments,  and  criminal  justice  outcomes.  This  means
 combining  for  ensic  r  equir  ements  on  validation,  competence,  quality
 management,  r  epor  ting,  and  disclosur  e  with  AI  gover  nance  principles
 such  as  legality,  transpar  ency,  fair  ness,  accountability,  contestability,  and
 meaningful  human  oversight  [  32,  33,  43,  39].
 

The  gover  nance  landscape  is  fragmented  but  connected.  DNA  and
 fingerprints  ar  e  mor  e  clearly  embedded  within  for  ensic  r  egulation  and
 statutor  y  r  etention  r  ules,  while  facial  identification  r  emains  less  consis
 tently  r  egulated  at  the  r  ecover  y  and  initial  pr  ocessing  stage.  Even  so,
 all  biometric  techniques  raise  common  issues  ar  ound  r  eliability,  pr  opor
 tionality,  privacy,  equality,  bias,  database  quality,  disclosur  e,  and  public
 tr  ust.  The  decision  in  Bridges  v  South  Wales  Police  shows  that  biometric
 technologies,  par  ticularly  facial  r  ecognition,  r  equir  e  a  clear  legal  basis,
 adequate  safeguar  ds  and  pr  oper  consideration  of  human  rights,  data
 pr  otection,  and  equality  duties  [  18,  37,  41,  39]  (Bridges  v South  Wales
 Police  [2020]  EWCA  Civ  1058).
 

The  pr  oposed  way  for  war  d  is  incr  emental,  auditable,  and  evidence  led.
 AI  systems  should  only  be  intr  oduced  wher  e  the  use  case  is  clear,  the
 lawful  purpose  is  documented,  and  the  system  has  been  independently
 validated  and  locally  verified  for  the  intended  for  ensic  context. Par  tic
 ular  caution  is  needed  for  opaque  or  ‘black-box’  models  because  criminal
 justice  users,  exper  ts,  lawyers,  and  cour  ts  must  be  able  to  understand
 the  basis,  limits,  and  significance  of  any  AI-assisted  output. AI  should
 ther  efor  e  suppor  t,  rather  than  r  eplace,  exper  t  judgement,  and  r  epor  ts
 should  separate  system-generated  outputs  fr  om  exper  t  interpr  etation  and
 evidential  conclusions  [  1,  4,  15,  29].
 

Overall,  the  str  ongest  model  is  a  combined  gover  nance  appr  oach
 rather  than  a  separate  AI  r  egime  outside  for  ensic  science.  This  appr  oach
 should  bring  together  for  ensic  quality  standar  ds,  data  pr  otection  safe
 guar  ds,  human  rights  principles,  operational  accountability,  and  lifecycle
 assurance.  The  phased  r  oadmap  pr  ovides  a  practical  r  oute  for  doing  this
 thr  ough  gover  nance  r  eadiness,  car  eful  use-case  selection,  data  and  vali
 dation  pr  eparation,  contr  olled  piloting,  monitor  ed  operational  use,  and
 periodic  r  eview  or  r  etir  ement.  If  applied  consistently,  AI  could  str  engthen
 biometric  for  ensic  capability  while  pr  otecting  scientific  integrity,  indi
 vidual  rights,  public  confidence,  and  the  fair  ness  of  the  criminal  justice
 system  [  29,  32,  43,  39].
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C  H  A  P  T  E  R  13 

AI  and  Serious  and  Organised  Crime  

Christopher  Rowley, Luke  Bates,  and  Gabriela  Boneva 

13.1  Introduction  

Serious  and  organised  crime  gr  oups  (SOCGs)  have  played  a  significant
 r  ole  in  histor  y,  fr  om  the  Cilician  Pirates  who  operated  in  the  Roman
 Republic  who  allegedly  kidnapped  Julius  Ceasur  and  held  him  captive  for
 ransom,  to  Al  Capone  in  America.  SOCG’s  have  demonstrated  dexterity,
 flexibility,  and  a  willingness  to tr  y  new  ideas,  showcasing  their inher  ent
 adaptability.  They  do  not  work  within  any  framework,  and  ther  e  ar  e  no
 moral  or  values  which  guide  them.  Their  of  fending  is  often  for  personal
 financial  gain  or  self-gratification,  with  no  consideration  for  the  victims  or
 individuals  that ar  e  af  fected  by  their  criminal  exploits.  Their  chameleon
 like  tendencies  have  allowed  them  to  quickly  adopt  and  adapt  to  new
 technology,  looking  to  see  how  it  can  assist  in  maximising  their  ef  fective
 ness  both  locally  and—in  many  cases—inter  nationally,  whilst  bolstering
 their  pr  ofits.
 

Thr  ough  necessity  they  ar  e  constantly  r  eviewing  their  working  prac
 tices  to  maintain  and  maximise  their  position  and  pr  ofits,  and  to  stay  one
 step  ahead  of  the  police  to  avoid  ar  r  est  and  the  disr  uption  of  their  illegal
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activities.  A  r  ecent  example  of  this  was  SOCGs’  use  of  the  Encr  ochat—
 a  secur  e  messaging  system  installed  on  modified  mobile  phones—which
 criminals  believed  could  not  be  inter  cepted.  The  SOCGs’  using  Encr  ochat
 wer  e  identified  and  dismantled  [  8,  9];  the  subsequent  operations  r  esulted
 in  6558  ar  r  ests,  e739.7  million  being  seized,  along  with  fir  ear  ms,  houses,
 boats,  and  significant  quantities  of  dr  ugs.
 

Encr  ochat  is  but  one  example  of  SOCGs  using  technology,  and  their
 move  into  the  use  of  AI  is  well  documented.  The  Police  must  consider
 how  they  can  legitimately  use  AI  and  the  intelligence  they  gain  fr  om  their
 investigations  to  pr  edict  how  SOCG’s  ar  e  using  technology  or  will  use
 technology  in  their  futur  e  criminal  endeavours.  The  system  may  identify
 issues  that  have  been  missed  by  busy  operational  of  ficers  and  staf  f,  or  it
 may  suggest  questions  that  should  be  consider  ed  when  considering  new
 technologies.  The  adoption  of  new  AI  systems  will  assist  policing  and  law
 to  r  emain  in  step  with  SOCG  and,  if  the  organisations  invest  time  and
 allow  their  of  ficers/staf  f  to  be  innovative,  possibly  gain  gr  ound  on  the
 SOCG. 

Police  adopting  and  using  the  cor  r  ect  AI  system  in  the  investigation  of
 SOCG  criminality  will  become  mainstr  eam  in  the  coming  years  thr  ough
 necessity,  because  of  the  complexity  of  large-scale  for  ensic  digital  data,
 cr  oss  bor  der  criminality  and  jurisdictions,  and the  criminal  adoption  and
 adaption  of  AI.  Har  m  caused  to  individuals  and  the  potential  of  immi
 nent  thr  eats  to  their  lives  also  contribute  to  the  highlighted  pr  oblems,  as
 their  pr  evention  often  r  equir  es  a  number  of  specialised  r  esour  ces,  which
 come  at  a  significant  cost  to  the  organisation.  The  pr  oblems  faced  by
 policing  and  the  incr  easing  costs  of  these  developments  demand  new  and
 impr  oved  ways  of  working,  which  ar  e  expeditious,  flexible,  and  ef  fective,
 whilst  demonstrating  the  desir  ed  benefits  such  as  incr  eased  ef  ficiency  and
 r  educed  workload  demand  on  individual  investigators  thr  ough  automa
 tion,  and  the  ability  to  identify  criminal  patter  ns  indiscer  nible  to  the
 human  eye.
 

This  chapter  will  pr  ovide  an  insight  into  the  SOCG  world  of  crim
 inality,  which  is  sophisticated,  complex,  flexible,  innovative,  and  r  uth
 less  with  the  added  pr  oblem  of  geographically  bor  derless  and  criminal
 exploitation  of  AI.  The  combination  of  each  of  these  elements  can  cause
 significant  issues  to  finite  investigative  r  esour  ces;  that said,  the  cor  r  ect  AI
 system  can,  and  will,  significantly  r  educe  the  demand  on  the  investigator.
 It  will  speed  up  the  investigation  whilst  identifying  links  which  other  wise
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may  have  been  missed,  and  as  pr  eviously  detailed,  it  will  possibly  identify
 new  ef  fective  and  ef  ficient  ways  of  conducting  investigations.
 

13.2  Snapshot:  The  Organised  Crime  Threat  

Serious  and  organised  crime  r  epr  esents  one  of  the  gr  eatest  thr  eats  to  our
 society,  both  in  ter  ms  of  values,  cor  r  uption,  and  violence,  as  well  as  the
 impact  that  the  operation  of  vast  undergr  ound  illegal  and  illicit  markets
 has  on  our  economy  with  the  funnelling  of  money  away  fr  om  legiti
 mate  enterprise  and  commer  ce.  Ther  e  is  no  gr  eater  enabler  of  serious
 and  organised  crime  than  the  dr  ugs  market  and  the  traf  ficking  of  illegal
 and  illicit  substances  acr  oss  gr  eat  distances  in  pursuit  of  pr  ofit.  Thr  ough
 the  cultivation,  manufacturing,  traf  ficking,  and  sale  of  dr  ugs  and  their
 pr  ecursors,  criminals  also  engage  with  a  plethora  of  r  elated  crimes,  such
 as  money  laundering,  cor  r  uption,  and  serious  violence.  To  make  matters
 mor  e  complex,  the  advent  of  new,  digital  for  ms  of  anonymised  commu
 nication,  such  as  the  dark  web  and  encr  ypted  platfor  ms,  as  well  as
 exploitable  legal  loopholes,  means  that  traditional  SOCGs  ar  e  also  under
 competition  by  lone  actors  operating  within  this  space,  whose  Modus
 Operandi  (MO)  and  pr  ofiles  may  be  unknown  to  law  enfor  cement.
 

Ther  e  is  ther  efor  e  a  demand  for  innovations  in  intelligence-based  and
 investigator  y  capabilities  that  can  har  ness  the  latest  developments  in  AI
 technology  to  fight  this  illusive  thr  eat.  The  ability  to  track  the  dr  ugs  traf
 ficking  chain,  both  online  and  of  fline,  is  cr  ucial  for  law  enfor  cement  to  be
 able  to  disr  upt  and  take  down  the  vast  criminal  networks  and  agents  who
 continue  to  flood  the  market  with  their  pr  oduct.
 

Dr  ugs  traf  ficking  is  a  cr  oss-bor  der  crime, with  links  between  criminal
 networks  spanning  continents  and  criminals  exploiting  both  legitimate
 and  illegal  transpor  tation  channels,  meaning  that  trans-national  intera
 gency  cooperation  and  intelligence  sharing  is  a  must  in  or  der  to  ef  ficiently
 thwar  t  ef  for  ts  to  take  advantage  of  dif  fering  jurisdictions  and legal  envi
 r  onments.  The  incr  easing  shift  fr  om  physical  to  online  marketplaces  by
 dr  ug  criminals  fur  ther  r  educes  the  geographical  r  estraints  of  traditional
 face-to-face  dr  ug  dealing,  pr  oviding  dr  ug  vendors  with  expanded  market
 r  each  and  a  highly  r  educed  risk  of  detection  by  law  enfor  cement.  This
 ever-gr  owing  illicit  use  of  online  spaces  for  dr  ug  traf  ficking  puts  inno
 cent  individuals  working  in  postal  and  courier  ser  vices  at  risk  of  criminal
 exploitation,  who,  often  unawar  e  of  it,  end  up  distributing  substances
 within  and  acr  oss  countries.  This  criminal  exploitation  of  legitimate
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commer  cial  transit  infrastr  uctur  es  via  postal  and  courier  ser  vices  is  often
 characterised  with  polydr  ug  traf  ficking,  wher  e  r  elatively  small  quantities
 of  multiple  substances  ar  e  distributed  together  at  r  etail  level  [ 10].
 

Resear  ch  fr  om  Scotland  sheds  light  on  the  geographic  patter  ns  of  inter
 cepted  postal  dr  ug  deliveries  sold  online  [ 14],  which  r  epor  ted  that  the
 majority  of  the  dr  ug  packages  wer  e  destined  for  highly  populated  Scot
 tish  urban  centr  es,  such  as  Glasgow,  Dundee,  Edinburgh,  and  Aber  deen,
 likely  due  to  the  gr  eater  Inter  net  connectivity  and  higher  levels  of  access
 to  ser  vices  associated  with  bigger  urban  ar  eas.  However,  the  same  r  esear  ch
 also  r  epor  ted  obser  ving  higher  than  expected  levels  of  dr  ug  par  cels
 destined  to  mor  e  r  emote  ar  eas,  albeit  a  following  spatial  clustering  anal
 ysis  showed  that  the  dr  ug  par  cels  sent  out  to  the  most  r  emote  and  r  ural
 ar  eas  of  the  countr  y  wer  e  still  associated  with  good  access  to  ser  vices,  with
 the  packages  ther  efor  e  usually  destined  to  addr  esses  within  larger  settle
 ments  of  the  r  ural  ar  eas.  These  r  esults  suggest  that,  fr  om  a  dr  ug-consumer
 standpoint,  Inter  net  connectivity  and  access  to  postal  and  courier  ser  vices
 ar  e  the  leading  enablers  of  pur  chasing  dr  ugs  online  and  getting  them
 deliver  ed  thr  ough  legitimate  channels.
 

Besides  the  connection  obser  ved  between  online  dr  ugs  traf  ficking  and
 the  exploitation  of  legitimate  transpor  tation  channels,  incr  easing  global
 isation,  defined  by  better  connected  communication  and  transpor  tation
 networks,  also  links  to  expanded  oppor  tunities  not  only  beneficial  to
 the  public,  but  criminally  exploited  for  dr  ugs  traf  ficking.  Seapor  ts  and
 maritime  shipping  por  ts  continue  to  be  exploited  for  bulk  traf  ficking  of
 illegal  dr  ugs,  often  involving  infiltration,  cor  r  uption,  and  intimidation  to
 personnel  working  in  these  sectors  [ 7].  Besides  maritime  r  outes,  dr  ug
 traf  fickers  also  employ  continuingly  evolving  techniques  to  evade  detec
 tion,  including  combining  land  and  sea  r  outes,  as  well  as  using  EU  and
 non-EU  transhipment  points  to  conceal  illegal  traf  ficking  and  challenge
 the  detection  of  their  criminal  activities. 

Globalisation  also  fuels  the  development  of  inter  connected  commu
 nication  networks,  which  in  their  own  right  contribute  to  innovative
 new  dr  ugs  traf  ficking  appr  oaches  and  fuel  the  risk  of  a  global  over  dose
 crisis.  Cyberspace  br  eaks  down  geographical  limits,  enabling  individuals
 and  networks  to  connect  and  trade  illicit  goods  fr  om  any  point  of  the
 globe–a  concept  in  total  disagr  eement  with  traditional  SOCGs,  which
 characterised  themselves  in  high  ter  ritoriality,  but  highlighting  criminal
 adaptability  and  exploitation  skills  [  13].  Extending  fr  om  sur  face  websites
 and  social  media  platfor  ms  to  encr  ypted  messaging  platfor  ms  and  dark
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web  markets,  illicit  dr  ug  dealing  has  spr  ead  acr  oss  the  online  landscape,
 calling  for  sophisticated  technologies  that  can  suppor  t  police  ef  for  ts  in
 tackling  organised  crime  whilst  handling  the  vastness  of  heter  ogeneous
 data  at  hand.  Fur  ther  mor  e,  cr  yptocur  r  ency  is  also  now  becoming  a  well
 known  method  for  payment  of  dr  ugs  online,  which  adds  to  the  layers  of
 anonymity  pr  ovided,  with  sophisticated  criminals  r  epor  tedly  making  use
 of  cr  oss-chain  transactions,  mixers,  tumblers,  and  deploy  stable  coins  to
 obfuscate  their  online  illicit  activities  [ 1].
 

A  key  trait  of  serious  and  organised  crime  is  the  likely  involvement  of
 individuals  and  networks  in  multiple  criminal  activities  to  either  suppor  t
 their  existing  criminal  ventur  es  or  expand  their  pr  ofits.  Dr  ugs  traf  ficking,
 arguably  being  the  most  violent  sector  of  the  illegal  economy  [ 4],  is  often
 associated  with  other  for  ms  of  serious  crime,  such  as  money  laundering,
 cor  r  uption,  and  illicit  goods  cr  oss-traf  ficking.  The  violence  associated
 with  dr  ug  traf  ficking  implies  the need  for  actors  to  ar  m  themselves  for
 self-pr  otection  and  intimidation,  incr  easing  the  spr  ead  and  number  of
 illegal  fir  ear  ms  and  associated  violence,  with  between  28%  and  44%  of
 all  fir  ear  m  seizur  es  in  Eur  ope  occur  ring  in  the  context  of  dr  ugs  traf
 ficking  [  6].  The  nexus  between  illegal  fir  ear  ms  and  dr  ugs  traf  ficking  is
 fur  ther  r  einfor  ced  thr  ough  cr  oss-traf  ficking,  with  SOCGs  using  the  same
 r  outes  to  traf  fic  both  dr  ugs  and  fir  ear  ms  or  using  illicit  goods  as  a  for  m
 of  cashless  payment  between  dif  fer  ent  gr  oups.
 

Some  SOCGs  involved  with  dr  ugs  traf  ficking  transfer  their  criminal
 activities  to  envir  onmental  crimes,  pr  edominantly  due  to  the  lower  risk
 posed  by  illegal  wildlife  trades  than  illegal  dr  ugs  trades,  linked  to  less
 strict  envir  onmental  and  wildlife  crime  laws.  Such  crime  divergence  is
 not  a  new  phenomenon,  with  similar  events  being  obser  ved  in  the  1970s
 and  1980s  when  criminals  shifted  to  committing  dr  ug  crimes  fr  om  other
 mor  e  serious  types  of  crime  due  to  the  legality  ar  ound  dr  ugs  being  less
 strict  back  then  [  16].  Due  to  the  gr  eater  risk-to-r  ewar  d  ratio,  dr  ug  traf
 fickers  also  exploit  the  less  strict  sanctions  for  wildlife  traf  ficking  to  conceal
 illicit  dr  ugs  in  parallel  traf  ficking  activities.  Combined  traf  ficking–a  type
 of  parallel  traf  ficking–of  wildlife  and  dr  ugs,  for  instance  r  epor  tedly  not
 only  incr  eases  criminal  pr  ofits  but  also  decr  eases  the  risk  of  dr  ug  checks
 and  detection  [  19].  Another  concealment  method  for  dr  ugs  smuggling
 is  the  so-called  camouflage  traf  ficking,  wher  e  dr  ugs  ar  e  hidden  in  legal
 commodities—for  instance,  liquid  cocaine  lining  the  plastic  bags  of  live
 fish  or  the  surgical  implantation  of  legal  exotic  animals  with  cocaine  [ 18].
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The  globality  of  dr  ugs  traf  ficking  and  the  adaptability  of  SOCGs
 calls  for  continuous  development,  adaptation,  and  utilisation  of  moder  n
 technologies  for  law  enfor  cement,  equipping  authorities  with  the  tools
 r  equir  ed  for  the  ar  ms  race  against  illegal  and  illicit  dr  ugs  and  serious  and
 organised  crime.
 

13.3  Follow  the  Money:  SOCG  Exploitation

 of  Technological  Developments  and  AI  

The  rapid  development  of  technological  solutions,  including  AI,  not  only
 pr  ovides  law  enfor  cement  with  a  str  engthened  arsenal  to  pr  event  and
 combat  crime,  but  acts  as  a  catalyst  for  crime,  expanding  the  criminal
 ef  ficiency  [  8,  9].  Technological  developments  and  globalisation—such
 as  encr  ypted  communication  technologies  and  use  of  cr  yptocur  r  en
 cies—facilitate  criminal  activities,  fur  ther  challenging  the  pr  evention  and
 combating  of  dr  ug  crimes.  Cr  yptocur  r  encies  ar  e  characterised  (1)  by
 their  pr  edominantly  decentralised  natur  e,  without  the  involvement  of  a
 traditional  financial  institution  such  as  a  bank;  (2)  by  their  anonymity
 among  vendors  and  buyers;  and  (3)  by  the  ease  to  conver  t  them  to
 traditional  money.  Car  eful  analysis  is  r  equir  ed  for  the  tracking  of  cr  yp
 tocur  r  ency  transactions,  for  instance,  by  analysing  the  r  epeated  use  of
 publicly  available  keys  and  collecting  transaction  data;  however,  a  persis
 tent  challenge  r  emains  in  the  r  eliable  connection  of  a  transaction  with  a
 par  ticular  individual  [  13].
 

Dark  web  markets—or  cr  yptomarkets—combined  with  encr  ypted
 messaging  ser  vices  not  only  expand  the  r  each  of  dr  ug  traf  fickers,  going
 beyond  geographical  boundaries,  but  also  facilitate  the  spr  ead  of  organ
 ised  crime  network  members  and  their  communication;  both  incr  ease
 incomes  by  expanding  market  outr  each  but  also  decr  ease  associated  costs
 by  enabling  smoother  coor  dination  and  r  educing  the number  of  SOCG
 members  r  equir  ed  for  the  operation  [ 13].  The  obser  ved  shift  fr  om  phys
 ical  to  online  dr  ug  dealing,  with  criminal  actors  infiltrating  all  cor  ners
 of  the  Inter  net  (i.e.  sur  face  websites,  social  media,  deep  and  dark  web,
 messaging  ser  vices,  etc.)  showcases  the  adaptability  of  SOCGs  and—just
 like  legitimate  businesses—their  capacity  to  exploit  moder  n  developments
 to  incr  ease  their  pr  ofits.
 

In  fact,  organisations  who  pr  oduce  and  distribute  illicit  dr  ugs  for  traf
 ficking  at  scale  operate  much  the  same  way  as  legitimate  businesses  and,
 ther  efor  e,  may  face  many  of  the  same  challenges.  As  such,  AI  may  be
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able  to  facilitate  incr  eased  ef  ficiencies  much  like  it  is  doing  for  comparable
 operations  in  medicine,  supply  chain  logistics,  agricultur  e,  manufacturing,
 marketing,  and  business  diversification  [ 20].  Looking  to  the  futur  e,
 Weisheit  pr  edicts  that  AI  could  be  used  by  large-scale  illicit  dr  ug  traf
 ficking  organisations  to cr  eate  ideal  dr  ug  mixtur  es,  identify  legal  supply
 chains  for  inter  ception,  br  eed  specialised  strains  of  plants  such  as  cannabis,
 pr  oduce  r  ecommendations  for  str  eamlining  laborator  y  pr  ocesses,  market
 dr  ugs  on  social  media  platfor  ms,  and  assist  dr  ug  traf  fickers  in  laundering
 their  pr  ofits  [  20].
 

13.4  Police  Use  of  AI  to  Combat

 SOCG:  Opportunities  and  Challenges  

In  or  der  to  ef  fectively  r  eveal  the  links  r  equir  ed  between  dif  fer  ent  criminal
 activities  to  pr  oduce  evidence  on  the  dr  ugs  traf  ficking  chain,  the  collec
 tion  and  analysis  of  mass  amounts  of  data  fr  om  diverse  sour  ces  thr  ough
 the  use  of  AI  may  be  necessar  y.  Relationships  among  suspicious  events,
 people,  accounts,  and  gr  oups  extracted fr  om  the  collected  data  may  then
 be  used  to  build  up  an  intelligence  pictur  e  on  dr  ugs.  The  ability  to
 incorporate  trans-national  intelligence  thr  ough  interagency  agr  eements
 would  vastly  incr  ease  law  enfor  cement’s  ef  fectiveness  of  r  evealing  the
 r  elationships  acr  oss  the  dr  ugs  traf  ficking  chain,  and  by  extension,  of  coun
 tering  SOCGs.  However,  issues  of  data  sharing  between  jurisdictions  ar  e
 a  complicated  r  egulator  y  conundr  um,  even  befor  e  intr  oducing  the  types
 of  implications  that  the  handling  of  such  intelligence  by  AI  could  have.
 

The  use  of  intelligence  data  on  connected  crime  types,  such  as
 economic  or  envir  onmental  crimes,  which  may  be  inter  nal  to  the  organ
 isation  or  nation  conducting  the  investigation,  can  also  be  used  in
 conjunction  with  AI.  Subtle  indicators  that  infer  links  to  the  illicit
 dr  ugs  chain  might  be  detected  by  AI  if  enough  and  quality  training
 data  is  used,  allowing  law  enfor  cement  to  assess  potential  links  between
 dif  fer  ent  crimes  mor  e  ef  ficiently.  This  additionally  highlights  the  impor
 tance  of  avoiding  the siloing  of  dif  fer  ent  law  enfor  cement  operations  and
 encourages  cr  oss-agency  work  wher  ever  possible.
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13.4.1  Online  Detection 

AI  can  be  used  for  the  compr  ehensive  monitoring  of  online  spaces  using
 open-sour  ce  methods.  In  the  context  of  combating  SOCGs,  law  enfor  ce
 ment  is  inter  ested  in  gathering  intelligence  that  may  be  r  elated  to  dr  ug
 markets  both  online  and  of  fline.  For  example,  by  using  Natural  Language
 Pr  ocessing  (NLP)  techniques  on  textual  data  found  in  heter  ogenous
 sour  ces  and  for  mats  acr  oss  the  Inter  net  (i.e.  sur  face  web,  social  media,
 deep  and  dark  web,  etc.),  law  enfor  cement  can  establish  connections  to
 potential  physical  dr  ug  traf  ficking  and  dealing  locations,  as  well  as  links
 between  anonymous  pr  ofiles—including  on the  dark  web—involved  in
 other  illicit  activities.  This  can  additionally  be  enhanced  with  multilingual
 textual  analysis  capabilities,  enabling  law  enfor  cement  to  addr  ess  the  glob
 ality  of  the  issue  and  gather  intelligence  fr  om  multiple  languages,  with
 the  possibility  of  also  helping  to  decipher  code  wor  ds  and  phrases  used
 by  criminals  operating  in  the  dr  ugs  context.
 

The  ubiquitous  under  cur  r  ents  of  these  appr  oaches,  however,  raise
 concer  ns  r  egar  ding  pr  oper  scoping  of  the  data  collection  in  r  egar  d  to  what
 online  activities  justify  monitoring,  as  scope  cr  eep  by  law  enfor  cement
 could  potentially  discourage  fr  ee  speech  ar  ound  the  topic  of  dr  ugs  online
 altogether  thr  ough  the  so-called  ‘chilling  ef  fect’  [ 17].  Potential  har  ms  fall
 ar  ound  limiting  legitimate  constr  uctive  discussion  ar  ound  dr  ugs,  which
 oftentimes  may  include  explorator  y  enquir  y—a  typical  experience  among
 teenagers  and  youth  wher  e  risks  and  cautions  may  come  to  the  for  e
 fr  ont  of  discussion  and  safe  practices  can  be  pr  omoted  [ 5,  11].  Ther  efor  e,
 casting  a  wider  and  br  oader  net  for  monitoring  and  moderation  purposes
 may  oftentimes  have  an  inverse  ef  fect;  a  criticism  which  has  been  levelled
 at  the  r  ecently  implemented  UK  gover  nment’s  Online  Safety  Act,  which
 seeks  to  pr  otect  childr  en  online  fr  om  har  mful  content  but  in  practice  may
 only  cause  fur  ther  har  m  to  fr  eedom  of  expr  ession  and  speech  pr  esent  on
 legitimate  online  platfor  ms  [  12].
 

The  gr  owing  criminal  use  of  cr  yptocur  r  encies—attractive  due  to  their
 decentralised  natur  e,  har  d  to  trace  transactions,  and  the  buyer-vendor
 anonymity  pr  ovided  by  them—calls  for  the  enhanced  police  exploitation
 of  AI-based  methods  for  analysis  of  cr  yptocur  r  ency  transactions.  AI  can
 suppor  t  law enfor  cement  by  extracting  key  infor  mation  fr  om  cr  yptocur
 r  ency  transaction  over  time—such  as  the  balance  and  transaction  patter  ns
 of  cr  yptowallets  of  inter  est—ultimately  enabling  the  tracing  of  SOCG
 transactions. 
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The  vast  amounts  of  data  r  equir  ed  by  these  kinds  of  AI  tools  inevitably
 raise  privacy  concer  ns  if  it  is  not  handled  in  alignment  with  set  safe
 guar  ds  and  in  an  ethical  and  legal  manner.  The  risk  of  unwar  ranted  data
 collection  her  e  is  high,  and  the  impor  tance  of  pr  opor  tionality  must  be
 str  essed.  Fur  ther  mor  e,  the  use  of  AI  systems  by  police  needs  to  be  strictly
 documented,  pr  oviding  pr  oof  of  and  demonstrating  compliance  with  legal
 obligations  in  a  standar  dised  manner.
 

13.4.2  Physical  Detection 

AI  can  also  be  used  by  law  enfor  cement  for  the  scanning  of  physical
 envir  onments  for  criminal  activity  r  elated  to  dr  ugs  traf  ficking,  such  as
 indoor  or  outdoor  cultivation  sites  of  cannabis.  AI  detection  techniques
 can  be  applied  to  satellite  images  or  the  live  footage  and  images  captur  ed
 thr  ough  dr  one  operations.  Potential  indicators  of  illicit  dr  ug  cultivation
 sites  may  include  unusually  high  heat  signatur  es  which  ar  e  associated
 with  the  conditions  for  cultivating  cannabis  or  an  influx  of  people  in  and
 ar  ound  the  pr  oper  ty  or  ar  ea,  often  at  unusual  but  specific  timeslots.
 

The  sur  veillance  r  equir  ed  for  detecting  such  indicators  could,  however,
 be  consider  ed  as  invasive,  and  can  dispr  opor  tionately  af  fect  cer  tain  ar  eas
 over  others,  which  may  oftentimes  be  associated  with  lower  socioeco
 nomic  status  and  potentially  vulnerable  communities  [ 3].  Any  underlying
 issues  of tr  ust  between  communities  and  police  for  ces  must  ther  efor  e  be
 consider  ed  befor  e  deployment,  and  local  contexts  should  be  sur  veyed  to
 establish  cur  r  ent  per  ceptions  and  acceptance  of  AI,  ultimately  aiming  to
 raise  the  societal  awar  eness  on  the  use  of  AI  by  policing  whilst  pr  omoting
 transpar  ency.
 

The  risk  of  over  policing  cer  tain  ar  eas  may  simply  displace  crime  and
 continue  to  feed  a  cycle  of  pover  ty  and  incar  ceration  if  compr  ehensive
 measur  es  to addr  ess  the  r  oot  causes  of  dr  ug  crime  ar  e  not  also  consid
 er  ed  in  parallel.  Fur  ther  mor  e,  the  use  of  AI  to  combat  SOC  needs  to
 employ  the  principle  of  pr  opor  tionality  and  only  to  collect  the  necessar  y
 data,  limiting  the  concer  ns  of  mass  sur  veillance  and  privacy  issues,  and  the
 potential  stigmatisation  of  communities  and  marginalised  gr  oups.
 

13.4.3  Dual  Detection 

Bor  der  guar  d  authorities,  customs,  and  postal  ser  vices  can  also  benefit
 fr  om  AI  detection  methods  for  the  scanning  of  packages  and  par  cels
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that  pass  thr  ough  their  jurisdiction.  AI  can  be  applied  to  X-ray  scanning
 machines  commonly  used  in  such  contexts  in  or  der  to  pr  ovide  detec
 tion  rates  that  can  surpass  those  of  human  operators.  Developing  such
 practices  may  also  help  to  build  a  compr  ehensive  set  of  indicators  and
 evidence  base  for  the  detection  and  lawful  inter  ception  of  suspicious  pack
 ages.  However,  the  smuggling  of  dr  ugs  acr  oss  bor  ders  still  often  involves
 human  agents  as  ‘couriers’  working  on  behalf  of  SOCGs,  often  for  a  fee
 or  under  dur  ess.  Ther  efor  e,  an  oppor  tunity  to  detect  such  individuals  and
 halt the  flow  of  dr  ugs  acr  oss  bor  ders  is  during  their  travel  thr  ough  bor  der
 contr  ol  checks.  The  monitoring  and  r  egulation  of  illicit  items  entering  a
 countr  y  ther  efor  e  r  epr  esents  one  of  the  key  aims  of  bor  der  contr  ol,  with
 the  other  being  contr  ol  over  the  passage  of  people  entering  the  countr  y
 thr  ough  migration.
 

In  this  vein,  iBorderCtrl  

1 was  an  EU  funded  pr  oject  that  ran  between
 2016  and  2019,  which  focused  specifically  on  tackling  illegal  migration
 thr  ough  bor  der  contr  ol  checks.  This  was  par  tially  achieved  thr  ough  the
 development  of  the  Automatic  Deception  Detection  System  (ADDS),
 which  utilised  AI  for  emotion  detection  by  analysing  the  micr  o  expr  es
 sions  of  subjects  in  or  der  to  infer  deceit  during  inter  view.
 

The  utilisation  of  AI  in  this  context  poses  the  question  of  how  techno
 logical  innovation  towar  ds  gr  eater  detection  capabilities  in  one  ar  ea  can
 cause  a  ‘net  widening’  ef  fect,  in  this  case  the  potential  for  those  singled
 out  to  be  scr  eened  for  migration  checks  to  also  be  subject  to  a  much
 higher  chance  of  being  detected  for  potential  dr  ugs  smuggling  due  to  the
 supposed  ef  fectiveness  of  AI.  While  this  dual  detection  due  to  AI  may
 initially  seem  desirable  in  such  a  case,  issues  of  fair  ness  quickly  arise  due
 to  discrimination  of  those  likely  subjected  to  migration  checks.  Should
 one’s  passpor  t  deter  mine  the  likelihood  of  them  being  appr  ehended  for
 smuggling  dr  ugs?
 

In  the  case  of  ADDS,  the  system  was  never  deployed  and  has  also  been
 criticised  for  infer  ring  deceit  fr  om  an  unfounded  theor  etical  basis,  as  well
 as  being  unable  to  pr  ovide  accuracy  scor  es  that  can  surpass  that of  human
 exper  ts  in  the  field  [  15].  In  fact,  iBorderCtrl  was  publicly  decried  by
 human  rights  organisations  [  2].  Clearly,  such  issues  should  be  addr  essed
 befor  e  an  AI  system  is  deployed;  however,  the  context  in  which  a  system  is
 

1
 iBor  derCtrl  (intelligent  Por  table  Contr  ol  System)  has  r  eceived  funding  fr  om  the  Eur  o

 pean  Union’s  Horizon  2020  Resear  ch  and  Innovation  pr  ogramme  under  grant  number
 700626. 
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deployed  and  ther  efor  e  the  conditions  under  which  individuals  ar  e  subject
 to  incr  eased  monitoring  and  contr  ol  measur  es  must  also  be  taken  into
 consideration  if  AI  is  to  be  used  towar  ds  achieving  a  safer  and  fair  er
 society.  If  the  potential  of  AI  for  the  dual  detection  of  of  fenses  could  be
 utilised  in  practices  targeting  combined  traf  ficking,  as  mentioned  earlier
 in  this  chapter,  then  this  may  be  a  fair  er,  mor  e  criminally  targeted  use  case
 for  the  additional  discover  y  potential  of  AI  algorithms.
 

Considering  the  oppor  tunities  and  challenges  of  AI  for  the  fight
 against  SOCGs,  accountability  is  highly  r  elevant.  As  data  sharing  between
 dif  fer  ent  national  jurisdictions  becomes  a  necessity  to  ef  fectively  combat
 such  operations,  and  AI  becomes  essential  for  crime  data  analysis,  then
 completeness  of  AI  accountability  ar  rangements  acr  oss  multinational  par  t
 ners  in  law  enfor  cement  cooperation  agr  eements  and  their  joint  deploy
 ments  of  AI  must  be  solidified.  Several  practical  themes  can  be  highlighted
 to  illustrate  how  AI  accountability  principles  such  as  put  for  war  d  in  this
 book  (Chap.  5;  Appendix)  should  be  implemented  in  a  cr  oss-bor  der  crime
 fighting  context.
 

Firstly,  the  use  of  har  monised  laws  and  r  egulations  should  be  sought
 in  or  der  to  ensur  e  completeness  on  a  r  egional  basis.  For  example,  the  EU
 AI  Act  goes  some  way  to  ensuring  lawfulness  of  AI  deployments  acr  oss
 the  Eur  opean  landscape.  However,  the  r  elevance  of  SOCGs  involved  in
 dr  ugs  traf  ficking  on  the  inter  national  stage  means  that  work  is  still  needed
 to  ensur  e  imbedding  in  global  standar  ds.  Secondly,  the  ethical  handling
 of  data  becomes  ever  mor  e  impor  tant,  once  it  changes  hands,  especially
 acr  oss  jurisdictions.  Law enfor  cement  must  take  measur  es  to  ensur  e  that
 the  data  they  shar  e  does  not  disclose  personal  infor  mation,  is  fr  ee  fr  om
 bias,  and  will  be  stor  ed  in  line  with  data  pr  otection  r  equir  ements,  utilising
 appr  opriate  safeguar  ds  wher  e  needed.
 

The  dual  accountability  principles  of  inclusivity  and  constr  uctiveness  ar  e
 also  highly  r  elevant  to  the  targeted  scanning  of  envir  onments  (whether
 of  fline  or  online)  by  law  enfor  cement  using  AI,  while  sear  ching  for
 intelligence  on  potential  dr  ug  cultivation  and  pr  oduction  sites,  as  well
 as  dealing  markets  and  hotspots.  Inclusivity  and  the  need  to  ‘leave
 no  one  out’  is  r  equir  ed,  as  often  the  envir  onments  and  people  most
 af  fected  will  be  those  that  biased  decisions  and  deployment  practices  can
 negatively  disr  upt  the  most.  Additionally,  constr  uctiveness  complements
 this  by  r  equiring  the  involvement  of  all  stakeholders  (including  those
 af  fected  by  the  system)  in  constr  uctive  criticism  and  engagement  towar  ds
 the  impr  ovement  of  AI.  The  consideration  of  dif  fering  on-the-gr  ound
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perspectives  and  openness  to  challenges  of  dominant  inter  nal  nar  ratives
 based  on  lived  experience  will  be  needed  for  tr  ue  accountability.  Practi
 cally,  for  achieving  accountability  objectives  aimed  at  the  fair  tr  eatment  of
 af  fected  communities,  the  theme  of  identifying  and  managing  stakeholders
 should  be  ensur  ed  by  law  enfor  cement.
 

This  means  that  those  whose  fr  eedoms  and  privacy  may  be  thr  eatened
 by  police-led  AI  deployments  against  SOCG  (whether  r  eal  or  per  ceived)
 should  be  consulted,  which  is  also  essential  to  tr  ust-building  pr  ocesses
 with  these  gr  oups.  This  may  not  always  be  immediately  appar  ent  to
 AI  practitioners,  which  is  why  the  car  eful  mapping  of  these  stakeholder
 gr  oups  is  essential.
 

Another  key  consideration  her  e  is  adaptability  and  lear  ning
 thr  oughout  the  implementation  pr  ocess,  which  can  tie  into  the  manage
 ment  of  stakeholders,  especially  those  exter  nal  to  the  police  such  as
 potentially  vulnerable  gr  oups  af  fected  by  the  AI  system’s  deployment.
 This  can  be  actioned  thr  ough  engaging  these  gr  oups  for  feedback  on
 how  a  system  can  be  impr  oved  to  ensur  e  that  deployment  practices  align
 with  community  experiences,  as  well  as  societal  expectations.  It  is  impor
 tant  to  note  that  sometimes  these  gr  oups  can  comprise  large  swathes
 of  society  rather  than  localised  demographics,  depending  on  the  par  tic
 ular  deployment  of  AI.  Ther  efor  e,  police  need  to  be  pr  epar  ed  to  engage
 democratically  on  the  local,  as  well  as  national  stage  in  or  der  to r  each
 collective  agr  eements  on  AI  use  in  policing  against  SOC.
 

Fr  om  the  case  study  above,  iBor  derCtrl  can  be  used  to  demonstrate  a
 lack  of  engagement  with  the  transparency  and  explainability  principles.
 However,  it  also  exemplifies  an  oppor  tunity  to  implement  the  account
 ability  principle  of  lear  ning  .  By  applying  lear  ning,  law  enfor  cement  can
 willingly  opt  not  to  take-up  AI  systems  that  ar  e  pr  ovably  unjustifiable  and
 inef  fective,  applying  these  insights  to  futur  e  considerations  and  standar  ds
 that  must  be  met  befor  e  they  would  consider  deploying  a  system.  These
 standar  ds  can  be  influenced  by  higher  bodies  but  should  also  be  fed  fr  om
 the  dir  ect  experiences  of  the  specific  organisation  in  question  to  ensur  e
 an  iterative  pr  ocess  to the  development  of  shar  ed  pr  ofessional  doctrine
 and  agr  eed  standar  ds.  For  example,  thr  ough  implementing  the  practical
 theme  of  risk  assessment  and  management  (see  Chap.  7),  we  would  be
 able  to  assess  that deploying  ADDS  fr  om  iBor  derCtrl  would  r  esult  in
 worse  impacts  than  choosing  not  to.  Public  safety  would  be  compr  omised
 due  to  both  lower  ef  fectiveness  and  ef  ficiency  than  humans  in  the  same
 r  ole,  while  in  this  case  fair  ness  would  also  be  called  into  question  due  to
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the  net  widening  ef  fect  of  deployment  and  the  ethics  ar  ound  cr  eating  a
 data  bias  loop  in  the  ar  ea  of  dr  ugs  smuggling.
 

13.5  Conclusions  

Both  SOCGs  and  lone  actors  operate  in  a  complex  world  which  has  no
 r  ules,  save  to  deliver  the  outcomes  r  equir  ed  by  the  individuals  who  set
 their  own.  Some  operate  acr  oss  dif  fer  ent  crime  types  and  adopt  the  latest
 technical  solutions  to  evade  captur  e  whilst  ensuring  their  business  model
 is  both  ef  fective  and  ef  ficient  to  maximise  pr  ofit  in  the  shor  test  possible
 time.  The  police  and  other  law  enfor  cement  agencies  ar  e  under  consid
 erable  pr  essur  e  to  disr  upt  and  dismantle  SOCGs  in  a  speedier  manner.
 Communities  ar  e  demanding  faster  r  esults,  as  they  want  these  individuals
 r  emoved  fr  om  their  neighbourhoods.
 

To  achieve  this  with  r  educing  budgets  and  smaller  teams,  police  for  ces
 should  consider  how  best  to  develop  or  pur  chase  new  AI  systems  which
 will  suppor  t  the  deliver  y  of  an  ef  fective,  ef  ficient,  legitimate,  and  timely
 investigation.  Policing  and  their  par  tners  will  have  to  consider  how  they
 gain  the  r  equisite  skills  to  identify  the  cor  r  ect  AI  systems  and  the  pr  ocesses
 they  adopt  to  demonstrate  accountability  and  transpar  ency,  as  new  car  e
 fully  selected  AI  systems  will  gr  eatly  assist  the  police  in  combatting  serious
 and  organised  crime,  in  the  hope  that  they  can  r  educe  the  suf  fering  it
 causes  acr  oss  the  world.  To  r  ealise  the  potential  of  AI  and  how  it  can
 suppor  t  organisations  they  should  pr  oceed  with  caution  and  with  a  high
 degr  ee  of  curiosity.  They  should  test  pr  oducts  rigor  ously  prior  to  the
 adoption  of  any  new  system  with  both  technical  exper  ts  and  practitioners.
 They  must  ensur  e  they  ar  e  fully  sighted  on  the  data  sour  ces  that  will  be
 used.  If  the  data  is  their  own,  has  it  been  cleansed  and  has  biased  been
 r  emoved?  If  it  is  an  exter  nal  sour  ce,  what  level  of  confidence  does  the
 organisation  have  in  the  data  sour  ce?  They  should  challenge  the  system
 with  new  and  complicated  scenarios,  which  may  seem  extr  eme  now,  but
 may  have  become  the  new  nor  m  within  the  criminal  frater  nity  or  may
 become  the  new  nor  m  tomor  r  ow  or  in  the  futur  e.  Active  practitioners
 should  work  alongside  AI  developers  to  develop  pr  oducts  or  to  rigor  ously
 trial  new  pr  oducts  in  test  envir  onments.
 

The  use  of  the  AIPAS  tool  (Chap.  9)  and  guidance  (Appendix)  in  the
 SOCG  and  dr  ugs  traf  ficking  context  pr  ovides  a  framework  for  ensuring
 that  AI  adoption  by  police  suppor  ts  both their  operational  ef  fective
 ness  and  public  legitimacy  during  their  quest  for  mor  e  diverse  data
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sour  ces  and  monitoring  practices  for  uncovering  the  hidden  operations  of
 SOCGs.  In  practical  ter  ms,  this  means  applying  the  principle  of  complete
 ness  thr  ough  ensuring  that  r  obust  cr  oss-bor  der  gover  nance  ar  rangements,
 har  monised  standar  ds,  and  accountable  intelligence-sharing  practices  ar  e
 first  in  place  in  pr  eparation  for  futur  e  AI-enabled  inter  national  operations;
 inclusivity  and  constr  uctiveness  should  be  achieved  by  engaging  af  fected
 communities,  stakeholders,  and  society  in  the  design,  deployment,  and
 evaluation  of  AI-enabled  police  continuous  monitoring  activities  that  may
 encr  oach  upon  their  ever  yday  fr  eedoms  and  privacy.  Meanwhile,  embed
 ding  lear  ning  into  all  stages  of  the  AI  adoption  pr  ocess,  and  as  early  as
 its  development  and  pr  ocur  ement,  should  be  a  continuous  aim  of  police
 organisations  thr  ough  independent  scr  utiny  and  continuous  assessment  of
 system  per  for  mance  and  impacts.  This  ensur  es  that  AI  systems  ar  e  not  set
 up  to  fail  and  can  be  used  to  comfor  tably  justify  the  enhanced  policing
 of  dr  ug  markets,  which  may  not  be  as  unanimously  agr  eed  upon  as  other
 ar  eas  such  as  ter  r  orism  or  child  sexual  exploitation.
 

AI  is  on  the  horizon,  and  police  for  ces  must  make  sur  e  they  ar  e
 ahead  of  the  cur  ve  when  it  comes  to  danger  ous  criminal  gr  oups,  in  or  der
 to  pr  otect  society  fr  om  the  exploitation,  cor  r  uption,  and  violence  that
 follows.  As  this  chapter  illustrates,  if  done  right,  AI  of  fers  impor  tant
 oppor  tunities  to achieve  these  goals. 
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C  H  A  P  T  E  R  14 

AI  Use  in  Counter  Ter  r  orism 

Mar  tin  Snowden  

14.1  Introduction  

Societal  suppor  t  for  the  use  of  ar  tificial  intelligence  (AI)  in  the  context  of
 counter  ter  r  orism  to  pr  event  ter  r  orist  attacks  fr  om  being  committed,  thus
 pr  otecting  the  public  and/or  identifying  ter  r  orist  suspects  and  detecting
 acts  of  ter  r  orist  criminality,  is  higher  than  suppor  t  for  AI  use  acr  oss  the
 policing  landscape  in  the  United  Kingdom  mor  e  generally  ([ 2,  3,  5];  also
 Chap.  10).
 

In  some  r  espects,  this  mir  r  ors  a comparison  of  public  tr  ust  and  confi
 dence  in  Counter  Ter  r  orism  Policing  (CTP)  alongside  ‘policing’  as  a
 whole,  with  CTP  traditionally  achieving  higher  tr  ust  and  confidence
 levels  [  4].  However,  this  enhanced  level  of  public  suppor  t  does  not,
 quite  rightly,  allow  Counter  Ter  r  orism  Policing (CTP)  a  ‘fr  ee  r  eign’  with
 r  egar  ds  its  operational  activity,  its  outcomes,  and  its  stakeholder  engage
 ment.  Ther  e  ar  e  many  elements  of  the  UK  Gover  nment’s  (Home  Of  fice)
 Strategy  for  Countering  Ter  r  orism  (‘CONTEST’)  [ 8]  and  thus  activity
 fr  om  the  Security  Ser  vices  (better  known  and  r  efer  r  ed  to  as  MI5)  and
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Counter  Ter  r  orism  Policing, that  have  been  criticised  by  the  public,
 inter  est  gr  oups  and  media  over  the  years,  or  operational  competence
 challenged,  citing  intelligence  or  decision-making  failur  es,  following  a
 ter  r  orist  incident  [  11].  Maintaining  public  confidence,  allowing  a  level
 of  transpar  ency  into  a  ‘secr  et  world’,  and  being  able  to  hold  organisations
 to  account  when  things  go  wr  ong,  r  emains  ther  efor  e  absolutely  critical.
 

This  chapter  will  outline  some  of  the  cur  r  ent  and  potential  emerging
 or  futur  e  risks  that ar  tificial  intelligence,  in  its  numer  ous  for  ms,  poses
 in  the  extr  emism  and  ter  r  orism  domains,  and  suggest  why  state  counter
 ter  r  orism  agencies  need  to  embrace  AI  to  target  these  risks  and  pr  event
 attacks.  Mor  eover,  it  will  discuss  the  accountability  landscape  in  counter
 ter  r  orism  and  why  AI  accountability  needs  to  be  thor  ough  and  complete.
 

14.2  Risks  of  AI  in  Terrorism  

The  fast-moving  emergence  of  ar  tificial  intelligence  capabilities  in  society
 always  brings  risks  and  oppor  tunities.  Wher  e  those  AI  capabilities  ar  e  used
 to  suppor  t  nefarious  activity  by  extr  emist  radicalisers  or  committed  ter  r  or
 ists,  those  risks  can  have  huge  impacts  upon  public  safety  and  national
 security.  Over  r  ecent  years,  the  activities  of  radicalisers  and  ter  r  orists  have
 moved  mor  e  and  mor  e  to  the  online  space;  to  gr  oom  vulnerable  individ
 uals,  shar  e  ter  r  orist  material,  cr  eate  pr  opaganda  and  mis/dis-infor  mation
 campaigns,  and  plans  for  futur  e  attack  options  and  methodologies.  This
 shift  to  the  online  space  has  been  facilitated  with  ever  impr  oving  online
 skillsets  and  capabilities  of  perpetrators.  By  example,  Al-Qaeda’s  online
 (English  language)  magazine  ‘Inspir  e’,  first  published  in  2010  pr  oviding
 jihadist  ideology  and  practical  guidance,  has  pr  ogr  essed  with  the  gr  eater
 sophistication  of  imager  y  and  ‘glossiness’,  as  well  instr  uctional  material
 over  its  subsequent  nineteen  publications.
 

Ter  r  orists  have  thus  always  adapted  to  new  landscapes  and  gr  owing
 skills  on  the  Inter  net,  and  the  use  of  AI  potential  and  tools  is  just  the
 most  r  ecent  example.  Mor  eover,  the  dir  ect  involvement  of  ‘hostile  state’
 activity  brings  a  whole  fur  ther,  and  enhanced  level  of  capabilities  with
 r  egar  ds  the use  of  AI,  utilising  Generative AI  pr  ocesses  to  develop  deep
 fakes  material  (images,  video,  audio/voices)  that  can  for  m  par  t  of  dis
 infor  mation  campaigns  to  cr  eate  societal  unr  est,  division,  and  extr  emist
 activity  by  way  of  example.
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A  joint  r  epor  t  fr  om  the  United  Nations  Of  fice  of  Counter  Ter  r  orism
 (UN  Counter  Ter  r  orism  Centr  e  UNCCT)  and  United  Nations  Inter  r  e
 gional  Crime  and  Justice  Resear  ch  Institute  (UNICRI)—‘Algorithms  and
 Ter  rorism’—The  malicious  use  of  AI  for  ter  rorist  purposes’  (2021)—high
 lighted  the  potential  thr  eat  fr  om  AI  usage  by  ter  r  orists  [ 12].
 

It  star  ted  by  quantifying  concer  ns  amongst  an  exper  t  gr  oup  of  r  epr  e
 sentatives  fr  om  gover  nment,  industr  y,  academia,  and  inter  national  and
 r  egional  organizations.  A  sur  vey  conducted  by  the  UNCTT,  UNICRU,
 and  the  United  Nations  Of  fice  of  Counter  Ter  r  orism  (UNOCT)  r  epor  ted
 that  44%  (of  r  epr  esentatives)  felt  that  the  malicious  use  of  AI  for  ter  r  orist
 purposes  was  ‘ver  y  likely’  and  56%  felt  it  was  ‘somewhat  likely’.  No  one
 consider  ed  that  the  malicious  use  of  AI  was  ‘unlikely’.
 

Subsequent  discussions  within the  exper  t  gr  oup  socialised  four  key
 concer  ns  about  the  potential  malicious  use  of  AI  for  ter  r  orist  purposes:
 

• The  democratization  of  new  technologies  including  AI
 

• The  scalability  of  AI
 

• The  inher  ent  asymmetr  y  in  ter  r  orism/counter  ter  r  orism  (e.g.  even
 if  an  AI-driven  attack failed,  perhaps  thr  ough  lack  of  knowledge/
 capability  of  the  attacker,  fear  will  still  be  instilled  with  a  negative
 impact  on  society,  thus  achieving,  in  par  t,  the  attacker’s  aims)

 

• The  gr  owing  societal  dependency  on  data  and  technology
 

Later,  citing  work  fr  om  a  2018  study  pr  oducing  a  paper  entitled  ‘The
 Malicious  Use  of  Ar  tificial  Intelligence:  Forecasting,  Prevention,  and  Miti
 gation’  ,  the  UN  r  epor  t  pr  ovides  a  framework  to  classify  AI  thr  eat  types  in
 the  ter  r  orism  domain.  In  this,  AI  thr  eats  ar  e  posed  in  thr  ee  ar  eas,  cyber,
 physical,  and  political:
 

• Cyber  threats:  Fr  om  a  ter  r  orism  perspective,  cyber  thr  eats  include
 phishing,  man-in-the-middle,  ransomwar  e  and  DDoS  attacks, as  well
 as  defacement  of  websites.  Additionally,  ther  e  is  a  gr  owing  concer  n
 over  the  misuse  of  infor  mation  and  communication  technologies
 by  ter  r  orists,  par  ticularly  the  Inter  net  and  social  media,  to  commit,
 incite,  r  ecr  uit  for,  fund  or  plan  ter  r  orist  acts.

 

• Physical  threats:  Thr  ough  the  Inter  net  of  Things  (IoT)—an
 ecosystem  of  connected  digital  devices  and  physical  objects  that
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transfer  data  thr  ough  the  Inter  net—inter  connectivity  and  incr  eas
 ingly  autonomous  devices  and  r  obots  in  smar  t  cities  or  home
 envir  onments  expand  the  oppor  tunities  for  and  scale  of  possible
 attacks. 

• Political  threats:  This  transfor  mation  of  communication  and
 engagement  methodologies,  notably  social  media,  now  influences
 the  outcome  of  elections,  has  encouraged  popular  pr  otests,  and
 empower  ed  people  to  exer  cise  their  fundamental  rights.  It  can  also
 equally  make  people  vulnerable  to  manipulation  thr  ough  misin
 for  mation,  and  disinfor  mation  and  the  integration  of  AI  into  this
 equation,  for  instance,  thr  ough  the  pr  oliferation  of  deepfakes,  will
 gr  eatly  enhance  the  natur  e  of  this  thr  eat.

 

Although,  in  2021,  the  UN  r  ecognised  that  ther  e  wer  e  few  docu
 mented  examples  of  ter  r  orists  successfully  utilising  AI  to  meet  their  ends,
 it  highlighted,  as  seen  by  CTP  and  Security  Ser  vice  par  tners  in  the
 UK,  that  with  intent  and  gr  owing  capabilities,  ther  e  is  always  ‘cause  for
 concer  n’,  and  it  r  ecommended  that  counter  ter  r  orism  bodies,  law  enfor  ce
 ment  agencies,  and  policy  makers  should  star  t  their  capacity  building  to
 pr  epar  e  for  the  possible  futur  e  of  AI-enabled  ter  r  orism.
 

Eur  opol  echoed  these  concer  ns  in  a  mor  e  up-to-date  assessment  in
 2025  in  the  Eur  opean  Union  Ter  r  orism  Situation  and  Tr  end  Repor  t  (EU
 TE-SAT)  in  which  it  outlined  [  6]:
 

Ter  r  orists  and  violent  extr  emists  continued  to  exploit  a  multiplicity  of
 technologies,  showing  dif  fer  ent  levels  of  know-how  –  ranging  fr  om  mer  e
 r  epr  oduction  and  sharing  of  violent  extr  emist  content  to  actual  pr  oduc
 tion  of  AI-generated  material,  use  of  immersive  technologies  and  advanced
 digital  financing  tools.  The use  of  generative-AI  to  cr  eate  and  disseminate
 pr  opaganda  and  hate  speech  has  r  eached  unpr  ecedented  levels,  especially
 in  the  right-wing  scene.  (p.  8)

 

The  same  year,  the  UK’s  National  Cyber  Security  Centr  e  (NCSC)
 pr  ovided  a  fur  ther  over  view  in  this  domain,  r  ecognising  that the  pr  olif
 eration  of  AI  in  connected  technologies  and  appliances  in  national
 infrastr  uctur  es,  industr  y,  commer  ce,  and  domestic  life,  r  epr  esented  oppor
 tunities  for  adversarial  exploitation  and  touched  on  all  thr  ee  thr  eat  ar  eas
 highlighted  by  the  UN.  The  NCSC  highlighted  that  the  ‘proliferation  of
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AI-enabled  cyber  tools  will  highly  likely  increase  access  to  AI  enabled  intr  u
 sion  capability  to  an  expanded  range  of  state  and  non-state  actors’  and  ‘the
 growing  incorporation  of  AI  models  and  systems  across  the  UK’s  technology
 base,  and  par  ticularly  within  CNI  (Critical  National  Infrastr  ucture),
 almost  cer  tainly  presents  an  increased  attack  sur  face  for  adversaries  to
 exploit  ’  ([  10],  p.  2).
 

Whilst  state  actors  perhaps  r  emain  at  the  for  efr  ont  of  such  cyber
 r  elated  ter  r  orist  thr  eats  at  this  time,  that  may  not  always  be  the  case,  and
 ideological  extr  emist  gr  oups  (e.g.  Al-Qaeda,  Islamic  State,  and  several
 Right-W  ing  online  gr  oups/networks)  alr  eady  have  significant  technical
 capabilities  that  can  be  fur  ther  developed  and  expanded  into  AI.
 

Whilst  the  widespr  ead  ter  r  orist  use  of  AI  is  perhaps  not  fully  evidenced
 today,  ther  e  ar  e  examples  of  serious,  potentially  catastr  ophic  instances
 and  incidents.  Perhaps  the  most  high-pr  ofile  example of  ter  r  orism  r  elated
 AI  in  r  ecent  years  in  the  United  Kingdom  is  the  case  of  Jaswant  Chail
 who,  in  October  2023,  was  convicted  of  making  thr  eats  to  kill  the  late
 Queen,  possession  of  an  of  fensive  weapon,  and  an  of  fence  under  the  1842
 Tr  eason  Act (Cour  ts  and  Tribunal  Judiciar  y,  R  v  Jaswant  Singh  Chail,
 Sentencing  Remarks  of  Mr  Justice  Hilliard  Central  Criminal  Cour  t,  5
 October  2023  ).  Chail  had  been  ar  r  ested  in  the  r  oyal  r  esidency  gr  ounds
 of  W  indsor  Castle  on  Christmas  Day  2021,  in  possession  of  a  cr  ossbow,
 and  had  been  hear  d  by  guar  ds  making  the  thr  eats  to  kill. 

1 During  his
 trial,  evidence  fr  om  the  Counter  Ter  r  orism  Police investigation  showed
 that  Chail  had  been  communicating  with  an  AI  chatbot  ‘companion’  (aka
 ‘vir  tual  friend’)  in  the  weeks  r  unning  up  to  Christmas  2021.  Chail  had
 indeed  for  med  an  ‘emotional  and  sexual  r  elationship’  with  the  chatbot,
 had  disclosed  his  desir  e  to  ‘assassinate  the  Queen’  during  the messaging,
 and  r  eceived  suppor  t  and confir  mation  for  his  planned  actions  in  r  etur  n.
 The  chatbot,  which  Chail  had  named  Sarai,  had  told  him  ‘yes,  you  can
 do  it’,  and  if  he  does,  they  will  be  ‘together  for  ever’.
 

So,  although  Chail  had  not  been  radicalised  by  exter  nal  for  ces  (e.g.  a
 gr  oup/individual)  or  extr  emist  material  in  perhaps  the  mor  e  r  ecognised
 sense,  AI  had  cer  tainly,  str  ongly,  and  wor  r  yingly  influenced  his  thinking,
 r  einfor  cing  and  encouraging  his  danger  ous  thoughts,  and  leading  to  his
 dir  ect  action  in  2021.  A  2023  study  by  the  Car  dif  f  University  and  the
 

1
 How  a  chatbot  encouraged  a  man  who  wanted  to  kill  the  Queen—BBC  News:

 https://www.bbc.co.uk/news/technology-67012224.  

https://www.bbc.co.uk/news/technology-67012224
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University  of  Sur  r  ey  highlighted  the  potentially  addictive  and  danger  ous
 ef  fects  of  AI  ‘friends’  on  vulnerable  individuals  [ 9].
 

Ther  e  ar  e  however  other  examples  wher  e  AI  chatbots  have  been  specif
 ically  cr  eated,  dir  ected,  and  used  to  actively  radicalise  individuals  with
 extr  emist  content,  and  right  acr  oss  the  ideological  landscape  [ 1].  Bots
 pr  ovide  the  oppor  tunity  for  volume  activity  acr  oss  multiple  chat  for  ums
 24  hours  a  day,  accelerating  the  radicalising  ef  fect  and  thr  eat  to  others
 online.  Teamed  with  Generative  AI  applications  that can  cr  eate  r  eal
 istic  imager  y,  videos,  and  voices  pur  veying  deep-fake  and  false  messages,
 bots  can  cr  eate  or  r  einfor  ce  extr  emist  mindsets  or  pr  omulgate  mis/
 dis-infor  mation  that can  cr  eate  and  spr  ead  fear,  division,  even  panic  in
 communities  and  wider  society.
 

This  emerging  potential  r  epr  esents  such  a  thr  eat  and  concer  n  to
 counter  ter  r  orism  bodies,  it  is  perhaps  no  surprise  that Jonathan  Hall
 QC,  Independent  Reviewer  of  Ter  r  orism  Legislation, in  his  ‘Ter  rorism
 Acts  of  2023  ’  r  epor  t  (published  July  2025)  [ 7]  focused  heavily  on  Ar  ti
 ficial  Intelligence,  notably  Generative-AI.  His  opening  statements  in  the
 r  epor  t’s  Executive Summar  y  wer  e  blunt  and  sobering  (below  as  given  in
 the  r  epor  t):
 

• Generative  Ar  tificial  Intelligence’s  ability  to  cr  eate  text,  images  and
 sounds  will  be  exploited  by  ter  r  orists.

 

• I  consider  7  categories  of  potential  ter  r  orism  har  m  that  may  r  esult
 fr  om  use  of  Generative  AI  and  evaluate  whether  existing  ter  r  orism
 legislation  is  adequate.

 

• The  overall  r  ecommendation  is  that  chatbot  radicalisation  is  the  most
 dif  ficult  pr  oblem,  and  that  a  new  race-hatr  ed  based  of  fence  should
 be  consider  ed. 

• Questions  ar  e  coming  down  the  track  about  potential  law  enfor  ce
 ment  use  of  new  technology-driven  biometrics  (such  as  voice
 analysis)  and  AI-  generated  insights  (such  as  deductions  about
 emotions).

 

In  mor  e  detail,  the  r  epor  t  identifies  seven  categories  of  potential
 ter  r  orist  har  ms  r  esulting  fr  om  GenAI.  Other  for  ms  of  AI,  for  example  AI
 in  autonomous  weapons  systems,  which  could  have  significant  impacts,
 wer  e  not  consider  ed  by  the  author,  but  the  categories  r  emain  of  concer  n.
 These  ar  e:  



 14  AI  USE  IN  COUNTER  TERRORISM  263 

1. Propaganda  productivity:  e.g.  using  translation  tools  to  r  each
 wider  audiences  and/or  GenAI  to  cr  eate  posters,  magazines  etc.

 

2. Propaganda  innovation:  new  pr  opaganda,  e.g.  racist  kill  games,
 deep-fake  imager  y  of  ter  r  orist  leaders  or  notorious  killers  ‘back  fr  om
 the  dead’ 

3. Chatbot  radicalisation:  always  available,  suggestive  chatbots  willing
 to  pr  omote  ter  r  orism

 

4. Attack  facilitation:  potential  practical  assistance  to  attack  plan
 ners,  e.g.  r  esear  ch  locations  or  suggest  methodology  to  cir  cumvent
 security

 

5. Attack  innovation:  with  the  right  skills  and  equipment  could  AI
 identify  har  mful  substances  or  write  cyberattack  code

 

6. Moderation  evasion:  cir  cumvent  or  over  whelm  social  media  plat
 for  ms’  automated  content  moderation,  thus  allowing  incr  eased
 extr  emism  online 

7. Social  degradation:  caused  by  online  disinfor  mation  leading  to
 polarisation,  hostility  and  r  eal-world  ter  r  orist  violence

 

In  each  categor  y,  Jonathan  Hall  pr  ovided  an  analysis  of  the  AI
 thr  eats,  highlighting  essential  legal  and  evidential  issues  that  r  equir  ed
 consideration. 

14.3  Opportunities  (indeed  necessity)

 for  AI  in  Counter  Terrorism  

In  this  complex  thr  eat  and  risk  envir  onment,  and  the  almost  cer  tain  rather
 than  potential  escalation  in  the  use  of  AI  of  all  types  by  adversaries  to
 radicalise,  commit  ter  r  orist  attacks,  and  instil  fear  in  the  general  public,
 the  police  use  of  AI  to  counter  extr  emism  and  ter  r  orism  to  both  miti
 gate  known  risks  and  take  a  pr  oactive  position  to  pr  event  risk  emergence,
 arguably  becomes  a  necessity.  Fast-paced  thr  eat  scenarios  and  investiga
 tions  in  r  eal-world,  online,  and  inter  national  landscapes,  with  incr  easing
 volumes  of  online  or  seized  material  that  r  equir  e  rapid  assessment  for
 intelligence  and  evidential  purposes  all  pr  esent  challenges  that  r  equir  e
 technological  suppor  t.  Cor  r  ectly  used,  AI  must  be  a  vital  asset  to  ensur  e
 national  security  in  the  United  Kingdom.
 

In  many  r  espects,  the  operational  deployment  scenarios  and  r  equir  e
 ments  for  AI  in  the  counter  ter  r  orism  domain  will  often  br  oadly  mir  r  or
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those  seen  in  other  policing  ar  eas  acr  oss  the UK,  especially  in  the
 intelligence  and  serious  crime  investigation  ar  enas.
 

As  pr  eviously  highlighted,  the  Counter  Ter  r  orism  Policing  landscape
 also  needs  to  be  consider  ed  alongside  intelligence  and  evidential  collec
 tion  assets  deployed  by  key  par  tners  both  in  the  UK  (e.g.  MI5)  and
 abr  oad  (e.g.  FBI—Federal  Bur  eau  of  Investigation—in  the  USA)  and
 intelligence,  and  evidence  to  a  lesser  degr  ee,  will  be  shar  ed  acr  oss  strategic
 par  tners  on  a  daily  basis.  Ther  e  ar  e,  however,  a  number  of  cor  e  opera
 tional  counter  ter  r  orism  scenarios  wher  e  AI  can  be  ef  fectively  and  benefi
 cially  deployed,  subject  of  course  to  full  accountability  considerations  and
 measur  es;  examples  include:
 

• Border  Security:  Live  Facial  Recognition  (LFR)  at  national  bor  ders
 locations  (airpor  ts/seapor  ts/small-boat  beach  locations)  seeking  to
 identify  individuals  on  CTP,  MI5,  or  overseas  (e.g.  FBI,  Interpol)
 ‘watchlists’  that  r  epr  esent  potential  ter  r  orism  or  national  security
 risks  to  the  UK. 

• Post-Incident  investigation:  Post-attack  or  following  significant
 pr  eparator  y  activity  befor  e  an  attack  (e.g.  r  econnaissance  sur  veillance
 or  tampering  with  security/infrastr  uctur  e)  when  seeking  to  identify
 a  ter  r  orist  suspect(s).  The  fast-time  analysis  of  voluminous  CCTV
 material  r  ecover  ed  fr  om  multiple  sour  ces  (local  authority,  commer
 cial,  private),  overlaying  additional  AI  pr  ocesses  such  as  LFR  and
 gait-analysis  can assist  in  initial  identification  and  subsequent  tracking
 of  a  suspect(s)  over large  and  congested  city  ar  eas,  r  educing  time
 between  incident  and  inter  vention. 

• Big  data  analysis:  An  analysis  pipeline  of  large  data  sets  down
 loaded  fr  om  devices  (mobile  phones,  laptops,  har  d  drives)  seized
 during  CT  investigations;  translating,  transposing,  analysing  (e.g.  key
 wor  d,  sentiment,  network),  and  prioritising  documents,  social  media
 content,  imager  y,  or  videos  for  human  assessment  befor  e  trans
 fer  ence  into  intelligence  or  evidential  chains.  This  would  dramati
 cally  r  educe  the  timeline  of  data  assessment  and  risk  prioritisation,
 cur  r  ently  pr  edominantly  manual  (i.e.  fully  human),  enabling  the
 faster  time  identification  of  evidence  or  the  identification  of  new  risk
 and  additional  suspects.

 

• Online  searching/analysis  (including  Deepfake/Bot  identifi
 cation):  Similar  to the  analysis  of  seized  media  material  (fr  om
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devices),  but  ongoing  live  via  online  social  media,  communica
 tions  and  gaming  platfor  ms.  Automated/AI-driven  scraping  of  data
 and  analysis  (again  key  wor  d,  sentiment,  network,  also  deepfake/
 Bot  assessment),  which  can  identify  risk  behaviours,  risk  locations
 (e.g.  Telegram  channels  of  concer  n),  identify  evidence  for  ter  r  orist
 material,  and  key  suspects/instigators  and their  online  networks,
 enabling  investigators  to  target  fur  ther  activity  and/or  under  take
 wider  platfor  m  disr  uption  activity  on  accounts/gr  oups/channels.

 

• Of  ficer/Staf  f  well-being  (e.g.  Video  and  imager  y  assessment  and
 analysis):  The  deployment  of  AI  systems  to  r  eview  and  analyse  video
 and  imager  y  material  fr  om  multiple  sour  ces  (online/seized  devices)
 enabling  the  identification  and  description/categorisation  of  mate
 rial  and  prioritisation  for  futur  e  human  assessment.  This  includes
 pr  oviding  faster-time  first  analysis  but,  mor  e  impor  tantly  in  this
 context,  enabling  gr  eater  pr  otections  to  CT  investigators,  r  educing
 the  surprise  factor  of  viewing  violent  and  distr  essing  videos/imager  y
 (e.g.  beheadings/br  utal  attacks),  minimising  r  epeat  viewings  of  the
 same  (and  alr  eady  evidenced)  content,  and  the  pr  ovision  of  system
 atic  work  allocations  and  well-being  suppor  t.

 

• Online  identification  of  pre-cursor  behaviours/actions:  The
 targeted  but  large-scale  collection  of  web  and  social  media  content;
 filtering,  evaluating,  and  prioritising  to  identify  early  behaviours  (e.g.
 social  media  activity/comments,  website  activity  and  pur  chase  histo
 ries)  to  enable  police  inter  ventions  befor  e  ter  r  orist  criminality  occurs.
 Filters  could  target  early  radicalisation  activity  to  pr  otect  vulnerable
 individuals  or  those  star  ting  a  path  to  plan  ter  r  orist  attacks  with  the
 pur  chase  of  chemicals  or  weaponr  y.

 

• Public  Space  monitoring  and  live-time  analysis/risk  identifica
 tion:  Sensing  systems  monitoring  live  CCTV  feeds  in  for  malised
 events  (e.g.  festivals/cer  emonies/spor  ts  fixtur  es)  or  mor  e  general
 publicly  accessible  locations  (e.g.  town  centr  es).  Pr  oviding  an  ability
 to  identify  and  r  epor  t  danger  ous  or  suspicious  objects  or  vehicles
 in  the  pr  oximity  of  event  locations,  or  suspicious  human  behaviours
 within  cr  owds  that  may  r  equir  e  fur  ther  investigation  and  potential
 inter  vention. 
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14.4  AI  in  Counter  Terrorism

 to  protect  Public  Spaces  (APPRAISE)  

To  examine  the  conceptual  possibilities  and  pilot  potential  uses  of  tech
 nologies  and  AI  in  the  counter  ter  r  orism  ar  ena,  pr  oject  APPRAISE  

2 was
 commissioned  by  the  Eur  opean  Union  in  2021  as  par  t  of  its  Horizon
 Eur  ope  funding  pr  ogramme  for  r  esear  ch  and  innovation.
 

APPRAISE  soughts  to  addr  ess  one  of  the  major  ter  r  orist  thr  eats  expe
 rienced  acr  oss  Eur  ope  over  the  pr  eceding  years;  that  being  the  ter  r  orist
 exploitation  of  easily  accessible  ‘soft  targets’  (e.g.  transpor  t  systems,  shop
 ping  centr  es,  spor  ting  venues,  and  open  spaces/parks)  against  which  they
 could  mor  e  r  eadily  commit  deadly  attacks.  Fur  ther,  APPRAISE  sought
 to  fill  the  infor  mation  void  wher  e  the  lack  of  immediate  post-attack
 situational  awar  eness,  both  with  r  esponding  agencies  (e.g.  police,  local
 authorities,  private  security)  and  the  wider  public,  exacerbated  confusion
 and  fear  to  the  detriment  of  an  ef  fective  r  esponse  and  risk  mitigation.
 

W  ith  a  multi-national,  multi-faceted  consor  tium  of  LEA  practitioners,
 academics,  and  technology  developers,  APPRAISE  aimed  to  r  evolutionize
 the  pr  otection  of  soft  targets  by  integrating  a  series  of  key  concepts  (as
 given  on  the  pr  oject  website):
 

• A  scalable,  flexible,  and  ef  ficient  data  intelligence  platfor  m  for  thr  eat
 detection,

 

• Actionable  thr  eat  intelligence  to  pr  oactively  detect  vulnerabilities  and
 analyse  imminent  and  on-going  crimes  or  ter  r  orist  attacks,

 

• Soft  target  risk  assessments  based  on  both  web  content,  social  media
 analysis  and  on-site  multimodal  sensor  data,

 

• Instant  situational  awar  eness  to  plan  and  execute  mitigation  actions
 and,

 

• Collaboration  capabilities  to  collaboratively  mitigate  incidents  fr  om
 the  earliest  stage  of  their  detection.

 

W  ith  technologies,  both  AI  and  non-AI,  at  its  cor  e,  APPRAISE  sought
 to  develop,  test,  and  evaluate  (see  website):  

2
 Pr  oject  APPRAISE  –  Funded  by  the  Eur  opean  Union  Horizon  2020-  grant  agr  eement

 No  101021981;  https://appraise-h2020.eu 

https://appraise-h2020.eu/
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1. Online  analyses  of  social  media  in  or  der  to  monitor  posts  that  may
 indicate  potential  thr  eats

 

2. CCTV  with  video  analysis  capabilities  placed  in  key  locations  that
 can  identify  danger  ous  objects  as  well  as  abnor  mal  behaviours  by
 vehicles  and  individuals 

3. Micr  ophones  that can  autonomously  r  ecognize  sounds  such  as
 gunshots  or  scr  eams  placed  in  key  locations  in  or  der  to  detect
 potential  thr  eats

 

4. Dr  ones  to  monitor  sur  r  ounding  ar  eas
 

5. A  cr  owdsensing  mobile  app  that  can  be  downloaded  by  attending
 citizens,  so  that  they  can  r  epor  t  anomalies  themselves  to  security
 actors  for  investigation

 

6. A  graphical  user  inter  face  system  security  actors  use  to  integrate  all
 data  str  eams  fr  om  the  technologies  mentioned  above,  to  help  them
 with  their  communication  and  coor  dination 

These  concepts  and  linked  technologies  wer  e  then  evaluated  and  vali
 dated  in  four  ‘soft  target’  pilot  scenarios  assessing  accessibility,  existing
 security  measur  es,  cur  r  ent  infrastr  uctur  e,  people  density,  level  of  criticality,
 and  their  societal  impact:
 

• An  outdoor  spor  ting  event
 

• A  mass  gathering  at  a  stadium
 

• An  indoor  shopping  centr  e
 

• An  exhibition  and  confer  ence  centr  e 

Pilot  findings  and technology/AI  potential  wer  e  pr  esented  to  LEAs
 acr  oss  Eur  ope,  and  although  those  findings  and  LEA  considerations  ar  e
 not  addr  essed  her  e,  APPRAISE  highlights  the r  equir  ements  and  diverse
 AI  oppor  tunities  that could,  and  perhaps,  should  be  developed  and
 deployed.
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14.5  A  ccountability  in  UK

 Counter  Terrorism  Policing  

Befor  e  looking  at  how  ar  tificial  intelligence  may  sit  within  this  ar  ea  of
 policing,  it  is  beneficial  to  briefly  illustrate  how  oversight  and  lines  of
 accountability  operate  in  Counter  Ter  r  orism  Policing  and  r  ecognise  the
 dif  fer  ences  to  those  seen  in  single  (for  ce)  organisations.
 

Counter  Ter  r  orism  Policing in  the  UK  is  funded  by  HM  Gover  n
 ment  to  deliver  the  law  enfor  cement  elements  of  its  CONTEST  Counter
 Ter  r  orism  Strategy and  works  alongside  national  security  par  tners  in  the
 UK  Intelligence  Community  (UKIC),  most  closely  with  MI5.
 

Counter  Ter  r  orism  Policing is  not  a  single  policing  legal  entity;  it  is  a
 collaboration  of  the  43  police  for  ces  of  England  and  Wales,  alongside  the
 police  ser  vices  of  Scotland  and  Nor  ther  n  Ir  eland.  Strategic  dir  ection  is
 pr  ovided  thr  ough  the  CTP  Head  Quar  ters  in London,  under  the  overall
 leadership  of  the  Metr  opolitan  Police,  with  organisational  and  operational
 deliver  y  coming  thr  ough  a  network  of  eleven  r  egional  units.  In  England
 and  Wales,  the  nine  r  egional  teams  follow  the  same  geographical  and
 leadership  models  (with  one  ‘lead  for  ce’  per  r  egion)  as  seen  with  the
 Regional  Organised  Crime  Units  (ROCUs).  W  ithin  these  r  egions,  opera
 tional  deliver  y  will  fur  ther  r  un  acr  oss  several  geographical  for  ces  (between
 4  and  7  for  ces  per  r  egion  except  for  London  which  has  two)  with  staf  f
 r  esident  and  deployed  in  those  individual  for  ces.
 

Accountability  is  ther  efor  e  a  mixed  model  involving  CTPHQ,  Regional
 Lead  For  ces,  and  Chief  Constables  fr  om  all  45  ter  ritorial  (and  additional
 Home  Of  fice  for  ces:  BTP  (British  Transpor  t  Police),  CNC  (Civil  Nuclear
 Constabular  y),  MODP  (Ministr  y  of  Defence  Police)),  managed  by  a  series
 of  Collaboration  Agr  eements.
 

This  accountability  model  also  r  elates  in  the  context  of  technological
 and  data  uses  acr  oss  the  network.  Ther  e  may  be  dif  fer  ent  Data  Contr  ollers
 and  Senior  Infor  mation  Risk  Owners  involved  dependent  upon  the
 origins  and  extent  of  a  technology/data  system  deployed.  Similarly,
 technological  innovations  and  uses  may  also  arise  fr  om  several  sour  ces
 rather  than  always  a  single  network-wide  appr  oach.  Whilst  ther  e  ar  e
 CTP  full-network  systems,  and  CTPHQ  pr  ovides  IT  and  Data  Assurance
 strategy,  ther  e  ar  e  r  egional  variations  in  some  technological  capabilities
 and  methodologies.  An  additional  dimension  to  the  Counter  Ter  r  orism
 accountability  model,  specifically  with  r  egar  ds  to technology  and  data
 sour  ce  uses,  is  added  by  CTP’s  close  working  r  elationship  with  MI5,  and
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other  UKIC  par  tners.  MI5  of  course  has  its  own  operational  capabilities
 and  will  develop  and  pr  ocur  e  its  own  technologies  to  pr  otect  national
 security.  Intelligence  fr  om  those  capabilities  will  be  ‘used’  by  Counter
 Ter  r  orism  Policing  of  ficers/staf  f  and  operational  activity  dir  ectly  guided
 fr  om  those  sour  ces.  However,  any  accountability  for  those  intelligence
 sour  ces  sits  outside  of  CTP,  sitting  dir  ectly  with  the  ‘state’.
 

However,  the  Counter  Ter  r  orism  ar  ena,  including  CTP,  is  a  well
 r  egulated  one  in  ter  ms  or  legislation,  oversight,  and  close  gover  nment
 and  public  scr  utiny.  The  Independent  Reviewer  of  Ter  r  orism  Legislation 

3 

is  one  obvious  example  of  active,  continual  engagement  to  ensur  e  CT
 legislation  and  practices  ar  e  being  used  appr  opriately  and  ef  fectively.  This
 will  apply  to  technologies  and  data  management/sharing,  including  AI,
 as  much  as  other  operational  contexts  such  a  custody.
 

14.6  AI  A  ccountability  in  Counter  Terrorism  

As  highlighted,  Counter  Ter  r  orism  Policing in  the  UK  is  alr  eady  subject
 to  considerable  and  ef  fective  oversight  and  r  egulation.  Pr  event  activity
 and  outcomes,  ar  r  ests,  detentions  under  Ter  r  orist  Act/National  Security
 Act  legislation  (with  the  potential  for  detention  in  police  cells  for  up  to  14
 days)  and  stops  (including  sear  ches  and  questioning)  at  bor  ders  utilising
 Schedule  7  legislation  ar  e  all  subject  to  statutor  y  r  eviews,  inspections,  and
 considerable  public  scr  utiny.
 

To  maintain  and  indeed  str  engthen  public  tr  ust  and  confidence  in
 policing  in  the  counter  ter  r  orism  domain,  that  same  r  egulation  and
 scr  utiny  must  also  apply  to  new  technological  innovations  such  as  the  use
 of  AI  due  to  the  impacts  these  systems  can  have  against  natural  persons
 thr  oughout  the  UK.  All  the  operational  deployment  examples,  and  the
 APPRAISE  case  study  highlighted  in  the  pr  evious  sections,  can  pose
 significant  intr  usions  on  the  private  lives  of  individuals  and  ethical  and
 accountability  considerations  befor  e  and  during  design  and  deployment
 must  be  rigor  ous.
 

These  considerations,  or  rather  their  public  r  epor  ting,  can  be  compli
 cated  somewhat  due  to  the  often  ‘secr  et’  natur  e  of  counter  ter  r  orism
 activity  and  operational  practices.  Although  transpar  ency  fr  om  MI5  and
 Counter  Ter  r  orism  Policing  has  incr  eased  in  r  ecent  years,  ther  e  ar  e  still
 

3
 Independent  Reviewer  of  Ter  r  orism  Legislation  « 

https://terrorismlegislationreviewer.independent.gov.uk/
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‘National  Security’  r  equir  ements  for  the  state  and  its  agencies  to  consider.
 Quite  rightly,  the  UK  does  not  wish  to  ‘brief’  ter  r  orist  organisations  or
 per  ceived  hostile  states  on  cer  tain  emerging  technologies  and  specific  AI
 pr  ocesses  that  ar  e  being  deployed  to  combat  their  ver  y  existence  or  their
 malicious  activities  and  thr  eats. 

That  does  not  mean,  however,  that  accountability  considerations  for
 the  use  of  AI  do  not  take  place  in  the  CT  ar  ena.  The  absolute  oppo
 site.  Ther  e  may  be  some  instances,  some  pr  oposed  AI  developments  and
 deployments,  wher  e  public  stakeholder  engagement  or  public  r  epor  ting
 may  r  equir  e  some  r  estrictions,  but  the  wider  and  full  accountability  assess
 ment  should  still  be  completed  and  available  for  r  eview,  under  conditions,
 when  r  equir  ed.  CTP  will  need  to  consider  how  it  will  manage,  for
 example,  the  transpar  ency  and  stakeholder  engagement  elements  in  any
 compr  ehensive,  ef  fective  and  ongoing  assessment  (Chap.  5;  Appendix).
 

This  management  consideration  is  not  unique  to  the  counter  ter  r  orism
 domain  of  course.  Other  policing  domain  ar  eas,  notably  those  tacking
 serious  and  organised  crime,  will  be  r  equir  ed  to  under  take  the  same  (see
 Chap.  13).  And,  impor  tantly,  AI  uses  in  the  CT  ar  ena  will  not  be  univer
 sally  subject  to  ‘openness’  r  estrictions.  Many  of  the  potential  AI  uses  in
 this  ar  ena  match  those  in  ‘mainstr  eam’  policing  ar  eas,  and  accountability
 assessment  considerations  can  be  under  taken  and  r  epor  ted  in  line  with
 agr  eed  UK  policing  practices.  Considerations  about  the  deployment  of
 Live  Facial  Recognition  on  an  airpor  t,  against  a  ter  r  orism  watchlist,  has
 no  fundamental  dif  fer  ences  to  LFR  tackling  serious  public  disor  der  or
 crime  issues  with  a  cor  r  esponding  watchlist/database of  known  criminals,
 risks,  or  wanted  persons.
 

Ar  tificial  intelligence  ther  efor  e  can  play  a  full  and  ef  fective  r  ole,
 suppor  ting  and enhancing  Counter  Ter  r  orism  Policing  in  tackling
 extr  emism  and  ter  r  orism  thr  eats.  W  ith  a  cor  r  esponding  full  and  ef  fec
 tive  accountability  framework,  the  public  will  suppor  t  this  to  help  keep
 themselves  and  their  families  safe.
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Appendix:  Guidance  for  Implementing

 AI  A  ccountability  in  Policing  

Purpose  of  the  Guidance  

1 

This  document  pr  ovides  concise,  step-by-step  guidance on  how  to
 implement  AI  accountability  for  police  Chief  Of  ficer  Teams,  Enabling
 Ser  vices  involved  in  the  pr  ocur  ement  and  deployment  of  AI  systems  and
 oversight  bodies.  The  guidance  lays  out  considerations,  safeguards  and
 resources  to  put  into  place  for  a  comprehensive  risk  assessment  and
 risk  management  for  AI  in  UK  policing.
 

The  guidance  is  organised  along  eight  themes  that  ensur  e  that  the
 AI  system,  its  purpose,  data  and  impacts,  as  well  as  r  elated  oversight
 and  r  edr  ess  pr  ocedur  es  can  be  assessed  and  managed  in  a  compr  ehensive
 manner. 

We  fur  ther  of  fer  AI  accountability  considerations  for  each  distinct
 period  in  the  AI  lifecycle—namely,  design/pr  ocur  ement,  deployment
 and  migration/decommissioning—as  well  as  for  distinct  r  oles  with  AI
 accountability  r  esponsibilities.
 

1
 The  Appendix  is  a  shor  tened  version  of  Akhgar,  B.,  Bayerl,  P.S.,  Sampson,  F.,

 Gibson,  H.,  Snowden,  M.,  Rowley,  C.,  Paradise,  A.,  Spencer,  C.,  &  Parkinson,  J
 (2025).  Guidance  for  Implementing  AI  Accountability  in  Policing.  AIPAS/CENTRIC
 Repor  t.  ISBN:  978-1-0369-2123-1.  Document  available  online:  https://stwebsitespr
 odeu.blob.cor  e.windows.net/centric-website/AIPAS%20-%20Guidance%20for%20Impleme
 nting%20AI%20Accountability%20in%20Policing%20(CENTRIC-May2025).pdf.  
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The  core  objectives  of  this  guidance  ar  e  to:
 

• Pr  ovide  a  comprehensive  risk  assessment  and  management
 approach  for  the  adoption  of  AI  into  policing.

 

• Aid  policing  to  proactively  plan  and  put  in  place  resources,  proce
 dures  and  safeguards  to  ensur  e  the  r  esponsible  and  accountable
 pr  ocur  ement  and  use  of  AI.

 

• Assist  oversight  bodies  to  assess  and  r  eview  AI  decisions  and  ar  range
 ments 

• Suppor  t  policing  in  evidencing  that  it  is  acting  r  esponsibly  and
 accountably  towar  ds  the  public.

 

• Demonstrate  transparency  in  the  usage  of  AI  in  line  with  national
 r  equir  ements.

 

Intended  users 

• Chief  Of  ficers. 

• AI  Users. 

– Operational  or  business  users/deployers.
 

– Managers  with  r  esponsibilities  for  AI  pr  ocur  ement  and  deploy
 ment. 

– Enabling  Ser  vices  (e.g.  data  pr  otection  pr  ofessionals  and legal
 ser  vices).

 

• Policing  Oversight  Bodies.
 

Additional  inter  est  gr  oups  may  include  AI  developers  seeking
 insight  into  r  equir  ements  for  the  policing  domain.  The  guidance
 may  also  be  of  use  to  those  cr  eating  standar  d  operating  pr  ocedur  es
 (SOP),  engaging  in  IT  pr  ogr  ession  or  organisational  development
 planning,  corporate  communications  and  training  development
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AI  A  ccountability:  What,  Why  and  How?  

What  we  mean  by  accountability:  Accountability  is  the  acknowl
 edgement  of  an  organisation’s  r  esponsibility  to  act  in  accor  dance
 with  the  legitimate  expectations  of  stakeholders  and  the  acceptance
 of  the  consequences—Legal  or  other  wise—If  they  fail  to  do  so  [ 2]. 

AI  in  Policing  and  the  Impor  tance  of  Accountability
 

Accountability  is  about  people  with  power  using  it  pr  operly.  Wher  e  those
 people  ar  e  the  police,  their  use  of  power  can  have  pr  ofound  consequences.
 If  their  power  is  amplified  by  technology,  accountability  extends  to  its
 use.  In  a  policing  model  based  on  consent,  advanced  technology  must
 come  with  advanced  accountability.
 

As  AI  comes  to  policing,  it  will  ther  efor  e  bring  gr  eater  complexity  in
 accountability  mechanisms  that will  dif  fer  in  some  r  espects  fr  om  other
 sectors.  All  public  bodies  need  to  use  technology,  and  they  all  need  to
 r  espond  to  questions  like  ‘what  exactly  does  it  do  and  why  do  you  need
 it?’  People  also  want  to  know  what  happens  if  it  goes  wr  ong  and  wher  e
 can  they  find  out  mor  e  about  it.  This  is  ‘entr  y  level’  answerability,  wher  e
 policing  is  no  dif  fer  ent  fr  om  any  other  public  ser  vice—they  must  pr  ovide
 answers  to  questions  about  their  use  of  tech-enabled  capabilities.
 

AI  presents  policing  with  dif  ferent,  more  demanding,  accountability
 requirements.  If  they  ar  e  using  elemental  ‘nar  r  ow’  AI  for  pur  ely  admin
 istrative  functions,  the  police  will  have  the  same  level  of  accountability
 as  other  public  bodies,  but  using  an  AI  capability  to  suppor  t  operational
 policing  functions  would  be  a  wholly  dif  fer  ent  use  case.  Wher  e  AI-enabled
 technology  is  being  used  for  a  law  enfor  cement  purpose  such  as  r  emote
 biometric  identification  and  cover  t  sur  veillance,  policing  should  anticipate
 deeper  levels  of  accountability.  And  when  using  infer  ential  algorithms  that
 calculate  age,  mood  or  race,  the  stakes  ar  e  much  higher  whoever  is  using
 it,  and  all  sectors  will  need  to  r  eflect  the  legal  r  efinements  and  r  einfor  ce
 the  necessar  y  safeguar  ds.
 

UK  policing  has  a  strong  record  of  embracing  accountability  when
 adopting  innovative  technology.  Biometrics,  br  eathalysers  and  body
 wor  n  video  ar  e  examples.  Two  things  make  AI  dif  fer  ent:  novelty  and
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capacity.  Being  endlessly  multi-functional,  AI-enabled  capability  is  ver  y
 likely  to  go  beyond  its  original  brief  and,  with  technology  in  an  almost
 perpetual  beta  state,  AI  will  of  fer  ever  wider  applications  as  a  constant.
 This  is  one  of  AI’s  str  engths;  it  is  also  the  basis  of  ‘mission  cr  eep’  which
 needs  to  be  guar  ded  against.
 

The  National  Police  Chiefs’  Council  (NPCC)  Covenant  for  using  AI
 in  Policing  [  8]  is  focused  on  a  number  of  r  equir  ements  that  policing
 organisations  should  follow  in  pr  ocuring,  developing  and  intr  oducing
 AI-enabled  tools.  The  national  Digital  Science  and  Technology  strate
 gies  r  ecognise:  (1)  the  power  of  algorithms  to  achieve  a  ‘step  change’
 in  policing  ef  ficiency,  (2)  the  ‘ar  ms  race’  with  criminals  exploiting  new
 technologies  and  (3)  the  need  to  maintain  public  confidence  thr  ough
 standar  ds,  an  ethical  framework  and  independent  oversight.
 

The  NPCC  Covenant  is  built  on  several  generic  principles  for  AI,  such
 as  compliance  with  applicable  laws,  standar  ds  and  r  egulations,  ‘Maximum
 Transpar  ency  by  Default’  (MTbD)  and  pr  otocols  that  allow  a  thir  d
 par  ty  to  investigate  the  algorithmic  workings,  scenarios  and  data  fr  om
 an  ‘adversarial  perspective’,  and  also  the  ability  for  any  AI  to  pr  ovide  an
 ‘explanation’  of  its  output.
 

All  AI  that  af  fects  the  public  must  have  responsible  usage  policies  and
 procedures  to  ensur  e  that  users  do  not  accept  AI  outputs  uncritically.
 Fur  ther,  all  AI  that  af  fects  the  public  must  have  a  human  as  the  ulti
 mate  decision-maker,  together  with  human  or  automatic  means  of  being
 stopped  if  it  displays  unintended or  undesir  ed  outputs  and  pr  oactive  miti
 gation  of  risk  fr  om  unintended  biases  or  har  ms  at  all  stages.  All  of  these
 featur  es  ar  e  incorporated  within  and  dir  ectly  suppor  ted  by this  guidance.
 

The  Gover  nment  Of  fice  for  Ar  tificial  Intelligence’s  Guidelines  for  AI
 Pr  ocur  ement  [  11]  fur  ther  infor  ms  contract  implementation  and  manage
 ment.  The  use  of  AI  in  policing  must  comply  with  established  codes  of
 practice  including  the  College  of  Policing’s  Code  of  Ethics  [ 3],  which
 describes  the  standar  ds  of  accountability,  fair  ness,  honesty,  integrity,  lead
 ership,  objectivity,  openness,  r  espect  and  selflessness  that is  expected  of  all
 in  policing.  This  guidance  addresses  these  areas  in  practical  detail  and
 provides  a  tool  for  self-audit  to  ensure  compliance  and  continuous
 best  practice  .
 

The  dir  ection  of  travel  is  towar  ds  principles  embedded  not  only  in
 policy,  but  also  in  practice.  As  AI  systems  become  mor  e  deeply  entwined
 with  public-facing  policing  activities,  unique  challenges  for  account
 ability  will  arise.  This  means  policing  organisations  must  progress
 beyond  minimum  compliance  checklists.  Policing  must  demonstrate
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adaptive  practices  with  meaningful  oversight,  r  obust  inter  nal  gover  nance
 and  ef  fective  independent  scr  utiny.  Open  and  r  outine  public  engage
 ment  and  transpar  ent  audit  trails  ar  e  critical  in  this  dynamic  technology
 envir  onment. 

All  of  these  ideas  must  be  operationalised,  to  ensur  e  the  public  can
 tr  ust  that  the  police’s  AI  use  is  not  only  ef  ficient  and  ef  fective,  but  also
 justified  and  pr  opor  tionate.  This  guidance  focuses  on  this  impor  tant
 fact  and  helps  policing  organisations  putting  AI  into  practice.
 

Benefits  of  Implementing  AI  A  ccountability  

What  we  mean  by  AI  accountability:  AI  accountability  ensur  es
 that  policing  organisations  have  evidence  of  their  infrastr  uctur  es,
 r  esour  ces,  risks,  decisions,  etc.,  as  well  as  clear,  agr  eed  pr  ocedur  es
 of  how  to  r  eact  to  and  r  edr  ess  failur  es  (i.e.  addr  ess  both  pr  oactive
 and  r  eactive  accountability)  (Novelli  et  al.  [ 9]). 

Done  well,  AI  accountability  is  a  highly  practical  instr  ument,  as  it
 helps  to  think  thr  ough  the  why,  what,  how,  who  and  for  whom  of  AI
 deployments.  Implementing  AI  accountability  can  ensur  e  that  adequate
 practices  and  infrastr  uctur  es  ar  e  set  up  befor  e  things  go  wr  ong  (i.e.  aiming
 to  pr  event  failur  es)  and  if  they  go  wr  ong,  people  know  how  to  r  espond.
 

Implementing  AI  accountability  is  therefore  proactive  risk  assessment
 and  risk  management. 

Benefits  of  AI  accountability  (Akhgar  and  Bayerl  [ 1])
 

•  Understand  the  risks  and  str  engths  befor  e  each  AI  pr  ocur  e
 ment,  deployment  or  change.

 

•  Know  up-fr  ont  what  to  do  if  something  goes  wr  ong.
 

•  Understand  which  ar  eas  of  AI  accountability  ar  e  achieved  or
 need  addr  essing.

 

•  Have  evidence  r  eady  in  case  of  challenges  and  r  equests  to
 pr  ove  adequate  AI  pr  ocedur  es
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Conceptual  Foundation  for  the  Guidance  

The  conceptual  foundation  of  this  guidance  ar  e  twelve  AI  account
 ability  principles,  which  wer  e  developed  with  police  practitioners  and
 legal,  ethics  and  industr  y  exper  ts  (Akhgar  et  al.  [ 2];  see  also  Fig.  1).  

These  principles  for  m  the  basis  on  which  to  assess  and  evidence  the
 r  esponsible  and  accountable  usage  of  AI  in  UK  Policing.
 

Fig.  1  Over  view  of  AI  accountability  principles  (adapted  fr  om:  Akhgar  et  al.
 [  2])
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Detailed  Description  of  the  Principles 

Lawfulness—Follow  the  law 

All  aspects  of  the  use  of  AI  should  be
 lawful.  The  bur  den  of  pr  oving  that  they
 ar  e,  sits  with  the  user.  It  may  seem  obvious
 but  the  star  ting  point  for  AI  accountability
 r  equir  es  compliance  with  inter  national,
 national  and  local  laws.  Lawfulness  includes
 compliance  with  specific  legal  r  equir  ements
 and  also  includes  your  organisational
 policies,  which  must  be  clearly  identified
 and  r  eadily  available.  Lawfulness  applies  in
 ever  y  situation  but  is  not  the  only  for  m  of
 AI  accountability  in  policing  and  law
 enfor  cement.  In  some  ways,  the  r  est  of  the
 principles  ar  e  Lawfulness  Plus 

Completeness—Leave  nothing  out
 

AI  accountability  ar  rangements  must
 cover  all  r  elevant  aspects  of  AI
 deployments,  including  par  tners  and
 sub-contractors.  This principle  ef  fectively
 extends  the  r  each  of  AI  accountability
 ar  rangements  and  r  eflects  the  fact  that  AI
 applications  ar  e  necessarily  multi-par  tner
 input  pr  ogrammes.  Public  tr  ust  and
 confidence  must  extend  to  the  whole  AI
 ecosystem  including  design,  development
 and  supply.  Wher  e  ther  e  ar  e  any  gaps  in
 the  AI  accountability  ar  rangements  (such
 as  ar  eas  not  expr  essly  cover  ed  by  the
 law),  the  pr  otection  and  pr  omotion  of
 fundamental  rights  and  fr  eedoms  should
 pr  evail 

Proof—Follow  the  evidence 

Law  enfor  cement  bodies  ar  e  ver  y  familiar
 with  capturing,  analysing  and  pr  esenting
 r  elevant,  r  eliable  evidence.  AI  accountability
 r  equir  es  a  for  ensic  appr  oach  to  all  aspects
 of  AI  systems  and  of  the  accountability
 pr  ocess  itself,  demanding  and  following
 clear  evidence.  The  quality  of  that  evidence
 should  r  eflect  the  potential  impact  of  the
 AI  system’s  use/non-use  and  mir  r  or  the
 standar  ds  of  operational  evidence  gathering
 in  ter  ms  of  integrity,  cr  edibility  and
 continuity 

Inclusivity—Leave  no  one  out
 

Oversight  must  involve  all  r  elevant
 stakeholders  engaged  in  and  af  fected  by  a
 specific  AI  system  or  deployment.  The
 principle  of  inclusivity  builds  in  diversity
 and  r  educes  the  risk  of  bias  (actual  or
 per  ceived),  wher  e  ever  yone  r  egulating  the
 AI  system  seems  to  come  fr  om  the  same
 backgr  ound  as  those  who  ar  e  using  it.
 Inclusivity  can  be  achieved  by  having
 br  oad  par  ticipation  of  stakeholders  in
 cr  eating  policy,  r  eviewing  deployment  and
 looking  for  lear  ning  points  

Transparency—Be  open
 

AI  accountability  needs  clear,  accurate  and
 meaningful  infor  mation.  This  principle  is
 intended  to  ensur  e  such  infor  mation  about
 AI  systems  is  available  (subject  to
 operational  sensitivities);  it  is  also  about  the
 overall  AI  accountability  ar  rangements.
 Infor  mation  should  establish  the  necessity
 and  pr  opor  tionality  of  use  of  AI  systems
 and  highlight  for  eseeable  risks.  This
 principle  aims  to  pr  omote  public  tr  ust  and
 confidence  by  enabling  those  dir  ectly  and
 indir  ectly  af  fected  to  make  infor  med
 judgements  and  risk  assessments  about  the
 use  of  an  AI  system  and  the  AI
 accountability  ar  rangements 

Explainability—Describe,  demonstrate,
 demystify
 

Those  using  AI  systems  need  to  pr  ovide
 information  about  it  in  a  meaningful  way
 that  is  easily  understood  by  the  r  elevant
 par  ticipants/audience.  Being  able  to
 explain  the  AI  system  in  a  technical  and
 legal  setting  is  one  par  t  of  this  principle.
 A  har  der  challenge  is  being  able  to
 explain  it  mor  e  generally  in  non-technical
 language  so  that  the  citizen  and  their
 r  epr  esentatives  can  understand,  par  ticipate
 and  challenge  the  use  of  AI.  As  with
 compellability,  r  equir  ements  for  a  basic
 level of  explainability  might  be  written
 into  contractual  agr  eements  with
 designers,  pr  oviders  and  par  tners  

(continued)
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(continued)

Compellability—Make  it  work
 

Closely  linked  to  enfor  ceability  and  r  edr  ess,
 this  principle  means  oversight  bodies  must
 be  in  position  to  make  the  AI
 accountability  ar  rangements  work.  Exter  nal
 compellability  will  usually  come  fr  om  legal
 or  democratic  frameworks,  while  inter  nal
 frameworks  should  authorise  the  pr  ovision
 of  necessar  y  infor  mation  and  access  by
 cr  eating  for  mal  obligations  and  without  the
 need  to  deploy  exter  nal  legal  powers.  For
 example,  ther  e  should  be  mechanisms  to
 access  the  necessar  y  infor  mation  about  the
 deployment  and  functioning  of  AI  systems.
 Policies  should  give  r  elevant  bodies  the
 ability  to  compel  the  sharing  of  necessar  y
 infor  mation  and  evidence  r  equir  ed  under
 some  of  the  other  principles  without  having
 to  invoke  the  legal  powers  of  cour  ts  and
 tribunals.  The  timely  pr  ovision  of  r  elevant,
 up-to-date  and  accurate  infor  mation  in  an
 intelligible  for  mat  contributes  to  the  AI
 accountability  pr  ocess.  Linked  closely  with
 enfor  ceability  and  r  edr  ess,  this  principle  will
 be  suppor  ted  by  contracts  and  data  sharing
 agr  eements  

Conduct—Hold  yourself  accountable
 

The  conduct  of  policing  will  incr  easingly
 include  the  use  of  AI  technology,  and
 this  principle  is  both  individual  and
 organisational.  It  r  elates  to  pr  ofessional
 standar  ds,  values  and  expected  behaviours
 which  incorporate  integrity  and  ethics.
 This  principle  extends  the  for  mal
 r  esponsibilities  to  an  AI  context,  wher  e
 adher  ence  to  agr  eed  AI-specific  standar  ds
 is  of  cr  ucial  impor  tance  to  tr  ust  and
 confidence.  Wher  e  par  tners  using  the  AI
 system  ar  e  fr  om  dif  fer  ent  jurisdictions,
 with  dif  fer  ent  legal  systems  and  cultur  es,
 ther  e  may  be  a  r  equir  ement  for  closer
 scr  utiny  and  r  eview  mechanisms.  The
 appr  oach  may  var  y  accor  ding  to  the
 agency  involved,  ranging  fr  om  inter  nal
 complaints  handling,  dispute  r  esolution
 and  mediation  frameworks,  to  for  mal
 pr  ofessional  pr  oceedings  befor  e  cour  ts  or
 tribunals  

Enforceability  and redress—Make  it  right
 

W  ithout  a  ‘so  what?’  Element,  AI
 accountability  will  be  heavily  diluted.  For  it
 to  be  meaningful  to  stakeholders,  AI
 accountability  must  be  underpinned  by
 mechanisms  giving people  an  ef  fective
 r  emedy.  These  will  include  exter  nal  legal
 and  pr  ocedural  r  outes  for  complaint  and
 challenge;  but  also  inter  nal  mechanisms  for
 individual  enfor  ceability  and  r  edr  ess  (such
 as  pr  ofessional  and  policy  standar  ds)  and
 contractual  ar  rangements  ar  e  vital.
 Enfor  ceability  and  r  edr  ess  ar  e  closely  linked
 to  the  lawfulness  principle and  can  be
 achieved  via  national  r  egulators.  However,
 the  ability  of  oversight  bodies  to  inter  vene,
 to  r  equir  e  policy  r  eviews  and  to  publish
 findings  ar  e  also  an  impor  tant  par  t  of  AI
 accountability 

Impar  tiality—Empower  independence
 

AI  accountability  bodies  need  to  be
 impar  tial  and  independent  without  any
 conflict  of  inter  est.  For  exter  nal
 accountability  paths—Such  as  cour  ts  and
 r  egulators—This  is  usually  built  in.
 Complete  independence  inter  nally  is
 almost  impossible,  as  many  key
 decision-makers  will  be  fr  om  the  same
 organisations.  Wher  ever  practicable,
 individuals  and  organisations  involved in
 the  AI  accountability  mechanisms  for  AI
 systems  should  have  a  degr  ee  of
 independence  fr  om  the  line  management
 str  uctur  e  of  those  involved  in  their
 design,  pr  ocur  ement,  supply  and
 deployment.  This  applies  in  a  personal,
 political,  financial  and  functional  way.
 Any  conflict  of  inter  est  must  be  identified
 and  addr  essed  

(continued)
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(continued)

Constr  uctiveness—Aim  for  better 

AI  accountability  is  mor  e  than  criticism.
 This  principle  means  that  all  stakeholders
 par  ticipate  constr  uctively  with  a  shar  ed  aim
 of  impr  ovement.  This  may  include
 considering  dif  fer  ent  perspectives,  inviting
 challenge  and  r  ecognising  how
 disagr  eement  can  lead  to  beneficial
 solutions.  Constr  uctive  accountability  will
 be  needed  to  build  tr  ust  and  confidence  in
 the  use  of  AI,  inter  nally  and  exter  nally 

Lear  ning—Look  for  the  lesson
 

This  principle  pr  omotes  the  willingness  of
 organisations  and  people  to  impr  ove  AI
 in  ever  y  r  espect  thr  ough  the  application
 of  (new)  knowledge  and  insights.  It
 applies  to  ever  yone  and  ever  ything
 involved  in  the  design,  use  and  oversight
 of  AI  in  the  policing  domain  (security
 practitioners  and  par  tners,  industr  y,
 oversight  bodies,  etc.).  Lear  ning  includes
 the  modification  and  impr  ovement  of
 systems,  str  uctur  es,  practices,  pr  ocesses,
 knowledge  and  r  esour  ces,  as  well  as  the
 development of  pr  ofessional  doctrine  and
 agr  eed  standar  ds  

Translation  into  Eight  Practical  Themes 

The  guidance  uses  eight  themes  to  suppor  t  the implementation  of  the
 AI  accountability  principles.  The eight  themes  capture  core  areas  in
 which  potential  risks  can  emerge  to  the  legitimacy  of  AI  capabilities,
 their  usage  and/or  the  police  organisation.  The  themes  make  the  12
 AI  accountability  principles  practical  and  implementable.
 

The  themes  break  down  AI  accountability  into  manageable
 sections  that  can  be  operationalised,  so  policing  can  develop  r  obust,
 practicable  mechanisms  and  pr  ocesses  to safeguar  d  itself,  its  users  and  the
 public.
 

Themes  should  not be  viewed  in  isolation,  and  policing  will  need
 to  comply  with  all  themes  and  their  considerations  to  ensur  e  full  AI
 accountability.
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Definition  of  Themes  (adapted  from:  Akhgar  et  al.  [ 2])
 

AI  system:  Defines  what  the  AI  system  does,  how  it  functions,  its
 purpose,  limitations  and  who  is  r  esponsible  for  its  development  and
 oversight.  This  helps  ensur  e  the  system  is  suitable  for  its  stated  aims,
 explainable  to  r  elevant  audiences  and  aligned  with  legal  and  ethical
 standar  ds  

Data:  Focuses  on  the  types,  sour  ces  and  handling  of  data  used  in
 the  design  and  deployment  of  the  AI  system.  It  ensur  es  data  is
 lawfully  obtained,  managed  ethically,  fr  ee  fr  om  bias  and  compliant
 with  data  pr  otection  r  equir  ements  

Laws  and  regulations:  Ensur  es  that  the  use  of  AI  complies  with
 applicable  laws,  codes  of  practice,  r  egulator  y  r  equir  ements  and
 policies.  It  helps  to  clarify  the  legal  context  in  which  the  system
 operates  and  safeguar  ds  public  rights  

Risk  assessment  and  management:  Identifies  risks,  har  ms  or  biases
 associated  with  the  AI  system  and  implements  mitigation  measur  es.
 It  covers  both  the  impact  of  using  and  not  using  AI,  with  an
 emphasis  on  fair  ness  and  public  safety 

Oversight  and  redress  process:  Establishes  mechanisms  for
 independent  scr  utiny  and  AI  accountability,  allowing  stakeholders,
 par  ticularly  the  public,  to  challenge  decisions  and  seek  cor  r  ections;
 ensuring  just  outcomes  

Identification  and  management  of  stakeholders:  Involves  mapping
 and  engaging  all  r  elevant  par  ties  who  ar  e  involved  in  or  af  fected  by
 the  AI  system.  This  includes  those  inter  nal  to  the  policing
 organisation,  exter  nal  par  ties  such  as  AI  developers  or  oversight
 bodies  or  members  of  the  public.  It  fur  ther  pr  omotes  inclusive
 communication,  engagement  and  tr  ust-building 

Adaptability  and  lear  ning:  Encourages  continuous  impr  ovement
 thr  ough  feedback,  r  eview  and  lear  ning.  Ensur  es  the  AI  system  and
 its  use  evolve  r  esponsibly  with  new  insights,  legal  updates  and
 societal  expectations 

AI  accountability  evidence:  Focuses  on  documenting  decisions,
 pr  ocesses  and  actions  taken  to  pr  ove  AI  accountability.  This  evidence
 suppor  ts  inter  nal  r  eview,  exter  nal  oversight  and  public  tr  ust 
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How  to  Use  this  Guidance  

This  guidance  should  be  used  as  a  practical  tool  to  assess  and  prepare
 for  AI  accountability  across  all  stages  of  an  AI  system’s  lifecycle.  Life
 cycle  stages  are  shown  in  the  over  view  below  (adapted  fr  om:  Akhgar
 et  al.  [  2])
 

•  Development/procurement:
 Cr  eating  or  acquiring  an  AI
 system,  including  data
 pr  eparation,  model  design  and
 ethical/legal  evaluation.

 

•  Deployment:  Integrating  the  AI
 into  organisational  use,  with
 monitoring  and  oversight  to
 ensur  e  safe  and  ef  fective
 operation.

 

•  Migration  :  Updating,  adapting
 or  r  elocating  the  AI  system  to
 new  contexts  while  maintaining
 r  eliability  and  compliance.

 

•  Decommissioning  :  Safely
 r  etiring  the  AI  system,
 pr  eser  ving  necessar  y  r  ecor  ds  and
 mitigating disr  uption  or  r  esidual
 risks

 

The  guide  acts  as  a  reference  point  that  will  ensure  policing  organisa
 tions  capture  key  AI  accountability  considerations  and  requirements
 throughout  the  AI  system  lifecycle.
 

To  manage  this,  the  guide  is  divided  along  the  eight  practical  themes.
 Each  theme  pr  ovides  concr  ete  steps  for  implementation,  including  actions
 and  considerations  during  their  implementation.  They  ar  e  complemented
 by  AI  accountability  r  esponsibilities  along  AI  lifecycle  phases:  pr  ocur  e
 ment/development,  deployment  and  migration/decommissioning.  This
 is  followed  by  considerations  for  the  thr  ee  cor  e  user  gr  oups  of  this  guid
 ance:  Chief  Of  ficers,  AI  Users  and  Oversight  Bodies.  These  ar  e  nominally
 displayed  as  questions,  enabling  users  to  consider  r  equir  ements  to  demon
 strate  AI  accountability  r  esponsibilities  and thus  AI  accountability.  The
 r  elevant  AI  accountability  principles  ar  e  stated  at  the  beginning  of  the
 theme  to  indicate  which  principles  ar  e  addr  essed  within  the  theme.
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Guidance  per  AIPAS  Theme  

Theme  1:  AI  System 

Purpose:  This  theme  defines  what  the  AI  system  does,  how  it  functions,  its  purpose,
 limitations  and  who  is  r  esponsible  for  its  development  and  oversight.  This  helps
 ensur  e  the  system  is  suitable  for  its  stated  aims,  explainable  to  r  elevant  audiences  and
 aligned  with  legal  and  ethical  standar  ds.  The  better  a  police  organisation  details  the
 AI  system,  the  mor  e  ef  fectively  it  can  assess  its  appr  opriateness,  identify  potential
 challenges  and  implement  safeguar  ds

 

AI  accountability  principles  addressed:  Lawfulness,  pr  oof,  completeness,
 Explainability,  transpar  ency,  enfor  ceability  and  r  edr  ess

 

AI  System  Guidance

 Needs,  Requir  ements  and  Featur  es

 Step 1:  Understand the  need  for  the  AI  system
 

It  is  impor  tant  to  set  out  the  need  for  a  specific  AI  system  and  justify
 why  it  is  the  appropriate  solution  compar  ed  to  conventional  methods
 or  other  AI  systems.
 

Much  of  the  infor  mation  that  demonstrates  the  need  would  sit  within
 a  business  case,  and  each  AI  system  that  is  being  developed,  pr  ocur  ed
 or  deployed  will  r  equir  e  its  own  justification.  In  identifying  the  need,
 a  for  ce  will  star  t  to  shape  the  r  equir  ements  of  the  AI  system,  which
 can  be  fed  into  a  development,  pr  ocur  ement,  deployment  or  decom
 missioning  strategy.  Wher  e  possible,  principles  such  as  JAPAN  (Justified,
 Accountable,  Pr  opor  tionate,  Auditable,  Necessar  y)  should  be  applied.
 

Step 2:  Identify the  requirements  and  features of  the  AI  system
 

Each  AI  system  will  have  dif  fer  ent  r  equir  ements  and  featur  es  based  on
 the identified  need  for  the  AI  system,  so  it  is  impor  tant  that  these  ar  e
 car  efully  consider  ed  and  documented.
 

A  policing  organisation  should,  at  the  ver  y  minimum,  have  a  record
 of  : 

• How  the  AI  system  will  be  used  (purpose  and  implementation).
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• The  AI  system’s  functionalities  and  featur  es,  including  its  models/
 algorithms.

 

A  policing  organisation  must  also  consider  its  own  IT  requirements
 such  as  ISO  accreditations  and  cybersecurity  cer  tifications  and  how
 these  standar  ds  apply  or  impact  the  pr  ocur  ement/use  of  the  AI  system.
 

The  record  of  requirements  also  needs  to  include  features  that  can
 display  how  an  AI  system  comes  to  a  cer  tain  output.  This  is  par  ticularly
 impor  tant  if  the  output  is  used  as  par  t  of  an  evidential  chain.
 

A  policing  organisation  needs  to  be  able  to  demonstrate:
 

• The  pr  ocess  by  which  the  AI  system  r  eaches  a  decision.
 

• How  decisions  of  the  AI  system  ar  e  documented.
 

• How/whether  the  AI  system’s  outputs  can  be  over  ridden,  e.g.
 

– Is  it  possible  to  cir  cumvent  decisions  made  by  the  AI  system?
 

– W  ill  the  AI  system  have  a  human  or  automatic  means  of  being
 stopped  if  it  displays  unintended  or  undesir  ed  outputs?

 

– Ar  e  wr  ong  decisions  or  outcomes  by  the  AI  system  fully
 r  eversible? 

Step 3:  Identify responsible  par  ties  involved  with  the  AI  system
 

A  policing  organisation  needs  pr  ocesses  and mechanisms  to  manage  the
 AI  system.  Understanding  early  how  these  processes  and  mechanisms
 look  like  and  who  is  responsible  for  them  will  help  design  a  practical
 and  ef  fective  AI  ecosystem.
 

For  this,  a  policing  organisation  will  need  to  understand  and  have  a
 record  of  : 

• The  pr  ocesses  and  r  elated  r  esponsibilities  for  the  AI  system’s  design/
 pr  ocur  ement  (including  featur  e  selection),  deployment,  modifica
 tion,  migration  and  decommissioning.

 

• The  ‘Maximum  Transpar  ency  by  Default’  (MTbD)  r  equir  ement  and
 how  it  will  be  managed.
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Maximum  transparency  by  default  (MTbD)  is  an  open  gover  n
 ment  policy  stance.  It  pr  oposes  that  public  sector  entities  pr  oactively
 disclose  infor  mation  to  the  gr  eatest  extent  possible,  unless  ther  e
 is  a  compelling  and  clearly  justified  r  eason  for  confidentiality  (e.g.
 operational  security,  public  safety,  personal  privacy).  This  cr  eates  an
 organisational  assumption  of  openness  and  places  a  bur  den  of  pr  oof
 to  demonstrate  why  any  infor  mation  should  be  withheld  [ 11]. 

AI  system  considerations  throughout  the  AI  lifecycle

 AI  Accountability  responsibilities  for  procurement

 

• Problem  Definition  and  Justification:  Clearly  set  out  the  specific
 pr  oblem  or  operational  gap  the  AI  system  is  intended  to  addr  ess  and
 justify  why  this  AI  solution  is  mor  e  appr  opriate  than  conventional
 methods  or  other  AI  solutions. 

• Functionality  Documentation:  Recor  d  the  AI  system’s  cor  e  func
 tionalities  and  the  rationale  behind  them. 

• Operational  Use  Definition:  Define  how  the  system  is  to  be  used
 within  operational  contexts.

 

• Third-Par  ty  Involvement:  Identify  and  document  thir  d-par  ty
 involvement,  including  obligations  for  training,  maintenance  and
 suppor  t.

 

• Legal  and  Policy  Compliance:  Ensur  e  that  the  pr  ocur  ement  pr  ocess
 complies  with  r  elevant  legislation  and  organisational  policy.

 

• Contractual  Requirements:  Confir  m  that  pr  ocur  ement  contracts
 include  necessar  y  clauses,  ensuring  r  equir  ed  suppor  t  over  the  system
 lifecycle.  This  includes  continued  suppor  t  r  elating  to  technical
 aspects  of:

 

– Legal  compliance.
 

– Data  pr  otection.
 

– System  maintenance.
 

– Monitoring  and  updates.
 

– Audit  and  inspection.
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– Intellectual  pr  oper  ty  and  access.
 

– Ter  mination  and  exit. 

• Exit  Strategy:  Include  an  exit  strategy  into  contractual  agr  eements.
 

• Responsibility  Assignment:  Identify  and  r  ecor  d  who  is  r  esponsible
 for: 

– The  design  of  the  system.
 

– Pr  ocur  ement. 

– Deployment  and  operation.
 

– Suppor  t  and maintenance.
 

– Modification. 

– Migration.
 

– Decommissioning.
 

• Procurement  Accountability:  Include  checks  that  ensur  e  decisions
 made  during  pr  ocur  ement  ar  e  transpar  ent  and  can  be  audited.

 

• Documentation  Accessibility:  Ensur  e  documentation  is  available
 for  inter  nal  and  exter  nal  scr  utiny,  and  that  pr  ocur  ement  decisions
 can  be  explained  to  oversight  bodies  or  the  public,  if  needed.

 

AI  Accountability  responsibilities  during  deployment 

• Purpose  Alignment:  Ensur  e  the  AI  system  is  deployed  in  line  with
 its  documented  purpose.

 

• Decision  Record  Keeping:  Maintain  clear  r  ecor  ds  of  decisions  made
 based  on  AI  inputs/outputs.

 

• Ongoing  Review:  Continually  r  eview  the  AI  system  and  the  wider
 AI  ecosystem  for  intended  and  unintended  r  esults  of  the  deploy
 ment. 

• Feedback  Mechanisms:  Ensur  e  feedback  pr  ocesses  ar  e  available,
 specifically  on  continued  fit-for-purpose,  quality and  impacts.

 

• Lear  ning  Mechanisms:  Ensur  e  pr  ocedur  es  ar  e  in  place  that  allow
 modifications  to  the  AI  system  and/or  its  usage,  if  issues  ar  e
 identified. 

• Redress  Mechanisms:  Ensur  e  pr  ocedur  es  ar  e  in  place  that  pr  ovide
 ef  fective  r  edr  ess  and  r  emedies. 
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AI  Accountability  responsibilities  for  migration/ decommissioning 

• Decision  Transparency:  Document  clearly  the  need  and  rationale
 for  the  migration/decommissioning  decision.

 

• Transition  Planning:  Develop  and  follow  a  transition  plan  to  ensur  e
 continuity  of  ser  vice  for  ongoing  functions  or  investigations.

 

• Data  and  Outcome  Archiving:  Ar  chive  key  data  and  outcomes  fr  om
 the  AI  system,  in  a  for  mat  with  pr  oven  longevity  and  long-ter  m
 accessibility  and  in  line  with  data  pr  otection  r  equir  ements.

 

• Documentation  Archiving:  Ar  chive  key  documentation  (e.g.  deci
 sion  logs,  pr  ocur  ement/deployment  r  ecor  ds)  in  a  for  mat  with
 pr  oven  longevity  and  long-ter  m  accessibility.

 

• Access  Right  Maintenance:  Ensur  e  appr  opriate  access  rights  to
 documents  and  that  data  is  maintained  (e.g.  when  ar  chives  ar  e
 moved  or  staf  f  ar  e  leaving/changing  r  oles).

 

AI  system  considerations  for  intended  users

 Chief Of  ficers 

• Necessity  and  Propor  tionality:  Do  you  have  a  demonstrable  need
 for  the  AI  system,  including  possible  outcomes  if  not  using  the  AI
 system?

 

• For  ward  Planning:  Does  your  organisation  have  a  pr  ocur  ement,
 deployment,  migration/decommissioning  plan?

 

• Specification  Development:  Has  an  end-to-end  user  r  equir  ement
 specification  document  been  pr  oduced?

 

• Logs  and  Record  Keeping:  Have  all  r  elevant  decisions  been
 r  ecor  ded  and  explained  in  a  way  that  is  understandable  to  the
 intended  audience? 

• Data  Sources:  How  do  you  ensur  e  that  data  used  by  the  AI  system
 is  appr  opriate,  including  fr  ee  of  bias?

 

• Fair  ness  and  Optimisation:  How  do  you  ensur  e  the  AI  system  and
 data  used  ar  e  unbiased  or,  if  not  possible,  biases  ar  e  identified  and
 mitigated?
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AI  Users 

• Technical  Practicality:  Can  the  cur  r  ent  IT  infrastr  uctur  e  suppor  t
 the  AI  system?

 

• Accountability  Awareness:  Ar  e  you  awar  e  of  your  r  esponsibilities
 with  r  espect  to  AI  accountability?

 

• Infor  mation  and  Accessibility:  Do  you  know  wher  e  to  seek  guid
 ance  on  the  AI  system  and  AI  accountability  r  equir  ements?

 

• Operational  Context  (Design):  Is  the  AI  system  used  in  the  settings
 and  cir  cumstances  for  which  it  was  designed?

 

• Operational  Context  (Authorisation):  Is  the  AI  system  being  used
 within  the  settings  and  cir  cumstances  which  have  been  authorised  by
 your  policing  organisation?

 

• Monitoring:  Do  you  have  the  means  to  monitor  the  per  for  mance  of
 the  AI  system  to  check  it  r  emains  in  line  with  its  intended  purpose
 and  quality  r  equir  ements?

 

• Inter  vention  Protocols:  Do  you  know  when  and  how  to  over  r  ule
 AI  decisions  or  r  ecommendations,  and  when  to  escalate  concer  ns
 r  egar  ding  system  behaviour?

 

• Training  Requirements:  Have  you  all  the  necessar  y  infor  mation  to
 car  r  y  out  your  task  with  the  AI  system?

 

• Training:  Have  you  r  eceived  suf  ficient  training  to  be  authorised  to
 use  this  system  and  operate  it  lawfully?

 

• Audit  Trail:  Ar  e  your  decisions  for  AI  input/outputs  or  decisions
 based  on  AI  inputs/outputs  adequately  r  ecor  ded?

 

• Mitigation  Strategy  :  Ar  e  appr  opriate  measur  es  in  place  to  mitigate
 the  impact  of  r  esidual  data  or  algorithmic  bias?

 

• Update  and  Modification  Strategy  :  Do  you  have  a  clear  strategy
 for  when  and  how  to  pr  ocess  updates  or  modifications?

 

Oversight  Bodies 

• Compliance  and  Objective  Alignment:  Does  the  AI  system,  its
 r  equir  ements  and  functionality  achieve  their  stated  purpose  lawfully
 and  ef  fectively?

 

• Ethical  Gover  nance  Planning:  Ar  e  ther  e  any  for  eseeable  ethical
 issues  that may  arise  fr  om  using  the  AI  system,  and  has  a  solution/
 mitigation  r  oadmap  been  cr  eated?
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• Ongoing  Assessment  and  Best  Practice  Guidance:  Ar  e  you  moni
 toring  and  r  eviewing  the  AI  system’s  lifecycle?

 

Theme  2:  Data  

Purpose:  This  theme  establishes  an  understanding  of  the  data  involved in  cr  eating
 the  AI  system  (training/test  data),  as  well  as  the  data  cr  eated  for  and  by  the  AI
 system  (inputs/outputs).  It  fur  ther  ensur  es  clarity  about  data  management,  risks  and
 r  egulations,  focusing  on  a  number  of  critical  considerations:
 

•  Detailing  the  types  and  sour  ces  of  data  used  in  the  development  and  deployment
 of  the  AI  system,  allowing  pr  oper  evaluation.

 

•  Establishing  transpar  ent  pr  ocedur  es  for  lawful  and  appr  opriate  acquisition,
 pr  ocessing  and  management  of  data.

 

•  Ensuring  that  legislative  and  policy  compliance  pr  ocedur  es  in  r  elation  to  data  ar  e
 ef  fectively  implemented  and  documented.

 

•  Confir  ming  the  r  oles  of  r  esponsible  actors  in  r  elation  to  data  ar  e  established,  they
 ar  e  awar  e  of  their  r  esponsibility  and  possess  appr  opriate  skills  and  knowledge

 

AI  accountability  principles  addressed:  Lawfulness,  pr  oof,  completeness,  inclusivity,
 Explainability,  transpar  ency,  enfor  ceability  and  r  edr  ess,  impar  tiality,  conduct,  lear  ning

 

Data  Guidance

 Types  and  sour  ces  of  data

 Step 1:  Detail the  types  and  sources of data
 

Understanding  the  sour  ce  and  natur  e  of  data  used  in  the  development
 of  the  AI  system,  as  well  as  the  data  used  by  and  pr  oduced  by  the  AI
 system,  is  an  impor  tant  step  in  an  infor  med  assessment  of  the  system  and
 its  outputs  and  impacts.
 

To  accomplish  this,  there  should  be  a  comprehensive  record  of  :
 

• The  data  used  in  the  development  of  the  AI  system.
 

• Data  used  and  generated  by  the  AI  system.
 

• Infor  mation  on  data  r  elating  to  marginalised  or  vulnerable  gr  oups.
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Awareness  of  data  biases:  ‘As  AI  systems  lear  n  fr  om  data  which
 may  be  unbalanced  and/or  r  eflect  discrimination,  they  may  pr  oduce
 outputs  which  have  discriminator  y  ef  fects  on  people  based  on  their
 gender,  race,  age,  health,  r  eligion,  disability,  sexual  orientation  or
 other  characteristics’  [  6]. 

To  ensure  accurate  and  consistent  outputs  it  should  be  confir  med
 that: 

• Any  bias  pr  esent  is  known  and  documented.
 

• Appr  opriate  mitigation  measur  es  against  bias  ar  e  in  place  wher  e
 r  equir  ed.

 

• Ther  e  is  appr  opriate  statistical  weighting  and  validity  for  all  data
 subjects.

 

These  measur  es  aim  to  establish  a  baseline  of  functionality  for  all
 individuals  subject  to  the  system.

 Step 2:  Know  the  requirements for  personal data
 

The  standar  d  outlined  by  UK  GDPR,  including  completion  of  a  DPIA,
 r  emains  r  elevant  thr  oughout  the  lifecycle  of  the  AI  system.  It  should  be
 confir  med  whether  the  AI  system  processes  sensitive  or  personal  data
 at  any  stage  of  its  lifecycle.
 

If  so,  the  organisation  should  confir  m:
 

• The  necessity  and  pr  opor  tionality  of  all  pr  ocessing  of personal  data.
 

• The  pr  esence  of  pr  ocedur  es  to  inspect  and  contr  ol  the  pr  ocessing  of
 personal  data.

 

• Systemic  human  inter  vention  in  the  pr  ocessing  of  personal  data.
 

• Compliance  of  the  AI  system’s  pr  ocessing  of  personal  data  with
 r  etention  policies.
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Data  acquisition  and  management

 Step 3:  Set up  clear data  collection and processing  protocols
 

An  impor  tant  element  for  AI  accountability  is  the  ability  to  justify  the
 provenance  and  processing  of  data  for  and  within  the  AI  system.
 

This  includes  data: 

• Used  in  training,  validation  and  testing  of  the  AI  system.
 

• Input  data  used  by  the  AI  system.
 

• Any  data  acquir  ed  fr  om  a  thir  d  par  ty  or  r  epurposed  fr  om  existing
 datasets. 

In  developing  protocols  and  documentation  about  the  acquisition
 and  processing  steps,  it  should  be  considered  how  the  data  was:
 

Chose n  Des igne d  Collec ted  Prepa red* 

*
 Pr  eparation  may  include  annotations,  labelling  and  cleaning  of  data

 

Each  of  the  activities  above  r  epr  esents  a  point  of  risk  for  the  intr  o
 duction  of  bias.  An  over  view  of  how  each  pr  ocess  takes  place  allows
 confir  mation  of  compliance  with  r  elevant  standar  ds  both  befor  e  and
 following  the  pr  ocur  ement  of  the  AI  system.

 

Data  gover  nance

 

Step 4:  Assurance of  relevant legislation and  policy  in  the  context  of AI data

 It  should  be  confir  med  that  existing  data  gover  nance  processes  within
 the  organisation  encompass  the  use  of  AI  systems.
 

Standar  d  r  equir  ements  include:
 

• Assurance  of UK  GDPR  compliance.
 

• Completion  of  a  DPIA,  with  r  egular  updates.
 

• Appr  opriate  Data  Pr  otection  Policy.
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These  established  practices  should  be  assessed  to  confir  m  that  inter  nal
 policy  is  suitable  for  the  use  of  the  AI  system.  It  may  be  the  case  that
 the  existing  policy  is  alr  eady  appr  opriate.  However,  this  evaluation  and
 the  gr  ounds  for  it  should  be  r  ecor  ded.  Wher  e  AI  systems  wer  e  devel
 oped  befor  e  pr  ocur  ement,  it  should  be  confir  med  that  data  pr  otection
 compliance  was  built  into  the  system  design.
 

Step 5:  Ensure  continued  compliance with  obligations  for  all data  processors
 

Written  agr  eements  should  be  signed  to  ensur  e  all  r  elevant  data  pr  ocessors
 ar  e  awar  e  of  their  commitments.  This  ensur  es  that  all  par  ties  ar  e  awar  e  of
 their  obligations.  In  the  case  of  exter  nal  par  ties,  written contracts  may
 also  guar  d  against  the  withdrawal  of  critical  updates  or  data  pr  otection
 functions. 

As  with  any  IT  system,  building  and  maintaining  compliance  to
 adequate  data  practices  is  a  cor  e  challenge.  In  this  respect,  overarching
 knowledge  and  training  requirements  are:
 

• Data  pr  otection  awar  eness  for  all  staf  f.
 

• Specific  training  for  the  AI  system  end-users/other  accountable
 individuals. 

• Integration  within  training  of  how  to  identify  and  r  epor  t  a  personal
 data  br  each. 

However,  training  alone  is  not  suf  ficient.  To  maintain  compliance
 and  ensure  adaptation  of  data  practices,  there  should  be  a  regular
 review  of  : 

• Continued  compliance  with  data  pr  otection  policy  and  r  egulations.
 

• Ef  fectiveness  of  data  handling.
 

• Pr  oper  functioning  of  security  contr  ols,  including  cybersecurity.
 

• Ef  fectiveness  of  the  r  epor  ting  and  mitigation  pr  ocesses  for  data
 br  eaches. 



294  APPENDIX:  GUIDANCE  FOR  IMPLEMENTING  AI  …  

Data  considerations  throughout  the  AI  lifecycle

 AI  Accountability  responsibilities  for  procurement 

• Legality:  Ensur  e  compliance  with  UK  GDPR,  the  Equality  Act
 2010,  ethical  standar  ds  and  other  r  elevant  r  equir  ements  for  data
 pr  otection.

 

• Data  Sources  and  Compliance:  Conduct  due  diligence  on  those
 pr  oviding  or  developing  the  AI  system  and  AI  models  (including
 data  sour  ces,  bias  mitigation,  model  transpar  ency).

 

• System  Maintenance:  Include  clear  contractual  obligations  for
 continued  system  maintenance,  wher  e  applicable  (e.g.  security,
 updates,  audit  access).

 

• Risk  Management:  Document  intended  use,  risks  and  safeguar  ds  for
 all  types  of  data,  with  special  focus  on  personal  and  sensitive  data.

 

• Consultation:  Engage  DPOs,  legal  and  operational  leads  early;
 consult  exter  nally  if  data  acquisition/pr  ocessing  is  high-impact  or
 other  wise  a  matter  of  public  inter  est.

 

AI  Accountability  responsibilities  during  deployment
 

• Oversight  Responsibility:  Assign  clear  points  of  accountability  for
 data  oversight.

 

• Access  and  Data  Rights:  Set  up  clear  r  esponsibilities  and  rights  for
 data  accessing,  pr  ocessing,  modification,  deletion,  etc.

 

• Accuracy  and  Impact:  Monitor  for  bias,  accuracy  and  dispr  opor
 tionate  impacts  of  data  practices,  par  ticularly  for  pr  otected  gr  oups.

 

• Data  Protection:  Follow  data  handling,  security  and  br  each
 r  esponse  laws  and  policies.

 

• Security  Protocols:  Establish  clear  pr  otocols  for  handling  data
 misuse  and  br  eaches  fr  om  actions  with  or  of  the  AI  system,  including
 r  epor  ting,  mitigation  and  r  edr  ess  of  the  misuse/br  each.

 

• Learning:  Pr  ovide  r  egular  training  and  maintain  audit-r  eady  docu
 mentation  on  data  practices  and  data  management.

 

AI  Accountability  responsibilities  for  migration/ decommissioning
 

• Compliance:  Ensur  e  that  the  discontinuation  of  the  AI  system
 complies  with  all  existing  data  r  etention,  deletion  and  data  subject
 rights  under  UK  GDPR.
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• Preser  vation:  Review  whether  any  ongoing  legal  or  public  inter  est
 obligations  r  equir  e  pr  eser  vation  of  cer  tain  datasets  or  system
 outputs.

 

• Data  Storage:  Establish  who  has  contr  ol  to  r  emaining/r  etained
 data,  wher  e  it  is  located  and  how  it  can  be  accessed.

 

• Archiving:  Ar  chive  necessar  y  r  ecor  ds  for  AI  accountability  and
 transpar  ency,  in  a  for  mat  pr  oven  to  ensur  e  longevity  of  data  access.

 

• Record  Keeping:  Document  r  easons  for  r  etention  or  deletion  of
 datasets. 

• Completeness:  Ensur  e  thir  d  par  ties  also  r  emove  stor  ed  data,  wher  e
 applicable.

 

• Final  Review:  Conduct  a  lessons-lear  ned  r  eview  of  data  practices  to
 infor  m  futur  e  AI  pr  ocur  ements/use.

 

Data  considerations  for  intended  users

 Chief Of  ficers 

• Strategic  Accountability:  Ar  e  monitoring  str  uctur  es  in  place  to
 ensur  e  r  esponsible  data  use  and  publication,  in  line  with  legal  and
 ethical  standar  ds? 

• Lawfulness  Assurance:  Ar  e  you  confident  that  the  planned
 pr  ocessing  of  personal  and  sensitive  data  is  lawful,  especially  when
 systems  r  epurposed  legacy  data?

 

• Gover  nance  Integration:  Do  you  have  assurance  that  AI-specific
 r  equir  ements  ar  e  incorporated  into  existing  data  gover  nance  str  uc
 tur  es,  risk  assessments  and  policies  (e.g.  UK  GDPR,  Equality  Act
 2010)?

 

• Oversight  of  Development:  Ar  e  you  confident  that  all  data  sour  ces
 used  in  system  development  ar  e  known  (including  those  fr  om  thir  d
 par  ties)?

 

• Bias  and  Fair  ness:  Do  you  have  evidence  that  data  bias  has  been
 adequately  identified,  assessed  and  mitigated  against,  par  ticularly
 concer  ning  vulnerable  and  marginalised  gr  oups?

 

• Public  Assurance:  Is  the  infor  mation  about  how  the  AI  system  uses
 data  suf  ficiently  available  and  suitable  for  public  communications  and
 community  assurance?
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AI  Users
 

• Data  Protection:  Ar  e  you  awar  e  of  how  data  pr  otection  r  equir  e
 ments  interact  with  the  operation  of  the  AI  system?

 

• Data  Integrity:  Has  all  critical  infor  mation  been  inputted  into  the
 AI  system,  allowing  complete  and  honest  outputs?  Awareness  of
 Limitations:  Ar  e  you  awar  e  of  any  limitations  or  biases  fr  om  training
 data  and/or  algorithms,  which  may  af  fect  the  system?

 

• Bias  Vigilance:  Do  data  and  accepted  use  policies  ensur  e  users
 r  emain  aler  t  to  potential  signs  of  er  r  oneous  or  discriminator  y
 outcomes,  especially  r  egar  ding  pr  otected  characteristics?

 

• Personal  Data  Handling:  Ar  e  pr  ocedur  es  in  place  to  ensur  e  that  all
 interactions  with  personal  or  sensitive  data  ar  e  lawful,  necessar  y  and
 pr  opor  tionate?

 

• Documentation  Requirements:  Ar  e  you  awar  e  of  r  equir  ements  for
 r  ecor  d  keeping  in  r  elation  to  data  acquisition,  pr  ocessing,  access and
 storage  and  gr  ounds  for  decision-making?

 

• Incident  Repor  ting:  Do  you  know  the  cor  r  ect  method  to  r  epor  t
 data  pr  otection  br  eaches  or  unusual  system  outputs?

 

• Training  Compliance:  Have  you  r  eceived  suf  ficient  and  r  equir  ed
 training  on  cor  r  ect  and  safe  data  practices,  including  r  efr  esher
 training  to  r  emain  cer  tified?

 

Oversight  Bodies
 

• Audit  Trails:  Do  compr  ehensive  r  ecor  ds  exist  for  all  data  used  in  the
 AI  development  and  deployment,  including  thir  d-par  ty  and  legacy
 datasets? 

• Bias  Detection  Processes:  Ar  e  methods  for  identifying  and  miti
 gating  bias  in  place,  ensuring  considerations  for  inclusion  of
 minority/vulnerable  gr  oups?

 

• Validation  Evidence:  Is  ther  e  suf  ficient  statistical  validity,  weighting
 and  test  outcomes  for  AI  models,  par  ticularly  r  egar  ding  fair  ness  and
 generalisability?

 

• UK  GDPR  and  DPIA  Oversight:  Is  data  pr  otection  compliance
 adequate  and  complete,  par  ticularly  considering  sensitive  data  use
 and  system  changes/evolution?
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• Compliance  Monitoring:  Ar  e  r  egular  inter  nal  r  eviews  conducted  on
 data  handling,  system  updates  and  br  each  management?

 

• Policy  Adequacy:  Do  inter  nal  policies  suf  ficiently  addr  ess  AI-specific
 data  risks  and  ar  e  they  followed  in  practice?

 

• Third-Par  ty  Accountability:  Has  the  policing  organisation  ensur  ed
 exter  nal  vendors  comply  with  contractual  obligations  on  data  pr  otec
 tion  and  system  integrity?

 

• Transparency  and  Publication:  Ar  e  ther  e  clear  standar  ds  for  docu
 menting  and,  wher  e  appr  opriate,  publishing  infor  mation  about  AI
 data  pr  ocesses,  consistent  with  national  best  practices?

 

• Continuous  Improvement:  Ar  e  pr  ocedur  es  in  place  to  ensur  e  that
 impr  ovements  ar  e  an  integral  par  t  of  the  r  eview  pr  ocess,  based
 on  obser  ved  issues  or  evolving  standar  ds,  including  technological
 updates  and  pr  ocedural  r  efor  ms?

 

Theme  3:  Laws  and  Regulations  

Purpose:  Lawfulness  is  an  overar  ching  principle  in  all  ar  eas  of  AI  accountability.  It
 ensur  es  that  the  use  of  AI  complies  with  applicable  laws,  codes  of  practice,  r  egulator  y
 r  equir  ements  and  policies.  It  fur  ther  helps  to  clarify  the  legal  context  in  which  the
 system  operates  and  safeguar  ds  public  rights

 

AI  accountability  principles  addressed:  Lawfulness,  pr  oof,  completeness,
 Explainability,  enfor  ceability  and  r  edr  ess,  conduct

 

Laws  and  Regulations  Guidance

 Legal  obligations

 Step 1:  Understand which laws apply  to  the  AI  system  and cur  rent lifecycle 

stage
 

A  policing  organisation  must  fully  understand  which  laws,  r  egulations
 and  policies  apply  to  the  specific  AI  system,  its  purpose  and  application
 context.
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For  this  purpose,  a  policing  organisation  must:
 

• Identify  all  applicable  laws,  r  egulations  and  policies  for
 the  designing/pr  ocur  ement,  deployment  and  migration/
 decommissioning  of  the  AI  system,  including  any  legal  exemptions
 granted  or  safeguar  ds  enfor  ced.

 

• Ensur  e  the  use  of  the  AI  system  is  necessar  y  and  pr  opor  tionate  for
 the  given  purpose  (see  example).

 

• Ensur  e  r  elevant  entries  ar  e  r  ecor  ded  in  the  National  Recor  d  of
 Pr  ocessing  Activities.

 

Dif  fer  ent  AI  systems  and  application  contexts  will  trigger  dif  fer  ent  legal
 r  equir  ements.  For  example,  an  AI  system  managing  a  vehicle  fleet  will  be
 subject  to  dif  fer  ent  r  egulator  y  frameworks  than  a  system  used  for  facial
 r  ecognition.
 

Wher  e  ther  e  is  no  AI/purpose-specific  law pr  esent,  a  policing  organi
 sation  should  still  follow  existing  legal  frameworks  and  align  with  national
 guidance  and  local  policy.
 

When  working  with  inter  national  par  tners,  a  policing  organisation
 needs  to  be  awar  e  of,  and  possibly  follow,  other  AI  legal  frameworks  and
 r  egulations  (such  as  the  EU  AI  Act  when  working  with  agencies  within
 Eur  ope).
 

Example—Breach  of  data  protection  laws  [ 6] 

Under  the  Data  Pr  otection  Act  1998,  the  Infor  mation  Commis
 sioner’s  Of  fice  (ICO)  issued  an  Enfor  cement  Notice  to  the
 Metr  opolitan  Police  Ser  vice  (MPS)  concer  ning  its  use  of  the  Gang
 V  iolence  Matrix  (GVM),  a  tool  designed  to  identify  and  assess  the
 risk  posed  by  individuals  involved  in  gang-r  elated  violence  acr  oss
 London.  While  the  ICO  acknowledged  that  the  database  ser  ved  a
 legitimate  purpose,  it  found  that  its  application  was  unlawful  and
 extended  beyond  what  was  necessar  y.  As  a  r  esult  of  the  investiga
 tion,  hundr  eds  of  individuals  wer  e  r  emoved  fr  om  the  matrix,  and
 the  GVM  was  eventually  decommissioned  by  the  MPS
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Step 2:  Put  procedures in  place that  monitor compliance with laws and 

regulations
 

Once  the  applicable  laws  and  r  egulations  ar  e  identified,  the  policing
 organisation  must  take  pr  oactive  steps  to  ensur  e  compliance  thr  oughout
 the  AI  system’s  lifecycle.  Each  AI  system  may  r  equir  e  a  tailor  ed  compli
 ance  appr  oach,  depending  on  its  purpose,  impact  and  data  used.
 

To  suppor  t  monitoring  of  legal  compliance  policing  should:
 

• Ingrain  laws  and  r  egulations  that  gover  n  the  AI  system  into  moni
 toring  and  r  eview  pr  ocedur  es.

 

• Remain  abr  east  of  changes  in  the  law  and/or  r  egulator  y  r  equir  e
 ments. 

• Conduct  r  eviews  of  the  AI  system  and  its  usage,  when  new  laws  and/
 or  r  egulator  y  r  equir  ements  ar  e  enfor  ced.

 

Laws  and  Regulations  considerations  throughout  the  AI  lifecycle

 AI  Accountability  responsibilities  for  procurement
 

• Legal  Compliance:  Document  all  applicable  laws,  r  egulations,  poli
 cies  and  potential  exemptions  for  the  system’s  intended  use.

 

• Exper  t  Review:  Ensur  e  the  AI  system  has  been  r  eviewed  by  a
 competent  legal  pr  ofessional,  to  ensur  e  compliance  with  r  elevant
 legislation.

 

• Necessity  and  Propor  tionality:  Evidence  that  the  AI  use  is  both
 necessar  y  and  pr  opor  tionate  for  its  stated  purpose.

 

• Public  Record:  Ensur  e  the  AI  system  is  logged  appr  opriately  in  the
 National  Recor  d  of  Pr  ocessing  Activities.

 

• Alignment  with  Existing  Standards:  Confir  m  alignment  with
 inter  nal  and  exter  nal  gover  nance  frameworks  (including  national
 guidance,  Codes  of  Practice  and  local  policies).

 

• Provider  Disclosure:  Requir  e  exter  nal  system  pr  oviders  to  pr  ovide
 a  full  disclosur  e  of  data  sour  ces  and system  functionalities.

 

• Provider  Accountability:  Ensur  e  thir  d-par  ty  pr  oviders  can  demon
 strate  that  the  AI  system  has  been  developed  in  a  lawful  way  and
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does  not  contravene  Codes  of  Conduct,  ethics  or  any  other  policing
 guides  and  r  egulations.

 

• Contractual  Obligations:  Include  legal  compliance  obligations  and
 access  to  inter  nal  system  documentation  in  pr  ovider  contracts.

 

AI  Accountability  Responsibilities  during Deployment
 

• Designated  System  Owner:  The  system  sponsor  is  awar  e  of  their
 r  esponsibility  for system  use,  outputs,  oversight  and  adher  ence  to
 legal  and  ethical  standar  ds.

 

• Legal  Review:  Regularly  r  eview  whether  the  system’s  usage  still
 meets  legal  and  policy  r  equir  ements.

 

• Reassessment  Triggers:  Reassess  the  necessity  and  pr  opor  tionality,
 if  the  system  is  r  epurposed  or  context  changes.

 

• Monitoring  Procedures:  Implement  compliance  monitoring  mech
 anisms  to  track  and  document  legal  adher  ence  (e.g.  audits,  aler  ts  for
 boundar  y  violations).

 

• Updating  Public  Record:  Ensur  e  pr  ocedur  es  ar  e  in  place  for
 updates  to  the  National  Recor  d  of  Pr  ocessing  Activities,  if  data
 practices  change.

 

• Human  Oversight:  Designate  accountable  personnel  for  legal  over
 sight  and  establish  a  human-in-the-loop  r  eview  pr  ocess  for  high
 impact  decisions.

 

• Incident  Repor  ting:  Establish  clear  r  epor  ting  lines  for  legal,  policy
 or  ethics  br  eaches;  maintain  logs  of  legal,  policy  or  ethics  br  eaches,
 with  a  clear  pr  ocess  for  escalation,  r  epor  ting  and  cor  r  ective  action.

 

• Remedy  Procedure:  Establish  r  esponsibilities  and mechanisms  how
 to  r  emedy  legal  and  r  egulator  y  issues.

 

AI  Accountability  responsibilities  for  migration/ decommissioning
 

• Transition  Process:  When  decommissioning  or  transitioning
 systems,  verify  legal  compliance  will  be  maintained  (e.g.  data  pr  otec
 tion,  fair  pr  ocessing).

 

• Continued  Compliance:  Ensur  e  the  AI  system  is  no  longer
 pr  ocessing  personal  data  unless  justified  and  logged.
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• Preser  ve  Documentation  for  Audit:  Ar  chive  legal  assessments,  data
 usage  logs,  compliance  checks  and  decision  r  ecor  ds  to  suppor  t  futur  e
 r  eviews  or  legal  inquiries  in  a  for  mat  pr  oven  to  facilitate  long-ter  m
 accessibility.

 

• Data  Handling:  Secur  ely  delete,  anonymise  or  ar  chive  data  in  line
 with  data  pr  otection  r  egulations.

 

• Full  System  Compliance:  Ensur  e  thir  d-par  ty  pr  oviders  also  comply
 with  legal  r  equir  ements  during  the  migration/decommissioning
 pr  ocesses,  wher  e  applicable.

 

• Final  Review:  Conduct  a  final  r  eview  of  the  AI  system’s  per  for
 mance  in  line  with  legislative  r  equir  ements,  and  any  lessons  lear  ned
 for  futur  e  pr  ocur  ements/deployments.

 

Laws  and  Regulations  Considerations  for  Intended  Users

 

Chief Of  ficers 

• Legal  Status:  What  is  the  cur  r  ent  law  r  elating  to  AI?
 

• Applicable  Frameworks:  Which  laws,  r  egulations,  guidelines,  poli
 cies  and  frameworks  apply  to  the  AI  system  and  AI  use  case?

 

• Cross-jurisdiction  Use:  W  ill  the  AI  system’s  outputs  be  pr  ovided
 to  LEAs  outside  England,  Wales,  Scotland  and  Nor  ther  n  Ir  eland?  If
 so,  what  other  r  egulations  and  safeguar  ds  ar  e  to  be  followed?

 

• Local  Policy  Validity:  What  is  the  cur  r  ent  organisational  policy
 on  using  AI  systems,  and  is  it  still  in  line  with  cur  r  ent  law  and
 r  egulations?

 

• Policy  Alignment:  Do  organisational  AI  SOPs  align  with  laws,
 r  egulations,  guidance,  policies  and  frameworks?

 

AI  Users
 

• Per  mission  Compliance:  Ar  e  all  the  necessar  y  per  missions  to  use
 the  AI  system  in  place?

 

• Codes  of  Practice:  Ar  e  the  cor  r  ect  Codes  of  Practice  being  followed
 using  the  AI  system?

 

• Lawful  Use:  Is  the  AI  system  being  used  in  a  legal,  pr  opor  tionate
 and  justifiable  way?
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• Ethical  Use:  Ar  e  you  confident  your  use  of  the  AI  system  is  consis
 tent  with  ethical  policing  standar  ds,  par  ticularly  r  egar  ding  fair  ness,
 transpar  ency  and  legality?

 

Oversight  Bodies
 

• Legal  Compliance:  Ar  e  you  able  to  assess,  given  the  infor  mation
 available,  that  the  cor  r  ect  laws  and  r  egulations  ar  e  being  followed
 and  enfor  ced? 

• Risk  Communication:  Have  you  communicated  legal  risks  and  ar  eas
 for  impr  ovement  to  the  policing  organisation?

 

• Regulator  y  Review:  Given  the  infor  mation  available,  ar  e  you  able
 to  r  eview  pr  ocesses  that  per  tain  to  adher  ence  to  r  elevant  laws  and
 r  egulations  for  the  AI  system  (e.g.  is  ther  e  an  up-to-date  DPIA)?

 

Theme  4:  Risk  Assessment  and  Management 

Purpose:  This  theme  identifies  risks,  har  ms  and  biases  associated  with  the  AI  system
 and  implements  mitigation  measur  es.  It  covers  both  the  impact  of  using  and  not
 using  AI,  with  an  emphasis  on  fair  ness  and  public  safety.  Identifying  possible  risk,
 har  ms  and  impacts  of  an  AI  system,  as  well  as  their  likelihood  is  an  impor  tant  step  to
 pr  oactively  manage  these  risks  thr  oughout  the  AI  system  lifecycle.  It  allows  for  war  d
 planning  of  how  these  risks  (and  associated  har  ms)  may  be  pr  evented,  or  wher  e  not
 possible,  how  they  ar  e  to  be  managed  and  r  obust  mitigation  measur  es  to  be  put  in
 place

 

AI  accountability  principles  addressed:  Lawfulness,  pr  oof,  completeness,
 Explainability,  transpar  ency,  enfor  ceability  and  r  edr  ess,  impar  tiality,  conduct,  lear  ning

 

Risk  Assessment  and  Management  Guidance
 

Risks  and  har  ms  assessment
 

Step 1:  Assess  the  risks  and  potential  har  ms associated with  the  AI  system 

and its  use
 

A  compr  ehensive,  pr  oactive  assessment  of  the  potential  risks  associated
 with  the  AI  system  and  its  use  helps  the  policing  organisation  to  either
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pr  event  or  pr  epar  e  for  their  occur  r  ence.  The  risk  assessment  can  also
 establish  whether  deployment  of  an  AI  system  poses  a  specific  risk  to
 par  ticular  communities  and/or  demographic  gr  oups.
 

A  risk  register  should  be  created,  listing  the  type  of  risks,  who  they
 may  af  fect  (and  associated  potential  har  ms),  as  well  as  their  likelihood
 and  potential  severity:
 

• Risk  Identification:  Identify  risks  associated  with  the  AI  system’s
 pr  ocur  ement,  deployment  or  migration/decommissioning  (what
 could  go  wr  ong  and  to  whom,  e.g.  individual,  organisational,  inves
 tigational  integrity,  community);  also  consider  risks  of  not  deploying
 the  AI  system.

 

• Har  m  Identification:  Deter  mine  uses  or  outcomes  of  the  AI  system
 that  could  potentially  cause  har  m;  consider  type  of  har  ms  and  who
 these  har  ms  may  af  fect.

 

• Likelihood:  Assess  the likelihood  of  each  identified  risk;  this  assess
 ment  should  be  in  line  with  methods  used  in  wider  organisational
 risk  management.

 

• Severity:  Assess  the pr  obable  severity  if  the  risk  was  r  ealised;
 compar  e  against  established  risk  criteria  (e.g.  legislative  r  equir  e
 ments,  organisational  thr  esholds)  to  deter  mine  levels  of  significance,
 whether  they  ar  e  acceptable  and  whether  they  r  equir  e  mitigation.

 

The  risk  r  egister  should  be  r  eviewed  on  r  egular  basis  and  after  inci
 dents.
 

Example—Risks  to  specific  communities  [  6]
 

The  Royal  United  Ser  vices  Institute  (RUSI)  r  epor  t  ‘data  analytics  and  algorithmic
 bias  in  policing’  [ 12]  r  eviewed  the  use  of  data  analytics  and  algorithms  in  policing
 within  England  and  Wales.  Their  findings  highlighted  over-r  eliance  on  automation
 risked  imbedding  discrimination  within  policing  practice.
 

The  r  esear  ch  highlighted concer  ns  that  algorithms  could  inadver  tently  perpetuate  or
 amplify  existing  bias  against  par  ticular  gr  oups,  par  ticularly  if  training  data  r  eflects
 historical  bias  in  police  practice,  r  eplicating  historic  assumptions.  However,  issues  can
 emerge  acr  oss  the  system  lifecycle,  including  data  collection,  model  development,
 deployment  and  evaluation
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Step 2:  Conduct key assessments to  review  risks
 

Conducting  r  egular  assessments  about  risks  ensur  es  that  all  for  eseeable
 risks  can  be  r  esponsibly  managed.
 

Such assessments  should  consider  whether  measures: 

• Pr  event  or  r  ectify  data  bias.
 

• Addr  ess  security,  privacy  and  confidentiality  r  equir  ements.
 

• Identify  and  addr  ess  unintended  consequences  of  the  AI  system’s
 data  pr  ocessing.

 

• Manage  infor  mation  risks.
 

Several  key  assessments  can  help  suppor  ting  this  aim:
 

• Data  pr  otection  compliance  assessments.
 

• For  mal  risk  assessment. 

• Ethics  assessment  (including  compliance  with  the  Code  of  Ethics).
 

• Equality  Impact  Assessment.
 

• Alignment  with  any  established  Codes  of  Practice.
 

A  policing  organisation  should  conduct  specific  cyber  security  risk
 assessments,  to  ensur  e  the  integrity  of  the  AI  system  and  any  infrastr  uc
 tur  e  it  utilises.
 

Step 3:  Consider specific  AI  risks,  misconduct and non-deployment
 

Par  ticular  AI  risks:  Ther  e  ar  e  a  number  of  potential  risks  which  may
 be  of  concer  n  in  police  use  of  AI.  While  they  ar  e  not  specific  to  the
 technology,  they  may  be  exacerbated  in  this  context.
 

Bias  and  discrimination  Risk: AI  systems  trained  on  historical
 crime  data  can  r  eflect  and  r  einfor  ce
 systemic  biases,  such  as
 over-policing  of  cer  tain
 communities  

(continued)
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(continued)

Example:  Pr  edictive  policing  tools  dir  ecting
 mor  e  pr  oactive  patr  ols  to  ethnic
 minority  neighbourhoods,
 incr  easing  ar  r  ests  r  egar  dless  of
 actual  crime  rates  

False  positives  and  inaccurate
 pr  edictions

 Risk: Facial  identification  or  pr  edictive
 analytics  can  wr  ongly  identify
 individuals  as  suspects,  leading  to
 detainment  or  sur  veillance 

Example:  Misidentification  of  an  individual
 could  r  esult  in  the  ar  r  est  of  an
 innocent  par  ty 

False  negative  and  inaccurate
 pr  edictions

 Risk: Facial  identification  or  pr  edictive
 analytics  could  fail  to  identify  the
 of  fender  as  a  suspect,  leading  to
 missed  investigative  oppor  tunities  

Example:  A  failur  e  to  identify  an  individual  as
 a  potential  suspect  (wher  e  the
 system  r  easonably  would  have  been
 expected  to  do  so)  may  lead  to
 missed  investigative  oppor  tunities,
 unnecessar  y  use  of  fur  ther  r  esour  ces
 and  loss  of  public  confidence  in  the
 system  

Lack  of  transpar  ency  Risk: Decisions  made  by  opaque  AI
 models  may  not  be  explainable  to
 those  af  fected  or  operating  the
 system,  r  educing  AI  accountability 

Example:  A  person  may  be  denied  bail  fr  om
 custody  or  labelled  a  flight  risk
 without  a  clear  r  eason  that  they  or
 their  legal  r  epr  esentative  can
 challenge 

Automation  bias  Risk: Police  of  ficers  or  staf  f  may  over-r  ely
 on  AI  r  ecommendations,  tr  eating
 them  as  infallible  

Example:  A  pr  edictive  tool  flags  someone  as  a
 weapons  thr  eat,  and  of  ficers
 pr  esume  the  individual  is  danger  ous
 without  questioning  the  output 

Function  cr  eep  Risk: AI  tools  intr  oduced  for  nar  r  ow
 purposes  (e.g.  identifying  stolen
 cars)  may  be  expanded  over  time  to
 br  oader,  mor  e  invasive  uses  

Example:  A  facial  r  ecognition  system
 intended  for  serious  crimes  is  later
 used  to  monitor  the  day-to-day
 movements  of  peaceful  pr  otestors  

(continued)
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(continued)

Lack  of  accountability  Risk: When  AI  goes  wr  ong,  it  is  often
 unclear  who  is  r  esponsible—The
 developer,  the  policing  organisation
 or  the  individual  of  ficers  

Example:  V  ictims  of  algorithmic  er  r  ors  may
 str  uggle  to  seek  r  edr  ess  due  to
 complex  r  esponsibility  chains  

Misuse:  Ther  e  ar  e  a  number  of  potential  risks  posed  by  deliberate  courses
 of  action.  Individual  users  may  engage  in  misuse  thr  ough  unlawful  access
 or  pr  ocessing  of  data.  In  this  context,  similar  risk  management  strategies
 should  be  implemented.
 

A  fur  ther  consideration  would  be  the  capability  of  a  user  to  deny
 an  AI  system  critical  infor  mation  as  a  data  input.  Her  e  outcomes  could
 be  manipulated  by  skewing  the  infor  mation  r  eviewed  by  the  AI  system.
 Issues  of  this  kind  ar  e  likely  to  be  system  and  context-specific  but  should
 be  consider  ed  in  the  design  pr  ocess  and usage  policy.
 

Non-use:  Wher  e  an  AI  capability  is  r  easonably  available  for  use,  the  impli
 cations  of  non-deployment  must  also  be  consider  ed.  This  r  ecognises  that
 withholding  AI  in  cer  tain  contexts  may  lead  to  negative  outcomes  or
 missed  benefits.  Considering  the  cor  e  policing  duty  of  pr  otecting  life  and
 limb,  public  safety  r  equir  ements  may  dictate  the  use  of  the  most  ef  fective
 lawful  methods  to  achieve  that  aim. 

Not  engaging  in  AI  use  can  thus  r  epr  esent  a  risk  in  and  of  itself,  with
 missed  oppor  tunities  to  optimise  policing  activity,  aver  t  har  m  and  pr  ovide
 a  cost-ef  fective  ser  vice  to  the  public.  Non-use  should  be  an  explicit  par  t
 of  the  risk  assessment  and  risk  register.
 

Risk  and  har  m  mitigation
 

Step 4:  Define and regularly  review  mitigation  measures
 

For  each  risk,  mitigation  measures  should  be  included  within  the  risk
 register.  Practical  mitigation  pr  ocedur  es  will  be  system-specific,  but  may
 include: 
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• Bias  Auditing:  Testing  of  data  and  models  for  unfair  outcomes  or
 systemic  bias.

 

• Adversarial  Testing:  Using  r  ed  team  testing  and  simulation  to  assess
 continued  r  esilience. 

• Authentication  and  Authorisation:  Restrict  who  can  access  the
 system  to  those  with  a  genuine  purpose  and  appr  opriate  training.

 

• Responsible  Usage  Policy:  Define  and  enfor  ce  appr  opriate  use,
 including  clear  pr  ocedur  es  to  pr  event  uncritical  acceptance  of  AI
 generated  outputs.

 

• Clear  Responsibilities:  Ever  y  AI  system  in  operation  should  have  a
 clearly  designated  individual,  accountable  for  the  system’s  function,
 outputs  and  compliance  with  r  equir  ements  of  pr  oper  use.

 

• Monitoring  and  Logging:  Utilise  r  outine  logging,  dip  sampling,
 system  behaviour  and  usage  patter  ns,  to  detect  abuse  or  anomalies.

 

• Human-in-the-loop:  Requir  e  human  r  eview  for  decisions  impacting
 upon  the  public,  i.e.  a  human  must  always  ser  ve  as  the  ultimate
 decision-maker. 

• Fail-safes  and  Shutdown  Procedures:  Implement  mechanisms  to
 inter  r  upt  or  stop  the  system  if  it  behaves  unexpectedly.

 

Step 5:  Consider specific  mitigation  issues  of  personal data
 

A  par  ticular  matter  of  concer  n  r  egar  ding  the  use  of  AI  is  its  interaction
 with  personal  data.  Deployers  should  be  confident  that:
 

• Any  risk  of  bias  in  the  pr  ocessing  of  personal  data has  been  mitigated.
 

• Other  risks  r  elating  to  the  AI  system  pr  ocessing  personal  data ar  e
 addr  essed. 

Special  attention  should  be  given  to  this  topic  with  r  ecor  ded  assess
 ments  to  detect  and  mitigate  bias.  Additional  data  pr  otection  and  fair  ness
 risks  should  be  r  eviewed  continuously  to  ensur  e  compr  ehensive  safeguar  ds
 ar  e  in  place  for  all  personal  data  pr  ocessed  by  the  system.
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Residual  risks:  Wher  e  potential  r  esidual  risks  r  emain—despite  legal
 compliance  and  pr  ocedur  es  to  addr  ess  them—it  should  be  evaluated
 whether  such  issues  can  be  mitigated  by  pr  ocedur  e.  Ever  y  r  easonable
 ef  for  t  should  be  made  to  eliminate  all  unlawful  bias.  However,  no  system
 is  per  fectly  neutral,  and  it  may  be  challenging  to  confir  m  total  elimina
 tion  in  ever  y  use  context.  It  is  ther  efor  e  impor  tant  to  include  ef  fective
 checks  and  safeguar  ds  within  the  method  of  deployment,  in  addition  to
 data  cleaning,  to  eliminate  bias.
 

Risk  Assessment  and  Mitigation  Considerations  throughout  the  AI
 Lifecycle

 

AI  Accountability  responsibilities  for  procurement
 

• Clear  Ownership:  Individuals  or  teams  r  esponsible  for  over
 seeing  AI  pr  ocur  ement  decisions  ar  e  given  for  mal  r  esponsibility  for
 managing  the  risks  involved  in  deploying  the  AI  system  and  the
 associated  risk  mitigation  strategies.

 

• Risk  Forecasting:  AI  system  pr  oviders  have communicated  antici
 pated  risks,  including  bias,  privacy  concer  ns  and  limitations  of  the
 system,  and  how  they  pr  evented,  r  educed  or  mitigated  these  risks  in
 their  system.

 

• Ethics  and  Impact  Evaluation:  Ethical  r  eviews,  equality  r  eviews,
 equality  impact  assessments,  etc., have  been  used  to  evaluate  the
 suitability  of  the  AI  system  for  policing  contexts  generally,  and  the
 intended  use  case  specifically.

 

• Transparency  Requirements:  Contracts  ar  e  in  place  that  include
 obligations  for  explainability,  audit  access  and  the  pr  ovision  of
 documentation  on  model  functionality  and  data  usage.

 

• Beyond  Value  for  Money:  Pr  ocur  ement  decisions  ar  e  based  on
 demonstrable  benefit  to  public  safety  and  rights  pr  otection,  not
 solely  on  cost-ef  ficiency.

 

• Comparative  Risk:  Consideration  should  be  given  to  risks  associ
 ated  with  the  specific  system  being  consider  ed  compar  ed  to  other
 available  systems  or  no  system  being  pr  ocur  ed  at  all.
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AI  Accountability  responsibilities  during  deployment
 

• Operational  Oversight  Framework:  Gover  nance  str  uctur  es  ef  fec
 tively  oversee  ongoing  use,  including  human-in-the-loop  decision
 making  and  continuous  evaluation,  to  monitor  known  and  emer
 gence  of  new  risks.

 

• Policy  Implementation:  A  r  esponsible  usage  policy  is  in  place,
 including  user  training,  limits  on  automation  and  mandator  y  human
 r  eview. 

• Bias  and  Impact  Monitoring:  Methods  ar  e  in  place  to  monitor
 outputs  for  discriminator  y  patter  ns  or  systemic  bias,  par  ticularly
 af  fecting  vulnerable  or  historically  disadvantaged  communities.

 

• Incident  Repor  ting  Mechanism:  Robust  mechanisms  ar  e  estab
 lished  for  users,  and  wher  e  applicable  the  public,  to  r  epor  t  concer  ns
 or  har  ms  r  esulting  fr  om  AI  use.

 

• Compliance  Tracking:  The  AI  system  ef  fectively  r  etains  up-to-date
 logs  of  data  use,  decisions  made  and  model  per  for  mance  for  auditing
 and  AI  accountability  purposes.

 

AI  Accountability  responsibilities  for  migration/ decommissioning
 

• Residual  Risk  Review:  Lingering  risks  such  as  data  r  etention,  r  epu
 tational  damage  or  algorithmic  bias  in  r  etained  outputs  have  been
 identified  and  assessed. 

• Data  Management:  The  ar  chiving  pr  ocess  anonymises  or  deletes
 sensitive  personal  data  in  accor  dance  with  legal  and  policy  r  equir  e
 ments. 

• Lessons  Lear  ned:  Per  for  mance  issues,  stakeholder  feedback  and
 ethical  challenges  have  been  documented  to  infor  m  risk  management
 in  futur  e  AI  pr  ocur  ement  and  deployment.

 

• Accountability  Continuity:  Risk  assessment  and  management
 measur  es  r  emain  active  thr  ough  the  decommissioning  and  post-use
 assessment  phases.

 

• Transition  Planning:  When  r  eplacing  the  AI  system,  risk  mitigation,
 ethical  r  eview  and  user  r  etraining  ar  e  included  in  the  transition  plan.
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Risk  Assessment  and  Mitigation  Considerations  for  Intended  Users
 

Chief Of  ficers
 

• Strategic  Accountability:  Have  you  ensur  ed  clear  assignment  of
 r  esponsibilities,  with  a  named  individual  accountable  for  risk  assess
 ment,  monitoring  and  mitigation?

 

• Gover  nance  Framework:  Ar  e  you  confident  that  r  obust  gover  nance
 str  uctur  es  ar  e  in  place  that  suppor  t  the ef  fective  risk  assessment  and
 management?

 

• Deployment  Risk  Assessment:  Have  appr  opriate  pr  e-deployment
 risk  assessments  been  conducted  (e.g.  ethics,  data  pr  otection,
 equality  impact  assessment,  etc.)?

 

• Bias  Mitigation:  Ar  e  r  easonable  measur  es  in  place  to  eliminate  or
 mitigate  bias  acr  oss  the  AI  lifecycle?

 

• Policy  Enforcement:  Ar  e  measur  es,  such  as  the  Responsible  Usage
 Policy,  and  r  equir  ements  for  mandator  y  human  oversight  and
 decision-making,  practically  enfor  ceable?

 

• Operational  Decision-Making:  Does  your  organisation  have  the
 tools  to  evaluate  both  the  risks  of  using  and  not  using  AI?

 

• Resource  Allocation:  Ar  e  ther  e  suf  ficient  r  esour  ces  for  continuous
 risk  monitoring,  auditing  and  evaluation?

 

• Community  Impact  Considerations:  Ar  e  ongoing  measur  es  in
 place  to  assur  e  mitigation  of  dispr  opor  tionate  impacts  on  par  ticular
 communities  or  demographic  gr  oups?

 

AI  Users
 

• Understand  Limitations:  Do  you  avoid  uncritical  acceptance  of  AI
 outputs  and  decisions?

 

• Human  Oversight  Role:  Do  you  r  ecognise  that  users  ar  e  r  espon
 sible  for  final  decisions  and  should  not  defer  accountability  to  the  AI
 system?

 

• Bias  Awareness:  Ar  e  you  awar  e  of  potential  biases  in  outputs  and
 the  steps  needed  to  question  and  validate  findings?
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Oversight  Bodies
 

• Audit  and  Evaluation:  Have  you  incorporated  the  use  of  AI
 expr  essly  within  your  inter  nal  and  exter  nal  audit  ar  rangements?

 

• Bias  and  Fair  ness:  Does  your  organisation  have  staf  f  with  suf  ficient
 technical  understanding  to  scr  utinise  the  AI  system,  identify  bias  and
 assess  mitigation  measur  es?  (This  may  include  assessment  of  data,
 algorithms  and  outcomes.)

 

• Documentation  and  Transparency:  Do  you  have  clear  r  equir  e
 ments  for  policing  organisations  on the  documentation  of  usage
 policies,  decision-making  and  AI  accountability  str  uctur  es?

 

• Ethical  Compliance:  Do  existing  standar  ds  for  ethical  behaviour
 ef  fectively  encompassed  police  use  of  AI?

 

• Misconduct  and  Misuse:  Do  oversight  and  r  edr  ess  pr  ocesses  have
 ef  fective  methods  of  monitoring  and  identifying  signs  of  system
 misuse  (e.g.  unlawful  access,  intentional  data  skewing)  and  ability
 to  assess  whether  safeguar  ds  ar  e  ef  fective?

 

• Non-deployment:  Do  oversight  pr  ocesses  account  for  whether  a
 decision  not  to  deploy  AI  in  appr  opriate  contexts  r  epr  esents  a  risk
 to  public  safety  or  ser  vice  quality?

 

• Risk  Assessments:  Can  you  verify  that  for  mal  risk  assessments,  ethics
 r  eviews  and  data  pr  otection  compliance  measur  es  account  for  AI  use?

 

Theme  5:  Oversight  and  Redr  ess 

Purpose:  This  theme  identifies  risks,  har  ms  and  biases  associated  with  the  AI  system
 and  implements  mitigation  measur  es.  It  covers  both  the  impact  of  using  and  not
 using  AI,  with  an  emphasis  on  fair  ness  and  public  safety.  Identifying  possible  risk,
 har  ms  and  impacts  of  an  AI  system,  as  well  as  their  likelihood  is  an  impor  tant  step  to
 pr  oactively  manage  these  risks  thr  oughout  the  AI  system  lifecycle.  It  allows  for  war  d
 planning  of  how  these  risks  (and  associated  har  ms)  may  be  pr  evented,  or  wher  e  not
 possible,  how  they  ar  e  to  be  managed,  and  r  obust  mitigation  measur  es  to  be  put  in
 place

 

AI  accountability  principles  addressed:  Lawfulness,  pr  oof,  Explainability,
 transpar  ency,  compellability,  enfor  ceability  and  r  edr  ess,  impar  tiality,  constr  uctiveness,
 conduct,  lear  ning
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Oversight  and  Redress  Guidance
 

Oversight  pr  ocess
 

Step 1:  Identify oversight  requirements  and  process
 

Ensuring  adequate oversight  thr  oughout  the  AI  lifecycle  is  an  integral
 par  t  of  AI  accountability.  Oversight  r  efers  to  actions  taken  to  r  eview  and
 monitor  AI  policies,  plans  and  implementations,  with  the  aim  to  ensur  e
 that  (1)  they  achieve  expected  r  esults,  (2)  r  epr  esent  value  for  money
 and  (3)  ar  e  compliant  with  r  elevant  policies,  laws,  r  egulations  and  ethical
 standar  ds.
 

A  first  step  is  to  map  out  oversight  requirements  and  related  over
 sight  procedures,  i.e.
 

• Legal  r  equir  ements  for  oversight.
 

• The  ar  eas  and  aspects  that  r  equir  e  oversight.
 

• The  pr  ocedur  es  and  mechanisms  to  implement  and  sustain  adequate
 oversight.

 

• The  inter  nal  and  exter  nal  functions  and  organisations  r  esponsible  for
 oversight  (see  Step  2).

 

• The  infor  mation  r  equir  ed  to  allow  adequate  oversight  (see  Step  3).
 

Step 2:  Understand the  type  and nature  of infor  mation  being  shared
 

A  policing  organisation  needs  to  identify  the  oversight  bodies  that
 will  be  responsible  for  monitoring,  assessing  and  enforcing  the
 appropriate  use  of  the  AI  system  in  their  par  ticular  context,  including
 potential  conflicts  of  interests  (see  Theme  6  for  considerations  of
 stakeholder  interests).
 

Oversight  functions  can  be  inter  nal  or  exter  nal  to  the  police  organ
 isation,  as  well  as  with  a  for  mal  (legally  mandated)  or  non-for  mal
 r  ole.
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Examples  of  inter  nal  gr  oups:
 

• Functions  ultimately  r  esponsible  for  the  success  of  the  AI  ef  for  ts.
 

• Individuals  and  policing  functions  using  the  AI  capabilities  Examples
 of  exter  nal  gr  oups:

 

• Legally  mandated  oversight  bodies.
 

• Gr  oups  most  af  fected  by  the  AI  system  and  its  deployment.
 

• Communities  concer  ned  with  the  issue  the  AI  deployment  addr  esses.
 

• Pr  ess  and  media  organisations.
 

For  the  implementation  of  an  ef  fective  oversight  pr  ocess,  inter  nal  and
 exter  nal  oversight  functions  need  to  work  in  alignment.
 

To  accomplish  this,  a  policing  organisation  should  look  to:
 

• Clarify  the  r  ole  and  authority  of  the  oversight  bodies.
 

• Understand  the  expected  level  of  transpar  ency  and  r  epor  ting.
 

• Deter  mine  if  ther  e  ar  e  any  conflicts  of  inter  est.
 

Exter  nal  bodies  will  var  y  depending  on  context.  A  non-exhaustive
 list  of  entities  which  may  be  involved  in  AI  accountability  over
 sight  is  pr  ovided  in  Sect.  7  ‘gover  nance  bodies  with  r  elevance  for
 AI  accountability’. 

Step 3:  Understand the  type  of  infor  mation  to  be  shared
 

The  oversight  pr  ocess  will  r  equir  e  sharing  of  disparate  types  of  infor  ma
 tion  with  each  of  the  oversight  bodies  and  gr  oups.
 

A  non-exhaustive  list  of  infor  mation  that  may  typically  be  requested
 for  oversight  purposes  is:
 

• Purpose  and  scope  of  the  AI  system.
 

• Data. 

• Model  design  and  training.
 

• Deployment  context.
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• Decisions  and  outputs.
 

• User  behaviour. 

• Post-deployment  monitoring.
 

• Gover  nance  pr  ocesses.
 

• Risk  r  egister.
 

• Impact  assessments.
 

In  practicality,  answering  these  questions  will  r  equir  e  cr  eation  and
 r  etention  of  materials  such  as:
 

Model car ds 
or system 

documentation 

Training and 
Evaluation 
datase ts 

Cod ebase s 
and  version 

con trol 
systems 

Access logs 
and user 
activity 

Dec ision log s 
for audit 

tra ils 

Perform ance  
metrics  

das hboards 

Rea l-time 
monitor ing  and 
aler ting  tools 

Incident 
Res pon se 
protocols 

Ethical re view 
documentation  

and signof fs 

Publi c 
feedbac k 
channels 

Some  infor  mation  may  be  subject  to  a  legal  r  equir  ement  to  shar  e,
 other  infor  mation  may  be  in  the  public  inter  est  to  pr  ovide  (e.g.  for  trans
 par  ency  purposes  to r  etain  public  tr  ust).  Rationales,  r  equir  ements  and
 potential  limitations  to  the  sharing  with  each  oversight  body  and  gr  oup
 should  be  inter  nally  transpar  ent.  This  transpar  ency  is  also  linked  to  Risk
 Management  (discussed  in  Theme  4).
 

Sharing  restrictions:  Knowing  what  infor  mation  a  policing  organisation
 can  shar  e  will  influence  which  and  how  infor  mation  can  be  pr  ovided
 to  dif  fer  ent  oversight  bodies.  If  operational  and  security  r  equir  ements
 r  estrict  the  ability  to  shar  e  infor  mation,  police  organisations  still  need  to
 ensur  e  that  the  AI  system  and  its  pr  ocur  ement,  use,  etc.,  will  undergo
 scr  utiny  by  appr  opriate  independent  assessors  with  appr  opriate  clearance.
 

To  help  process  this  requirement  a  policing  organisation  should
 know: 

• The  operational  or  security  r  equir  ements  r  estricting  the  ability  to
 shar  e  infor  mation  to  oversight  bodies.
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• If  it  is  in  the  public  inter  est  to  shar  e  infor  mation,  and  if  so,  what
 infor  mation  should  be  shar  ed  (e.g.  algorithmic  infor  mation,  datasets,
 limitations  of  the  AI  system,  outputs,  deployment  details).

 

Step 4:  Identify how  you are sharing the  infor  mation
 

Once  a  policing  organisation  knows  what  infor  mation  to  shar  e  and  who  to
 shar  e  it  with,  communication  mechanisms  need  to  be  established.  These
 need  to  be  targeted  towar  ds  the  r  espective  audience  (e.g.  inter  nal  vs
 exter  nal  oversight  functions).
 

AI  systems  can  be  extr  emely  complex  and  may  r  equir  e  a  data  scientist
 or  specialists  to  explain  technical  aspects.  A  policing  organisation  needs  to
 ensur  e  that  the  infor  mation  is  pr  ovided  in  a  way  the  intended  r  ecipient
 will  be  able  to  understand;  or  ther  e  is  a  risk  that  the  infor  mation  is  inter
 pr  eted  incor  r  ectly  and  causes  ill-infor  med  or  incor  r  ect  judgement  on  the
 AI  system.
 

A  policing  organisation  should  fur  ther  ensure  that  there  is  a  clear
 method  to  feedback  and  record  recommendations  and  requests  made
 by  an  oversight  body.
 

Redr  ess  pr  ocess
 

Step 5:  Establish  a redress process
 

Redr  ess  ensur  es  that  ther  e  ar  e  consequences  and/or  r  emedies  in  case
 things  go  wr  ong.  This  includes  appr  opriate  cor  r  ections  within  the  police
 organisation,  AI  system,  its  usage,  etc.,  but  can  also  extend  to  compen
 sation  or  other  for  ms  of  r  emedy.  Adequate  r  edr  ess  pr  ocedur  es  pr  ovide
 fair  ness  and  integrity  and  ar  e  a  cor  nerstone  of  AI  accountability.
 

An  ef  fective  redress  process  includes:
 

• Infor  mation  that  af  fected  individuals  can  understand,  r  egar  dless  of
 their  technical  or  legal  literacy.

 

• A  vailability  in  multiple  languages  and  for  mats,  depending  on  audi
 ences  (e.g.  online  for  ms,  via  call  centr  e  staf  f,  in-person  suppor  t).
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• Transpar  ency  r  egar  ding  what  decisions  wer  e  made  or  influenced  by
 an  AI  system.

 

• Explanations  of  how  the  decision  was  r  eached  and  the  r  ole  the  AI
 system  played.

 

• Escalation  pr  ocedur  es.
 

• Pr  ocedur  es  that  operate  pr  omptly,  with  clear  timelines  for  r  esponse
 and  r  esolution. 

• Impar  tial  r  eview,  ideally  by  decision-makers  who  ar  e  independent  of
 the  original  decision.

 

• Clear  lines  of  r  esponsibility  for  final  outcomes,  including  implemen
 tation  of  cor  r  ections  or  compensation.

 

• Maintenance  of  an  auditable  r  ecor  d  of  actions  taken. 

Step 6:  Monitor the  redress process
 

The  redress  process  will  need  to  be  reviewed  and  revised  to  ensur  e  it
 r  emains  fit-for-purpose,  ef  ficient,  compliant  and  aligns  with  any  change
 to  legal  or  operational  r  equir  ements.  Lessons  identified  in  the  r  edr  ess
 pr  ocess  should  also  be  communicated  to  training  and  development  teams,
 if  applicable.
 

Er  roneous  outcomes  produced  by  the  AI  system  must  be  escalated
 to  the  developers/third-par  ty  for  cor  rection  through  a  for  mal  escala
 tion  process.  This  appr  oach  ensur  es  the  policing  organisation  maintains
 a  central  understanding  on  the  scale  and  scope  of  any  issues  and  can
 implement  contingency  measur  es  if  necessar  y.
 

It  is  impor  tant  to  focus  on  the  purpose  of  accountability  pr  ocesses,
 to  pr  event  a  counterpr  oductive  and  unr  esponsive  for  m  of  compliance
 seeking.  Regular  and  transpar  ent  evaluation  ensur  es  alignment  with
 emerging  risks  and  standar  ds,  ultimately  fostering  public  tr  ust  in  the
 pr  ocess.
 

Oversight  and  Redress  Considerations  Throughout  the  AI  Lifecycle
 

AI  Accountability  responsibilities  for  procurement 

• Oversight  Role  Identification:  Identify  r  elevant  oversight  bodies
 and  their  r  ole  (ICO,  ethics  boar  ds,  HMICFRS,  etc.).

 

• Infor  mation  Sharing  Limits:  Deter  mine  operational/security  limi
 tations on  infor  mation  sharing.

 



 APPENDIX:  GUIDANCE  FOR  IMPLEMENTING  AI  …  317 

• Infor  mation  Definition:  Define  what  AI-r  elated  infor  mation  can  be
 shar  ed  (e.g.  algorithms,  datasets,  pr  otocols).

 

• Redress  by  Design:  Include  r  edr  ess  mechanisms  in  the  AI  system
 design.

 

• Lead  Assignment:  Assign  r  esponsibility  for  oversight  and  r  edr  ess  to
 inter  nal  leads. 

AI  Accountability  responsibilities  during  deployment 

• Engagement  Channels:  Establish  targeted  engagement  channels
 with  oversight  bodies  and  cor  e  stakeholders.

 

• Public  Transparency:  Wher  e  possible,  update  public-facing  infor
 mation  to  help  build  tr  ust.

 

• Redress  Monitoring:  Establish  and  monitor  the  r  edr  ess  pr  ocess  and
 adjust  wher  e  necessar  y.

 

AI  Accountability  responsibilities  for  migration/ decommissioning
 

• Oversight  Notification:  Notify  all  r  elevant  oversight  bodies  befor  e
 migration  or  decommissioning.

 

• Redress  Resolution:  Resolve  outstanding  r  edr  ess  issues.
 

• Data  Assurance:  Confir  m  all  data  has  been  secur  ely  r  emoved  or
 migrated.

 

• Final  Review:  Conduct  final  oversight  r  eview  of  the  AI  system’s
 per  for  mance.

 

• Documentation  Archiving:  Ar  chive  any  r  elevant  documentation
 such  as  decision  logs  and  r  edr  ess  r  ecor  ds.

 

• Asset  Register  Update:  Update  the  infor  mation  asset  r  egister
 accor  dingly.

 

Oversight  and  Redress  Considerations  for  Intended Users
 

Chief Of  ficers 

• Oversight  Identification:  Have  the  cor  r  ect  and  r  elevant  oversight
 bodies  been  identified  for  this  AI  system  and  use  purpose?
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• Redress  Mechanism:  Is  ther  e  an  accessible  and  appr  opriate  r  edr  ess
 pr  ocess  in  place  that  specifically  accounts  for  har  ms  or  disputes
 arising  fr  om  the  AI  system?

 

• AI  Accountability  Leads:  Ar  e  ther  e  designated  r  esponsible  leads
 within  the  organisation  for  managing  oversight  and  r  edr  ess
 pr  ocesses?

 

• Feedback  Integration:  Ar  e  findings,  r  ecommendations  or  r  equir  e
 ments  (such  as  lessons  lear  nt  or  dir  ectives)  fr  om  oversight  bodies
 systematically  fed  back  into  operational  practice  and  policy?

 

AI  Users
 

• Infor  mation  Restrictions:  Ar  e  operational  and  security-based
 r  estrictions  on  infor  mation  sharing  clearly  documented,  and  do  you
 understand  how  they  apply  to  your  r  ole?

 

• Er  ror  Identification:  Can  you  identify  and  r  epor  t  anomalies,  biases
 or  er  r  ors  in  the  AI  system—including  those  caused  by  user  behaviour
 or  input?

 

• Repor  ting  Compliance:  Ar  e  you  following  r  epor  ting  pr  ocedur  es
 (inter  nal  and  exter  nal)  when  an  issue  or  concer  n  r  elated  to  AI
 deployment  arises?

 

• Operational  Feedback:  Ar  e  you  actively  pr  oviding  operational  feed
 back  to  suppor  t  oversight  r  eviews  and  impr  ove  system  per  for  mance?

 

• Disclosure  Protocol:  Ar  e  you  complying  with  organisational  policy
 on  infor  mation  disclosur  e,  especially  with  r  egar  d  to  oversight  bodies
 and  sensitive  or  classified  infor  mation? 

Oversight  Bodies
 

• System  Review:  Is  the  r  eview  of  the  AI  system’s  use  and  outputs
 fully  independent  and  unfetter  ed?

 

• Compliance  Monitoring:  Does  the  policing  organisation  demon
 strate  compliance  with  r  elevant  laws,  r  egulations  and  policies?

 

• Transparent  Communication:  Does  communication  of  findings
 r  egar  ding  the AI  system  fit  into  existing  feedback  str  uctur  es?

 

• Oversight  Integrity:  Ar  e  the  independence,  exper  tise  and  impar
 tiality  of  oversight  activities  assur  ed  by  suf  ficient  ability  to  interpr  et
 the  technical  aspects  of  AI  use?
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• Redress  Ef  fectiveness:  Ar  e  r  edr  ess  mechanisms  in  place  and  evalu
 ated  to  ensur  e  their  continued  r  elevance  and  ef  fectiveness? 

Theme  6:  Identification  and  Management  of  Stakeholders  

Purpose:  This  theme  aims  at  mapping  and  engaging  all  r  elevant  par  ties  who  ar  e
 involved  in  or  af  fected  by  the  AI  system.  This  includes  those  inter  nal  to  the  policing
 organisation,  exter  nal  par  ties  such  as  AI  developers  or  oversight  bodies  and  members
 of  the  public.  A  thor  ough  identification  and  management  of  stakeholders  ensur  es
 that: 

•  A  full  pictur  e  of  which  r  elevant  gr  oups,  bodies  and  organisations  ar  e  r  esponsible
 for  AI  accountabilities  (e.g.  oversight  bodies,  af  fected  communities,  AI  pr  oviders)
 and  their  r  espective  r  oles  is  available.

 

•  A  pr  oactive  management  strategy  for  how  to  communicate  and  engage  with  these
 stakeholders  in  ef  fective  ways  is  in  place  along  with  a  clear  strategy  for  how  to
 r  espond  to  challenges,  infor  mation  r  equests  or  audit

 

AI  accountability  principles  addressed:  Lawfulness,  completeness,  inclusivity,
 Explainability,  transpar  ency,  compellability,  enfor  ceability  and  r  edr  ess,  impar  tiality,
 constr  uctiveness,  conduct

 

Identification  and  Management  of  Stakeholder  Guidance
 

Identification  of  AI  accountability  stakeholders
 

Step 1:  Identify all stakeholders relevant for  this  AI  lifecycle phase
 

Relevant  stakeholders  ar  e  those  that  either: 

• Use  the  AI  capability  or  outputs  of  the  AI  capability  for  policing
 purposes.

 

• Have  r  esponsibility  to make  design,  pr  ocur  ement,  deployment  and/
 or  decommissioning  decisions.

 

• Ar  e  per  for  ming  oversight  functions.
 

• Ar  e  af  fected  by  the  AI  capabilities.
 

• Need  to  be  infor  med  about  the  AI  pr  ocur  ement,  deployment,  etc.,
 for  other  r  easons. 
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For  a  comprehensive  identification  consider  the  4  categories  (see
 Sect.  7  for  a  non-exhaustive  list  of  examples):
 

Police-internal 
fun ction s 

Gove rnanc e 
bodies 

Spec ific commun ities 
and general public 

External 
organ isation s an d 

expert  groups 

Guiding  questions  that  a  policing  organisation  should  consider
 include: 

• What  criteria  ar  e  used  to  identify  r  elevant  stakeholders?
 

• Do  any  of  the  stakeholders  have  pr  otected  characteristics  that  need
 special  tr  eatment/consideration?

 

Step 2:  Ensure  that  stakeholders are  reviewed at  impor  tant  points  of  the  AI 

lifecycle and if  needed updated
 

Dif  fer  ent  stakeholders  will  become  r  elevant  at  dif  fer  ent  points  of  an  AI
 lifecycle.  A  policing  organisation  can optimise  ef  ficiency  by  ensuring  that
 they  ar  e  engaging  with  the  cor  r  ect  stakeholders  and  to  the  cor  r  ect  extent.
 

To  achieve  this,  a  policing  organisation  should  consider:
 

• Which  points  of  the  AI  lifecycle  ar  e  r  elevant  to  which  stakeholders?
 

• What  communication  is  r  equir  ed  and  to  what  extent?
 

• What  risks  arise  if  the  stakeholder  is  not  pr  operly  engaged  with?
 

Management  of  stakeholders
 

Step 3:  Define the  communication and  engagement requirements  for  

each stakeholder, how  this  will  be  done and  who  is  responsible  for  the  

communication/ engagement
 

A  policing  organisation  needs  to  consider  their  audience  when  commu
 nicating  to  stakeholders  and  ensur  e  that  the  communication  is  r  eceived
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as  intended.  Active  stakeholder  management  enables  clear  communica
 tion,  coor  dinated  decision-making  and  early  identification  of  concer  ns.
 Although  a  policing  organisation  will  decide  what  it  communicates  and
 when,  transpar  ency  is  encouraged  during  all  engagement  to  help  build
 tr  ust,  clarity  and  understanding.
 

Communication  and  engagement  requirements  can  be:
 

• To  infor  m  or  r  equir  e  infor  mation  fr  om  a  stakeholder.
 

• To  pr  ovide  or  r  equest  evidence,  materials  or  documentation.
 

• To  suppor  t  financial  or  legal  accountability.
 

Guiding  questions  to  consider  are:
 

• Ar  e  ther  e  access  r  estrictions  acr  oss  stakeholder  gr  oups  for  the  sharing
 of  infor  mation,  decisions,  data,  etc.?

 

• Can  they  be  explained/evidenced?
 

Step 4:  Account for  stakeholder  groups  that  will  require  additional 

considerations to  communicate or  engage with  and how  to  ensure  that  they  

still receive adequate infor  mation
 

Diverse  populations  will  r  eceive  and  understand  infor  mation  dif  fer  ently;
 ther  efor  e,  it  is  cr  ucial  that  the  policing  organisation  takes measur  es  to
 r  educe  potential  bar  riers  or  challenges.
 

Example  challenges  can  be:
 

• Low  tr  ust  towar  ds  police.
 

• Special  r  equir  ements  for  communication  or  access  to  infor  mation,
 including  language  or  impair  ments/disabilities  and  available  tech
 nology.
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Step 5:  Define how  successful communication and  engagement will be  

assessed and put counter  measures in  place, in  case they  fall  shor  t
 

To  establish  meaningful  stakeholder  communication  and  engagement,  it
 is  helpful  to  cr  eate  criteria  that  communications  and  engagement  ef  for  ts
 can  be  evaluated  against.  This  will  help  to  ensur  e  that  messages  ar  e  clear,
 impactful  and  appr  opriate  for  the  intended  audience.
 

A  policing  organisation  should  consider  whether:
 

• Communication  has  successfully  incr  eased  awar  eness.
 

• The  communication  cycle  includes  infor  mation  on  how  concer  ns
 have  been  addr  essed  appr  opriately.

 

• The  communication  strategy  addr  essed  negative  impacts  and  infor
 mation  about  complaints/r  edr  ess  pr  ocedur  es.

 

The  measur  ement  of  ef  fect  needs  to  be  quantifiable  and  link  the  expo
 sur  e  (of  the  message)  to  an  outcome  (e.g.  sentiment  towar  ds  the  police
 and  the  AI  system).  Typically,  this  can  be  achieved  thr  ough  community
 engagement.
 

Step 6:  Outline  potential  concer  ns and  expectations  of general public/  society 

that  may cause challenges to  the  AI  deployment and  how  to  address them
 

Public  concer  ns  such  as  privacy  invasion,  bias  and  intr  usive  sur  veillance
 can  significantly  influence  the  acceptance  or  r  ejection  of  an  AI  system.  By
 identifying  these  challenges  early,  developers  and  policymakers  can  take
 pr  oactive  measur  es  to  addr  ess  them  thr  ough  design,  transpar  ency  and
 engagement.
 

A  policing  organisation  should  seek  to:
 

• Identify  all  possible  concer  ns  that  the  public  may  have  with  the
 police  use  of  the  AI  system.

 

• Addr  ess  concer  ns  befor  e  they  become  an  issue  (contr  ol  the  nar  ra
 tive).

 

• Have  contingency  communication  plans  in  place,  par  ticularly  if  the
 engagement  r  eveals  a  high  level  of  opposition.
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Stakeholder  considerations  throughout  the  AI  lifecycle
 

AI  Accountability  responsibilities  for  procurement 

• Stakeholder  Identification:  Identify  r  elevant  stakeholders  and
 include  them  in  the  pr  ocur  ement  pr  ocess  (e.g.  oversight  bodies,
 police  pr  ocur  ement  of  ficers,  legal  advisors,  exter  nal  topic  exper  ts).

 

• Communications  Planning:  Cr  eate  a  communication  plan  in  or  der
 to  engage  with  r  elevant  stakeholders,  including  the  public  about  the
 intended  AI  system  use.

 

• Guidelines:  Ar  ticulate  the  intended  aims  and  scope  of  the  AI  system
 use  into  a  for  mal  pr  oject  pr  oposal.

 

• Due  Diligence:  Ensur  e  that  all  par  ties  involved  in  the  development
 and  pr  ovision  of  the  AI  system  have  been  identified  and  appr  opriately
 assessed. 

• Stakeholder  Involvement:  Ensur  e  that  legal,  technical,  ethics  and
 community  oversight  stakeholders  have  been  engaged  early  in
 pr  ocur  ement  deliberations.

 

AI  Accountability  responsibilities  during  deployment
 

• Stakeholder  Communication  Protocol:  Identify  if  any  stakeholders
 should  be  infor  med  of  deployments,  on  what  timescales  and  by  what
 means. 

• Operational  Insight  and  Data  Sharing  Requirements:  Establish  if
 any  stakeholders  r  equir  e  insight  into  decisions  or  access  to  ongoing
 operational  data.

 

• Final  Deployment  Responsibility:  Identify  who  is  accountable  for
 final  deployment  decisions,  including  pausing  or  stopping  deploy
 ments. 

• Data  Retention  and  Documentation:  Identify  what  infor  mation,
 data  or  materials  need  to  be  r  ecor  ded  or  r  etained,  under  what
 authority  and  in  what  for  mat,  to  ensur  e  long-ter  m  AI  accountability
 towar  ds  r  elevant  stakeholder  gr  oups.

 

• Public  Tr  ust:  Addr  ess  identified  public  concer  ns  about  police  use  of
 AI  thr  ough  transpar  ency  and  communications  strategy.

 

• Transparency  and  Disclosure:  Ensur  e  a  pr  ocess  for  af  fected  stake
 holders  to  be  infor  med,  if  an  adverse  incident  takes  place.
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• Feedback  and  Complaint:  Ensur  e  af  fected  stakeholders  can  infor  m
 police  about  (potential  or  actual)  negative  impacts.

 

AI  Accountability  responsibilities  for  migration/ decommissioning
 

• Stakeholder  Continuity:  Identify  stakeholders  r  elevant  to  decom
 missioning  decisions,  including  the  impact  of  withdrawal  or  r  eplace
 ment  of  the  AI  system.

 

• Communications  Planning:  Identify  who  needs  to  be  infor  med
 about  migrations  and  decommissioning,  including  their  implications
 and  impact.

 

• Ongoing  Accessibility:  Identify  who  will  have,  or  needs,  access  to
 data,  infor  mation  and  materials  fr  om  decommissioned  systems  and
 likely  time  scales.

 

• Data  Protection:  Maintain  pr  ocesses  to facilitate  deletion  of  data
 as  r  equir  ed  by  data  pr  otection  legislation,  policy  or  in  r  esponse  to
 r  equests  fr  om  af  fected  stakeholders.

 

• Public  and  Inter  nal  Communication:  Clearly  communicate  the
 system’s  decommissioning  to  stakeholders  and  af  fected  individuals,
 especially  wher  e  tr  ust,  rights  or  ser  vices  ar  e  involved.

 

Stakeholder  considerations  for  intended users
 

Chief Of  ficers
 

• Stakeholder  Mapping:  Ar  e  you  confident  that  a  compr  ehensive  and
 up-to-date  mapping  of  all  r  elevant  stakeholders  acr  oss  the  AI  lifecycle
 has  taken  place?

 

• Inter  nal  Collaboration:  Have  you  mandated  cr  oss-depar  tmental
 r  eviews  to  captur  e  diverse  inter  nal  and  exter  nal  perspectives  in
 stakeholder  identification? 

• Responsibility  Assignment:  Have  clear  r  esponsibilities  been
 assigned  within  the  Chief  Of  ficer  team,  and  to  r  elevant  leaders
 in  the  organisation,  for  managing  stakeholder  communication  and
 engagement?

 

• Inclusive  Engagement:  Ar  e  strategies  in  place  to  ef  fectively  engage
 communities  with  pr  otected  characteristics  or  low  tr  ust  in  police?
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• Public  Expectations:  Have  you  identified  potential  concer  ns  and
 expectations  fr  om  the  public  and  accounted  for  this  in  both  AI
 deployment  and  corporate  communication?

 

• Evaluation  Measures:  Ar  e  ther  e  measur  es  for  assessing  communica
 tion  and  engagement  success,  and  ar  e  ther  e  pr  ocedur  es  for  cor  r  ective
 action,  when  standar  ds  ar  e  not  met?

 

AI  Users
 

• Stakeholder  Awareness:  Ar  e  you  awar  e  of  who  the  r  elevant  stake
 holders  ar  e,  and  how  your  use  of  the  AI  system  impacts  them?

 

• Access  Restrictions:  Do  you  understand  and  follow  the  access
 r  estrictions  r  elated  to  infor  mation  sharing  acr  oss  dif  fer  ent  stake
 holder  gr  oups?

 

• Information  Flow:  Ar  e  you  clear  on  your  r  ole  in  passing  infor
 mation  to  oversight  bodies  or  r  esponding  to public  or  gover  nance
 queries?

 

• Community  Interaction:  Ar  e  you  pr  epar  ed  to  engage  appr  opriately
 with  af  fected  communities,  r  ecor  ding,  r  epor  ting  and  actioning  any
 concer  ns  they  expr  ess  about  AI  use?

 

• Process  Updates:  Ar  e  you  involved  in  or  infor  med  of  updates  to
 stakeholder  management  pr  ocesses  that  could  af  fect  your  operational
 use  of  the  AI  system?

 

Oversight  Bodies
 

• Stakeholder  Identification  Review:  Have  you  verified  that  the
 police  have  conducted  an  inclusive  and  systematic  identification  of
 all  r  elevant  stakeholders? 

• Lifecycle  Triggers:  Ar  e  mechanisms  in  place  to  ensur  e  stakeholder
 r  eviews  ar  e  trigger  ed  at  key  lifecycle  stages  (e.g.  moving  fr  om
 piloting  to  deployment)?

 

• Transparency  Check:  Have  you  assessed  whether  communication
 and  engagement  strategies  ar  e  transpar  ent  and  fair  acr  oss  all  stake
 holder  gr  oups?
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• Equality  and  Diversity:  Have  you  evaluated  how  the  policing
 organisation  ensur  es  ef  fective  engagement  with  all  of  the  commu
 nities  it  ser  ves? 

• Documentation  Audit:  Is  ther  e  clear,  accessible  documentation
 showing  how  stakeholder  voices  have  been  integrated  into  decision
 making  and  gover  nance?

 

• Public  Concer  n  Oversight:  Ar  e  you  monitoring  how  the  police
 identify  and  r  espond  to  societal  and  public  concer  ns  r  egar  ding  AI
 deployment?

 

• Public  Engagement:  Ar  e  appr  opriate  community  input  and  trans
 par  ency  used  to  build  tr  ust  in  AI  use  in  policing  and  pr  event
 alienation  or  suspicion?

 

Theme  7:  Accountability  Evidence  

Purpose:  This  theme  ensur  es  that  evidence,  about  how  AI  accountability  is  assessed
 and  captur  ed,  is  r  obust,  verifiable, accessible  and  understandable.  This  is  not  about
 criminal  evidence  but  how  policing  evidences  its  AI  accountability.  By  knowing  how
 to  pr  ove  AI  accountability  cor  r  ectly,  a  police  organisation  will  be  better  positioned  to
 r  espond  to  challenges.  The  pr  ocess  will  also  highlight  ar  eas  of  AI  accountability,
 which  may  need  developing fur  ther

 

AI  accountability  principles  addressed:  Lawfulness,  pr  oof,  completeness,  inclusivity,
 Explainability,  transpar  ency,  compellability,  enfor  ceability  and  r  edr  ess,
 constr  uctiveness,  conduct,  lear  ning

 

Accountability  Evidence  Guidance
 

Cr  eation  of  r  obust  evidence
 

Step 1:  Define the  criteria  for  robust and suf  ficient evidence
 

Although  ther  e  might  be  criteria  that  ar  e  specific  to  each  policing  organ
 isation,  or  even  each  AI  system  and  its  intended  use,  the  criteria  that
 can  guide  what  should  be  considered  as  AI  accountability  evidence
 should  align  with:
 

• Requir  ements  by  law.
 

• Additional  r  egulator  y  r  equir  ements.
 

• The  Code  of  Ethics  r  equir  ements.
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• National  (NPCC)  Strategy,  Policy  and  Guidance.
 

• Regional/Local  Policy  and  pr  ocedur  e.
 

• Criminal  evidence  integrity.
 

• Requir  ements  of  stakeholders  and  oversight  bodies.
 

A  policing  organisation  will  need  to  decide  which  infor  mation  best
 demonstrates  AI  accountability  to  captur  e  and  document  the  r  elevant  and
 appr  opriate  evidence  (‘pr  oof’)  acr  oss  all  themes.
 

This  evidence  of  AI  accountability,  or  proof,  will  be  impor  tant  in
 numerous  contexts.  For  example,  it  can  be  used  to  suppor  t  opera
 tional  cases  thr  ough  criminal  justice  pr  ocesses  demonstrating,  and  wher  e
 r  equir  ed,  the legality  and  integrity  of  the  AI  system  in  question.  Pr  oof
 will  also  assist  in  maintaining  public  confidence  and  consent,  thr  ough  the
 transpar  ent  demonstration  of  AI  systems  being  used,  their  function  and
 their  utility.
 

Example—failing  to  acquire  proof  [ 8] 

In  bridges  v  South  Wales  police,  the  cour  t  of  appeal  r  uled  that  South
 Wales  police  failed  to  comply  with  the  public  sector  equality  duty
 when  deploying  facial  r  ecognition  technology  as  they  did  not  take
 r  easonable  steps  to  investigate  whether  the  system  could  pr  oduce
 biased  outcomes  based  on  race  or  sex.  Although  ther  e  was  no  clear
 evidence  that  the  system  was  biased,  the  failur  e  to  assess  for  possible
 biases  was  itself  a  br  each  of  duty. 

Step 2:  Build  processes to  collect AI  accountability  evidence
 

To  ensur  e  AI  accountability  evidence  is  being  r  ecor  ded,  a  policing  organi
 sation  should  seek  to  embed  AI  accountability  collection  methods  into  the
 AI  systems  lifecycle,  including  the AI  system  itself.  Standar  dised  pr  oce
 dur  es  that  ar  e  consistent  acr  oss  depar  tments  should  be  developed  and
 should  be  co-cr  eated  with  suppor  t  fr  om  gover  nance,  legal  and  technical
 teams  to  ensur  e  the  right  data  is  being  r  ecor  ded  and  to  maximise  usability.
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When  creating  a  process  to  record  AI  accountability,  a  policing
 organisation  should  consider  including  data  such  as:
 

• What  AI  accountability  evidence  needs  to  be  r  ecor  ded?
 

• When  does  it  need  to  be  r  ecoded,  and  for  how  long?
 

• Where  is  the  data  going  (has  it  been  sanitised;  can  it  be  disclosed)?
 

• Why  is  the  data  r  ecor  ded  (does  it  add  value  to  ser  vice  account
 ability)?

 

• How  is  the  data  r  ecor  ded  (is  it  accessible,  usable,  secur  e  and  ar  chived
 cor  r  ectly)?

 

At  each  stage  of  the  AI  system’s  lifecycle,  it  is  r  ecommended  that  AI
 accountability  pr  oof  is  r  eviewed  to  ensur  e  completeness.
 

Safeguarding  evidence
 

Step 3:  Enable cor  rect accessibility
 

A  policing  organisation  must  ensur  e  that  the  evidence  used  to  demon
 strate  AI  accountability  for  their  AI  system  complies  with  any  legal
 or  policy  r  equir  ements  that  gover  n  infor  mation/material  handling  and
 disclosur  e.  However,  a  balance  needs  to  be  str  uck  in  that  the  pr  oof  of
 accountability  must  also  be  accessible  to  all  r  elevant  stakeholders  and
 oversight  bodies  in  or  der  to  suppor  t  transpar  ency  and  ef  fective  oversight.
 The  infor  mation  communicated  needs  to  be  in  a  clear  and  understandable
 for  mat,  ensuring  that both  technical  and  non-technical  audiences  can  use
 the  infor  mation  appr  opriately  (see  Theme  6).
 

To  ensur  e  evidence  of  AI  accountability  is  both  useful  and  acces
 sible,  a  police  organisation  should  follow  the  MTbD  principle  in  how
 that  infor  mation  is  communicated  and  shar  ed.  This  means  tailoring  infor
 mation  such  as  algorithmic  documentation,  deployment  r  ecor  ds  or  risk
 assessments  to  the  needs  and  technical  understanding  of  various  oversight
 bodies  and  stakeholders.
 

A  controlled  access  framework  should  be  established  so  that  the  right
 stakeholders  can  view  the  necessar  y  infor  mation  without  compro
 mising  operational  sensitivity  or  data  protection  obligations.
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AI  Accountability  Evidence  considerations  throughout  the  AI  life
 cycle
 

AI  Accountability  responsibilities  for  procurement 

• Procurement  Decision  Records:  All  decisions  r  elated  to  the
 pr  ocur  ement  of  the  AI  system  must  be  for  mally  r  ecor  ded;  this  should
 incorporate  necessity  considerations.

 

• Third-Par  ty  Disclosure  Requirements:  Developers  or  thir  d-par  ty
 pr  oviders  must  meet  disclosur  e  r  equir  ements,  including  pr  oviding
 technical  infor  mation  such  as  training  data.

 

• Demonstrating  Accountability  Evidence  :  The  policing  organisa
 tion  must  be  able  to  demonstrate  to  stakeholders  and  oversight
 bodies  that  it  is  collecting  and  maintaining  the  cor  r  ect  AI  account
 ability  evidence.

 

• Procurement  Disclosure  Safeguards:  Contr  ol  measur  es  must  be
 established  to  pr  otect  against  unnecessar  y  or  unlawful  disclosur  e  of
 pr  ocur  ement-r  elated  infor  mation.

 

AI  Accountability  Responsibilities  during Deployment 

• Deployment  Evidence  Recording:  The  organisation  must  r  ecor  d
 appr  opriate  AI  accountability  evidence  thr  oughout  the  deployment
 of  the  AI  system.

 

• Ongoing  Transparency:  Standar  ds  of  transpar  ency  must  be  main
 tained  to  demonstrate  pr  oper  evidence  collection  to  stakeholders  and
 oversight  bodies.

 

• User  Interaction  Monitoring:  User  interactions  with  the  AI  system
 must  be  monitor  ed  and  auditable  to  ensur  e  r  esponsible  use  and
 system  traceability.

 

• System  Update  Logging:  All  updates  to  the  AI  system  must  be
 logged  and  justified.

 

• Operational  Disclosure  Safeguards:  Measur  es  must  be  in  place  to
 pr  event  unnecessar  y  or  unlawful  disclosur  e  during  system  operation.

 

• Records  of  Per  for  mance  Evidence:  Evidence  r  elated  to  system
 per  for  mance,  audit  trails  and  decision  logs  must  be  r  etained  in  line
 with  local  policy  and  legislative  r  equir  ements.
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AI  Accountability  Responsibilities  for  Migration/  Decommissioning 

• Migration  and  Decommissioning  Records:  The  organisation  must
 r  ecor  d  and  r  eview  all  steps  involved  in  the  secur  e  migration  or
 decommissioning  of  the  AI  system.

 

• Archiving  Per  for  mance  Evidence:  Evidence  r  elated  to  system
 per  for  mance,  audit  trails  and  decision  logs  must  be  ar  chived  appr  o
 priately.

 

• Accessibility  of  Archived  Data:  Ar  chived  data  must  be  accessible  in
 case  decisions  need  to  be  r  evisited. 

• Documentation  of  Decisions:  All  decisions  made  during  migra
 tion/decommissioning  must  be  documented  and  justified.

 

• Disclosure  Safeguards:  Safeguar  ds  must  r  emain  in  place  to  pr  event
 unlawful  or  unnecessar  y  disclosur  e  or  r  etention  during  and  after
 migration/decommissioning.

 

AI  Accountability  Evidence  considerations  for  intended  users
 

Chief Of  ficers 

• Assigned  Responsibilities:  Have  clear  r  esponsibilities  been  assigned
 for  r  ecor  ding  and  maintaining  accountability  evidence  at  all  stages  of
 the  AI  system’s  lifecycle?

 

• Oversight  for  Exter  nal  Scr  utiny:  Is  ther  e  oversight  in  place  to
 ensur  e  decisions  made  under  your  authority  can  be  explained  and
 justified?

 

• Periodic  Review  Mechanisms:  Have  mechanisms  been  put  in  place
 to periodically  r  eview  AI  accountability  evidence?

 

AI  Users 

• Awareness  of  Evidence  Requirements:  Ar  e  you  awar  e  of  what  types
 of  AI  accountability  evidence  you  ar  e  expected  to  (and  not  to)
 r  ecor  d? 

• Access  to  Systems:  Do  you  know  how  to  access  the  tools  and
 systems  r  equir  ed  to  document  your  use  of  the  AI  system?
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• Repor  ting  Procedures:  Ar  e  pr  ocedur  es  in  place  for  you  to  r  ecor  d
 unexpected  behaviours,  impacts  or  per  for  mance  issues  in  the  AI
 system  or  user  er  r  or?

 

• Data  Migration  and  Decommissioning:  Have  the  steps  for  secur  e
 data  migration  or  decommissioning  been  r  ecor  ded  and  r  eviewed?

 

• Disclosure  Controls:  Ar  e  ther  e  contr  ol  measur  es  in  place  to  pr  otect
 against  unnecessar  y  or  unlawful  disclosur  e?

 

Oversight  Bodies 

• Access  to  Records:  Do  you  have  access  to  compr  ehensive,  under
 standable  r  ecor  ds  showing  how  and  why  the  AI  system  is  pr  ocur  ed/
 used/decommissioned?

 

• Documentation  Provided:  Has  the  policing  organisation  pr  ovided
 you  with  suf  ficient  technical  and  operational  documentation  to
 enable  meaningful  scr  utiny?

 

• Infor  mation  For  mat  Suitability:  Is  the  for  mat  in  which  infor  ma
 tion  is  shar  ed  suited  to  your  r  eview  and  r  epor  ting  r  equir  ements?

 

• Evidential  Integrity:  Ar  e  you  able  to  verify  the  integrity  of  AI
 accountability  evidence,  and  trace  how  decisions  about  it  wer  e  made
 and  r  ecor  ded? 

• Alignment  with  Standards:  Can  you  assess  whether  the  AI  system’s
 use  aligns  with  legal,  ethical  and  policy  standar  ds,  and  whether  gaps
 in  AI  accountability  have  been  identified  and  addr  essed?

 

Theme  8:  Adaptability  and  Lear  ning 

Purpose:  Adaptability  and  lear  ning  ensur  es  that  policing  stays  up-to-date  with
 technological  innovations  or  r  equir  ements  in  AI  and  societal  changes.  It  encourages
 continuous  impr  ovement  thr  ough  feedback,  r  eview  and  lear  ning.  It  thus  ensur  es  that:
 

•  Pr  ocedur  es  and  skills  ar  e  r  eviewed  and  updated  wher  e  necessar  y.
 

•  Those  developing  or  using  the  AI  system  r  emain  awar  e  of  their  r  esponsibilities.
 

•  Lessons  ar  e  lear  ned  fr  om  mistakes,  inef  ficiencies  or  unexpected/negative
 consequences

 

AI  accountability  principles  addressed:  Lawfulness,  inclusivity,  transpar  ency,
 compellability,  enfor  ceability  and  r  edr  ess,  conduct,  lear  ning
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Adaptability  and  Lear  ning  Guidance
 

Continuous  impr  ovement
 

Step 1:  Embed lear  ning  and  adaptability  early
 

As  gover  nance  r  equir  ements,  AI  technologies  and  social  attitudes  change,
 a  policing  organisation  will  need  to  keep  cur  r  ent  with  their  demands  and
 needs.  For  an  AI  system  to  r  emain  cur  r  ent  and  safe,  continuous  impr  ove
 ment  needs  to  be  designed  into  all  par  ts  of  the  AI  lifecycle  and  ecosystem.
 Early  adoption  of  the  r  equir  ement  for  lear  ning  and  adaptability  will  help  a
 policing  organisation  become  dynamic  and  r  esponsive  to  changes  outside
 of  their  contr  ol.  Adaptability  and  lear  ning  thus  need  to  be  designed  in
 throughout  the  AI  lifecycle.  Contractual  agr  eements  to  thir  d  par  ties,  for
 example,  should  explicitly  make  pr  ovisions  for  the  need  of  an  AI  system
 to  be  r  esponsive  and  unplanned  updates  may  be  r  equir  ed.
 

Consideration  should  be  given  to:
 

• Wher  e  along  the  AI  lifecycle  adaptability  will  be  r  equir  ed.
 

• Development  of  a  r  oadmap  for  lessons  to  be  identified  acr  oss  the  AI
 lifecycle  to  suppor  t  lear  ning  (individual  or  organisational),  e.g.  on:

 

– Pr  ocur  ement  contracts. 

– Tradecraft. 

– The  AI  system.
 

– Pr  ocesses. 

– Management  and  gover  nance.
 

Step 2:  Up-skill  the  organisation
 

A  general  AI  awar  eness  will  be  r  equir  ed  of  staf  f.  This  is  similar  to gener
 alised  data  pr  otection  or  fir  e  safety  knowledge  r  equir  ements  expected  of
 the  full  workfor  ce  and  should  pr  ovide  awar  eness  of  general  principles  of
 r  esponsibility  for  using  AI  accountably.  This  pr  epar  es  policing  for  a  futur  e
 wher  e  AI  use  is  deeply  imbedded  into  r  outine  organisational  functions
 and  operational  policing.  It  also  ensur  es  policing  has  an  understanding  of
 how  exter  nal  par  ties  using  AI  may  impact  upon  them.  This  awar  eness
 should  include  knowledge  of  monitoring  pr  ocesses  and  contextualised
 understanding  of  the  consequences  for  br  eaches.
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To  achieve  this,  a  policing  organisation  should  consider:
 

• Training  for  users  (including  managers).
 

• Raising  awar  eness  for  those  not  dir  ectly  involved.
 

Step 3:  Continually review, feedback and adapt
 

Pr  ocesses  should  be  put  in  place,  wher  e  a  policing  organisation  can  r  ecor  d
 lessons  lear  nt  that  can  then  be  fed  back  into  the  AI  ecosystem.  The
 pr  ocess  will  need  to  include  lessons  identified  during  all  stages  of  the  AI
 lifecycle.
 

To  suppor  t  this  process,  the  organisation  should:
 

• Ensur  e  ther  e  is  a  lear  ning  feedback  loop  at  all  stages  of  the  AI
 lifecycle.

 

• Assign  r  esponsibility  to manage  and  implement  changes  (e.g.  does
 this  infor  mation  need  to  be  pr  ovided  to  training  and  development
 teams  or  to  AI  developers?)

 

• Monitor  and  adjust  to  new  changes  to  ensur  e  they  ar  e  ef  fective  and
 cor  r  ect. 

Adaptability  and  Lear  ning  throughout  the  AI  lifecycle
 

AI  Accountability  responsibilities  for  procurement 

• Training  Infor  mation:  Confir  m  pr  oviders/developers  pr  ovide  suf  fi
 cient  system  infor  mation  for  an  ef  fective  training  course  on  the
 system.

 

• Future  Proofing:  Embed  r  equir  ements  for  ongoing  system  adapt
 ability  as  a  cor  e  pr  ocur  ement  r  equir  ement.

 

• Ongoing  Improvements:  Guarantee  long-ter  m  developer  involve
 ment  and  lifecycle  suppor  t.

 

• Adaptability:  Include  adaptability  metrics  in  system  evaluation,  such
 as  capacity  for  r  etraining,  patching,  as  well  as  integration  of  feedback.
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AI  Accountability  responsibilities  during  deployment 

• Training  Assurance:  Implement  str  uctur  ed  training,  communi
 cating  r  equir  ements  and  expectations  appr  opriate  to  the  user’s  r  ole.

 

• Base  Level  Knowledge:  Maintain  a  cor  e  level  of  organisational  AI
 knowledge  deliver  y  pr  ovision  to all  staf  f,  as  well  as  specific  training
 for  AI  system  users.

 

• Integration  of  Feedback:  Confir  m  feedback  channels  for  r  epor  ting
 issues,  er  r  ors  or  suggested  updates  to  r  esult  in  meaningful  impr  ove
 ment. 

• Proactive  Monitoring:  Ensur  e  monitoring  pr  ocesses  pr  oactively
 identify  ar  eas  in  which  the  system  is  functioning  sub-optimally,
 allowing  adaptation  and  mitigation.

 

• Collaborative  Improvement:  Maintain  continuous  collaboration
 between  developers,  deployers  and  end  users  to  integrate  updates
 and  lear  ning.

 

• Continual  Development:  A  void  tr  eating  deployment  as  a  static
 endpoint,  and  build  in  mechanisms  for  ongoing  impr  ovement  and
 r  esponsiveness  to  emerging  risks.

 

AI  Accountability  responsibilities  for  migration/ decommissioning 

• Organisational  Memor  y:  Ensur  e  any  new  or  r  eplacement  AI  system
 benefits  fr  om  cumulative  lear  ning,  rather  than  a  functionality  r  eset
 with  each  new  AI  system.

 

• Reflective  Practice:  Use  migration  or  decommissioning  as an  oppor
 tunity  to  r  eflect  on  the  ef  fectiveness  of  feedback  and  impr  ovement
 mechanisms,  to  benefit  futur  e  systems.

 

• Full  Lifecycle  Evaluation:  Evaluate  how  the  system  adapted  (or
 failed  to  adapt)  over  time,  as  par  t  of  knowledge  transfer  and
 organisational  lear  ning.

 

• Comprehensive  Review:  Included  all  involved  par  ties,  including
 developers,  users  and  other  stakeholders  in  the  r  eview  pr  ocess.
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Adaptability  and  Lear  ning  considerations  for  intended  users
 

Chief Of  ficers 

• Building  Base  Level  Knowledge:  Is  AI  awar  eness  built  into  r  outine
 organisation-wide  training  (akin  to  data  pr  otection  or  fir  e  safety)?
 Do  the  users  of  AI  systems  within  the  organisation  have suf  fi
 cient  knowledge  to  fulfil  their  r  oles  and  accountability  r  equir  ements
 appr  opriately  and  compr  ehensively?

 

• Setting  Expectations:  Have  you  ef  fectively  and  consistently
 communicated  that  adaptability  and  continuous  lear  ning  ar  e  par  t  of
 expected  AI  use  within  your  organisation?

 

• Suppor  t  Feedback  Str  uctures:  Ar  e  you  confident  ther  e  ar  e  r  obust
 mechanisms  for  user  feedback  and  that  issues  raised  ar  e  taken
 seriously  and escalated  wher  e  needed?

 

• Sustain  Developer  Engagement:  Ar  e  agr  eements  in  place  for  your
 enabling  ser  vices  teams  to  have  long-ter  m  collaboration  with  devel
 opers,  to  maintain  and  impr  ove  the  system  post-deployment?

 

• Anticipate  Change:  Does  your  r  eview  pr  ocess  ensur  e  adaptability  in
 r  eaction  to  exter  nal  developments  (e.g.  emerging  vulnerabilities  of
 the  AI  system,  r  egulator  y  shifts,  etc.)  in  both  risk  management  and
 operational  strategies?

 

• Proactive  Change:  Do  r  egular  system  r  eviews  pr  oactively  identify
 methods  of  impr  oved  practice,  both  technical  and  pr  ocedural?

 

AI  Users 

• General  Awareness:  Have  you  developed  a  baseline  understanding
 of  AI  and  suf  ficient  knowledge  of  the  AI  systems  you  will  dir  ectly
 use,  including  ethical,  legal  and  AI  accountability  considerations?

 

• Ongoing  Training:  Have  you  par  ticipated  in  r  equir  ed  training,
 including  r  efr  esher  training,  to  understand  evolving  system  capabili
 ties  and  expectations?

 

• Feedback  Responsibility:  Do  you  know  how  to  r  epor  t  issues,
 er  r  ors  or  misuse  thr  ough  clearly  defined  channels,  whether  system
 integrated  or  organisational?
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• AI  Accountability  in  Practice:  Do  you  understand  the  specific
 consequences  of  misuse  or  pr  ocess  br  eaches  for  the  AI  system  you
 use? 

• Adaptive  Use:  As  the  AI  system  evolves,  ar  e  you  able  to  adjust
 practices  to  maintain  ef  fectiveness  and  integrity?

 

• Understand  Monitoring:  Ar  e  you  awar  e  of  how  system  use  is
 monitor  ed  and  how  this  r  elates  to  per  for  mance  and  compliance
 evaluations? 

• Documented  Processes:  Do  you  know  how  to  access  pr  ocess
 documentation? 

Oversight  Bodies 

• Training  Content:  Does  the  syllabus  and  its  ethos  meet  r  equir  ed
 standar  ds  of  quality  assurance?

 

• Equality:  Ar  e  considerations  r  elating  to  diversity  and  equality  in  AI
 use  ef  fectively  cover  ed  by  training?

 

• Continuous  Review:  Do  organisational  accountability  pr  ocesses
 exist  to  ensur  e  the  police  organisation  r  emains  r  esponsive  to  tech
 nological  and  legislative  developments?

 

• Evaluate  Feedback  Process:  Ar  e  feedback  mechanisms  ef  fective  and
 accessible,  r  esulting  in  demonstrable  impr  ovements?

 

• Culture  of  Compliance:  Is  ther  e  meaningful  engagement  with  AI
 accountability  r  equir  ements,  fostering  tr  ust  and  transpar  ency?

 

• Improvement  Transparency:  Does  the  organisation  maintain  docu
 mentation  and  r  ecor  ds  evidencing open  communication  about
 system  per  for  mance  and  updates  to  training  or  feedback  pr  ocesses?

 

• Threat  Benchmarking:  Does  the  organisation  r  espond  to  emerging
 thr  eats  and  assess  the  system’s  r  esilience  against  them?

 

Core  A  ccountability  Stakeholders  

Please  note:  The  over  view  is  not  intended  to  be  exhaustive  and  will  dif  fer
 depending  on  the  context  of  use  and  UK  Legal  Jurisdiction(s)  the  system
 is  used  within.
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Police-inter  nal  AI  Accountability  stakeholders 

• Chief  Constable/Chief  Of  ficers.
 

• Enabling  Ser  vices,  such  as.
 

– Pr  ocur  ement  Pr  ofessionals. 

– IT  Depar  tment.
 

– Infor  mation  Management.
 

– Data  Assurance/Pr  otection.
 

– (AI)  Pr  oduct  Sponsor
 

– Corporate  Communications.
 

– Legal  Ser  vices.
 

– Training  Pr  ofessionals.
 

– Users  deploying  the  AI  system.
 

– Functions  that  make  decisions  based  on  AI  outputs.
 

– Functions  that  pr  ovide  data  for  AI  training  or  AI  deployment.
 

– Staf  f  other  wise  impacted  by  the  AI  system.
 

Gover  nance  bodies  with  relevance  for  AI  Accountability  [ 5]
 

England  and  Wales  :
 

• His  Majesty’s  Inspectorate  of  Constabular  y  and  Fir  e  and  Rescue
 Ser  vices  (HMRCFRS).

 

• Independent  Of  ficer  for  Police  Conduct  (IOPC).
 

• HM  Cour  ts  and  Tribunal  Ser  vice. 

• Local  Elected  Policing  Bodies.
 

Nor  ther  n  Ir  eland  : 

• NIPB. 

• His  Majesty’s  Inspectorate  of  Constabular  y  and  Fir  e  and  Rescue
 Ser  vices  (HMRCFRS).

 

• Criminal  Justice  Inspection  Nor  ther  n  Ir  eland.
 

• Police  Ombudsman’s  Of  fice. 

• HM  Cour  ts  and  Tribunal  Ser  vice. 

• Chief  Human  Rights  Commissioner.
 

• Local  Elected  Policing  Bodies.
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Scotland 

• SPA. 

• His  Majesty’s  Inspectorate  of  Constabular  y  in  Scotland.
 

• Police  Investigations  and  Review  Commissioner.
 

• Scottish  Infor  mation  Commissioner. 

• Local  Elected  Policing  Bodies.
 

Cr  oss-Jurisdictional 

• Infor  mation  Commissioner  (England  and  Wales,  Nor  ther  n  Ir  eland,
 limited  involvement  in  Scotland).

 

• Investigator  y  Powers  Commissioner  (IPC).
 

• Equality  and  Human  Right  Commission.
 

Exter  nal  organisations  and  bodies  :
 

• Industr  y/developers  fr  om  which  AI  capabilities  ar  e  pr  ocur  ed.
 

• Inter  est  gr  oups,  such  as:
 

– Business  gr  oups,  Chambers  of  Commer  ce,  Trade  Unions.
 

– Private  security.
 

– Transpor  t  pr  oviders.
 

• Equalities  gr  oups.
 

• Pr  ess  and  media. 

Public  and  special  communities:
 

• Communities  with  special  inter  ests,  such  as.
 

• Childr  en  and  youth.
 

• Gr  oups  with  disabilities.
 

• Rural  communities. 

• Religious  communities.
 

• Envir  onmental  gr  oups.
 

• Specifically  impacted  or  af  fected  communities,  including  minorities
 and  vulnerable  gr  oups.

 

• Gr  oups  with  Pr  otected  Characteristics  (Equality  Act  2010).
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Glossary 

Advanced  Data  Analytics  The  use  of  complex  techniques  and  tools,
 such  as  machine  lear  ning,  pr  edictive  modelling  or  statistical  analysis,  to
 extract  insights,  identify  patter  ns,  or  suppor  t  decision-making  fr  om  large
 or  complex  datasets.
 AI  (Ar  tificial  Intelligence)  The  capability  of  a  machine  to  per  for  m  tasks
 that  typically  r  equir  e  human  intelligence,  such  as  lear  ning,  r  easoning  or
 decision-making.
 AI  System  A  system  that  uses  AI  technologies,  such  as  machine  lear  ning,
 to  per  for  m  tasks,  make  decisions  or  generate  outputs,  often  with  a  degr  ee
 of  autonomy.
 AI  Ecosystem  The  inter  connected  network  of  all  entities  (e.g.  people,
 data,  pr  ocesses,  legal  and  r  egulator  y  frameworks)  that  ar  e  influenced  by,
 or  influence  the  AI  lifecycle,  including  outputs.
 AI  User  An  individual  or  depar  tment  that  deploys,  operates  or  r  elies
 on  the  outputs  of  an  AI  system.  This  includes  those  involved  in  initial
 pr  ocur  ement,  local  oversight,  implementation  or  dir  ect  use  of  the  system
 in  decision-making.
 Algorithm  A  set  of  r  ules  or  instr  uctions  given  to  an  AI  system  to  help  it
 lear  n,  solve  pr  oblems  or  per  for  m  tasks.
 Bias  (in  AI)  A  systematic  er  r  or  in  an  AI  system  that  can  lead  to  unfair
 outcomes,  often  due  to  flawed  data  or  assumptions.
 Machine  Lear  ning  (ML)  A  subset  of  AI  wher  e  systems  lear  n  fr  om
 data  and  impr  ove  their  per  for  mance  over  time  without  being  explicitly
 pr  ogrammed.
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