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FOREWORD

Since its inception more than fifteen years ago, CENTRIC has been
driven by a single, ambitious mission: ‘to bring research into operational
reality’ for the benefit of policing and security. Throughout this journey,
our work has consistently sought to bridge the gap between academic
excellence and operational need, ensuring that research delivers tangible
impact for practitioners, policymakers and society.

This book represents the culmination of several years of research and
innovation on Artificial Intelligence, building upon a portfolio of research
and development projects initiated in 2021. While AI continues to trans-
form the policing landscape through enhanced analytical capabilities,
automation, and decision support, its successful adoption depends not
only on technological advancement but also on robust accountability,
effective governance and public trust. These themes form the foundation
of this volume.

The chapters provide an in-depth examination of accountability in the
context of Al and policing and explore the opportunities and challenges
presented by the increasing deployment of Al technologies across law
enforcement. Rather than viewing accountability solely as a legal or ethical
requirement or a conceptual instrument, this book argues that it should
be recognised as a strategic capability that enables responsible innovation,
strengthens organisational confidence, and reinforces public legitimacy.

A distinguishing feature of this volume is its strong emphasis on
translating theory into practice. Drawing upon the outcomes of several

vii
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national and international research programmes—including the Artificial
Intelligence Policing Accountability System (AIPAS)—the contributors
demonstrate how Al accountability can be operationalised through prac-
tical governance processes, structured assessment methodologies, and
evidence-based implementation frameworks. The book illustrates these
concepts through real-world examples spanning counter terrorism, organ-
ised crime, digital investigations, forensic science and wider policing
applications.

Collectively, the chapters demonstrate that while conceptual models are
essential for advancing academic understanding, responsible Al deploy-
ments in policing cannot rely on theory or thinking tools alone. Al
accountability and Al governance must be embedded within opera-
tional processes, decision-making frameworks, organisational workflows
and assurance mechanisms that reflect the realities of policing. This prac-
tical philosophy underpins the AIPAS guidelines and the broader body of
work presented throughout this book.

The publication of this book is particularly timely as policing enters a
new era of Al-enabled transformation. The UK Government’s PoliceAl
initiative represents a significant step towards the responsible, transparent
and coordinated adoption of Artificial Intelligence across UK policing.
Many of the principles explored in this volume—including governance by
design, accountability by design, transparency, proportionality, explain-
ability, human oversight and continuous assurance—closely align with
the ambitions of the PoliceAl programme. In this respect, the research
presented here not only supports the objectives of PoliceAl but provides
practical methodologies, governance models and implementation guid-
ance that can assist forces and national policing bodies everywhere in
delivering Al safely, ethically and effectively.

Ultimately, this book is intended to serve both the academic commu-
nity and operational practitioners. It offers researchers a rigorous exami-
nation of emerging concepts in Al accountability while providing police
leaders, policymakers, technology providers and governance professionals
with practical tools and frameworks that can be applied within real
operational environments. We hope it will stimulate further discussion,
encourage collaboration across disciplines and contribute to building an
Al ecosystem in policing that is innovative, accountable, trusted and
worthy of the public it serves.

As Al capabilities continue to evolve towards increasingly autonomous
and agentic systems, the importance of robust accountability will only
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grow. Our aspiration is that this book contributes to shaping the next
generation of accountable Al in policing—where technological innovation
is matched by governance, transparency and accountability, ensuring that
public trust remains at the heart of policing in the digital age.

Prof. Babak Akhgar, OBE, FBCS, FRSA
Director of CENTRIC
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CHAPTER 1

Recognising the Benefits and Challenges
of Al in Policing

Christopher Rowley and Babak Akhgar

1.1 INTRODUCTION

Artificial Intelligence (AI) is rapidly transforming the landscape of
policing and internal security, emerging as a pivotal asset for enhancing
the effectiveness and efficiency of policing and justice systems. Across a
spectrum of roles and functions—from patrol officers and prosecutors to
judges and border agents—AlI allows the creation of innovative tools to
carry out their purpose of upholding justice and ensuring public safety.

A significant number of police forces and agencies have begun to use
Al in areas such as:

e Facial Recognition: Live retrospective Al-powered facial recogni-
tion technology is used at large-scale events such as concerts and
sporting events to identify wanted offenders. Forces also have access
to operator-initiated facial recognition, which is used by officers on
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handheld devices to support them in confirming the correct identity
of offenders.

e Call Handling: Al tools in call centres can analyse the sentiment in
callers’ voices to help operators prioritise responses based on urgency
and vulnerability. This capability not only improves efficiency but
also enhances overall satisfaction of callers by ensuring appropriate
responses to individual needs.

e Community Confidence and Trust: Al provides real-time insights
into public sentiment on social media, especially during critical inci-
dents or major events. The early identification of emerging issues
or rumours at the time can allow the police to deal with the issue
promptly. This can demonstrate to the public that the police are
aware and responding in a timely and appropriate manner.

e Enabling Services: Administrative policing functions such as
finance, human resources, licencing, and procurement can use Al
to streamline workflows, increase accuracy, and reduce costs. While
this may lead to workforce reductions, it also presents opportuni-
ties to upskill employees, offering enhanced roles and remuneration.
Al may also provide savings for police organisations, as and if it
significantly reduces the number of I'T systems required.

The drive to deploy Al in security and policing is a reaction to the
growing usage of Al by criminal actors. Criminals and criminal organi-
sations are becoming increasingly sophisticated, using secure communi-
cation channels to hide their online activity, obfuscating the movement
of illicit funds, and leveraging Al to enhance their operations [26]. Al
enables them to exploit new victims, and maximise their chances for profit
in a shorter time. It is also being used to develop innovative criminal
business models and reduce the risk of detection.

To counter these advancements, internal security and justice practi-
tioners must adopt equally innovative tools, including Al, to safeguard
society effectively [26]. Engaging in the use of Al may require new risk
management strategies, as the potentials but also the risks of Al supersede
previous policing capabilities. However, it must be recognised that failing
to put adequate risk strategies in place also represents significant risks to
public safety.

The groundbreaking potential of Al raises the critical challenge of
employing AI’s capabilities responsibly, capitalising on its benefits, while
safeguarding accountability and protecting civil liberties. Members of the
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public and security practitioners alike express concerns regarding Al such
as facial recognition and the potential for inbuilt bias. This may lead to
the reinforcement of social inequality, the risk of faulty or unintended
decisions and subsequent serious consequences, as well as the creation
of rigid and opaque systems which overlook circumstances and in which
decision-makers are unable to exercise discretion [30]. To maintain public
trust, the use of Al must be regulated and guided by clear oversight to
ensure algorithms are transparent, accountable and responsive to public
and authority scrutiny. In fact, accountability is not just critical for trust
but often a legal requirement for security and justice organisations [18].

This chapter will explain this dichotomy. It will explore the innova-
tive prospects that Al offers in policing, while addressing the importance
of clear guidelines and oversight mechanisms to ensure accountability,
preventing misuse and protecting civil liberties.

1.2 Al BENEFITS TO POLICING AND LAW ENFORCEMENT

There are numerous potential benefits to be gained from Al in policing,
including innovative investigative methods and its use in data analysis
where Al models could be used to ‘triage, prioritise, predict and manage
data overload’ ([17], p. 1). These benefits can extend across a variety of
contexts, from routine policing activity through to critical crime areas.

Every day, police forces across the world engage in millions of interac-
tions with the communities they serve, whether in person, over the phone,
via email and text or through the recording of incidents using body-worn
cameras. These interactions with the public generate vast amounts of data
which, if recorded and managed properly, can be invaluable in preventing
and detecting crime. Most police forces currently rely on intelligence
analysts to sift through extensive datasets to create problem profiles,
which assist in allocating resources effectively to prevent further offences
taking place. Al has the potential to enhance this process significantly.
With well-defined parameters, Al can analyse large data-sets to identify
crime patterns, suggest potential suspects based on modus operandi and
develop predictive patrol plans to place officers in the right locations at
the right times.

In handling resource-heavy processes with speed and considerable
precision, Al could not only reduce human workloads but also enhance
operational accuracy and responsiveness. As a Scientific Adviser to the UK
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National Police Chiefs’ Council (local policing body) notes, Al integra-
tion allows officers to reduce time spent on bureaucratic functions and
return to more traditional police activity [13]. These activities require
human judgement and empathy, qualities essential to effective policing
(College of Policing, 2024). Moreover, the use of Al in the judiciary
could streamline evidence analysis, identify relevant case law and improve
overall efficiency. In border security, Al tools already enable faster and
more secure processing of passengers and transfer of essential data about
their journey [19].

Al has also been highlighted as having future roles in supporting
decision-making relating to children at risk of harm or with potential
perpetrators of terrorism [17]. Beyond decision-making support, there
are opportunities for Al technologies to be integrated into investigative
functions and managing public communications. Al is progressively used
in fingerprint analysis, increasing the speed of processing and identifica-
tion (Chap. 12). Systems are increasingly capable of achieving accurate
identifications from less-ideal samples, such as partial or smudged prints
[22]. As this technology has progressed, there are indications that Al tools
in future may be able to accurately identify biological sex through analysis
of fingerprints [24].

Artificial Intelligence also promises critical developments in child
protection. Research has long commented on police personnel involved
in the identification and categorisation of Child Sexual Abuse Material
(CSAM) being at increased risk of secondary trauma [4]. Developments
in Al have resulted in multiple Al-driven tools to assist in the identifica-
tion and categorisation of CSAM, with filtering technology speeding this
process, automatically estimating age and minimising exposure through
safe-viewing technologies [4]. These same technologies may also assist in
the identification of child victims, through automatically grouping images
of the same victim [21].

While such Al tools have immense potential in the fight against child
abuse, Al has also been misused by offenders. Already in 2023, the
Internet Watch Foundation (IWF) highlighted concerning activity on the
dark web, with open-source Al image generation tools being trained to
create CSAM [11]. Its 2026 report identified a further rise in risks from
Al with ‘8,029 Al-generated images and videos [...] assessed by IWF as
showing realistic child sexual abuse’ in 2025 [12]. This generation of Al-
generated photorealistic CSAM has posed challenges to police forces [21].
Victim ID officers, seeking to focus their time on identifying real victims,
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now require methods to detect Al-generated material [11]. This may be
complicated by a trend of offenders using Al to synthetically generate new
CSAM of a particular real victim from existing catalogues, add the face
of a real child, potentially one they know, onto existing CSAM, or ‘nud-
ify’ non-indecent images of children [27]. This raises the prospect that
ongoing development of criminal use of Al will require an innovative Al
counter from policing and security agencies.

As these few examples show, as Al continues to develop, its potential
to revolutionise policing and law enforcement grows exponentially. From
saving lives and preventing crime to optimising resources during times
of financial uncertainty, the opportunities Al presents are significant and
will—if used ethically and appropriately—be transformative. Currently,
the use of Al in policing is limited but expanding, and countries like the
UK have put it at the heart of its policing reforms [20]. The UK Govern-
ment perceives Al to represent a ‘technological revolution’ [29]. This
allusion to the Industrial Revolution and its dramatic impact on society
appears deliberate, with Al touted to ‘transform nearly every aspect of our
economy and society’ ([29], para. 1).

In policing, this increasing development and deployment of Al repre-
sents a point of tension. The rapid ongoing advancement of technology
requires a careful regulatory approach, needing consideration and, criti-
cally, time. Societal needs and concerns must be delicately balanced with
the requirements of national security. Policing organisations thus face
regular challenges that need to be addressed competently and proactively.

1.3 ComMmMoON CHALLENGES TO Al
IN PoLICING AND LAW ENFORCEMENT

The integration of Al into policing must be understood within a broader
socio-technical context, where technological systems interact with existing
policing structures, legal frameworks and social inequalities. Al is not
a neutral tool; rather, it reflects the data upon which it is trained
and the priorities of those who design and deploy it [16]. Conse-
quently, policing systems that rely on historical crime data may inad-
vertently reproduce or amplify existing biases, particularly those related
to race, ethnicity, religion, political affiliation or geography. Predictive
policing tools, for instance, have been criticised for disproportionately
targeting some communities, thereby reinforcing cycles of surveillance
and marginalisation [15]. The inappropriate application of predictive
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algorithms undermined public trust and confidence in police use of Al
internationally [1].

This raises fundamental questions about fairness and legitimacy in
policing. Public trust in law enforcement is closely tied to perceptions
of procedural justice, which emphasises fairness, transparency, and impar-
tiality in decision-making [28]. If Al systems are perceived as biased
or unaccountable, they risk undermining this trust, even if they offer
operational efficiencies. Therefore, ensuring that Al systems align with
principles of procedural justice is essential for their long-term acceptance
and effectiveness.

Another important consideration is the concept of ‘algorithmic opac-
ity’, often referred to as the ‘black box’ problem. Many Al systems,
particularly those based on machine learning, operate in ways that are not
easily interpretable, even by their developers [3]. This lack of transparency
poses significant challenges for accountability, especially in contexts where
decisions have serious consequences, such as depriving someone of their
liberty or direct surveillance. Without clear explanations of how decisions
are made, it becomes difficult to challenge errors, assign responsibility and
redress or ensure compliance with legal standards.

In addition, the effectiveness of Al is only as good as the quality
of the data it processes. Poorly maintained or biased data can lead to
flawed outcomes, perpetuating systemic issues or misidentitying individ-
uals. Therefore, improving the accuracy and integrity of police data is a
critical precursor to the widespread adoption of AI. Moreover, prior to the
adoption of any Al system, the data used should be considered and fully
cleansed, to ensure it is correct and free of errors and does not contain
bias, which may cause the system to make recommendations that adversely
affect or discriminate against particular groups of people or cause it to
identify the wrong person for an offence.

Some police forces are already using robotic processes to clean their
datasets, an important and necessary step which will ensure that Al
outcomes (decisions and recommendations) are fair and reliable. In addi-
tion, each police organisation should ensure that all recommendations
have human oversight, and subsequent actions should always be autho-
rised by a human, who understands how the recommendations have
been made, i.e. the source of the information and the implications of
the possible actions that they will sanction. This will require additional
training for decision-makers to ensure they understand how the Al system
works.
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There are also broader ethical concerns regarding surveillance and the
potential for ‘mission creep’, where technologies introduced for specific
purposes gradually expand into wider uses without adequate public debate
or consent [25]. For example, systems initially deployed to identify serious
offenders could later be used for lower-level offences or general popula-
tion monitoring, raising questions about proportionality and necessity.
This is a specific challenge, as many Al tools are in a ‘permanent Beta
state’, and other legitimate uses will become apparent after their initial
procurement. Ensuring that clear boundaries are established and main-
tained is therefore essential to prevent overreach and protect democratic
freedoms.

Legal challenges have already begun to shape the trajectory of Al use
in policing. A landmark case involving South Wales Police’s use of live
facial recognition found that aspects of its deployment were unlawful due
to insufficient safeguards and a lack of clarity regarding data use and bias
mitigation particularly with respect to the public sector equality duty [8].
The case of Bridges v South Wales Police [2] highlights the importance
of embedding legal compliance and human rights considerations into the
design and deployment of Al systems from the outset. It also demon-
strates that public scrutiny and judicial oversight will play a crucial role in
determining how far and how fast such technologies can be implemented.

Despite Al advancements, the deployment of Al in policing thus
often remains uneven and experimental, with significant variation between
forces in terms of capability, investment and governance structures.
Some UK police forces, such as the Metropolitan Police Service and
South Wales Police, have piloted or operationalised tools like live facial
recognition, while others remain in early exploratory stages [27]. This
fragmented adoption raises concerns about consistency in standards, over-
sight and public accountability across jurisdictions. Without a coordinated
national framework, there is a risk that differing practices could lead to
unequal impacts on communities and inconsistencies in the protection of
civil liberties.

1.4 Tae NEED FOR OVERSIGHT
AND A POLICING-SPECIFIC ACCOUNTABILITY FRAMEWORK

In response to the challenges outlined above, there is increasing recogni-
tion of the need for Al accountability frameworks and governance models
that can guide the responsible and accountable use of Al in policing.
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Principles such as fairness, accountability, transparency and explainability
(often referred to as ‘FATE’) are frequently cited as foundational to trust-
worthy Al [14]. Embedding these principles into procurement processes,
operational policies and training programmes can help ensure that Al
systems are not only effective but also aligned with societal values and
legal obligations.

In consequence, public engagement is essential for ensuring that Al
in policing aligns with societal values and expectations. This involves
not only informing the public about how Al is used but also actively
involving communities in discussions about its development and deploy-
ment (Chap. 10). Participatory approaches, such as public consultations
or citizen juries, can help to identify concerns, build trust and ensure that
diverse perspectives are considered [23]. Transparency in communica-
tion is particularly important in addressing misconceptions and fostering
informed debate about the role of Al in policing.

In addition to transparency, robust governance frameworks are essen-
tial for ensuring accountability in Al-enabled policing. This includes the
establishment of clear legal standards, ethical guidelines, and oversight
mechanisms that define acceptable uses of Al and provide avenues for
redress when harm occurs. In the United Kingdom, for example, bodies
such as the Information Commissioner’s Office (ICO) and the Centre
for Data Ethics and Innovation (CDEI) play important roles in shaping
the regulatory landscape for Al ([10]; see also Chap. 3). Internation-
ally, frameworks such as the European Union’s Al Act aim to categorise
Al systems based on risk and impose stricter requirements on high-
risk applications, including those used in law enforcement ([7]; see also
Chap. 4).

Training and organisational culture also play a crucial role in the
responsible use of Al. Police officers and practitioners must be equipped
not only with technical skills but also with an understanding of the ethical
and legal implications of Al tools. This includes recognising the limi-
tations of these systems, avoiding over-reliance on automated outputs
and maintaining critical judgement in decision-making processes. As
scholars have noted, there is a risk of ‘automation bias’, where individuals
place undue trust in automated systems, potentially leading to errors or
unjust outcomes [9]. Mitigating this risk requires ongoing training, clear
protocols and a culture that encourages questioning and accountability.

Ultimately, while AI offers significant opportunities to enhance
policing capabilities, its successful integration will depend on the ability
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of institutions to address legal, ethical, and organisational requirements.
A strong governance structure, which encourages a proactive transparent
approach, supported by robust oversight and public engagement, will be
essential in ensuring that Al contributes positively to policing outcomes
without compromising fundamental rights.

1.5 CoNCLUSION

Overall, the discussion in this chapter demonstrates that Al has many
clearly defined benefits, which support the use of current Al systems and
the internal development or purchase of new Al systems for policing. The
Al systems are fast at analysing huge amounts of data in seconds and
providing recommendations in the same amount of time, allowing officers
and staff to act in a more effective and efficient manner; for instance, an
carly arrest using facial recognition, the prevention of further offending
(i.e. predictive policing), or automating back-office functions to reduce
costs. While each of these outcomes are welcomed and greatly needed by
policing, each one is fully reliant on the quality of the data from which the
Al system makes its decision, as well as the capability and understanding
of the people that work with the Al system, and clear legal guidance of
what is permissible.

There is therefore a compelling argument for the use of Al within
policing and the wider law enforcement arena. However, there is also a
great deal of uncertainty and fear about the reach of Al and its potential
for providing incorrect outcomes. While it is accepted that there is a need
for systems to deal with significant amounts of forensic data in complex
investigations in a much timelier manner—and that there is a financial
imperative to improve efficiency in enabling services such as Finance and
HR—there is also the human element, which may slow down or even
impede the adoption of Al, because individuals may fear the unknown or
on a more personal level, fear they will lose their jobs to Al systems that
can be more effective and efficient. There is also a need to ensure any Al
systems that are developed in-house or purchased from third parties are
both lawful and ethical when deployed, as each time a new system is used
there is a significant amount of public scrutiny.

These are issues that Chief Officers will need to overcome, as there is
an inevitability that policing will adopt Al through the combined neces-
sities to reduce crime, improve outcomes for victims and reduce costs.
As such the police organisation will need clear governance structures
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and monitoring in place to ensure the newly purchased or developed Al
system is fit for purpose and is being used in a manner that complies with
national as well as professional standards and the organisation’s values.
This level of oversight will assist the force in defending the use of Al,
should there be an adverse reaction to an action which was derived from
Al It will also allow the organisation to identify where an Al system
is adding value, where it can be improved and equally where it should
not be used. Subsequent chapters in this book provide further discussions
on Al accountability and practical recommendations in how elements of
accountability can be accomplished, offering guidance to police leaders,
police organisations and others in the practical implementation of Al
accountability in policing.
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CHAPTER 2

Police Accountability in Practice: The
Example of UK Policing

Christopher Rowley

2.1 INTRODUCTION

A force that can demonstrate that it is both transparent in its dealing
with the public and openly accountable to them will improve its prospect
of winning their trust and cooperation. Public trust and support will be
needed, as forces begin to fully embrace the use of Al. As detailed in
other chapters in this book (Chaps. 1, 12, 13, 14), Al products can—
and very probably will—revolutionise policing in the coming years. Yet
if they are to do so, there needs to be a robust accountability process in
place for the purchase (or development) of any new product, the way it is
deployed and how it is used by operatives. This makes both the internal
and external accountability process particularly important to ensure the
necessary safeguards are in place to give the public, the media, the judi-
ciary and politicians the confidence they need to support policing in its
adoption of Al products.
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This chapter will explain how statutory bodies, other organisations
and the public hold the police to account in the UK. By outlining
existing structures, processes and mechanisms that establish account-
ability, it provides an important view into the complex landscape of police
accountability, into which Al deployments need to be integrated. Whilst
the chapter considers accountability from a UK policing perspective, the
principles are transferable to other policing bodies across the world.

2.2 ACCOUNTABILITY IN POLICING

The integration of Al into policing and security raises profound ques-
tions about responsibility, oversight and public trust. To address these
concerns, it is essential to establish frameworks that ensure accountability
at every stage of Al deployment. Accountability in policing is a golden
thread that runs from its inception by Sir Robert Peel to the current
day. Whilst Peel did not explicitly use the term ‘accountability’, his prin-
ciples, which articulate the role of the police and how they build and
retain public trust and confidence, are clearly processes by which the
police should hold themselves accountable—and conversely are the stan-
dards by which society will hold the police to account [2]. The Peelian
principles were developed in 1829 in a very different era; however, they
are still firmly embedded in the UK police culture. They are used and
quoted on a regular basis by academics, politicians, the media and by
policing organisations throughout the United Kingdom and beyond,
when discussing policing, its role, and how that role should be delivered.
It could be argued that the principles were the foundations on which
police accountability has been derived.

The core function of the police is protecting life and property,
preserving order and the King’s peace in the UK, preventing the commis-
sion of offences and bringing offenders to justice. Most police funding
for England and Wales comes from either central government grants or a
local tax precept levied by the elected local policing body (see Sect. 2.3
below) and is paid by occupants in properties within defined policing
areas. It is therefore arguable that the communities, which are served by
the police, should have a mechanism to hold their local police force to
account, particularly as they have no other option but to choose the one
police force that covers their area.

The processes by which UK policing is held to account are numerous,
including formal and direct forms of accountability. They affect local
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Home Office forces (Police and Crime Commissioner) and the Mayor
in other areas (e.g. London, the West Midlands, West Yorkshire, Greater
Manchester and South Yorkshire). In addition to the Home Office
forces, there are also other police forces, which provide most if not
all of the services provided by a Home Office force, but they have
additional requirements and different governance structures. They are
the City Corporation for the City of London police (national fraud
lead), the British Transport police authority for the British Transport
police (responsible for policing the UK railway infrastructure), the Civil
Nuclear Constabulary authority for the Civil Nuclear police (protec-
tion of the nuclear infrastructure across the UK) and the Ministry of
Defence Police (responsible for protecting the UK national defence and
related infrastructure), which is governed by the Ministry of Defence
police committee on behalf of the Secretary of State. In Scotland, Police
Scotland is governed by the Scottish Police Authority; members are
appointed by Scottish Ministers, who are elected by the Scottish Parlia-
ment. In Northern Ireland, the Northern Ireland Policing Board governs
the Police Service of Northern Ireland, members include representatives
from the Northern Ireland Assembly, which is also elected. There are also
police forces such as Teeside Harbour police and Mersey Tunnel police
which have a very specific remit relating to a specific area. The following
sections describe the current structures and mechanisms for both formal
and informal forms of accountability in the UK.

2.2.1  Mechanism of Formal Accountability

Formal accountability refers to requirements and processes as set out in
UK laws, regulations and policies on UK policing. By way of example, the
primary role of the elected local policing bodies and Mayors in respect of
Home Office forces in England and Wales is to hold the chief officer to
account. Some of the powers conferred to the bodies under the Police
Reform & Social Responsibility Act 2011, include hiring and firing the
chief officer, ensuring the force is run in an effective and efficient manner
that it delivers value for money and develops a police and crime plan.
Whilst locally elected officials are the biggest actors in holding the chief
officer to account, the Home Secretary is ultimately responsible for deliv-
ering policing across England and Wales. The relationship between the
Home Secretary, the elected local policing body, Mayor and the chief
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officer is governed by the Policing Protocol, which is a statutory instru-
ment that was laid before parliament (June 2023). The protocol is a
helpful guide, which details how each office will work together and how
they will deliver effective policing across England and Wales.

All local policing bodies and Mayors must develop and publish a police
and cvime plan or strategic plan, which will set out the objectives for
the tenure of the elected individuals. However, the plan can be amended
to respond to emerging crime or social issues. It is common practice
prior to completing the plan that consultation will take place with key
individuals, e.g. the chief officer and most importantly the communities
they serve. This gives communities an opportunity to assist in developing
the police and crime plan. The police and crime plan details the specific
areas that the elected official requires the chief officer to deliver against.
Examples of what is included in police and crime plans are issues such as
anti-social behaviour, violence against women and girls, burglary and road
traffic-related issues. Consulting communities and gaining their support
in developing the contents of the police and crime plan is an extremely
important part in its construction. By gaining that support, the elected
official has an additional mandate to hold the chief officer to account as
the voice of the people.

2.2.2  Mechanisms for Divect Accountability

Direct accountability refers to processes involving the public. Commu-
nity volunteers can take the opportunity to work with local community
policing teams to ensure they deliver against local needs, such as speeding
or anti-social behaviour. This level of engagement is a daily occurrence in
most police forces across the country. It is a form of direct accountability,
in that the individual working with officers cannot only question their
actions, but they can also give guidance regarding how they are exercising
their powers within different communities. These interactions are often
streamed on social media, playing an important role in demonstrating
the actions of officers and how they are dealing with local community
problems. Social media also allows for a two-way dialogue, giving the
public the opportunity to hold officers to account for their actions or
lack thereof.

Another effective way in which the public can hold policing to account
is through the complaints system. This allows any member of the public
to make complaints to their local police force, which under the Policing
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and Crime Act 2017 can be reviewed by the elected local policing bodies
and Mayors who have their own statutory complaints system. The act also
allows the elected bodies to have oversight of complaints. The purpose of
these additional powers is to demonstrate further transparency to commu-
nities. Complaints can also be made to the Independent Office of Police
Conduct (IOPC) or on social media or to the mainstream media. The
gravity of each complaint is assessed and, where appropriate, a propor-
tionate investigation is undertaken by the most appropriate body. Where
the complaint is through social media or mainstream media, in most cases
it will also be reviewed and assessed. The outcomes of the investigations
or assessment will vary from national learning for all forces to individ-
uals being personally held to account. The outcomes of all complaints
will be constantly reviewed to establish if there is an issue with an indi-
vidual, team, or if it is a force-wide problem. Where patterns emerge or
the incident is very serious, a review will be conducted of the force’s
accountability processes to establish how this happened and how it can
be stopped from re-occurring again.

2.2.3  Oversight Procedures

To maintain public trust and confidence in policing and to ensure appro-
priate changes are made by local police forces, elected officials have very
clear accountability processes which are often held in public. These are
called accountability meetings. During these meetings detailed discussions
take place regarding force performance against the objectives set out in
the Police and Crime Plan, public complaints, force finance, partnership
programmes, significant policing operations (where there are sensitivities
relating to an operation, these discussions will often take place during the
closed section of the accountability meeting), and any other issue relating
to the effective, efficient and legitimate running of the organisation.
Whilst the elected official holds the chief officer to account at these
meetings, often other members of the senior police team will be present
and provide information relating to the questions posed. The frequency
of accountability meetings is decided locally but often take place either
monthly or quarterly. This meeting does not prevent other meetings
taking place on a more regular basis to discuss issues at a more gran-
ular level. In England and Wales, the elected local policing body is also
scrutinised on behalf of the community by a police and crime panel, which
is made up of locally elected councillors. This is not needed where there is
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an authority in place. The elected local policing body reports on matters
relating to the police and crime plan and finances. To assist the elected
local policing body and their team, the chief officer can be invited and
questioned by the panel, but they cannot hold the chief officer to account.

The UK Home secretary and the UK Home Office play an impor-
tant part in holding the police to account in England and Wales. In most
cases they provide the majority of funding for policing through the main
grant for general policing and separate grants, which are specific to a
particular initiative such as reducing violence against women and girls.
The Home Secretary sets national and strategic direction and looks to
ensure all the component parts of the policing systems work together
to make communities safer. This is supported by the Police Reform
and Social Responsibility Act 2011, which places an obligation on locally
elected policing bodies to consider the strategic policing requirements
(national threats, e.g. terrorism, violence against women and girls) when
completing their police and crime plan. This process ensures local issues
are aligned to national security and public safety requirements. They also
hold chief officers and elected local policing bodies to account through
the national policing governance and oversight boards. During these meet-
ings the Home Secretary will discuss performance across policing, they
will also discuss forces who are national outliers in particular crime
types and look for reassurance/plans, which will stop a further escala-
tion of the problem to prevent further victimisation and to provide public
reassurance.

The Home Secretary can hold police forces to account by utilising
the resources of His Majesty’s Inspectorate of Constabulary and Fire and
Rescue (HMICERS) to conduct detailed snspections of police forces. The
inspections can be thematic (e.g. firearms-related, super complaints such
as the police response to stalking or the yearly Police Effectiveness, Effi-
ciency and Legitimacy inspection—PEEL). When HMICEFRS conducts
a thematic inspection, for example, on reoffending, they may collaborate
with other inspecting bodies such as HM Inspectorate of Prisons and HM
Inspectorate of Probation. If the thematic is police-specific, HMICERS’s
methodology is to select several forces and review the element they are
inspecting across each force. This allows them to identify best practice or
to identify themes which need addressing to improve service delivery.

After conducting the review, they will produce a report with recom-
mendations; the individual forces will be named in the report, and
recommendations will be made for all police forces across England and



2 POLICE ACCOUNTABILITY IN PRACTICE: THE EXAMPLE ... 23

Wales. Super complaints are complaints that are made by an organisa-
tion or group and are investigated by HMICFRS who will subsequently
produce a report with recommendations. The PEEL inspection inspects
the following nine areas at a granular level [1]:

1. Providing a service to victims of crime

. Police powers and treating the public fairly

. Preventing and deterring crime and anti-social behaviour and
reducing vulnerability

. Responding to the public

. Investigating crime

. Protecting vulnerable people

. Managing offenders and suspects

. Building, supporting and protecting the workforce

. Leadership and force management
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The scope of the inspection will dictate the length of time HMICFRS
staff spend with the force. This can be several weeks for a thematic area
to several months for a PEEL inspection. Most thematic reports are not
graded; however, all PEEL reports are graded. Each of the areas detailed
above (e.g. providing a service to victims of crime) will receive one of the
following grades: ‘Outstanding’, ‘Good’, ‘Adequate’, ‘Requires Improve-
ment’ and ‘Inadequate’. All reports are published on the HMICFRS
website and will be discussed with the elected official, e.g. the elected
local policing body at the accountability board. HMICFERS reports are
recognised as a key method of holding policing to account at a local and
national level on behalf of the public and victims of crime. Such is the
strength of the reports some have resulted in the dismissal of the chief
officer.

2.3 LANDSCAPE OF POLICE
ACCOUNTABILITY IN THE UK

2.3.1  External Accountability

Whilst the public, elected officials and HMICFRS are the main actors
in holding the police to account, Fig. 2.1 is a demonstration of other
external organisations, who play a significant role in holding the police to
account on behalf of the public.



24 C. ROWLEY

Examples of external accountability
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Fig. 2.1 Bodies outside policing with roles in police accountability in the UK

All organisations detailed in Fig. 2.1, and many others, have different
powers to hold the police to account but only the elected local policing
body has an express statutory duty to do so. Their powers derive
from acts of parliament such as the Information Commissioner and the
Investigatory Powers Commissioner who conduct regular reviews. The
Information Commissioner may conduct an investigation, where there has
been a data breach (e.g. the release of personal information into the public
domain). The findings are made public and often result in significant
fines for the organisation. The Investigatory Powers Commission conduct
yearly inspections of the use of intrusive and covert tactics by policing.
The inspections consider, if forces are correctly authorising covert activity,
ensuring any authority is legal, proportionate and necessary. It is the norm
for both organisations to make detailed recommendations regarding their
findings, which the force must act upon to prevent any further issues
occurring.

Judicial findings in courts, be that criminal, civil suit, coronial, employ-
ment tribunal or an internal disciplinary panel are also forms of holding
the force to account. Findings from hearings will cause the organisation
to consider its processes and how those processes may have contributed
to an event taking place, which may have had an adverse effect on an
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individual or the public more broadly. These findings will be considered
and reviewed, if not through the elected officials, then by senior leaders
in the organisation to prevent a reoccurrence and to learn any lessons. To
ensure new processes and procedures are complied with and become the
norm, accountability processes will be established to allow regular reviews
to take place.

Social media and the mainstream media also play a significant role in
holding policing to account daily. Social media is often used to capture
police officers executing their powers where force is used. This will cause
questions to be asked regarding the necessity and legitimacy of the force
used against the individual. Events of this kind often result in policing
conducting an internal enquiry or referring the organisation to the IOPC
for an independent investigation, which when completed will generally
be published. The mainstream media (i.e. the BBC, I'TV and newspapers)
often champion campaigns to highlight issues, such as violence against
women and girls or knife crime in inner cities. These campaigns are often
very effective, in that they not only highlight the problem, but they hold
policing and government accountable for their actions in addressing the
problem.

2.3.2  Internal Accountability

Each of the areas and actors discussed above cause the police to constantly
review their delivery models and their internal policies and procedures.
The governance structure in any organisation is critical to delivering
effective services, as is an open and transparent culture which regularly
questions the quality of the service provided to the communities it serves.
A critical element of a transparent culture is the internal accountability
process, which underpins the governance of the organisation.

Most police forces have Force Accountability meetings, which are often
chaired by the deputy chief officer. These meetings will be attended by the
senior leaders within the organisation. The purpose of the meetings is to
hold senior leaders to account for delivery against agreed plans, which are
all linked to the police and crime plan, set by the elected local policing
body after consulting with the public. At the start of the meeting, an
overview of force performance will be presented; following this, a detailed
discussion with senior leaders takes place to understand how performance
can be improved. They also offer an opportunity for others to share best
practice between Basic Command Units (BCU). Examples of discussions,
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which may take place are: how can a force reduce burglary offences,
how can they answer and deploy to 999 /101 calls quicker, and how can
they reduce road traffic collisions? The discussions will concentrate on
areas, which are outliers or causing significant harm to communities. At
the conclusion of each meeting, which are normally a full day in dura-
tion, actions will be agreed and reviewed at the next force accountability
meeting. Only actions agreed by the chair at this meeting or any other
accountability meeting that have the requisite evidence to support their
completion will be finalised.

The principles of the force accountability meeting are adopted at
each level of the organisation. The assistant chief officer (who may be
a civilian member of the organisation) will chair a strategic meeting at a
BCU (operational delivery) and departmental level (e.g. dispatch centre,
finance, professional standards). All aspects of local operational delivery
will be reviewed to ensure all resources and finances are being used in an
effective and efficient manner. Departments are also held to account in the
same way, again to ensure they are providing the services required by the
organisation to deliver an effective, efficient and legitimate police service.
Accountability meetings also take place at a team level within each BCU
and department. This allows senior leaders to review the productivity and
compliance of their teams. An example of discussions, which will take
place, are complaints by members of the public, sickness on the team, call
handling times, detection of crimes and the health and wellbeing of the
team. Supervisors also conduct individual accountability meetings. These
meetings are designed to discuss the productivity of the individual, their
individual development needs and any personal issues they may be dealing
with.

Accountability boards will also be put in place to cover large change
or delivery programmes within the force. Examples of these are a project
board to develop new Target Operating Models, which are designed to
remove waste, improve service delivery and often deliver multi-million-
pound-saving targets. The local elected policing body is the legal owner
of the police estate, and chief officers are unable to own real property. An
Estates Board often oversees and delivers a strategic estates plan, which
will ensure buildings are safe, in the correct area to service demand and
where possible carbon neutral. The elected local policing body is also the
contracting party in police procurement, even though management of the
resources comes under the chief officer per the Policing Protocol Order.
An IT board, amongst its strategic aims, will look to prevent successtul
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cyberattacks and deliver an agile, effective and responsive IT system. Most
forces will also have a HMICFRS accountability meeting to discuss any
recommendations and progress against outstanding actions. All meetings
will have a specific cycle (i.e. monthly, quarterly). The frequency will be
dictated by the urgency of the recommendations or operational need.
All meetings will be chaired, and all agreed actions will have an owner
who will report on the progress of their actions at each meeting. Period-
ically, reports from each board will be presented to the chief officer team
(COT), a meeting chaired by the chief officer. This allows the COT to
review the progress of the board against agreed timelines and costings.

Whilst this internal accountability process may seem bureaucratic to
some, it should be remembered that police forces have multi-million-
pound budgets, they employ thousands of people, and answer, deploy and
deal with a vast number of calls every day. They must ensure, as best they
can, that their policies and procedures are considered, robust, effective,
efficient and legitimate.

2.4 RELEVANCE FOR Al IN POLICING

The above is an insight into both the external and internal influences,
which either hold a force to account or cause a force with the correct
governance to hold itself to account. Al in policing has relevance in two
ways: firstly, as an area that requires accountability and oversight; secondly,
as a capability that may support internal and external accountability proce-
dures. For the latter, Al can provide the critical support needed to ensure
good governance structures and are effective in large organisations, which
are dealing with significant complexity on a daily basis. The correct Al
systems will reduce the bureaucracy often associated with governance, by
removing the administrative tasks linked to the monitoring and compli-
ance of an effective and efficient governance structure. Through the
correct application, Al can also highlight areas of both good practice
and areas of concern within the structure which may affect the overall
operational effectiveness of the organisation. For the former, the complex
landscape of police accountability ensures that Al is already embedded
in existing mature structures and processes. Still, throughout this book
we argue that Al accountability is a specific thematic that needs targeted
oversight and accountability considerations to be effective in practice (see
Chap. 5).
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The discussion in this chapter focused on the UK (primarily police
forces in England and Wales) as an example of how police account-
ability is organised on local and national levels in a combination of formal
and informal accountability, as well as internal and external structures.
Whilst the exact procedures may be country-specific, the different forms
of accountability will transfer to other countries and their Al deploy-
ment contexts. The UK example may therefore help in reviewing current
accountability arrangements and support considerations how Al may
affect these different accountability forms.
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CHAPTER 3

The Foundations of AI Accountability
in Policing—UK Accountability
Arrangements as Example

Fraser Sampson and Jolhn McNeill

3.1 CURRENT Al ACCOUNTABILITY LANDSCAPE

Extraordinary technological capability is coming to policing fast. If the
citizen is going to trust its use for policing—and, in particular, for
enforcing the law—artificial intelligence (AI) will need to bring compre-
hensive and consistent accountability with it. Police accountability is not
always understood even by those involved in policing, and this chapter
will set out some of the features by which accountability can be identified.
This foundation will support the remaining chapters of this book, as they
move through specific aspects, considerations and examples of Al systems
used within policing, and flag the route to embedded accountability.
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Accountability is about people with power using it properly and where
those people are the police, their use of power can have profound
consequences. If their power is amplified by technology, accountability
extends to its use. In policing, advanced technology comes with advanced
accountability. Sampson [11]

Police accountability is less about having the answer and more about
having #o answer (Chap. 2). The ways in which they have to answer,
and the people to whom the police are accountable will vary from one
country to another, but the general features will be very similar and are
captured in the principles set out in the AIPAS framework (see Chap. 5).
Police bodies must get ready to answer for their use of Al, and also for
not using it in circumstances where it offers an available and legitimate
tactical option in preventing and solving crime and keeping people safe.

Because Al capability is very different from that of previous
policing technology, harnessing its potential will mean revisiting and
re-engineering traditional answerability models.

3.2 ACCOUNTABILITY VERSUS LEGALITY

What is the difference between accountability and legality? That is a
good question and a good place to start our journey through account-
ability in the use of Artificial Intelligence (or anything else) by the police.
Accountability is closely connected with lawfulness, so closely in fact,
that the other principles considered in this book (see Chap. 5) are really
‘Lawfulness Plus’.

At a basic level, all aspects of the use of Al should be governed by
formal, promulgated rules. It extends to all those involved in building,
developing and operating Al systems for use in a criminal justice context.
Where any gaps in the law exist, the protection and promotion of funda-
mental rights and freedoms should prevail. At the same time, policing
bodies are emanations of the state, exercising exceptional powers and
enjoying extraordinary privileges. Where they are interfering with the
fundamental rights and freedoms of the citizen the state and its emana-
tions must be able to point to legal authority to conduct operations. In
this respect, being answerable to the law and the courts forms part of
police accountability and there are clear accountability pathways in place,
some differing between jurisdictions in the UK and others applying to all.
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Interestingly, some policing bodies are called ‘police services’ (e.g.
Scotland and Northern Ireland), while the statutory inspection body’s
title refers to the ‘constabulary’. England and Wales have an arrangement
of geographically aligned police ‘forces’. Whatever the origin and impact
of nomenclature, all policing bodies have clear legal obligations, rights
and remedies governing the conduct of all public bodies, together with
many private law considerations around the use of products and services
in a way that causes loss or harm to individuals. All these legal consider-
ations will form part of the accountability ‘picture’ for the police use of
Al

In the principal case, addressing some of the issues of police use
of Al-enabled capability (live facial recognition) the Court of Appeal!
highlighted the importance of applying accountability to surveillance
technologies.

While some might argue that the police use of Al could rely on
the existing legal tests—for example, in the use of intrusive surveil-
lance technology and storage of data?—there will be situations where the
technology has fundamentally altered the considerations. For example,
Al-driven retrospective facial matching capability that is now available to
all UK policing bodies elementally alters the ability to search, edit and
store data from which individuals can be recognised in perpetuity. This
makes the level of potential intrusiveness wholly and materially different
from any technology that might have been considered by the courts
previously.

Despite many public criticisms of the perceived inability of the law to
keep pace with Al-driven technology,® the courts in England and Wales
have made clear that ‘the fact that a technology is new does not mean
that it is outside the scope of existing regulation, or that it is always
necessary to create a bespoke legal framework for it’.* However, while
this means that new technologies may be able to integrate into the co-
existing common law rules that govern policing and security, the extent

LR (on the application of Bridges) v Chief Constable of South Wales (2020 EWCA
Civ 1058).

2R (on the Application of Catt) v Commissioner of Police of the Metropolis and
Another UKSC/2013/0114.

3 https:/ /hls.harvard.edu /today /is-the-law-playing-catch-up-with-ai /.
4 Bridges at 84.
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of novelty in Al-powered technology may mean there is no precedent to
apply—we have not been here before.

An interesting area for the development of the law in this area will be
the tortious duties and remedies applying to products and services. While
Al tools and their developers will attract the general duties applicable to
commercial and individual uses,® the police in England and Wales owe
no duty of care to the population at large,® and it is unclear how far
autonomous systems acting as agents of the police might be interpreted
in a way that disturbs that settled situation. The law may also develop in
a different direction in other UK jurisdictions (see sect. 3.6).

Recent developments in relation to the impact of Art 3 of the
European Convention on Human Rights (ECHR) illustrate how some
of the first Al-related challenges to established law may come about.
In Commissioner of Police of the Metropolis v DSD and Another,” the
Supreme Court found the police liable for a failure to protect citizens
from degrading or inhumane treatment at the hands of an offender whom
they were investigating for serious sexual offences. The Supreme Court
held that the police have a positive obligation under Art 3 to conduct an
effective investigation of crimes resulting in this treatment of the citizen,
even where the cause of that treatment is a private individual rather than
the state. The basis for liability in DSD was partly the investigative ‘means’
available to the police by which they might have reasonably prevented
the harm to subsequent victims of a serial rapist and sexual offender.
There is clear room for this duty to be developed by the courts, as
Al-enabled preventative technology such as facial recognition technology
(FRT) becomes more readily available to the police and it is reasonable to
expect that the police will one day have to provide a legal defence for their
decisions zot to use Al-enabled technology as often as they currently do
for using it.

In terms of the technology and equipment used by the police there are
several further considerations for meeting standards in discharging legal
obligations. For example, the British Standards Institute has produced
a core framework related documentation surrounding the usage of Al
aimed at an array of components involved in the Al lifecycle. The British

5 See c.g. Caparo Industries plc v Dickman [1990] UKHL 2.
6 Hill v Chief Constable of West Yorkshire [1987] UKHL 12.
7 UKSC 2015/11/0166.
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Standard ISO 42001:2023 intends to provide a ‘certifiable AI manage-
ment system framework’, which states that if an organisation was to
conform the requirements of the BSI it can ‘generate evidence of its
responsibility and accountability regarding its role with respect to Al
systems’. This situation, that the UK policies and procedures frameworks
face, is a result of there being no enshrined legal requirement to form an
evidence base. By contrast, the EU Al Act (see Chap. 4) is an example of
a legislative policy to address the potential powers and risks of Al across
international boundaries. Another area is compliance with the Forensic
Science Regulator’s statutory code of practice in England and Wales.®
But embedded accountability goes much further than legal compliance.

3.3 AccountaBILITY IN UK PoLIicING

Accountability is measured in part as the prevention and redress of abuses
of power, but it also aims to understand expectations of stakeholders
that in-turn could lead to ethical or societal impacts [1]. Accountability
is defined in AP4AI (Accountability Principles for Artificial Intelligence;
[1]) as the extent to which practitioners are generally accountable to their
communities, in other words it is a proxy measure for the extent of their
legitimacy within those communities (see Chap. 4).

The overlap between law and accountability is clearest in the estab-
lishment of governance and oversight bodies for the police. As creatures
of statute, police forces’ accountability arrangements are themselves
enshrined in legislation. The police in the United Kingdom have formal
legal accountability structures linking them to their local communities.
Of the 43 geographically defined police forces of England and Wales, 41
operate under a clear statutory framework for accountability to an elected
individual officeholder. The Police Reform and Social Responsibility Act
2011 (PRSA)? sets out what the forces are and how their chief officers will
be accountable. The PRSA requires every police force to have a directly
elected individual to hold the chief officer to account and in many large
areas of the country—including London—the elected local policing body
is the Mayor; most will designate an elected deputy mayor for policing

8 https:/ /www.gov.uk /government,/publications /statutory-code-of-practice-for-for
ensic-science-activities /forensic-science-regulator-code-of-practice-accessible#bookmark5s.

9 The City of London Police have a police authority structure operated by the
Corporation.
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and crime. In addition to financial responsibilities and for setting a local
tax precept for police funding, the elected body will invariably be the
contractor for procurement of equipment such as IT and vehicles and
is the only policing body empowered to own land or an interest in real
property. This accountability mechanism is intended to establish a direct
democratic mandate for a locally elected official to hold their policing
bodies to account on behalf of the citizen (for more details on policing
accountability see also Chap. 2).

While sworn police officers enjoy a wide degree of operational indepen-
dence from their elected oversight bodies, and the respective functions of
chief officers and their oversight bodies are set out in specific legal instru-
ments,'? the chief officer’s accountability to their elected local policing
body extends to operational policing. This was made clear by the High
Court which held that the elected policing body is not just entitled, but
obliged, to hold the relevant chief officer to account in respect of all their
functions and for all the functions of those acting under their direction
and control.!! Those functions will include Al-relevant activities from
procurement to obtaining value for money and the way in which it is
used.

3.4 NON-GEOGRAPHIC PoLICING BODIES

There are several policing bodies with sworn constables that do not come
under the above governance arrangements. Some are referred to as statu-
tory undertakers because they have specific legal undertakings within their
operational remit, such as licensed civil nuclear sites and the UK’s rail
network.

The operational activities of these bodies will integrate with those
of the geographical policing bodies described above to varying degrees.
Often it may be unreasonable to expect the citizen to detect, let alone
understand, any legal or organisational differences when dealing with
officers and staff from combined operations. The importance from an
accountability point of view is to note that the fundamental elements
of responsive and responsible governance that apply to UK policing
generally will apply equally to these specialist police bodies. While their

10 gee the Policing Protocol Order, SI 2011,/2744.
1R (on the Application of Crompton) [2017] EWHC 1349 Admin at 76.
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legal constitution and oversight arrangements will be different, the below
organisations form part of the police services for the UK and will gener-
ally be covered by national operational policies and professional practice
such as that issued by the College of Policing!?:

e British Transport Police
e Civil Nuclear Constabulary
e Ministry of Defence Police

Each of the above police services has a clear statutory governance
framework in place and works very closely with other relevant policing
bodies throughout the UK and abroad. In addition, the UK has a
National Crime Agency (NCA)'? which operates under a different
accountability regime from the policing bodies with which it works
closely. The Agency has significant international responsibilities and there-
fore must take close account of jurisdictional issues, particularly the
application of legislation governing the use of Al (such as the EU Al
Act). The issues, principles, and risks/mitigations discussed throughout
this book apply equally to their activities and uses of Al for policing and
law enforcement.

All the police services, whether geographic or statutory undertakers,
will come within the oversight responsibilities for policing generally,
including a specific inspectorate for policing, fire and recuse services
(HMICFRS!'#) and the Independent Office for Police Conduct estab-
lished under the Police Reform Act 2002, while regulatory frameworks
governing public bodies more widely such as Freedom of Information!®
and Subject Access Requests!” also apply to the police. But the exis-
tence of legal obligations and avenues of influence from the citizen is
not synonymous with comprehensive accountability.

12 https: / /www.college.police.uk /app.

13 https: / /www.nationalcrimeagency.gov.uk /.
4 https: / /hmicfis justiceinspectorates.gov.uk /.
15 https:/ /www.policeconduct.gov.uk/.

16 See the Freedom of Information Act 2000.
17 Under the Data Protection Act 2018.
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Here is an Al-focused example. The police use of FRT is a contentious
and ongoing issue of considerable public concern [10]. Freedom of infor-
mation requests from citizens to ask their local police for data about the
use of facial recognition technology showed that the police did not collect
that data and as a result the police refused to provide the information as
the cost of collating it would be excessive (a statutory exemption). The
responses also showed that the police did not consult with the UK’s data
regulator.'® Aside from how such ‘refusals’ appear to the public when
trying to exercise their statutory accountability powers, without this infor-
mation the police are not able to assure themselves of the Al-enabled
system’s legitimate use. Moreover, the lawful, proportionate, and justi-
fied use of police biometrics is arguably far too important to be left to
the voluntary exercise of statutory avenues by the individual citizen. In
securing and retaining the trust and confidence of the public in new Al
capabilities the police will need to be proactive, demonstrating that they
are alive to the importance of accountability and making their case in a
clearer, more evidence-based way (see also Chap. 10). Increasingly there
will be cases where the public expect the police to use retrospective facial
capabilities—identifying victims and offenders in child sexual abuse image
cases for example—and the police will find themselves explaining deci-
sions zot to use the technology. That is accountability, perhaps a different
form of accountability than they are used to, and it will need reliable and
consistent performance data.

Beyond these arrangements for ensuring general police accountability,
there are some broader Al-specific issues to be aware of.

3.5 Al ACCOUNTABILITY IN POLICING

Over and above any organisational accountability arrangements, some
commentators have argued that Al needs a ‘clear accountability process
and ecosystem’ ([2], p.132) in place, while the UK government has
recognised the need for ‘clear lines of accountability across the Al life
cycle’ [4]. In this Al-specific context the accountability element it seen
as both a tool to provide ‘transparency and human oversight of both the
actions taken by the agent and the inference performed by the system’

18 https: / /www.computerweekly.com/news,/366589095 /Police-Scotland-did-not-con
sult-ICO-about-high-risk-cloud-system.
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([8], p- 6) and also a method of highlighting individual accountability for
misuse.

Some academics have argued that the UK government should be
providing more methods to ensure greater transparency and account-
ability around the use of algorithmic systems in public sector decision-
making [3]. In the peculiar setting of policing and law enforcement the
accountability issues become even more focused [11].

Description has proved problematic for the government. For example,
a Department for Science, Innovation and Technology (DSIT) document
states that ‘Al systems should not undermine the legal rights of individuals
or organisations, discriminate unfairly against individuals, or create unfair
market outcomes’ (UK Government ‘Introduction to Al Assurance’ [4],
p- 10). Axioms like this do not really advance the challenge of how to
achieve accountability—take that same sentence and insert the name of
any other police technology—Taser, DNA profiling, body worn video—in
the sentence and it does not change. (Further discussion of the concepts
for the purposes of accountability can be found in Chap. 4).

3.6 ErrFeECTIVE Al ACCOUNTABILITY IN POLICING

What is the best measure of police effectiveness? According to the founder
of modern British policing, it is the absence of crime and disorder, not
the visible evidence of police action in dealing with them—one of the
so-called Peelian principles. While it is unlikely that Robert Peel came
up with them himself [9], his nine principles have remained sacrosanct
in many Western jurisdictions for over 150 years. But what is the best
measure of police accountability?

Some of the Peelian principles do not fit within today’s Al-enabled
policing world. For example, his second principle says the police should
demonstrate impartial service to law, i complete independence of policy
when policy is a central part of the lawfulness of Al-enabled biometric
systems such as FRT [R (on the Application of Bridges) v Chief Constable
of South Wales Police & Ors [2020] EWCA Civ 1058; R (Thompson and
Carlo) v the Commissioner of Police of the Metropolis and the Equality and
Human Rights Commission [2026] EWHC 915 (Admin)].

Artificial intelligence presents a different, more demanding, account-
ability challenge for policing, a challenge partly determined by what the
police are doing with it. If using elemental Al for purely administrative
functions, the police have the same level of accountability as other state
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agencies. If a chief officer wants to use Al to issue uniforms that is no
different from the local authority doing it, but using Al for operational
policing functions is a wholly different use case. A chief officer using Al to
order boots off the shelf is not the same as ordering boots onto the street.
Where the technology is used for a law enforcement purpose like remote
biometric identification surveillance policing must anticipate deeper levels
of accountability. Extending that to inferential algorithms calculating age,
mood and so on raises the stakes irrespective of who is using Al, and the
operator will need to reflect the legal refinements (such as the EU Al Act
which may render it unlawful) and reinforce any necessary safeguards.

With Al being in an almost perpetual Beta state, the established
accountability such as vigilance over ‘function creep’ and purpose exten-
sion must also be revisited. It is likely that uses for an Al system will
emerge that were unforeseen at the time it was purchased. Function or
mission creep will be a challenge for accountability bodies who will have
to strike a new and dynamic balance between legitimate diversification
and unapproved experimentation.

As Al tools become more established and accepted in policing, it will
be important not to conflate arguments that the Al technology is itself
flawed or unlawful rather than the way in which the police use it. For
example, one of the grounds on which the police use of live facial recog-
nition technology in Bridges (loc cit) was found to have been unlawful was
because of their failure to discharge their general, non-Al duties under the
Equality Act 2010; the use of the technology was, of itself, not a breach
of the duty to act ‘in accordance with law’.

Academics have also argued that FR technology poses a threat to
freedom of expression, assembly and association, and the right to privacy
[7]. The principle of legality is core to providing safeguards to human
rights as highlighted in other frameworks that argue the principle of
legality (The European Commission for Democracy; [6]). This re-
enforces the requirement that clear legal guidelines are a requirement for
Al to mitigate the risk of misuse or negative impact against vital tools for
individuals in the police.

It is not only clear but predictable that the law is ‘notoriously slow-
moving in comparison to the pace of change and direction of technology’
[5]. The legislative process necessarily involves stages of careful scrutiny
and amendment; yet a view that fast-evolving technology requires fast-
evolving law persists. The answer may be for the legislative instruments
regulating Al to keep up, but for an illustration of what a footrace
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between criminal legislation and science looks likes, take a look at the
Misuse of Drugs Act 197. That legislation outlaws specified substances
as ‘controlled drugs’ as set out in its schedules which, as new drugs are
created, are amended. After amendment, the drug recipes are amended by
chemists and a new variant created which is then added to the schedule.
Take the infinite potential that Al offers, and it is easy to dispel the
argument that the only solution is for a relative acceleration of legislation.

Aside from the sheer practical impossibility of such an approach, in
the realms of digital technology, people generally expect software to be
patched regularly but not the policy or legislation that govern it. Which
is why a set of clear and flexible principles was felt to be more suited to
regulating Al as set out in the Al accountability concept put forward in
this book and formulated in the AI Accountability Guidelines for Policing
and Security (AIPAS; see Appendix).

Effective accountability for Al within policing and law enforcement
will ultimately depend on balancing what is technologically possible,
what is legally permissible, and what is societally acceptable—in other
words balancing innovation, regulation, and expectation. How will that
be measured? A good start would be the application of Al accountability
principles.

3.7 NATIONAL VARIATIONS WITHIN THE UK

Scottish law is a separate—although substantially overlapping—body of
jurisprudence from that of England and Wales. Road traffic laws are very
similar, as are many of the basic concepts of policing and constitutional
law. In Northern Ireland many of the police powers and governance
arrangements for the police are similarly worded to those in England and
Wales. However, both jurisdictions have significant differences in their
legal and wider governance oversight arrangements. Both Scotland and
Northern Ireland have chosen to describe their national police as ‘ser-
vices’ rather than “forces’, which is the term used in England and Wales.!?
Both have also established a tripartite arrangement between the opera-
tional policing service, the statutory authority with responsibility for the
maintenance of an effective police service, and an emphatically human
rights-focused complaints and misconduct framework. The third of these

19 Cf. the Civil Nuclear ‘Constabulary’ above.
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features allows fewer derogations from the applicable human rights provi-
sions of the UK and is regarded as a strengthening factor for police
accountability in comparison to England and Wales. With some urging
a dilution of international human rights influence generally within the
UK,?? it will be interesting to see how any change in policy or legislation
will impact on the policing services of these two jurisdictions.

For the purposes of this book a few key features of the accountability
arrangements have been highlighted but this does not attempt to be
anything more than a descriptive illustration.

3.7.1  Scotland

While England and Wales have directly elected local policing bodies (see
above), Scotland and Northern Ireland have different forms of democratic
accountability. The statutory accountability arrangements for policing in
Scotland are different from those in England and Wales, and there is no
equivalent of the elected local policing bodies (mayors and police and
crime commissioners).

The Scottish Police Authority (SPA) is established under the Police
and Fire Reform (Scotland) Act 2012 and came into operation on 1 April
2013, along with the Police Service of Scotland. The SPA’s members
are appointed by Scottish ministers, who are elected by the Scottish
Parliament.

The core functions of the SPA are defined in the Act which sets out a
legislative framework to ensure effective governance for policing services
across Scotland with the SPA being responsible for providing national
governance and accountability arrangements.

In carrying out its functions the SPA has specific regard to the SPA’s
Governance and Accountability Framework Document drawn up by Scot-
tish Government in consultation with the SPA. The framework document
describes the context within which the SPA operates and sets out key roles
and responsibilities. Other statutory elements of accountability and gover-
nance include the Public Finance and Accountability (Scotland) Act 2000
and the Ethical Standards in Public Life etc. (Scotland) Act 2000.

The SPA also operates under various regulations and directions issued
by the Scottish Ministers, with additional obligation arising from data

20 https:/ /www.reuters.com/world /uk /britain-under-pressure-immigration-urges-ref
orm-european-human-rights-framework-2025-06-18 /.
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protection and other UK-applicable legislation like the Data Protection
Act 2018 and UK GDPR. While Scotland has its own independent
scrutiny body,>! and a commissioner for police use of biometrics,??
matters like counter terrorism and national security are reserved and the
relevant functions of UK bodies will apply.

The Police (Ethics, Conduct & Scrutiny) Scotland Act 2025 (PECSS)
was enacted by the Scottish Parliament following the Angiolini Review
of Police Complaints Handling, Investigations and Misconduct Issues.
The PECSS covers a range of topics related to ethics and conduct for
policing, as well as the functions and governance of the Police Inves-
tigations and Review Commissioner (PIRC) and supports independent
scrutiny by PIRC and SPA. One significant difference in the account-
ability arrangements for professional conduct is the existence of a duty of
candour for Scottish police officers, something that has been proposed for
public bodies in the UK including the police for many years and which
the UK government has undertaken to introduce during the current
parliament.??

In relation to the civil liability of the police for using/failing to use Al
systems, the basis for assessment may be different in Scotland from that
of England and Wales. The existence of a duty of care owed by the police
to the population as first established in Hz// (above) may be approached
differently by Scottish courts where the creation of such a duty can arise
from police activity (such as failing to protect a dangerous stretch of road
over which they have taken control following an incident?#).

3.7.2  Northern Ireland

Like Scotland, Northern Ireland has its own single police service. The
legal arrangements underpinning the accountability of the police are more
complex than those for the other parts of the UK. Again, this part of the
chapter is simply a summary of some of the key elements.

21 His Majesty’s Inspectorate of Constabulary in Scotland.
22 https: / /www.biometricscommissioner.scot.
23 https://commonslibrary.parliament.uk /research-briefings /cdp-2025-0171 /

24 Gibson (AP) v Orr, Strathlclyde Police Chief Constable [1999] ScotCS 61 (26
February 1999).
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The Police Service of Northern Ireland (PSNI) is established under
the Police (Northern Ireland) Act 2000. The Police (Northern Ireland)
Act 2000 is structured in a similar way to the Police Reform and Social
Responsibility Act 2011 in England and Wales, with many similar provi-
sions. However, there is no directly elected policing in Northern Ireland,
and the chief constable is held to account for the exercise of their func-
tions—and those of their officers and staft—by the Northern Ireland
Policing Board (NIPB). The Board is an independent public body made
up of ten political and nine independent members, established to ensure
for all the people of Northern Ireland an effective, efficient, impartial,
representative, and accountable police service, which will secure the confi-
dence of the whole community by reducing crime and the fear of crime.
Members of the Board are bound by a code of conduct and operate under
agreed standing orders.

The NIPB has a statutory duty to monitor the National Crime Agen-
cy’s (NCA) functions in Northern Ireland. While the NCA operates
UK-wide against serious crime, its activities in Northern Ireland are over-
seen by the NIPB through biannual meetings, performance reports, and
a Memorandum of Understanding. The NCA provides quarterly perfor-
mance narrative reports on its activities within Northern Ireland to the
NIPB. The NIPB ensures that the actions of the NCA in Northern
Ireland are transparent and aligned with the community’s accountability
needs, as detailed in the NCA Framework Document which ensures the
NCA’s actions in Northern Ireland are scrutinized by the same body
responsible for policing oversight (the NIPB), providing a crucial link
between national law enforcement and local democratic accountability.

Other statutory bodies overseeing policing include the Police
Ombudsman, the Criminal Justice Inspectorate NI, HM Inspectorate of
Constabulary, Fire & Rescue Services and the Northern Ireland Audit
Office. The Justice Committee oversees the work of the Minister of
Justice.

The Police Ombudsman was established under the Police (Northern
Ireland) Act 1998 and has a wide remit to investigate complaints about
the police (including the Ministry of Defence Police in Northern Ireland)
and certain UK Border Force staff. Other relevant legal bodies overseeing
the activities of the police in Northern Ireland include the Northern
Ireland Human Rights Commission and the Parades Commission; their
statutory functions are set out in the relevant legislation. The Police
Ombudsman is a ‘corporation sole’ appointed by the Executive Office,



3 THE FOUNDATIONS OF AI ACCOUNTABILITY IN POLICING ... 45

ensuring independence from both the PSNI and the Department of
Justice.

The above statutory accountability arrangements and the legal bodies
responsible for their functioning play crucial roles in holding police
accountable within those jurisdictions of the UK and some of the policing
activity will be carried out by the non-geographic police services discussed
earlier in the chapter. While the specific framework for each jurisdiction
is clearly set out in the legal instruments, complexities can arise where
police officers and staff operate in collaboration or under mutual aid
provisions. In such operations, the potential for differing laws and poli-
cies on Al usage by the police will need to be taken into account, perhaps
most importantly where there are significant differences in public attitudes
towards Al. Such differences have been clearly evidenced in a national
citizen consultation, which is set out in detail in Chap. 10.

Despite any nuances across jurisdiction, there is a strong connection
between elected bodies and the population for policing across the UK.
This connection ensures that accountability remains a central focus in UK
policing, even within the diverse jurisdictional landscape described above.

3.8 HArmMoNISATION WITH THE EU Al Act

Since the EU’s Harmonisation of Rules on Avrtificial Intelligence
(Proposal 0106,/2021), the policy debate as to how to balance the poten-
tial benefits against harms has dominated the area of legal regulation
across EU member states. Ultimately the EU AI Act (Regulation (EU)
2024,/1689) was passed and lays down harmonised rules on Artificial
Intelligence. It was claimed as the first comprehensive legal framework
on Al worldwide, and its aim is to ‘foster trustworthy Al in Europe’.?®

The details of the Act and its relevance to Al accountability are set out
in Chap. 4. For the purpose of this chapter, it should be noted that the
EU AI Act takes a risk-based approach to regulation of Al systems, tools,
and deployments. In particular, it places strict legal requirements on some
Al capabilities and use cases that are regarded as representing significant
risks. These high-risk use-cases include:

25 https: / /digital-strategy.ec.europa.cu/en/policies /regulatory-framework-ai
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Al use-cases in law enforcement that may interfere with people’s
fundamental rights (e.g. evaluation of the reliability of evidence).
Al systems used for remote biometric identification, emotion recog-
nition and biometric categorisation (e.g. facial recognition and
matching).

Al use-cases in migration, asylum and border control management
(e.g. automated examination of visa applications).

e Al solutions used in the administration of justice and democratic
processes (e.g. Al solutions to prepare court rulings).

The type of obligations on users of Al include:

e Making adequate risk assessment and mitigation systems.

e Ensuring high-quality datasets feeding the system to minimise risks
of discriminatory outcomes.

e Logging of activity to ensure traceability of results.

e Detailed documentation providing all information necessary on the
system and its purpose for authorities to assess its compliance.

e Clear and adequate information to the deployer.

Appropriate human oversight measures.

e High level of robustness, cybersecurity and accuracy.

Many of these requirements are reflected in the AIPAS principles as
discussed in Chap. 5, but it is important to note that the principles are
not a complete match for the legal provisions applicable in EU member
states, and it is essential to check the source legislation and guidance
when working with policing organisations in those jurisdictions such as
Europol.

In March 2024, the UK government introduced the Artificial Intel-
ligence (Regulation) Bill provisions surrounding the function of Al in
the United Kingdom, including a clause to introduce an Al Authority
which would create a direct regulatory accountability mechanism. The
Bill subsequently lapsed as a result of the general election later that year.
As a result, unlike EU member states, the UK currently has no statutory
Al regulatory framework setting specific requirements for the policing and
security community.
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3.9 CONCLUSION

Al-enabled capability is infinitely multi-functional—that is one of its most
exciting strengths. Given the powers and privileges of the police and the
state, the use of Al in the context of policing and law enforcement brings
specific challenges and responsibilities, and these require specific areas of
scrutiny, transparency, and assurance.

As the police can do more with Al technology, it will be increasingly
important to show what they are not doing with it; so important that
their use of AI may become a proxy measure for trust and confidence in
the police generally. And if the citizen does not trust their police with
new technology, the problem is not the technology.

The law regulates the actions of the police and the state generally,
together with the use of data and technology by everyone. However,
legislative frameworks only go so far and vary significantly across inter-
national borders, as do societal expectations (see Chap. 10). The Al
accountability challenge for policing and law enforcement will be to
balance three things: the technological (what can be done), the legal
(what must/must not be done), and the societal (what people will
support/expect to be done).

The purpose of the Al accountability principles and contextual discus-
sions set out in the remaining chapters is to help the police, and
those holding them to account, to achieve that dynamic balancing of
innovation, regulation, and expectation.
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CHAPTER 4

Artificial Intelligence in Law Enforcement
Operations: The EU Al Act
as the Governing Legal Standard

Marco Gercke

4.1 INTRODUCTION

On 1 August 2024, Regulation (EU) 2024,/1689, the Artificial Intelli-
gence Act (Al Act), entered into force. It is the world’s first compre-
hensive binding legal framework specifically governing Artificial Intel-
ligence systems. No equivalent instrument of comparable scope and
binding force currently exists at the international level. While the
Council of Europe’s Framework Convention on Artificial Intelligence,
Human Rights, Democracy and the Rule of Law, opened for signature
in September 2024, represents a parallel international-law instrument,
the AI Act constitutes the primary operational regulatory framework
governing Al systems within the European Union. For Law Enforce-
ment Agencies (LEAs)s operating in the European Union or deploying

M. Gercke (X)
Cybercrime Research Institute, Cologne, Germany
e-mail: gercke@cybercrime.de

© The Author(s) 2027 51
B. Akhgar and P. S. Bayerl (eds.), Accountability for Artificinl

Intelligence in Policing and Security, Security Informatics and Law
Enforcement, https://doi.org/10.1007 /978-3-032-41284-3_4


http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-032-41284-3_4&domain=pdf
mailto:gercke@cybercrime.de
https://doi.org/10.1007/978-3-032-41284-3_4

52 M. GERCKE

Al tools, whose outputs affect persons within EU territory, the Al Act is
therefore the central operative legal standard.

The AI Act has significant implications for the work of LEAs. The
Regulation imposes binding obligations on LEAs as deployers of certain
Al systems, prohibits specified investigative practices outright, and estab-
lishes requirements concerning human oversight, logging, transparency,
and data governance. In addition, it requires a Fundamental Rights
Impact Assessment (FRIA) before the deployment of certain high-risk AI
systems used in law enforcement. Violations may lead to administrative
sanctions. The Al Act thus marks an important shift in the account-
ability framework governing LEA use of Al, transforming what was
previously largely an ethics-based governance discourse into enforceable
legal obligations [9, 10].

The territorial reach of the Al Act is not limited to providers estab-
lished within the European Union. Providers established outside the EU
remain subject to the Regulation where Al system outputs are used
within the Union. This extraterritorial mechanism resembles the approach
adopted by the General Data Protection Regulation (GDPR) and exem-
plifies what Bradford [3] terms the ‘Brussels Effect’: by conditioning
access to the European market on compliance with EU regulatory stan-
dards, the Union extends the global influence of its regulatory model
through economic necessity rather than direct legal compulsion [2]. In
practice, this means that the Al Act is likely to influence the design and
availability of Al systems used by LEAs worldwide, irrespective of their
domestic regulatory environment.

The drafters of the Al Act explicitly addressed law enforcement uses
of Al. The Regulation contains dedicated provisions on prohibited Al
practices with specific law enforcement exceptions, classifies many law
enforcement Al applications as high-risk, and establishes transparency
obligations that are modified in certain law enforcement contexts.

Section 4.2 in this chapter traces the development of the AI Act
from its political origins through the trilogue negotiations, focusing on
the law enforcement dimensions of that process. Section 4.3 provides a
structured analysis of the substantive provisions most directly affecting
LEA operations, including prohibited practices, high-risk classifications,
deployer obligations, transparency requirements, data protection inter-
faces, governance structures, and individual rights. Section 4.4 concludes
with observations on compliance strategy.
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4.2 THE DEVELOPMENT OF THE Al AcT
4.2.1  From Ethics to Legislation: 2018-2021

The binding regulation of artificial intelligence at Union level emerged
from a gradual soft-law process. In April 2018, the European Commission
published its Communication ‘Artificial Intelligence for Europe’, identi-
fying excellence and trust as twin policy objectives [9]. The Commis-
sion subsequently convened the High-Level Expert Group on Artificial
Intelligence (Al HLEG), whose Ethics Guidelines for Trustworthy Al,
published in April 2019, translated those objectives into seven operational
requirements:

1. Human agency and oversight

2. Technical robustness and safety

3. Privacy and data governance

4. Transparency

5. Diversity, non-discrimination and fairness
6. Societal and environmental well-being

7. Accountability

While these guidelines became influential for LEAs and for EU-funded
research projects developing Al tools for law enforcement purposes, they
lacked binding legal force. Nevertheless, they provided much of the
normative foundation upon which the later legislative framework was
built.

Compared with the Ethics Guidelines for Trustworthy Al, the Al Act
adopts a narrower and more operationalised understanding of trustwor-
thiness. As Laux et al. [10] observe, the Regulation largely conceptualises
trustworthiness in terms of the acceptability and management of Al-
related risks through conformity assessment and regulatory compliance
mechanisms. This conflation of ‘trustworthiness’ with ‘risk acceptabil-
ity’, rather than with broader public trust, may not necessarily generate
the societal confidence that the Regulation seeks to promote. For law
enforcement decision makers, this critique highlights an important prac-
tical point: compliance with the Al Act does not automatically produce
public trust in Al-assisted policing.

The Commission’s White Paper on Artificial Intelligence (February
2020) translated the ethics-based framework into a legislative agenda,
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proposing a dual-pillar approach combining innovation support with
proportionate regulation of high-risk Al systems [9].

4.2.2  The Commission Proposal and the Law Enforcement Debate

On 21 April 2021, the Commission presented its proposal for the
Al Act. Veale and Borgesius [19] characterised the proposal as one
that ‘mixes reduction of trade barriers with broad fundamental rights
concerns in a structure unfamiliar to many information lawyers’ (p. 98).
The proposal introduced the now-familiar risk-based architecture distin-
guishing between prohibited, high-risk, limited-risk, and minimal-risk
Al uses. For LEAs, the proposal already contained a qualified prohi-
bition on certain forms of real-time remote biometric identification in
publicly accessible spaces, restrictions on predictive policing practices
based solely on profiling, and the classification of various law enforcement
Al applications as high-risk under Annex III [16].

Smuha et al. [17] identified an early structural weakness in the
proposal: unlike Annex III, which the Commission could amend through
delegated acts, the list of prohibited Al practices in Article 5 was compar-
atively static. The prohibited-practices regime, they argued, appeared
heavily influenced by contemporary controversies such as social scoring
and remote biometric identification by law enforcement authorities,
despite the difficulty of predicting future AI uses. This critique proved
prescient, as the rapid emergence of general-purpose Al and large
language models during 2022 and 2023 required substantial additions
to the regulatory framework rather than adaptation of the original
prohibited-practices structure.

The law enforcement community actively participated in the legislative
debate. In May 2022, European police chiefs issued a joint declaration
acknowledging that Al systems are particularly well suited to supporting
investigative activities, whilst cautioning against regulatory approaches
that might unduly impede legitimate law enforcement functions [16,
p. 601]. Their intervention reflected a central tension underlying the
legislative process: the balance between fundamental rights protection and
operational effectiveness in policing.
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4.2.3  Council, Parliament, and Trilogue

The Council of the European Union adopted its General Approach in
December 2022, refining several law enforcement provisions and modi-
fying the conditions governing exceptions for real-time remote biometric
identification. In June 2023, the European Parliament adopted its posi-
tion at first reading, proposing a substantially more restrictive approach
to law enforcement uses of Al than that reflected in the Council text.

The trilogue negotiations concluded in December 2023. The resulting
compromise tightened the conditions governing real-time remote
biometric identification by introducing stricter authorisation require-
ments, mandatory Fundamental Rights Impact Assessments (FRIAs), and
notification obligations, whilst maintaining a comparatively more permis-
sive framework for certain forms of post-remote biometric identification.
This distinction, discussed further in Sect. 4.3.3.3, has attracted sustained
criticism in the academic literature. The final text was published in the
Official Journal on 12 July 2024 as Regulation (EU) 2024 /1689. The Al
Act and the Council of Europe Framework Convention on Artificial Intel-
ligence, Human Rights, Democracy and the Rule of Law were finalised
within the same broader regulatory period in 2024.

4.2.4  Entry into Force and Phased Applicability

The phased applicability structure of the Al Act is operationally significant
for LEAs. The prohibited AI practices contained in Chapter II became
applicable on 2 February 2025, meaning that Al systems deployed
by LEAs after that date must comply with Article 5 Al Act. Gover-
nance provisions and most rules concerning penalties became applicable
on 2 August 2025. Most obligations concerning high-risk Al systems,
including deployer obligations under Article 26, are scheduled to become
applicable from 2026 onwards under the phased implementation regime
established by Article 113 AI Act.

4.2.5  The Digital Omnibus Package and Implementation
Adjustments

The AI Act’s implementation timeline has recently been revised. On
7 May 2026, the Council Presidency and the European Parliament
announced a provisional agreement under the so-called Omnibus VII
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package to streamline certain rules on AI. The agreement adjusts the
timeline for applying rules on high-risk Al systems by up to 16 months,
conditional on the Commission confirming that the necessary harmo-
nized standards and tools are available. The new application dates are
2 December 2027 for stand-alone high-risk Al systems under Annex
IIT and 2 August 2028 for high-risk Al systems embedded in products.
For LEAs, this means that the most consequential obligations (including
deployer requirements under Article 26 and the FRIA under Article 27)
are unlikely to acquire full enforceability before late 2027. The agreement
also introduces a new prohibition under Article 5 Al Act on the use of Al
systems to generate non-consensual sexual content or child sexual abuse
material (CSAM), applicable without exception to all deployers including
LEAs. Formal adoption is expected in summer 2026.

4.3 RELEVANT PROVISIONS OF THE Al
AcT FOR LAW ENFORCEMENT

4.3.1  Scope: The Definition of AI System

The AI Act applies not to artificial intelligence in the abstract, but to ‘Al
systems’ and to general-purpose Al (GPAI) models within the meaning
of the Regulation. Article 3(1) defines an ‘Al system’ as a machine-
based system designed to operate with varying levels of autonomy that
infers, from inputs, how to generate outputs (including predictions,
content, recommendations, or decisions) that can influence physical or
virtual environments. A core component of the definition is the system’s
capacity to infer from inputs how to generate outputs through machine-
based processing techniques, including learning, reasoning, or modelling
approaches that exhibit a degree of autonomy beyond purely manual
human operation.

For LEAs, this definitional threshold creates practical challenges. The
Al Act does not generally require providers to identify every software
product explicitly as containing an Al system within the meaning of the
Regulation. A law enforcement agency acquiring a complex investigative
tool may therefore not know with certainty whether it contains one or
more Al systems within the meaning of the Al Act. As a consequence,
procurement specifications should require explicit contractual representa-
tions from software providers concerning Al Act applicability. In cases of
doubt, LEAs should seek independent technical assessment.
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It is also worth noting that the Al Act adopts a broader conception of
an Al system’s lifecycle than conventional product safety laws. Regulatory
obligations begin at the design and development stages instead of the time
a product is placement on the market. This provides important context for
the documentation and traceability requirements established in Articles
11 to 13 AI Act. The intent of those documentation requirements is to
ensure that compliance-relevant decisions made during development are
captured and are auditable throughout the system’s operational life.

4.3.2  The Risk-Based Approach and Its Critiques

The AI Act’s operative mechanism is a risk-based classification distributing
regulatory obligations in proportion to assessed risk. Hohmann and
Kollar [8, p. 1] characterise the architecture as a risk-based framework
distinguishing between prohibited, high-risk, limited-risk, and minimal-
risk AI uses, distributing regulatory burdens in order to address Al-related
risks ‘while ensuring the enforcement of the public interest and a high
level of protection rooted in European cultural and political foundations’.
For LEAs, the challenge is that the categories of Al application most valu-
able to operational policing (biometric identification, predictive analytics,
and suspect profiling) are precisely those subject to the highest regulatory
burdens.

The risk-based approach has attracted critique. Rangone and Megale
[15, p. 1082] observe that the Al Act’s ex ante risk-based approach
‘might lead to regulatory obsolescence’ given the pace of Al development
and risks ‘over or under-inclusion of Al applications in risk categories’.
Specifically in the law enforcement context, Smuha et al. [17, p. 32] noted
early that Annex III’s law enforcement category, by focusing on systems
involving natural persons as subjects, risks omitting geospatial crime
analytics—area-based predictive policing systems that do not profile iden-
tifiable individuals—from high-risk classification despite their potential for
discriminatory resource allocation.

The Commission has since published Draft Guidelines on the classifica-
tion of high-risk Al systems under Article 6(3), which provide clarification
of the exemption criteria. The Draft Guidelines point out that Annex III
categories must be interpreted in light of the intended purpose of the Al
system and its actual impact on decision-making processes. A system that
merely assists a human decision without materially influencing it may fall
outside the high-risk classification even where it nominally falls within an
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Annex IIT category. This distinction has practical relevance for LEAs oper-
ating analytical tools in an advisory rather than determinative capacity.
However, it should be noted that these are currently only guidelines and
changes could happen.

4.3.3  Prohibited AI Practices: Article 5

4.3.3.1  Prohibitions Without Law Enforcement Exception

Article 5 Al Act identifies a number of Al practices as presenting unac-
ceptable risks and prohibits them outright. Several prohibitions apply
without any exception whatsoever, including to law enforcement. The
prohibition most relevant for LEAs is Article 5(1)(e) Al Act, which
prohibits the use of Al systems that create or expand facial recognition
databases through untargeted scraping of facial images from the internet
or CCTV footage. This prohibition is absolute. It directly constrains the
methodological approach of several commercially available investigative
tools, including Clearview Al, that have been used by LEAs across Europe
and internationally [17, p. 7].

43.3.2  Individual-Based Predictive Policing

Article 5(1)(d) AI Act prohibits Al systems used to assess the risk of an
individual committing a criminal offence based solely on profiling or on
personality traits and characteristics. The prohibition does not extend to
Al systems supporting a human assessment of individual criminal involve-
ment where that assessment is already grounded in objective and verifiable
facts directly linked to criminal activity. Recital 42 makes the legislative
intent explicit: the prohibition seeks to preserve the presumption of inno-
cence by ensuring that individuals are judged on actual conduct rather
than algorithmic prediction alone.

The prohibition does not extend to area-based predictive policing
systems operating through the assessment of crime probabilities at specific
locations using historical or statistical data rather than individual profiling.
Systems such as PredPol or CompStat, which identify crime hotspots by
correlating location, time, and historical offence patterns, therefore fall
outside Article 5(1)(d). Recital 42 further clarifies that risk analytics used
to assess the likelihood of financial fraud or the localisation of narcotics
on the basis of suspicious transaction patterns or known trafficking routes
are likewise not covered where they are not based solely on profiling of
identifiable individuals.
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4.3.3.3  Biometric Categorisation

Article 5(1)(g) Al Act prohibits the use of biometric categorisation
systems to deduce or infer an individual’s race, political opinions, trade
union membership, religious or philosophical beliefs, sex life, or sexual
orientation. The prohibition does not, however, prevent certain forms of
technical labelling or filtering of lawfully acquired biometric datasets in
the law enforcement context. Recital 30 gives the example of categorisa-
tion based on objectively observable physical features such as hair colour
or eye colour. However, the prohibition continues to apply to the deduc-
tion or inference of sensitive characteristics such as political opinions,
religious beliefs, or sexual orientation from biometric data.

4.3.34  Real-Time Remote Biometric Identification in Publicly
Accessible Spaces

This prohibition is among the most operationally consequential provisions
of the AI Act for policing. Article 5(1)(h) prohibits LEAs from deploying
‘real-time’ remote biometric identification systems in publicly accessible
spaces. A remote biometric identification system is defined as an Al system
identifying natural persons through comparison of their biometric data
against a reference database. Identification is considered ‘real-time’ where
there is no significant delay between data capture, comparison, and iden-
tification. ‘Publicly accessible spaces’ refers to physical spaces accessible to
an indeterminate number of persons. Online environments are expressly
excluded from this definition.

The prohibition admits four narrowly framed exceptions; all subject to
a strict necessity requirement. Each use requires prior authorisation by
a judicial authority or by an independent administrative authority whose
decision is binding, subject in urgent cases to retrospective authorisation
within 24 hours. Deployment of such systems is further subject to the
FRIA requirements of Article 27 Al Act, as well as notification obligations
vis-a-vis the market surveillance authority and the national data protection
authority.

Permitted uses are limited to:

e The targeted search for victims of abduction, trafficking, or sexual
exploitation, and missing persons

e The prevention of a specific, substantial, and imminent threat to life
or of a terrorist attack
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e The identification of suspects for the investigation, prosecution, or
execution of criminal penalties for Annex II offences punishable by
a maximum custodial sentence of at least four years

The exclusion of online spaces from the prohibition creates a signifi-
cant interpretive gap. Article 5(1)(h), read together with Article 3(44),
produces the anomalous result that real-time facial recognition on a live
CCTV feed in a railway station is prohibited, subject to exceptions,
whereas the same identification performed on a live internet video stream
falls outside the prohibition. Such online identification may nevertheless
qualify as a high-risk Al system under Annex III No. 1(a), although
without being subject to the stricter safeguards of Article 5. Recital 95
sentence 4 Al Act explicitly states that the conditions governing post-
remote biometric identification must not be used to circumvent the
stricter conditions applicable to real-time identification systems. A LEA
systematically routing biometric identification through online streams in
order to avoid Article 5(1)(h) would therefore engage directly with this
anti-circumvention principle.

4.3.4  High-Risk AI Systems

4341  Classification

Chapter III of the Al Act establishes the regulatory framework for Al
systems posing significant risks to health, safety, or fundamental rights.
For LEAs, the relevant classification mechanism is Article 6(2) in connec-
tion with Annex III. Annex III identifies several categories of stand-alone
high-risk Al systems, including systems used in biometrics (No. 1) and law
enforcement (No. 6), both of which are of direct operational relevance to
LEAs.

Classification under Annex IIT does not automatically result in high-
risk status in every case. Based on Article 6(3) Al Act, an Annex III
system is not to be considered high-risk where it does not pose a signif-
icant risk of harm to the health, safety, or fundamental rights of natural
persons, including where the system merely performs a narrow procedural
or preparatory task, improves the result of a previously completed human
activity, or otherwise does not materially influence decision-making in the
relevant area.
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Annex III No. 6 lists five use-cases applicable to LEAs and agencies
acting on their behalf, classified as high-risk ‘because their accuracy, relia-
bility and transparency is particularly important to avoid adverse impacts,
retain public trust and ensure accountability and effective redress’. The
five use-cases are:

1. Al systems assessing the risk of an individual becoming a victim of
criminal offences (area-based predictive policing)

2. Al systems used as polygraphs or similar credibility assessment tools

3. AI systems evaluating the reliability of evidence in criminal investi-
gations or prosecutions

4. Al systems assessing the risk of an individual offending or re-
offending, or assessing personality traits and past criminal behaviour

5. Al systems used for the profiling of individuals in the detection,
investigation, or prosecution of criminal offences

This taxonomy covers a wider range of Al capabilities that LEAs
currently deploy (see example use cases in Chaps. 12, 13, and 14).

4.3.4.2  Mandatory Requivements

A high-risk AI system must satisfy a set of mandatory requirements before
it can be placed on the market or put into service. These requirements,
established in Arts. 9-15 Al Act, include:

1. The establishment and maintenance of a risk management system
continuously identifying and evaluating risks throughout the
system’s lifecycle

2. Compliance with data and data governance requirements, including
the use of training, validation, and testing datasets meeting standards
of relevance, representativeness, and, as far as possible, freedom from
errors and completeness

3. The preparation of appropriate technical documentation

4. The implementation of automatic logging capabilities ensuring an
appropriate level of traceability

5. The provision of instructions for use and other information to
deployers

6. The design and implementation of effective human oversight
measures
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7. The achievement of appropriate levels of accuracy, robustness, and
cybersecurity

Compliance with these requirements must generally be demonstrated
through a conformity assessment procedure. Following successful assess-
ment, the provider draws up an EU declaration of conformity and affixes
the CE marking before the system may be placed on the market or put
into service.

The dataset quality requirement demands separate attention. Article
10(2)(f) Al Act explicitly requires that training, validation, and testing
datasets be examined for possible biases that are likely to affect health
and safety or lead to discrimination prohibited under Union law. This
provision directly confronts a documented structural problem in law
enforcement Al. Historical crime data reflects pre-existing patterns of
enforcement activity that may themselves be discriminatory. A biometric
identification system trained predominantly on one demographic will
generate systematically higher false positive rates for underrepresented
groups. Researchers have documented this differential impact extensively
[4, 11]. The AI Act does not resolve the underlying structural problem,
but it creates clear legal exposure for providers who deploy systems with
demonstrably unrepresentative datasets and for LEAs that operate such
systems without adequate human oversight and documentation. As Case-
buro and March (2024) note, ‘if the Al-based unfavourable treatment
relies on prohibited grounds and is not adequately justified, law enforce-
ment Al can violate the rights to equality and non-discrimination as
safeguarded by Articles 20 and 21 of the Charter’ (p. 1571).

4.3.4.3  Deployer Obligations

Based on Article 26 Al Act, an LEA deploying a high-risk Al system must
take appropriate technical and organisational measures to ensure that the
system is used in accordance with the provider’s instructions for use;
assign human oversight to persons possessing the necessary competence,
training, and authority; ensure that input data is relevant and sufficiently
representative in view of the system’s intended purpose; monitor the oper-
ation of the system on the basis of the instructions for use and inform the
provider and relevant authorities where risks within the meaning of Article
79 Al Act arise; suspend use where the system presents a risk to health,
safety, or fundamental rights; and retain automatically generated logs to
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the extent such logs are under the deployer’s control, for a period appro-
priate to the intended purpose of the system and, for high-risk Al systems
used in law enforcement, for at least six months unless Union or national
law provides otherwise.

In addition, LEAs deploying high-risk Al systems listed in Annex III
are generally required to conduct a Fundamental Rights Impact Assess-
ment pursuant to Article 27 Al Act. Where the deployment involves post-
remote biometric identification systems in the context of targeted law
enforcement investigations, additional conditions under Article 26(10)
AI Act apply, including, in principle, prior authorisation by a judicial
authority or by an independent administrative authority whose decision
is binding.

4.3.4.4  Fundamental Rights Impact Assessment

Public bodies deploying high-risk Al systems referred to in Annex III
(including, in most cases, LEAs) are required under Article 27 Al Act to
conduct a Fundamental Rights Impact Assessment (FRIA) before putting
the system into use. The FRIA must include, inter alia, a description of
the processes in which the system will be used; the period and frequency
of intended use; the categories of natural persons and groups likely to be
affected; the specific risks of harm to fundamental rights; the human over-
sight measures to be implemented; and the arrangements for governance,
supervision, and complaint handling. Following completion of the FRIA,
the deployer must notify the relevant market surveillance authority that
the assessment has been conducted and provide the information specified
in Article 27 AT Act.

4.3.5  Transpavency Obligations

Article 50 AI Act establishes several transparency obligations that are
relevant for LEAs because they contain specific law enforcement exemp-
tions. Providers of Al systems interacting directly with individuals must
generally disclose that the interaction involves Al, unless the use is autho-
rised by law for the detection, prevention, investigation, or prosecution
of criminal offences. Similar exemptions apply to certain obligations
concerning Al-generated or manipulated content and to the use of
emotion recognition or biometric categorisation systems. These exemp-
tions create operational space for covert or non-transparent Al use in
criminal investigations. They do not, however, remove the obligation
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to comply with the Law Enforcement Directive, the Charter of Funda-
mental Rights, and applicable national procedural rules governing covert
investigative measures.

The academic literature on Al transparency provides important context
for understanding the practical significance of these obligations. Felz-
mann et al. [6, p. 3333] conceptualise ‘transparency by design’ as
a requirement that Al systems be designed so that decision-making
processes can be retraced, with records allowing reliable reconstruction
of relevant decisions and attribution of responsibility. This concept of
traceability is reflected in the Al Act’s requirements concerning logging,
record-keeping, technical documentation, and information provision to
deployers, particularly in Articles 11-13 AI Act. As noted in the trans-
parency literature mapping the EU regulatory framework for Al, design
flaws in algorithms or training datasets can cause failures that lead to
violations of fundamental rights, yet ‘some degree of opacity can be
systemic and resistant to attempts at transparency, especially when the use
of machine learning algorithms makes deductive explanation impossible’
[5, p.10].

4.3.6  The Data Protection Interface

The AI Act does not operate in isolation. It coexists with the Law
Enforcement Directive (LED) and, outside the law enforcement context,
the GDPR. The LED, as the primary data protection instrument
governing police and criminal justice processing, applies to personal data
processed by Al systems deployed by LEAs. Article 11(1) LED estab-
lishes that decisions based solely on automated processing, including
profiling, which produce an adverse legal effect concerning the data
subject or significantly affect the data subject, are prohibited unless autho-
rised by Union or Member State law providing appropriate safeguards, at
a minimum including the right to obtain human intervention. This provi-
sion interacts closely with the Al Act’s restrictions on predictive policing
and other high-risk law enforcement Al uses, both instruments requiring
meaningful human involvement where automated systems substantially
influence decisions affecting individuals.

Hohmann and Kollar [8, p. 1] note that the Al Act ‘supplements the
GDPR through a risk-based approach that subjects high-risk Al systems
to specific obligations’ and that its central concerns include ‘algorithmic
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opacity, bias, and legal uncertainty in profiling and automated decision-
making’. Their analysis illustrates how the AI Act seeks to mitigate these
risks through strengthened requirements concerning risk management,
human oversight, transparency, and data governance. The FRIA and
DPIA obligations are parallel but distinct: the FRIA focuses broadly on
risks to fundamental rights, whereas the DPIA focuses specifically on
risks arising from personal data processing. For LEAs deploying biometric
identification or predictive analytics systems, both assessments will often
be required.

4.3.7  Governance and Enfovcement

The AI Act establishes a complex governance architecture combining EU-
level coordination with decentralised national enforcement. At the EU
level, the AI Office plays a central role in the implementation, supervision,
and coordination of the Al Act, particularly regarding general-purpose Al
models. At national level, EU Member States must designate competent
authorities, including at least one market surveillance authority respon-
sible for supervision and enforcement within their territory. Novelli et al.
[13, p. 590] describe this governance structure as ‘intricate, yet solid’,
comprising the Al Office, the European Al Board, the Advisory Forum,
the Scientific Panel, and national competent authorities whose effective
functioning depends on close interinstitutional coordination (for a UK
perspective see Chaps. 2 and 3).

The enforcement framework contains specific safeguards for law
enforcement Al systems. Where LEAs deploy high-risk Al systems
referred to in Annex IIT points 1, 6, or 7, the technical documen-
tation must remain within the premises of those authorities. Market
surveillance authorities may obtain access upon request, but access is
restricted to personnel holding the required security clearance. Soder-
lund and Larsson [18, p. 40] characterise this structure as reflecting the
Al Act’s decentralised enforcement model, under which EU Member
States retain primary responsibility for operational supervision while
Market Surveillance Authorities (MSA) are granted extensive investiga-
tive powers, including access to training datasets and, where necessary
and proportionate, source code.
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4.3.8  Individual Rights and the Accountability Gap

One aspect relevant in the broader context of enforcement is the absence
of general substantive individual rights enforceable against providers or
deployers. Smuha et al. [17, p. 51] identify this as a significant weak-
ness in Al Act and point out that the lack of substantive individual
rights in the AI Act ‘reduces individuals to entirely passive entities,
unacknowledged and unaddressed in the regulatory framework’. The Al
Act operates primarily through obligations imposed on providers and
deployers, enforced by regulatory authorities and not rights exercised by
individuals against Al operators.

Rangone and Megale [15, p. 1082] extend this analysis, observing that
‘the European values foreseen in the Act are likely to remain primarily
aspirational’ and that the Act risks ‘neglecting adequate protection of
central aspects intertwined with the development of Al systems’. Their
observation has direct operational relevance for LEAs. Compliance with
the AT Act’s procedural and technical requirements does not immunise a
LEA from challenge under the ECHR, the EU Charter, the Law Enforce-
ment Directive, or national law. The Bridges litigation in England and
Wales (Bridges v Chief Constable of Soutlh Wales Police), where facial recog-
nition use by the South Wales Police was found unlawful, not because
of a specific Al regulation but through the application of existing data
protection and equality legislation, illustrates that compliance with one
regulatory framework (the Al Act) does not guarantee lawfulness across
all applicable frameworks. As a consequence, LEAs should embed AI Act
compliance in a broader compliance regime that includes ECHR, the
EU Charter, the Law Enforcement Directive and national law (see also
Chap. 5).

Experience from EU funded projects in the FCT (Fight against Crime
and Terrorism) domain underlines that building and maintaining public
trust in Al-assisted policing requires engagement that goes beyond legal
compliance. The academic literature on trust in Al in the public sector
consistently identifies transparency, explainability, and meaningful human
oversight as the functional prerequisites for citizen acceptance ([6]; also
Chap. 10). Laux et al. [10, p. 3] observe that ‘even allegedly trustworthy
persons, institutions, and technologies might not be trusted after all’ by
populations who have historically faced discrimination, whose distrust of
broadly accepted signals of trustworthiness is rational.
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4.4 CONCLUSION

The EU AI Act is a binding EU law with implications for LEAs. Three
conclusions emerge from the foregoing analysis. First, the Al Act ends
the era in which, in some cases, law enforcement could have deploy Al
tools without explicit legal authority, structured accountability, and docu-
mented human oversight. The combination of registration requirements,
FRIA obligations, mandatory logging, and other limitations consti-
tutes an accountability framework without precedent in prior legislation
governing law enforcement.

Second, in areas with operational relevance for LEAs (the prohibition
on individual-based predictive policing without independent factual basis,
the conditional prohibition on real-time biometric identification, and the
high-risk classification of five categories of law enforcement Al applica-
tion) LEAs are forced to undertake legal assessments before deploying
specific Al systems. Due to the complexity of the assessment, it is
unlikely that they can be delegated to procurement officers or information
technology departments.

Third, it is clear that the impact of the EU AI Act is not limited
to the 27 EU Member States. Non-EU LEAs procuring Al tools from
EU-market-compliant vendors most likely in the future acquire systems
designed to meet the requirements of the AI Act. Whether the AI
Act’s standards will become the global baseline for law enforcement Al
procurement will need to be seen.

The challenge for law enforcement leadership is to avoid confusion
while implementing the necessary compliance framework. The Regula-
tion’s requirements on transparency, human oversight, data quality, and
fundamental rights impact assessment are—though likely not intended—
bureaucratic burdens imposed upon LEAs. This said, they are (if
embedded in a large compliance framework) the conditions under which
Al-assisted policing can maintain the public legitimacy without which
LEAs cannot operate. As Akhgar et al. [1] observe in the AP4AI Frame-
work for Accountable Al in the Security Domain, accountability in
Artificial Intelligence is ultimately the condition of legitimate authority.
That observation applies with particular force to the law enforcement
community as it navigates the most significant legal transformation of
investigative technology in a generation.
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CHAPTER 5

Establishing AI Accountability in Policing
and Security

Petra Saskin Bayerl and Babak Akhgar

5.1 INTRODUCTION

Artificial Intelligence (AI) presents policing with important capabilities to
increase the speed, accuracy, and range of investigations whilst reducing
costs and potentially directing resources more effectively and efficiently.
Some AI models provide the potential to solve old crimes by helping
investigators to identify cases that contain promising evidence which
could be re-examined using new forensic techniques. They also help to
prevent new crimes, particularly where technology is being used by the
perpetrators, for example, to detect cyber-attacks faster, identify large-
scale frauds, or fend-off disinformation campaigns, or detect deep fake.
In fact, Al use becomes an imperative given that criminals and crime
networks increasingly deploy Al against society and States (Chaps. 13,
14).
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At the same time, there are understandable concerns in society about
the police use of Al that are centred around the infringements of privacy,
fundamental freedoms, or even critical thinking (e.g. [8, 12]). These
concerns also find expression in an increasing tendency to challenge Al
use in the courts and the tightening of regulations on national and inter-
national levels. The challenge for police is how to capitalize on Al to
safeguard society whilst also assuaging societal concern about their use of
advanced technological capabilities.

We argue that Al accountability is an important concept that binds
organisations to enforceable obligations and thus ensures actionable
procedures to assess, evidence, and enhance responsible Al usage in
policing. Beyond the concepts of trustworthiness and explainability, Al
accountability imposes obligations on organisations to justify their Al
usage, monitor its application, and above all, enforce changes and redress
it things go wrong.

Whilst accountability seems an abstract concept, it can be a very
practical instrument, not only for the proactive risk assessment and
management of Al but also to understand the benefits of Al deployment:
‘It helps to think through the why, what, how, who and for whom of Al
deployments, and it does so proactively. It supports police forces to: under-
stand visks and strengths befove each Al procurvement, deployment or change;
know up-front what to do if something goes wrong; [and] understand which
areas of accountability ave achieved or need addvessing, and have evidence
ready in case they get challenged and have to proof adequate Al procedures’
(5, p. 17].

This chapter offers firstly the conceptual foundation for Al account-
ability in policing, in that it defines Al accountability as a composite of
12 accountability principles. It further explains how to make the concept
practical and assessable through the operationalisation of the principles
into eight themes.

5.2 DEFINING Al ACCOUNTABILITY
IN A PorLiciING CONTEXT

Accountability is the ‘acknowledgement and assumption of responsibility
for actions, decisions, and their consequences’ [10] and comprises in
itself the three aspects of monitoring, justification and enforcement [15].
Accountability thus offers the ability to monitor and enforce obliga-
tions towards one or multiple stakeholders, in the understanding that not
meeting these obligations will lead to consequences.
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The importance of accountability lays in its aim of ‘preventing and
redressing abuses of power’ [15, p. 14]. It has thus at its very core the
notion of negotiations across various legitimate interests when it comes
to the deployment of Al for policing and security purposes.

Al Accountability specifically refers to ‘the acknowledgement of an
organisation’s responsibility, when using Al, to act in accordance with
the legitimate expectations of stakeholders and the acceptance of the
consequences—Ilegal or otherwise—if they fail to do so’ [2].

5.2.1  The Need to Consider the Complete AI Lifecycle

Often, Al accountability discussions are focused on algorithms (e.g. [9]),
the purchase of Al capabilities, or deployment stages [1]. However,
accountability does not stop once a system is no longer in use. Whilst
the facial recognition systems used by the Metropolitan police to iden-
tify persons wanted for previous serious criminal offences or individuals
representing a risk of violence at public events may only be in use for
some hours or days,! consequences may last considerably longer—both
in a positive sense such as arrests of wanted offenders and in a nega-
tive sense—when decisions may have been wrong infringing on the rights
of the individual affected. The Harm Assessment Risk Tool (HART)
used by Durham Police in the UK to assess the likelihood of suspects
for reoffending was heavily criticised for being flawed and to system-
atically over-estimate the risk of re-offending using ‘racist data profiles’
[11; also 7].

Al capabilities leave data, decisions, and impacts, even if they are
decommissioned. To ensure a comprehensive risk assessment and manage-
ment, a core requirement is therefore that police organisations evaluate Al
accountability across the full lifecycle of their Al capabilities or systems.
The lifecycle begins before deployment, with either design or procure-
ment, and ends not with deployment but with post-deployment to handle
the legacy of Al capabilities (see Fig. 5.1). We hence argue that the full
lifecycle should be conceptualised in six stages:

1. Pre-deployment: Encapsulates all considerations and decisions

before an Al system or capability enters operational use. This

L hteps: / /www.met.police.uk /police-forces /metropolitan-police /areas /about-us /
about-the-met/facial-recognition-technology,/ .


https://www.met.police.uk/police-forces/metropolitan-police/areas/about-us/about-the-met/facial-recognition-technology/
https://www.met.police.uk/police-forces/metropolitan-police/areas/about-us/about-the-met/facial-recognition-technology/
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encapsulates disparate ‘origins’ of the Al system, as either self- or co-
developed by a police force or as procured from ‘outside’, creating
two entry points:

a. Reseavch and design: the Al capability is created or co-created
with direct input from the adopting police force; this includes
full consideration for training datasets

b. Procurement: the Al capability is brought in (e.g. purchased)
from a third-party

2. Deployment: Encapsulates all considerations and decisions during
the operational deployment of an Al capability

a. Operational usage: running of the Al capability according to a
specified purpose

b. Revision: adaptation of the Al capability either in (a) its features
or (b) in the purpose of its application

3. Post-deployment: Encapsulates all considerations and decisions
after the operational deployment of the Al capability has ended

a. Migration: the Al capability is replaced by a different Al capability
for the same or closely related purpose and data, decisions, ectc.
are transferred

b. Decommissioning: the Al capability is retired, and no further Al
capability is used going forward

Pre-deployment

Research
and design

Internal design
of Al system

Procurement

Acquisition of
external Al system

Fig. 5.1 Al lifecycle stages
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This comprehensive view of the Al lifecycle is vital, as each stage is
linked to disparate Al accountability considerations, roles and respon-
sibilities. For instance, a police force (co)creating an Al system has
considerable influence on the exact design but requires strong internal
expertise on algorithms, models, and training data. In contrast, the
procurement of a system means that numerous decisions may not be
in the hand of the deploying organisations (e.g. training data or algo-
rithms used), which shifts responsibilities for ensuring and evidencing
AI Accountability to provider organisations (Chap. 7). Similarly, deploy-
ment and post-deployment are likely to involve disparate core functions
such as analysts during deployment, and data protection officers during
post-deployment.

Since each stage in the Al lifecycle is linked with specific considera-
tions and decision points, they each require stage-specific planning and
management (for details see the AIPAS Implementation Guidance in the
Appendix). Particularly the transition phases—from pre-deployment to
deployment and from deployment to post-deployment—require careful
management, when responsibilities, knowledge, data, logs, etc. may need
to be handed over to new functions.

522  AI Accountability as a Process and Network of Mutual
Obligations

The AI lifecycle, whilst important, is still a largely static perspective on
accountability, where Al accountability responsibilities and tasks transi-
tion (more or less) neatly from one stage to another. Whilst true in the
broader sense, in practice accountability is much ‘messier’. Our concept
of Al accountability is therefore based on two core understandings: that
accountability is a process and that it is accomplished in a network of mutunl
obligations [5].

5221  Accountability as a Process

Al deployments require active management to ensure that they remain
legal, transparent, responsive to, and in line, with societal expectations.
Al accountability is not something that can be assessed once and then
assumed. It needs to be assessed and re-assessed across the lifecycle of
an Al system. Also, external triggers can require a review: new poli-
cies or regulations may change the legal landscape for data collection or
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retention, new Al capabilities may require a review of decision oversight,
etc.

Moreover, accountability obligations such as learning and redress (see
Sect. 5.3.1) are by design intended to ensure that accountability arrange-
ments, processes, and mechanisms can adapt to changing circumstances.
Transparency, explainability, and inclusivity are further accountability
requirements that emphasise process, as communication and negotia-
tion with diverse stakeholder groups is seldom straightforward but needs
continuous engagements and refinements.

5222  Accountability as a Network of Mutual Obligations

Policing accountability implicates a multitude of functions within the
police, as well as external stakeholders the police are accountable to (e.g.
ministries, mayors, general public) and accountable for (e.g. victims of
crime, communities at risk) (Chaps. 2, 3). The introduction of Al does
not change this but rather adds additional obligations, such as avoid-
ance of algorithmic biases, automation biases, and human oversight for
decisions.

However, we argue that accountability is not only from police to
others; instead, there are also obligations that other stakeholders have
towards the police. An example are the responsibilities of Al providers to
be transparent about training data and faults in algorithms of their systems
that police may purchase. Another example is the reliance of policing
on the public for support such as the reporting of crimes, information
relevant to investigations, or even simply the adherence to laws. As we
formulated elsewhere, ‘the creation of such velationships may well carry a
legitimate expectation on bebalf of internal securvity actors that citizens
will attract some degree of accountability for the data they contribute’ [4,
p- 4].

Mapping out a comprehensive view of relevant stakeholders for a
specific (planned or current) Al deployment is crucial to understanding
these mutual obligations. We refer to this comprehensive overview as the
‘stakeholder landscape’ that allows for the systematic outline of which
functions or organisations are accountable to whom, in which way, and
what respective requirements and needs are for information, commu-
nication, engagement, evidence, etc. This enables the police to target
accountability measures in the correct way to ensure all stakeholders
are able to understand the purpose, remit, and (potential) impacts of
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Al deployments. The objective is to make the Al accountability process
practical, so it can be translated into concrete steps and measures.

5.3 MAKING Al ACCOUNTABILITY
PRACTICAL AND ASSESSABLE

Al accountability is not separate from police accountability; if done right,
it is an integral part of police accountability and every-day accountability
arrangements.

Police accountability is a broad and complex concept that does not
lend itself easily to assessment and quantification. A common approach
to make police accountability more accessible is a principles-based
approach. Principles have been used in numerous Al ethics frameworks,
such as OSCE or ALTAI (Assessment List for Trustworthy Al [13]),
where abstract concepts such as responsible Al or trustworthy Al are
broken down into their defining components (i.e. principles). ALTAI for
example, decomposes trustworthy Al into seven principles ranging from
Transparency and Diversity, non-discrimination and fairness to Human
Agency and Oversight, with each principle further specified by questions
that aim to assess whether this principle has been fulfilled.

The same approach has also been fruitfully applied to policing account-
ability in the UK. The framework by Lennon et al. [14] who proposed
12 principles that together create a conceptual basis to establish police
accountability.

Using an earlier version of this framework as a foundation, we engaged
in a bottom-up process that contextualised police accountability to Al
in a policing and security context. The AP4Al (Accountability Principles
for Al [2]) project was framed within a European context with the aim
to define Al accountability in a way that makes it translatable into prac-
tical mechanisms, as well as transferable across deployment and national
contexts. The process involved extensive consultations with over 100
subject-matter experts from law enforcements, courts, ethics, industry,
and civil society across 28 countries to identify the relevant ‘universal’
components (i.e. principles) of Al accountability in policing (details of
the process can be found in [2, 3]). The result was a set of 12 AP4AI
principles, which were further validated in an international citizen consul-
tation with over 6,500 citizens in 30 countries (all 27 EU Member States,
UK, US, Australia [6]).
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This foundation was further developed in the subsequent UK-based
project AIPAS (AI Accountability for Policing and Security)? in which the
12 principles were re-validated and refined for the national UK context,
as well as four specific policing areas: forensics, counter terrorism, serious
and organised crime, and child sexual exploitation (see Chap. 8 for
details). Below we detail the final Al accountability principles and their
relevance for the Al accountability process.

531 The 12 AI Accountability (AIPAS) Principles

The final set of Al accountability principles consists of 12 components
that together allow to describe the full scope of obligations and require-
ments across the Al lifecycle and with explicit consideration of needs by
all relevant stakeholders. The following list gives the short definition of
the AIPAS principles:

1. Lawfulness—‘follow the law’: All aspects of the use of Al
should be lawful. Lawfulness includes compliance with specific
legal requirements such as the EU Al Act (where applicable),
as well as organisational and professional policies which must be
clearly identified and readily available

2. Completeness—‘leave nothing out’: Al accountability must cover
all relevant aspects of the Al ecosystem and lifecycle including its
design, supply, deployment, regulation, monitoring, and impacts

3. Inclusivity—‘leave no one out” Al accountability arrangements
must involve all relevant stakeholders engaged in and affected by
an Al deployment

4. Transparency—‘be open’: Al accountability needs clear, accurate
and meaningful information (subject to operational sensitivities) to
enabling those directly and indirectly affected or responsible for
oversight to make informed judgments and risk assessments about
the use of an Al system and the accountability arrangements and
support learning

5. Impartiality—‘empower independence’. Al accountability needs
impartial and independent monitoring, judgement and redress

2 AIPAS (‘Al Accountability for Policing and Security’) was funded by UKRI Engi-
neering and Physical Sciences Research Council (Responsible AI (RAI) TA091 Grant Ref:
EP/Y009800,/1). For more details see: https://centric-research.co.uk/projects /aipas


https://centric-research.co.uk/projects/aipas
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mechanisms, without any conflict of interest in a personal, polit-
ical, financial and functional way. Any conflict of interest must be
identified and addressed
6. Proof—*‘follow the evidence’: a forensic approach to all aspects
of Al systems and of the accountability process itself, demanding
and following clear evidence; The quality of that evidence should
reflect the potential impact of the Al system’s use/non-use and
mirror the standards of operational evidence gathering in terms of
integrity, credibility and continuity
7. Enforceability and Redress—‘make it right” external legal and
procedural routes for complaint and challenge, but also internal
mechanisms for individual enforceability and redress (such as
professional and policy standards) and contractual arrangements
8. Compellability—‘make it work’ oversight bodies must be in
position to make the Al accountability arrangements work giving
relevant bodies the ability to compel the sharing of necessary
information and evidence
9. Explainability—‘describe, demonstrate, demystify”: provide
information about Al capabilities, their purpose, and impacts
in a meaningful way that is easily understood by the relevant
participants/audience
10. Constructiveness—‘aim for better” stakeholders participate
constructively with a shared aim of improvement; this may include
considering different perspectives, inviting challenge and recog-
nising how disagreement can lead to beneficial solutions
11. Conduct—‘hold yourself accountable’ relates to adherence to
professional standards, values and expected behaviours which
incorporate integrity and ethics
12. Learning—‘look for the lesson”: willingness of organisations and
people to improve Al in every respect through the application
of (new) knowledge and insights, including the modification and
improvement of systems, structures, practices, processes, knowl-
edge and resources, as well as the development of professional
doctrine and agreed standards

The principles have connections to each other. For instance, Explain-
ability is linked to Inclusivity, as the way Explainability is enacted
depends on the number, type, and needs of the broad stakeholder
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Inclusivity
Constructiveness

e Enforceability and Redress
Coru Redress

. e Learning (proactive)
Adapt / Rectif

A B » Enforceability and Redress (reactive)
¢ Lawfulness
¢ Impartiality
o Compellability
* Proof

¢ Explainability

Understand
¢ Completeness

Know about * Transparency

Fig. 5.2 Relevance of the principles for the Al accountability process

landscape. In a similar way, Learning as well as Redress require Construc-
tiveness, if the police aim to meaningfully engage with lessons from
problematic or faulty Al deployments and with individuals/groups that
have encountered negative consequences. However, the 12 principles
address distinct aspects in the accountability process (Fig. 5.2), which
means all principles are required to fulfil policing’s Al accountability
obligations.

5.3.2  Operationalisation in eight themes

To make Al accountability meaningful, it is necessary to assess how well its
different principles and obligations are fulfilled. An important part of the
AIPAS project was the operationalisation of the 12 principles into discrete
criteria that can be judged and evaluated. We did so as a set of targeted
questions that establish whether Al accountability is achieved in a specific
area. The questions are formulated in a way that they can be answered as
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‘yes’ or ‘no’, which allows the systematic, quantitative analysis of how far
Al accountability achieved, as well as the identification of current gaps.

Across the 12 principles, the questions cover eight themes that cluster
the principle-related questions according to the type of information
required:

1. AT system: defines what the Al system does, how it functions, its
purpose, limitations and who is responsible for its development and
oversight

2. Data: focuses on the types, sources, and handling of data used in
the design and deployment of the Al system

3. Laws and regulations: ensures that the use of Al complies with
applicable laws, codes of practice, regulatory requirements and
policies

4. Risk assessment and management: identifies risks, harms or biases
associated with the Al system and implements mitigation measures

5. Oversight and redress process: establishes mechanisms for inde-
pendent scrutiny and Al accountability, allowing stakeholders,
particularly the public, to challenge decisions and seek corrections,
ensuring just outcomes

6. Stakeholders: involves mapping and engaging all relevant parties
who are involved in or affected by the Al system

7. Accountability evidence: focuses on documenting decisions,
processes and actions taken to prove Al accountability

8. Awareness and learning: encourages continuous improvement
through feedback, review, and learning

The benefit of the theme-based approach for end-users is that it collects
Al accountability information in a more familiar ‘policing’ way. The trans-
lation of principles into themes and concrete questions further offers a
standardised approach to Al accountability assessments, which is a foun-
dation for the implementation of software-aided assessments solutions as
presented in Chap. 9.
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54 CONCLUSION

This chapter offers a practitioner-focused approach to define and imple-
ment accountability for Al in policing. The Al accountability concept
presented here has been co-developed with policing practitioners, as well
as experts in relevant fields from law to ethics and industry, ensuring
that it is comprehensive and relevant for strategic, tactical and operational
levels of AT deployments. This approach has been validated in Europe and
the UK, as well as with subject-matter experts and citizens across more
than 28 countries. These findings show that it is ‘jurisdiction-neutral’, i.e.
works across contexts and deployment scenarios.

Our approach Al accountability is specifically aimed at the prac-
tical implementation in policing. The subsequent chapters offer concrete
advice on how to implement Al accountability across specific topics
(organisational practices: Chap. 6, lifecycle, stakeholder and citizen

considerations: Chaps. 7, 8, 10), as well as software-supported solutions
(Chap. 9).
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CHAPTER 6

Organisational Best Practices for Al
Accountability and Acceptance

Christopher Rowley and Martin Snowden

6.1 INTRODUCTION

Artificial Intelligence (AI) in the general UK workplace began to gain
impetus from 2010 onwards; however, it is only in recent years that
it has begun to gain a foothold in the different pillars of policing and
law enforcement. This ‘delay’ may have been through fear amongst
senior police leaders of the unknown and also concerns following public
backlashes to early experimentation with predictive and surveillance
tools without any obvious accountability mechanisms.! Further, finan-
cial restraints, which have been a mainstay in policing since 2010, often
prevented and still limit technological investments.

L Examples include Predictive policing tools, and the use of Automatic Facial Recog-
nition tools at Notting Hill Carnival, e.g. https://www.bbc.co.uk/news/articles/cyvn5e
93z8jo.
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There is now an inevitability that Al will become the norm in policing,
whether it is used to predict the location of the next crime, identify a
potential terrorist or to run more efficient and cost-effective back-office
functions. Identifying, purchasing and implementing the most effective Al
systems will ensure that police forces can better offer the level of protec-
tion society demands (see Chap. 10), whilst delivering value for money,
against ever decreasing public finances.

Al in policing has developed a negative connotation within sections of
the public and media, emanating primarily from its use of Al processes in
Live Facial Recognition operations at large-scale public events. Associated
court rulings in judicial processes criticising, and indeed in some cases
finding unlawful police practices pertaining to the retention of biometrics
and facial images,” added to the suggestion and labelling that the use
of Al was ‘state intrusion’ on an individual’s right to a private life (e.g.
[3]). There are also concerns regarding the quality of the data used by
Al systems, which may cause the system to demonstrate an inherent bias
towards certain groups in society, thereby adversely affecting the way they
are policed (e.g. [2]). This societal fear is grounded in evidence-based
research and, if not eradicated during the development stage of the Al
system, could lead to a loss of trust and confidence in policing.

This is significant, as trust in policing, and the wider criminal justice
system is already low and indeed declining.® Trust and confidence have
been eroded over many years, for a wide variety of reasons, influenced
by both national reporting and media coverage or personal experiences.
Examples cited include the lack of visible policing, poor service delivery,
rising crime, poor detection rates, significant backlogs in the judicial
system, as well as racism, sexism and criminality committed by serving
police officers [1].

Restoring public trust and confidence as a whole is a complex issue
and challenging task for policing. However, any steps, however small or

2 E.g. Courts and Judiciary Tribunal report—The Queen (on the application of Edward
Bridges) (Appellant) v The Chief Constable of South Wales Police (Respondent) & others
[2020] EWCA Civ 1058 On appeal from: [2019] EWHC 2341 (Admin) Judges: Sir
Terence Etherton MR, Dame Victoria Sharp PQBD, Lord Justice Singh.

3 College of Policing (online) Trends Report 22nd April 2025 (with highlights from
the Crime Survey)—Trust in policing has been in steady and constant decline since 2017/
18—pecople who agreed that the police in the local area do a ‘good job’ or an ‘excellent
job’ fallen 13% points from 62% to 49%. www.college.police.uk/guidance /improving-pub
lic-confidence-police /trends.
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incremental to improve operational performance and release officers and
staff back to the ‘front-line’ must be considered.

With the ever and rapidly evolving potential of Al systems, police forces
across the United Kingdom, indeed globally, will therefore be consid-
ering whether Al processes can enhance their front-line service delivery,
to prevent and detect crime for example, whilst still building trust and
confidence in the communities they serve. They may also be fearful of the
unknown: Can the Al system be managed, will it become too powerful
and take over? These questions are not only asked by police chiefs but
by leading politicians and academics. Yet an alternative way that they
could consider Al is, ‘can I run a highly eftective, efficient and legitimate
organisation without it’?

6.2 STRATEGIC APPROACH COMBINING
SHORT-, MEDIUM- AND LONG-TERM Focus

Al systems are being used to great effect in some forces across the UK
and other countries. Several UK forces have adopted Al to deal with low-
level enquiries which would normally be answered either by front office
staff or via the 101 system.* It is also being used to predict the location
of the next crime such as burglary offences, allowing police forces to allo-
cate valuable policing resources to locations with the highest likelihood of
repeat offences taking place. Al can be used to analyse large volumes of
digital forensic data, which will show links between offenders and offences
and has the ability to identify known wanted offenders during live events,
allowing officers to arrest the offender and to prevent the possibility of
re-offending (see Chap. 12). It can also revolutionise the back-office func-
tions provided to policing: Al can increase productivity, accuracy and
timeliness, in areas such as vetting, firearms licencing, finance, recruiting,
human resources and all other support services which enable police forces
to operate.

Of course, the purchase and deployment of an Al system must be care-
fully considered to achieve the operational aims whilst still maintaining,
indeed potentially restoring, public trust.

4 NPCC News Report 17th March 2026—West Yorkshire Police, in partnership with
the NPCC Digital Public Contact (DPC) programme, launching a new artificial intelli-
gence capability designed to extract insight from historic control room calls. Al to unlock
intelligence from control room calls.
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To support the responsible procurement/development and subse-
quent deployment of the most appropriate Al system, organisations
should develop a short-, medium- and long-term strategic intention based
around the 12 AIPAS Accountability principles and the eight themes
as outlined in Chap. 9. The 12 AIPAS principles (Lawfulness, Proof,
Completeness, Inclusivity, Explainability, Transparency, Compellability,
Enforcement and Redress, Impartiality, Constructiveness, Conduct and
Learning) and the eight practical themes (Al system, data, laws and
regulations, risk assessment and management, oversight and redress, iden-
tification and management of stakeholders, Al accountability evidence,
and adaptability and learning) will guide the organisation and the Al user.
Specifically, they will assist in the procurement of Al systems, their imple-
mentation and use, whilst guiding the organisation in the development
of transparent and accountable processes. The adoption of these princi-
ples and themes will allow the organisation to develop policy and best
practices which will help them to carefully consider their data source and
remove bias and may improve the decisions and actions by police officers
and staft.

Ensuring that human oversight is a key part of the final decision-
making process will be a critical factor to build trust and confidence,
when the Al system makes a recommendation relating directly to any
human interaction. This process will also support the development of
transparent governance processes, which can be shared with and scru-
tinised by communities. This level of transparency and consultation will
assist in increasing both trust and confidence in the use of Al and policing
more broadly. Conversely, failure to implement essential processes around
the provision of information, public engagement and effective and timely
remedies may have a negative impact on such trust and confidence.

The procuring body and party to any commercial contract will be
the elected local policing body (e.g. regional Mayor or Police and
Crime Commissioner in England and Wales; ref- practical-accountability-
chapter), unless they grant the force’s chief officer express authority to
enter into procurement contracts. This is an important consideration,
both in terms of the procurement parameters (choice of supplier, etc.)
and also the decision to use functional Al within their policing area.

However, overall legal responsibility and thus accountability for the
organisational Al strategy sits with the Chief Operating Group and the
chief officer. The strategy should be developed by a Strategic Governance
Group (see Fig. 6.1), which is chaired by a senior responsible officer.
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Chief Operating Group

Ethics panel (internal and external members)
Considers ethical issues relating to the use of Al e.g. bias against culture
groups

Strategic Governance Group
Sets Short-Medium-Long term AL strotegy

Tactic Delivery Group Operatives

Develops tactical options to deliver strategic sims e.g. User requirements, Eioddes leeckmck o peneli sistions to apecitio scaes ristig So A

Evaluation process, implementation process, training .... recommendations and outcomes .

Operative
Uses system in both test and live environment, e.g. recommendations,
interaction with other systems. Supports evalustion and provides feedback.

Fig. 6.1 Illustration of best practice for force governance and delivery model

Good governance would suggest that there should be both a Strategic
Governance Group and Tactical Delivery Group. As their titles suggest,
the strategic group will develop the strategy, informed by the tactical
group, which will be formed by subject matter experts and operational
users. The tactical group will develop work packages to deliver the
strategy. This governance structure will then develop key milestones,
which will ensure that the short-, medium- and long-term strategy are
delivered on time and in accordance with the overall Al strategy.

6.2.1  Elements of Shovt-Term AI Strategy

The short-term strategy should consider which areas of the organisa-
tion will benefit from an Al system and how that will in turn benefit
the community being policed. Considerations may be areas which are
low risk, with no immediate potential for adverse decision-making (c.g.
a back-office function). Conversely the organisation may have an issue
with significant risk, which will also benefit from Al deployments (e.g.
large volumes of digital data linked to multiple organised crime group
investigations). The strategy should also include considerations regarding
the most appropriate governance structures (as detailed above), and the
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internal and external consultation needed to demonstrate openness and
transparency.

Internal and external stakeholder consultation can add a more diverse
perspective, which may not be obtained by only consulting internally,
where some individuals may have a vested interest in the decisions made
regarding the adoption of an Al system. Whilst the organisation does not
need to automatically adopt any of the recommendations which come
from that consultation, they should carefully consider the implication of
not doing so.

The adoption of any Al system with the support of internal and
external stakeholders can assist in building trust and confidence and the
future adoption of more risk-based Al systems. It will also help future
relationships where an Al recommendation is acted upon and there is an
adverse wider public reaction. The early adoption of multi-cultural ethics
panels, which has both internal and external representatives (experts and
lay persons), may also enhance the future adoption and use of an Al
system. The panel should have clear terms of reference, and members
should be encouraged to be professionally curious and to challenge deci-
sions. By doing so they will add real value and ensure the organisation
continues to evolve in its thinking, actions and policy development.

6.2.2  Elements of Medium-Term Al Strategy

The medium-term strategy should learn from Al systems adopted by the
organisation and in other organisations. The organisation should look up
and out across both public and private sectors to learn their lessons and,
where appropriate, develop partnerships to develop and deliver efficiencies
and improve products and policies. This will ensure that police organisa-
tions do not become complacent and continue to adopt the best products
on the market, which delivers to the needs of their communities and their
people.

6.2.3  Elements of Long-Term AI Strategy

The long-term strategy should continue to evolve, ensuring it reviews
the lessons learned from both the short- and medium-term strategies
against both the deployment and procurement assumptions and assur-
ances. Where there is clear evidence that an Al system delivers an
enhanced effective, efficient and legitimate service which prevents and
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detects crime in an ethical, open and transparent manner, where it elim-
inates bias and supports the building of trust and confidence between
policing and those it serves, the organisation should gain confidence from
this and consider further areas of policing, which had previously not been
considered as suitable for Al deployments.

6.3 GENERAL CONSIDERATIONS FOR CONTINUED Al
ACCOUNTABILITY BEFORE AND DURING DEPLOYMENT

When considering which Al system to purchase or develop, the organi-
sation should have very detailed and clear user requirements, which are
likely to be aligned to force strategic priorities. For example, if the system
is going to be used to identify issues relating to possible racial profiling
during stop and search, how will this be highlighted, what are the markers
that will be used, how will this AI system report this, and to what level of
accuracy? Moreover, if an Al system is capable of racial profiling, how will
the risks of reverse use be addressed and communicated to communities?
Another example is predictive policing and predicting future offending.
Prior to the adoption of any Al system, the organisation will need to
ensure that data has been cleansed to allow for a high level of certainty.
It will also need to consider any potential bias which may be in its crime
and intelligence systems prior to considering recommendations relating to
future offending. Whilst the cleansing of data was once seen as an arduous
task that is both expensive and time-consuming, this is no longer the case;
there are Al solutions, which organisations are currently using, to cleanse
their data in hours or days rather than weeks or months.

After all ethical issues have been considered, detailed user require-
ments have been developed, and a product has been identified, the
organisation should rigorously test the Al system using historical or live
data. A detailed evaluation model should be developed using the eight
AIPAS themes (see Chap. 9) to ensure the Al system delivers the desired
outcomes for the organisation. This will allow an experienced operative
to check each outcome in a test environment against an agreed evalua-
tion process. Whilst this may elongate the adoption of the system, it will
also allow the organisation and the ethics committee to understand and,
where appropriate, challenge the outcomes.

Examples, where the Al system may not work as initially believed,
include demonstrating biases, extracting data from unknown sources, or
giving unrelated or rogue recommendations. Conversely, the outcomes
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may offer improved results in areas which were not expected, such as
the early identification of vulnerability or poor decision-making by opera-
tives which have become custom and practice within the organisation and
require additional training.

The findings from the test environment evaluation should be reported
into the governance structure and the ethics committee prior to the Al
system being adopted into a live environment. When the Al system is
adopted into live operational or business areas, consideration should be
given to adopting it in incremental stages (e.g. during particular times
of the day, so it can be monitored in real time or in areas with lower
demand), again allowing the operative to monitor and check all recom-
mendations without the addition of high demand (e.g. a call handling
environment).

After the Al system has been launched in a live environment, the eval-
uation of the Al system should continue with regular dip sampling by
supervisors to ensure the Al system is functioning as expected and that
the operative is adhering to policy, which should include ratification of
Al recommendations where the decisions relate to human interaction and
their individual needs. Operatives of any Al system should be encour-
aged to provide regular feedback to the strategic and tactical governance
groups; they should also be invited to speak with the ethics committee
as part of the evaluation process. If no feedback is forthcoming, then it
should be sought by the groups to ensure any early lessons can be learnt
or issues can be resolved to improve the Al system, its recommendations
and the service to communities.

6.4 MANAGING INTERNAL AND EXTERNAL CONCERNS

The adoption of any new Al system may bring with it, for some, an
element of fear that it will result in a reduction of staff within the organ-
isation. This fear will likely become a reality in many public and private
sectors in the coming years; however, this cannot be a bar to prevent the
development and use of Al systems to improve the service provided to
victims and communities. To assist with staff engagement in this regard,
and also wider public awareness, the organisation should develop an
internal and external communication strategy.

Internally, the communication strategy will help to ensure employees,
officers, unions and staff associations are informed of the developments
and why they are necessary to improve the service to the public through
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innovation, particularly when public sector funding is being cut. For some
this will not reduce their anxieties or fears, for others it will present a new
opportunity to retrain in a new role within their own organisation or
in another organisation. Externally, the communication strategy will help
to inform the community of where the Al system is being used, how it
is improving the service the organisation provides to them and detail key
principles and requirements such as complaints management and ongoing
reviews.

The key to the success of the Al system delivering the outcomes
expected is the extent to which it meets the requirements of the 12 Al
Accountability principles as put forward in AIPAS: not only at procure-
ment and implementation stages, but also the training of all operatives.
The tactical group should develop a high-quality training programme,
which not only trains the operative in how to use the system but
also teaches the ethical considerations that must be checked when a
recommendation is made (i.e. bias against a particular group, is the
recommendation lawful, is it ethical?). Good quality training will give
the operatives the confidence they need to use the system and to see
where the Al system may not be operating as expected. This will enhance
the quality and speed of the decisions/outcomes and improve the service
provided, whilst building confidence and trust.

As this is a long-term strategy, with short- and medium-term strategic
goals, the governance structure and evaluation process will become a
permanent element in the overall organisational structure, reporting when
agreed to the Chief Operating Group.

6.5 CONCLUSIONS

It will take some time for both the public and the organisation to
feel comfortable with the adoption of Al systems. To develop the trust
and confidence needed, new AI systems must be carefully procured/
developed through an open, transparent and accountable governance
structure, based on considerations within the AIPAS 12 Al accountability
principles and eight themes. This chapter offered practical recommenda-
tions for police leaders and police forces aimed to support the planning
and preparation of the organisation, as well as the proactive risk manage-
ment of Al implementations. (More detailed, operational guidance can
be found in the Implementation Guidance for Al in Policing in the
Appendix).
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The core goal is that an effective Al accountability regime will be
integrated into the wider organisational audit arrangements (internal and
external) and the relevant inspection regime. This will allow the organi-
sation to incrementally implement and robustly evaluate new Al systems,
which can support an increase in trust and confidence in the organisa-
tion whilst improving overall organisational effectiveness, efficiency and
legitimacy.
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CHAPTER 7

Al Accountability Themes and Lifecycle:
Practical Guidance

Christopher Spencer and Petra Saskia Bayerl

7.1 INTRODUCTION

Lennie Hoffman in DPP y McKeown notoriously said that ‘one needs
no expertise in electronics to be able to know whether a computer is
working properly’ (as cited in [4], p. 65). Of course, computer scientists
would disagree, and one would argue so would a typical user in 2026,
particularly considering the UK Horizon scandal, where faulty accounting
software used by the UK Post Office led to hundreds of wrongful prose-
cutions. The Horizon scandal exemplifies accountability failings, not just
in the technology that was used but also across the entire ecosystem. As
Chalmers [2] points out, how do we ensure that accountability ‘is “built
in” to the opportunities and complexities that new technology like Al will
bring?’ The capabilities of computers have changed and will continue to
change, and with it so will the environments they shape and that they are
shaped by [3].
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Before modern Al systems, computers relied on predefined rules and
static programming and could only execute tasks that were explicitly
coded by humans. With AI, however, systems can now learn from data,
adapt to new information and improve their performance. This shift
enables Al to recognise language, identify images and make predictions.
In a police and security context, these benefits come with added account-
ability demands. As highlighted in Chaps. 2 and 3, policing has a plethora
of actors who they are accountable to and for, and whose accountability
requirements differ. For policing, this means accountability needs to be
expansive, robust and iterative.

Although this chapter is written from a UK policing context, its
purpose is not to present the UK position as exceptional or complete;
rather, the UK context is used as an applied case as it provides a mature
policing environment and one where accountability is central to all aspects
of operation (for details see Chap. 2). The underlying accountability
logic is transferable to other jurisdictions, and indeed universal in appli-
cation, on the condition that aspects like legal bases, regulatory duties,
oversight arrangements and community expectations are incorporated
into native contexts. The central argument of this chapter is that Al
accountability in policing must be embedded across the Al lifecycle and
evidenced through practical accountability themes. The chapter refers
back to the Al lifecycle through the prism of pre-deployment, deploy-
ment, and post-deployment which is the practical sequence through
which accountability commitments begin (see Chap. 5). It then details
the eight practical accountability themes formulated in AIPAS that trans-
late high-level accountability principles into daily policing practice. For
completeness, the chapter should be read in conjunction with the guid-
ance for implementing Al accountability in policing ([1]; provided in
the Appendix in this book) and the conceptual framing in the starting
chapters of this book of Al accountability (Chaps. 2, 3, 4) and AIPAS
(Chap. 5).
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7.2  WHY Is ACCOUNTABILITY
IMPORTANT ACROSS THE Al LIFECYCLE?

The Al lifecycle describes the various stages that an Al system experiences
from initial conception through deployment, operation and eventual
decommissioning. Interpretations of this lifecycle vary significantly. For
example, De Silva and Alahakoon [6] conceptualise the lifecycle in
three primary phases: design, development and deployment, subsequently
detailing 19 subordinate stages. Ng et al. [12] detailed a data-centric
approach specifically designed for healthcare Al systems, proposing five
key stages: data creation, data acquisition, model development, evaluation
and deployment. Additionally, the OECD ([13], p. 13) offers another
perspective, defining the Al lifecycle through four phases of design, data
and models, verification and validation, deployment and operation and
monitoring. ISO/IEC [9] arguably offers the most complete example,
being planning, development, deployment, operation, maintenance and
disposal.

Despite these varied interpretations, each approach divides the lifecycle
into stages where responsibilities can be inferred. We argue that for each
stage specific lines of accountability exist. Such clarity is essential, partic-
ularly in a policing context, where public trust and confidence directly
influence operational effectiveness [16]. Indeed, the legitimacy of UK
police, guided by the Peelian Principles, relies fundamentally on public
support, and failures in accountability can greatly undermine legitimacy.

Accountability across the Al lifecycle is not merely beneficial but essen-
tial, as it ensures that the technology and those who use it remain
transparent, ethically aligned, trustworthy and serve the public lawfully.
To help navigate policing through Al lifecycle accountability considera-
tions, we have devised the lifecycle into three stages of (1) pre-deployment,
which can include aspects like development and procurement, (2) deploy-
ment, which is the operationalising of the Al system and can include
migration of an Al system, and finally (3) post-deployment, which involves
the eventual end state of the Al system being decommissioned (see also
Chap. 5). Table 7.1 demonstrates the Al lifecycle of pre-deployment,
deployment and post-deployment and compares against other interpre-
tations. The purpose here is not to rank which interpretation is correct
but rather indicate the similarities when segmenting the Al lifecycle along
thematic areas.
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Table 7.1 Different interpretations of the Al lifecycle

Pre-deployment Deployment Post-deployment
Bayerl and Akhgar — Design — Deployment — Migration
(2026, see Chap. 5) — Procurement — Modification -
Decommissioning
De Silva and — Design — Deployment
Alahakoon [6] — Development
Ng et al. [12] — Data creation — Deployment
— Data acquisition
— Model
development
— Evaluation
OECD [13] — Design data and — Deployment
modelling — Operation
— Verification and — Monitoring
validation
ISO/IEC [9] — Planning — Deployment — Disposal
— Development — Operation
— Maintenance

7.3

7.3.1

Pre-deployment

CONSIDERATIONS ACROSS Al LLIFECYCLE STAGES

Al accountability begins before an Al system is ever put into use, namely
with procurement or design. Decisions made at this stage lay the founda-
tion for how responsibly and effectively Al will serve policing and the
public. Accountability during pre-deployment requires foresight across
the entire Al lifecycle, and by taking an accountability-focused approach
policing can reduce downstream impacts across policing, including unnec-
essary costs in both time and money.

A pragmatic approach should answer fundamental questions like:

e What are the accountability requirements put forward by law or
relevant policies impacting on decisions to procure or design and

ultimately use an Al-driven approach?

e What are the needs and requirements of policing and their stake-
holders, especially the public, that justify the procurement or design
of an Al capability?
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From this position, a list of requirements can be established that
can provide a baseline for the accountability-aligned capabilities an
Al system must demonstrate. The relationship between accountability
requirements and technical requirements should therefore be explicit. If
the accountability requirement is explainability, the technical requirement
may include meaningful output descriptions.

However, Al accountability cannot be limited to the Al system alone;
it must also extend to the human decisions that govern its use and
the processes and procedures for its use. Alongside technical require-
ments, non-technical considerations of Al accountability must thus be
embedded in all procurement or design decisions. Frameworks such as
Data Protection Impact Assessments (DPIAs) and existing policy deci-
sions already provide useful mechanisms for this and—in the absence of
comprehensive Al legislation in the UK—currently represent a ‘best fit’
solution (for a discussion of regulations in the EU AI Act see Chap. 4).
However, policing cannot rely solely on laws. Instead, policing must
include foresight by embedding forward-looking accountability structures
that anticipate evolving risks and expectations surrounding Al. For this
reason, a federated approach towards pre-deployment should be adopted,
and clear lines of responsibility, leadership and involvement should include
stakeholders responsible across a range of areas, as demonstrated in
Table 7.2.

Table 7.2 demonstrates high-level considerations for policing that
should be answered in order to inform a strategy on how policing
will approach the adoption of an Al system. Each stakeholder will
have specific, sometimes unique accountability requirements, and these
requirements must be indicated prior to procurement and development
to ensure accountability needs that are met across the Al lifecycle. Simply
put, it is important to ensure that the correct people are involved and
from early on. By taking this approach, policing will have a solid under-
standing prior to entering procurement or design discussions, and teams
within policing will be aware of the high-level information needed to
develop an Al procurement strategy.

7.3.1.1  Procuvement-Specific Considerations

An Al system can be developed internally, through a third-party (i.e.
externally), or a hybrid of the two (co-created). Al systems developed
by a third-party will necessitate careful communication and consistent
engagement to ensure that the Al system meets the needs of policing
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Table 7.2 Considerations across Al lifecycle stages

Aren

High-level aspects that should be
considered

Pre-deployment
Procurement

System design

Process design (e.g. training, redress
procedures)

Deployment
Deployment and operation

Legal and compliance

Audit, inspection and wider stakeholder

requirements

Data and data protection

Support and maintenance

Supplier background checks that
examine aspects such as transparency,
security, lifecycle support, cost, update
arrangements, audit access and exit
provisions

Al systems functionality limitations,
testing approach, human oversight and
how accountability evidence will be
recorded

Specify the operational workflow
around the system, including training,
authorisation, escalation, redress,
decision recording and supervision

Define pilot or sandbox arrangements,
user roles, performance monitoring,
operational thresholds, reporting routes
and procedures for pausing or
restricting use

Evidence of legal basis, human rights
impact, data protection needs, equality
consideration, procurement compliance
and force policy alignment

Understand stakeholders’ requirements
and how/whether accountability
functions of the Al system support
audit and inspection requirements
Understand information on data
provenance, lawful use, quality,
representativeness, retention, storage,
access, sharing, deletion and bias testing
Identity who maintains the system,
what maintenance is included/needed
and how updates are approved

(continued)
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Table 7.2 (continued)

Area High-level aspects that should be
considered

Post-deployment

Migration A plan for transferring data and systems

without losing accountability evidence
or operational tempo
Decommissioning Arrangements for decommissioning and
clauses on archiving, deletion,
supplier-held data, evidential
preservation and methods to review
data on decommissioned Al systems

and Al accountability requirements. This is pivotally important; one does
not need to look far to see procurement blunders due to miscommuni-
cation between users, stakeholders, suppliers and buyers. For example,
FiReControl was a UK Emergency Service project to replace 46 Fire
and Rescue control rooms with nine purpose-built regional control
centres and supporting IT systems. An inquiry found that the project
failed because of underestimations in cost and complexity, leadership and
management issues and lack of support from stakeholders—particularly its
users (National Audit Office, 2011a). Similar issues could be witnessed
in the procurement and failed deployment of the London Ambulances
Service’s Computer Aided Dispatch project where an inquiry found that
the project exposed weaknesses in procurement, stakeholder engage-
ment (including user consultations), training, operational readiness and
technical resilience [17].

In the UK, procurement rules and obligations are set out in laws, regu-
lations and policies [5, 14]. Similar directives can be observed elsewhere
such as the European Union, which separate procurements by security
and defence [7, 8]. Agnostic to their originator, the crux of these laws
and regulations is to ensure that fair and transparent procurement takes
place within public sector organisations, and that the public get value
for money. For policing, this means that when an Al system is procured,
it must be able to demonstrate that the system was selected through a
fair, transparent, lawful and evidence-based process. It also means policing
must safeguard themselves and by extension public money, with correct
contract arrangements and tested supplier claims.
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Outside of any procurement process governed by laws and regula-
tions and purely from a policing perspective, the first step in accountable
procurement is to clearly define the need, purpose and necessity of the
Al tool or capability. Policing should be able to articulate the specific
problem or operational gap that the Al is intended to address and justify
why an Al solution is appropriate. This typically occurs through a business
case or requirement documents. Establishing a clear purpose is crucial for
several reasons: it ensures that the technology is truly needed and propor-
tionate, guides the selection for the right tool features and sets boundaries
on how the tool will be deployed. In practical terms, policing should be
able to answer, ‘Why do we need this Al system and what outcomes do
we expect (if used or not)?’

This demonstration of necessity and proportionality is not just good
practice but required to comply with human rights obligations and data
protection principles. A statement of purpose also supports transparency
as it provides a basis to explain to stakeholders what the tool is meant to
do and not do. Once policing has this understanding evidenced, it can
then enter the procurement process which governs it.

7.3.1.2  Design and Development-Specific Considerations

Typically, when an Al system is internally developed, policing will have
more control and greater transparency over the design and function-
ality. Yet internally developed systems still need to be held to the same
levels of accountability and scrutiny as third-party systems, which should
include expert reviews from legal and technical professionals. The sooner
policing can communicate their requirements to the correct stakeholders
(and vice versa), the smoother the development process will be. Table 7.3
offers a summary of the pragmatic considerations when designing an
accountability-aligned Al system for policing. It presents accountability
features that an Al system should possess to ensure that policing has a
clear understanding of how the Al system is configured, its functions,
inputs and outputs and impacts.

7.3.2  Deployment

While procurement can be coined as a ‘planning’ stage, deployment can
be referred to as the ‘doing’ phase and argued to be the most chal-
lenging phase in the lifecycle [10]. Along the Al lifecycle, there will
be a period where pre-deployment meets deployment, and either the Al
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Table 7.3 Al accountability considerations for the Al system

Al system-level accountability evidence

What the Al system should be able to evidence

Output explanation

Input explanation

Data provenance

Model or system version/settings

Decision pathway

Data bias and limitations

Human interaction

Performance and accuracy

Exportable accountability record

How the Al system reached a particular
output, akin to a methodology

What information has been entered, when it
was entered, who entered it and any gaps in
the data that would influence the output
Where the data came from, including the
source system, dataset, record, database,
sensor or user input that contributed to the
output

Which model, software version,
configuration, ruleset, threshold or
algorithmic setting was active when the
output was generated

Confidence levels attached to an output,
identify uncertainty and flag where the
result is close to a decision threshold
Notifications if an output is affected by
known data limitations such as bias or gaps
Record of user logs that can demonstrate
the user of the Al system and what the
output was used for. This can range from
stop and search in the case of live facial
recognition or creating an intelligence
report with the use of crime mapping
Performance information, such as accuracy,
false positives and false negatives. Evidence
should also display when a change has taken
place, i.e. to the model, data, thresholds,
rules or configuration

Exportable audit record for review that
includes all the points in the right-hand
column

Recognising the fact that not all who serve in policing can understand computer science or algorithmic
cquations, at the design level, accessibility of accountability evidence is itself a design requirement
and the AI system should be developed so that its outputs can be explained at different levels (i.e.

by computer scientists, the users, a jury)

system will be piloted (in synthetic or operational contexts), or when the
Al system is transitioning into operation. During the pilot and transition
periods, the Al system should be compared against pre-existing technolo-
gies or processes to ensure that the Al system is of benefit and working
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as intended. Comparison with existing processes should include measur-
able and qualitative criteria; for example, if the Al system was used to
triage domestic abuse reports, ‘how does it compare to current technolo-
gies or processes; what are the friction points; is it working as intended;
what are the impacts/consequences (negative and positive, intended and
unintended)?’

Comparison points could include accuracy over existing systems,
volume of false positive and false negative, time to complete tasks or
impact on workloads. If the Al system is filling a capability gap in policing,
the efficiency of the Al system will still need to be measured (e.g. has there
been an improvement since using the Al system?).

Al accountability during this part of the lifecycle, and across the
entire deployment, demands continuous monitoring, feedback and where
necessary adjustments to improve systems and processes. The first deploy-
ment of an Al system will create new challenges and opportunities for
policing. While rigorous planning during pre-deployment and a staged
and managed transition might foresee these challenges and opportunities
(e.g. through risk assessments, contractual agreements and training provi-
sions, using themes considerations described below), only the deployment
will establish the completeness of this forward planning. Oversight and
redress therefore are an essential aspect of any deployment, allowing reac-
tion to a fuller understanding of the Al system’s use in practice. For
oversight and redress to work, policing must have processes in place where
information can be passed to the intended stakeholder(s). Common ways,
in which policing already achieve this, are through performance reviews
and capability meetings (details and examples see Chap. 2).

For policing to be effective, and by extension the use of an Al system,
consideration must be given to the public and affected communities. Al
systems that are operational can have varying degrees of intrusion into
public life, be it from facial recognition technologies, investigative tools
or predictive crime mapping. As demonstrated in Chap. 10, acceptance
of and trust in police use of Al can vary depending on a person’s expe-
riences and demographics. It also demonstrates that each deployment
or use context may elicit different responses from the public. Careful
management and communication can help shape the narrative around an
Al deployment and more broadly around Al in policing.

However, careful planning and communication alone will not solve all
potential issues in which Al may bring to policing and public Al accep-
tance. Deployment must also be linked to organisational learning and
redress. If a system produces a wrong or unfair outcome, there must be a
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mechanism to identify it, report it, review it, correct it and learn from it.
An important element is redress, as part of the AIPAS principles. Redress
is not solely a complaints process but rather an accountability mecha-
nism that shows that policing (or any other organisation for that matter)
accepts responsibility for the consequences of its actions. Redress also
provides valuable opportunities for organisational learning where patterns
in complaints or a high volume of similar user concerns may indicate
deeper issues. This aspect also addresses the fact that deployment deci-
sions must remain reversible. If the Al system behaves unexpectedly, the
legal context changes or if public harm outweighs operational benefit,
policing must be able to pause, limit, alter or stop use. Deployment is
not the end of accountability; on the contrary, it is the point at which
accountability is most visible, and mismanagement can have most impact.

7.3.3  Post-deployment

Considerations for post-deployment address both migration and decom-
missioning situations. Some considerations will be relevant for both
although with specific aspects.

7.3.3.1  Migration

Migration is often treated as a technical or administrative point in Al
accountability. However, it is a point in the Al lifecycle where police
must ensure that the Al system and its data, records, etc., are trans-
ferred without creating new risks (such as legal, operational or evidential).
Migration in the AIPAS lifecycle refers to relocating or transferring an Al
system, its data and outputs. This may involve moving the system to new
infrastructure, integrating it with another platform, updating the model
or changing the deployment context.

Policing should treat migration as Al lifecycle stages requiring;:

Clear decision-making records.
Transition planning.

Data and outcome archiving.
Documentation archiving.
Maintenance of access rights.
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Independent of the type of migration, the move should be tested and
validated in a similar manner to when a new system is being deployed. At
minimum, policing should test and record whether outputs, access rights
and system features remain valid, and whether performance has changed
(increased or decreased). With this information, policing will be able to
formulate a response, if required.

Migration can create specific risks around data retention, deletion,
transfer, archiving and access. Therefore, policing must:

Know what data exists.

Where it is stored.

Who controls it.

Who has access to it.

What must be retained.

What must be deleted.

What third parties must do.

How to ensure that data remain accessible long-term.

Where suppliers are involved, contractual obligations should require
them to return, delete, transfer or preserve data in accordance with agreed
legal and operational requirements. Furthermore, if an Al system’s’
output has influenced policing decisions, stakeholders may later ask
policing to explain how it worked, what data it used, what output it
produced, who relied on it, what human decision followed and so on.
For this reason, migration must preserve previous data that the Al system
relied upon, and policing must maintain the ability to account for its
previous use.

7.3.3.2  Decommissioning

Decommissioning is the stage at which an Al system is formally with-
drawn from operation; there are two main contexts in which this can
occur. An Al system may be withdrawn as part of a planned decom-
missioning strategy or unplanned if the system is not fit for purpose
(e.g. produces biased, unlawful or problematic outputs). Whichever the
context, policing must make best efforts to ensure that the system is
safely removed without losing accountability evidence, disrupting oper-
ational activity or creating legal risk. Even when an Al system is turned
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off, the effects may remain as outputs in case files, intelligence assess-
ments or operational decisions. If an Al system that has later been found
to not be fit for purpose during deployment, stakeholders may later ask to
review the Al system or its decisions. Therefore, during decommissioning,
policing must preserve Al system data and associated accountability
documentation. This can include access logs, model information, system
settings, training records, risk assessments, legal assessments, performance
evidence and human decision records.

Similarly to migration, the plan for managing decommissioning should
also be included into any contractual obligation with third-party suppliers,
and as with the procurement strategy mentioned earlier, policing should
develop a decommissioning strategy that minimises operational impact
while maintaining accountability robustness.

7.34  Learning as Underlying Theme to all Lifecycle Stages

Each stage of the AI lifecycle will generate learnings, as indicated in
the respective theme. These lessons should feed back into policing for
when the next Al system enters the Al lifecycle. Optimally, lessons iden-
tified should be shared with other police and security forces to ensure a
common and robust approach to Al.

7.4  AIPAS ACCOUNTABILITY THEMES
AND WHY Do THE THEMES MATTER

Having established where and how accountability must be considered
along the AI lifecycle, the chapter will now focus on how policing can
best pragmatically operationalise accountability. Although the Al lifecycle
provides a temporal structure, it does not itself specity the substantive
accountability content. Procurement, design, deployment, adaptation,
migration and decommissioning can only be managed accountably when
they are tested against questions about the (1) Al system, (2) data, (3)
laws and regulation, (4) risks, (5) oversight and redress, (6) stakeholders,
(7) accountability evidence and (8) adaptability and learning.

These ecight aspects or themes operate as the analytical framework
that sits across the lifecycle. They provide the categories through which
policing can identify accountability requirements, assign responsibility,
evidence decisions and demonstrate that Al is being used lawfully, fairly,
proportionately and safely.
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7.4.1  The Purpose of the Accountability Themes

Introducing a new capability into policing, whether a computer system,
vehicle, operational tool or Al system, involves multiple people, processes,
approvals and responsibilities. A smooth transition relies on validated
and proven methods of working. Al, however, presents a novel chal-
lenge in that it is a frontier capability, with limited precedent in policing,
and forces are entering new territory in terms of procuring, devel-
oping, deploying, migrating and decommissioning Al systems. To support
policing, we propose that accountability along the Al lifecycle should
be viewed along eight paradigms that, when complete, offer the most
robust framework for Al accountability in policing. The themes, which
are displayed in Table 7.4, serve as foundational pillars for Al account-
ability and by grouping similar thematic areas together, makes what is
arguably a complex environment to navigate, more intuitive and aligned
to policing practices.

Informed by the principle-based AIPAS framework (Chap. 5), prac-
tical experiences and stakeholder validation (see Chap. 8), the themes are
grounded in evidence-based research for practical application.

At first look, the themes in isolation may appear conceptually broad
and abstract. However, for policing, they are specialist areas that often
already exist, even if fragmented across different areas within a force.
For instance, communication teams will be more familiar with the impor-
tance of stakeholders, whereas police IT specialists will be more familiar
with aspects of data. By viewing the themes as a continuum and central-
ising them within AI accountability, policing can bring existing areas of
expertise into a single framework structure. This allows accountability to
be treated not in isolated disciplines but as a coordinated organisational
responsibility that cuts across policing.

Policing should use the themes as a guardrail to understand where
accountability is necessary, and where it needs to be demonstrated.
Demonstrable accountability is important for policing; yet as in justice
more broadly, it is not enough to simply do the right thing, but you
must be seen to do the right thing [15] and be able to prove it.
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Table 7.4 Al accountability themes and their purpose in Al accountability

Al accountability theme

Purpose

Theme 1: AI system

Theme 2: Data

Theme 3: Laws and regulations

Theme 4: Risk assessment and management

Theme 5: Oversight and redress

Theme 6: Identification and management of
stakeholders

Theme 7: Al accountability evidence

Theme 8: Adaptability and learning

Defines the Al system’s function,
purpose, operational scope, limitations
and the actors responsible for its
development, deployment and oversight
Focuses on the data used to design,
train, test, deploy and operate the Al
system, including its sources, quality,
handling, governance and limitations
Ensures that the use of Al complies with
applicable legislation, codes of practice,
regulatory requirements and
organisational policies

Identifies, assesses and manages the risks,
harms and biases associated with the Al
system. This includes the risks created by
using Al, the risks of not using Al and
the mitigation measures required to
protect fairness, operational effectiveness,
public safety and public trust

Establishes mechanisms for oversight,
independent scrutiny and redress,
ensuring that Al systems, their outputs
and related human decisions can be
reviewed, challenged, corrected and
learned from

Identifies and engages the stakeholders
who are involved in, responsible for or
affected by the Al system. This includes
internal policing functions, external
developers and suppliers, governance and
oversight bodies, affected communities
and members of the public

Focuses on recording the decisions,
processes, actions and evidence needed
to demonstrate Al accountability
Promotes continuous improvement
through feedback, review, evaluation and
organisational learning

Source Akhgar et al. [1]; also Chap. 5
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7.4.2  Considerations pev Theme

Below, we provide recommendations how to address and implement each
of the eight themes. The recommendations are based on the Implemen-
tation Guidance for Al in Policing and Security (the full guidance can be
found in the Appendix).

7.4.2.1  Theme 1: Al System

The ‘Al System’ defines what the Al system does, how it functions,
its purpose, limitations and who is responsible for its development
and oversight. This helps ensure that the system is suitable for its
stated aims, explainable to relevant audiences and aligned with legal
and ethical standards. The better a police organisation details the Al
system, the more effectively it can assess its appropriateness, identify
potential challenges and implement safeguards ([1], p. 16).

The first theme addresses the Al system itself and is the most prag-
matic starting point for policing. Before all else, policing must have a
strategic vision of the system’s function, intended purpose, limitations
and individuals responsible for its procurement, deployment, migration
and decommissioning. By articulating the Al system’s purpose and actors
involved (see Chap. 8), policing will have a better grasp of what account-
ability needs are required across the Al system and its lifecycle. The central
principle is that an Al system should not be adopted solely due to avail-
ability; instead, adoption should occur when there is a defined operational
need and when Al constitutes a justified and proportionate response to
that need.

Like all themes, Theme 1 requires comprehensive documentation,
particularly on:

The decisions based around business need.

Alternative options considered.

Intended stakeholders.

System scope.

The contexts for both appropriate and inappropriate use.
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Much of the foresight for this theme would come from the Chief
Officer and enabling services. However, Al users must have input to
ensure any Al system meets their requirements.

7.4.2.2  Theme 2: Data

The ‘data’ theme establishes an understanding of the data involved
in creating the AI system (training/test data), as well as the data
created for and by the AI system (inputs/outputs). It further
ensures clarity about data management, risks and regulations,
focusing on a number of critical considerations:

e Detailing the types and sources of data used in the devel-
opment and deployment of the Al system, allowing proper
evaluation.

e Establishing transparent procedures for lawful and appropriate
acquisition, processing and management of data.

e Ensuring that legislative and policy compliance procedures in
relation to data are effectively implemented and documented.

e Confirming the roles of responsible actors in relation to data
are established, they are aware of their responsibility and
possess appropriate skills and knowledge ([1], p. 20).

Data in policing is an already heavily regulated area, and for Al
accountability, data requires particular attention due to the fact that data-
driven decisions have real-world impacts and could hypothetically lead to
wrongful lines of enquiry or, more seriously, wrongful arrests. The theme
on data, therefore, requires policing to understand the types and sources
of data used in developing the Al system, as well as the data used and
generated during deployment.

It requires attention to be given to the whole data landscape, including:

Data relating to marginalised or vulnerable groups.
Any data bias.

Personal data.

How the data was collected and limitations of its use.
Data processing and training.

Data governance.

Data storage.
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Theme 2 also extends beyond types of data and into data appropri-
ateness as data may be lawfully held, yet unsuitable for a specific Al
purpose. For example, it may be suitable for analysis, but unsafe for
automated or semi-automated decision-making. To understand the data,
documentation is central to this theme and in some instances a legal
requirement. Policing must also be proactive in their approach to data and
not just do what is legally required, but also what is needed for account-
ability purposes, such as recording model cards, updates or any datasets
which have been used. Data is also important during decommissioning,/
migrating. Not only for evidential reviews, but data that was generated
during deployment may still be used in live case files (see Sect. 7.3.3 on
decommissioning,/migration).

7.4.2.3  Theme 3: Laws and Regqulations

Laws and regulations are an overarching principle in all areas of Al
accountability. It ensures that the use of Al complies with appli-
cable laws, codes of practice, regulatory requirements and policies.
It further helps to clarify the legal context in which the system
operates and safeguards public rights ([1], p. 25).

Theme 3 is unique as it extends across all the themes. However, it
needs to exist as a standalone section because, arguably, it is the most
important for policing. There are a myriad of laws and regulations that,
context dependent, will influence police use of Al. These can include data
protection laws, human rights laws, equality laws and more specific to
policing, surveillance laws, criminal procedures, procurement rules and
force policy.

Although policing is used to operating within heavily regulated areas,
complexity arises when laws and regulations from different disciplines
merge. This complexity can be demonstrated if an Al system wants to
use data from highly regulated environments such as forensics, coupled
with surveillance data and crime mapping intelligence. Each data source
may have its own legal requirements, disclosure implications and oversight
expectations. When brought together within a single Al system, the legal
position may become more difficult to interpret. In the context of Al, laws
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and regulations must be continuously monitored, as an Al system may be
lawful for one purpose with one category of data but not for another.
Furthermore, the legal and regulatory landscape for Al is continuously
changing, and new requirements may impact Al systems within policing.
Therefore, Theme 3 requires that legal and regulatory compliance is an
ongoing governance activity rather than a single event at the point of use.

7.4.2.4  Theme 4: Risk Assessment and Management

This theme identifies risks, harms and biases associated with the
Al system and implements mitigation measures. It covers both the
impact of using and not using Al, with an emphasis on fairness and
public safety. Identifying possible risk, harms and impacts of an Al
system, as well as their likelihood is an important step to proactively
manage these risks throughout the AI system lifecycle. It allows
forward planning of how these risks (and associated harms) may
be prevented, or where not possible, how they are to be managed
and robust mitigation measures to be put in place ([1], p. 28).

Theme four addresses risk assessment and management and aligns
closely with established police practices (ref-practical-accountability-
chapter). While policing is familiar with risk management, Al systems
introduce risks that may not be apparent through conventional opera-
tional assessments.

Risks when using Al can come from:

Bias and heuristics.

False positives and false negatives.

Function creep (i.e. from misuse or over-reliance).
Inadequate training or unclear responsibility.
Erosion of public trust.

The theme also asks policing to consider the risk if they were not to use
Al, which can be demonstrated through impact assessments and system
reviews of what is currently best practice and associated friction points
to the current practice. Al-based risk assessments require that risks be
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specified in detail, and generic statements such as ‘bias may occur’ or
‘human monitoring will be used’ are insufficient. An effective risk register
must identify the risk, potential affected parties, likelihood, severity of
harm, existing mitigation measures, mitigation ownership, residual risk
and review timelines.

7.4.2.5  Theme 5: Oversight and Redress

‘Oversight and Redress’ ensures mechanisms for independent
scrutiny and Al accountability, allowing stakeholders, particu-
larly the public, to challenge decisions and seek corrections,
ensuring just outcomes. An appropriate oversight process ensures
Al accountability through the effective monitoring and review of
Al systems, their use, outcomes and impacts and thereby compli-
ance and integrity throughout the AI lifecycle. An appropriate
redress processes support Al accountability in allowing stakeholders,
including the public, a clear means to challenge decisions, correct
mistakes and seck justice. Redress helps build trust, ensure fairness
and demonstrates that a policing organisation’s actions are subject
to review and correction ([1], p. 34).

Opversight and redress are an essential aspect to Al accountability
because accountability becomes hollow without scrutiny and without
redress that could amount to repeated failings. The theme identifies
‘oversight’ as the monitoring and review of Al systems, and ‘redress’ as
the mechanism by which affected stakeholders can challenge decisions,
correct errors and seek justice.

For Theme 5, and to answer possible oversight challenges, policing
should be able to evidence at a minimum:

Purpose and scope of the Al system.
Data Model design and training.
Deployment context.

Decisions and outputs.

User behaviour.

Post-deployment monitoring.
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e Governance processes.
e Risk register.
e Impact assessments.

Oversight and redress are a necessary theme because Al systems can
obscure lines of responsibility, particularly because of the interlinked
nature in how Al systems are created and deployed. An Al system
may, for instance, be trained on inappropriate or biased data, applied to
incomplete operational information and used by an officer who has not
received sufficient training. If that system contributes to a wrongful arrest,
accountability becomes difficult to locate, e.g. does responsibility sit with
the vendor, the organisation, the team, the supervisor, ov the officer who acted
on the output?

Without clear oversight and redress arrangements, responsibility can
become fragmented across the Al ecosystem, allowing each actor to point
elsewhere when harm occurs. More importantly, affected individuals may
be left without a clear route to challenge the decision, correct the error
or seek justice. Oversight and redress therefore ensure that Al account-
ability is not only documented internally but is visible, reviewable and
meaningful for those impacted by its use.

7.4.2.6  Theme 6: Identification and Management of Stakeholders

This theme aims at mapping and engaging all relevant parties
who are involved in or affected by the AI system. This includes
those internal to the policing organisation, external parties such
as Al developers or oversight bodies and members of the public.
A thorough identification and management of stakeholders ensures
that:

e A full picture is available of which groups, bodies and organ-
isations are responsible for Al accountabilities (e.g. oversight
bodies, affected communities, Al providers) and what their
respective roles are.

e A proactive management strategy for how to communicate and
engage with these stakeholders in effective ways is in place
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along with a clear strategy for how to respond to challenges,
information requests or audit ([1], p. 40).

Al accountability requirements cannot be defined only by the organ-
isation deploying the AI system, and as evidenced above, police use of
Al can have an effect across entire communities. The identification and
management of stakeholders require policing to identify all actors who
deal with and are impacted by and who have an interest in the Al system.

Broadly, these are covered across the following groups:

Police internal functions.

Governance bodies.

External organisations and expert groups.
Specific communities and general public.

The need for the stakeholder theme is twofold: firstly, it allows policing
to understand the accountability needs of other actors, and secondly,
it allows policing to test whether their assumptions about risk, fairness,
explanation and acceptability are correct. For example, a force may be
satisfied that a system is legal, proportionate and technically reliable.
However, that does not mean that communities will experience it as
legitimate. Active stakeholder management enables clear communication,
coordinated decision-making and early identification of concerns, and in
turn, which will help build trust amongst the identified stakeholders.

7.4.2.7  Theme 7: Accountability Evidence

This theme ensures that evidence, about how Al accountability is
assessed and captured, is robust, verifiable, accessible and under-
standable. This is not about criminal evidence but how policing
evidences its Al accountability. By knowing how to prove Al
accountability correctly, a police organisation will be better posi-
tioned to respond to challenges. The process will also highlight
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areas of Al accountability, which may need developing further ([1],
p- 45).

The ‘Accountability Evidence’ theme is arguably the backbone of
the entire accountability framework. In policing, accountability must
be demonstrable, i.e. it is insufficient for policing to assert respon-
sible conduct without evidence. Instead, policing must provide records,
assessments, decisions, reviews and safeguards to substantiate that claim.
The theme describes accountability evidence as documenting decisions,
processes and actions taken to prove Al accountability. In turn, this will
support requirements from internal reviews, external oversight and soci-
etal concerns. Policing already understands the importance of evidence in
terms of investigations, and Theme 7 applies that same discipline to Al

7.4.2.8  Theme 8: Adaptability and Learning

Adaptability and learning ensures that policing stays up-to-date
with technological innovations or requirements in Al and societal
changes. It encourages continuous improvement through feedback,
review and learning. It thus ensures that procedures and skills
are reviewed and updated where necessary. Those developing or
using the Al system remains aware of their responsibilities. Lessons
are learned from mistakes, inefficiencies or unexpected/negative
consequences ([1], p. 50).

Al systems used in policing cannot be treated as fixed tools, once
they have been approved or deployed. The legal, operational, technical
and social environment around Al will continue to change, and policing
organisations need to be able to respond to those changes. This means
that adaptability and learning should be built into the way that Al systems
are governed from the outset. Therefore, to make best use of this theme,
policing should not consider it as an afterthought but instead proactively
manage and consider:
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e Where along the Al lifecycle adaptability will be required.
e Development of a roadmap for lessons to be identified across the Al
lifecycle to support learning (individual or organisational), e.g. on:

— Procurement contracts.

— Tradecraft.

— The Al system.

— Processes.

— Management and governance.

For an Al system to remain safe, effective and accountable, it needs
regular review across its lifecycle. This includes checking whether the
system still meets its intended purpose, whether new risks have emerged,
whether the data remains appropriate and whether changes in law, policy,
public expectations or operational practice affect its continued use. Adapt-
ability should also be reflected in relationships with suppliers, and where
third parties provide or maintain Al systems. If possible, contracts should
allow for review, modification, updates, suspension or withdrawal where
necessary. This is particularly important where risks emerge after deploy-
ment, or where technical updates are required that were not anticipated
in pre-deployment.

Although adaptability and learning is at the end of the theme structure,
it is not the final step; it is the feedback loop that keeps the framework
current. Adaptability and learning is therefore a continuous process, and
as time passes and Al evolve, policing will be better positioned to manage
an Al system with the next Al capabilities of the future.

7.5 CONCLUSION

As Al evolves and adapts, accountability must also be dynamic and itera-
tive, continually addressing risks and societal concerns to maintain trust.
At face value, the task may seem overwhelming particularly because Al
and the use of Al across policing are a new and emerging enterprise.
Strategic foresight must be applied when considering an Al system, and
police leadership and enabling services must work closely together to
‘bake in’ accountability by design.

This chapter has demonstrated that pre-deployment is a critical
accountability stage because decisions made during procurement and
development shape how policing, and the Al system can demonstrate
accountability. Deployment becomes the point at which accountability
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is tested in operational reality, requiring continuous monitoring, user
feedback, public communication and the ability to change where risks
emerge. Post-deployment demonstrates that the effects of an Al system
may continue after it has been changed, transferred or decommissioned.
Policing must therefore preserve any data needed to explain previous
outputs and potentially redress human decisions which relied upon the
Al systems output.

The eight accountability themes provide the substantive framework
through which these lifecycle responsibilities can be made practical. The
cight themes ensure that policing considers the whole accountability
ecosystem from the Al system itself, the data it relies upon, the legal
and regulatory environment, risk, oversight and redress, stakeholders,
accountability evidence and adaptability and learning. Taken together, the
lifecycle and themes provide a structured approach for turning high-level
accountability principles into operational practice. Ultimately, Al account-
ability in policing must be expansive, demonstrable and iterative. It must
be expansive because responsibility is distributed across a large number
of stakeholders; it must be demonstrable because policing must be able
to evidence how and why decisions were made and it must be iterative
because Al systems, legal expectations, operational contexts and public
attitudes will continue to change. This chapter offered practical consider-
ations and recommendations on how to implement Al accountability in
practice.
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CHAPTER 8

Practitioner Perceptions of What Is Needed
for Al Accountability

Christopher Spencer and Petra Saskia Bayerl

8.1 INTRODUCTION

Accountability should sit at the centre of democratic governance and
public decision-making. At its simplest, accountability requires individuals
and institutions to explain, justify and where necessary, correcting their
actions [13, 14]. Accountability is not a new concept and policing (see
Chap. 2). As Markham and Punch [11] put it, ‘policing 7s accountability’,
positioning accountability at the core of policing actions and responsi-
bilities. However, the emergence of Al use within policing creates new
accountability requirements that existing processes do not always fully
address. In part, this is due to legislation and regulations that pre-date
Al coupled with the long process it takes to update them, but also due
to new challenges Al itself brings for policing and security applications
(Chap. 1).
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Current research on Al accountability has already indicated that
responsibility can become difficult to locate when many actors contribute
to the design, development, deployment and use of a system [8, 9, 17].
The AI accountability landscape now includes new actors like training
data suppliers, test data suppliers, model developers and new decision
factors that go beyond the human such as Al system settings, statistical
weights and false positive and negatives. No longer will police need to
only show how they (as humans) came to a decision, but also how the Al
system came to a decision (or output), what influenced the decision and
what influence the decision had. Al accountability therefore cannot be
reduced to a question of whether an officer followed a policy or whether
a force complied with a legal standard; instead, it becomes a wider ques-
tion including how the Al ecosystem is governed, evidenced, explained,
challenged and corrected.

This chapter addresses this operational question by examining expert
perceptions on what is needed to make Al accountability meaningful
within policing. Drawing on primary research conducted in the UK-based
Al Accountability in Policing and Security (AIPAS) project with policing
and security experts (Chap. 5)— and positioning that evidence alongside
an international Accountability Principles for AI (AP4AI) expert consul-
tation [1, 2, 4]—the chapter explores how Al accountability can—and
should—be understood, demonstrated and operationalised in policing.

The chapter is informed by broader and ongoing work within the
field of accountability for law enforcement [5, 7, 10, 12]. Although this
body of research provides a well-established foundation for understanding
police accountability, comparatively less attention has been given to the
specific requirements of accountability for Al systems used in policing.
This chapter addresses that gap by examining what policing consider
necessary for Al accountability and the mechanisms needed to make
abstract accountability operationally relevant for Al.

8.2 METHODOLOGY

Expert opinions were collected during 2024-2025 under the AIPAS
project (Chap. 5). The research this chapter draws on consisted of a
series of focus groups with 28 experts within the fields of forensics,
counter terrorism (CT), serious and organised crime (SOC) and child
sexual exploitation (CSE). The inclusion criteria for experts were foremost
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current operational knowledge and experience within one of these four
policing fields. Further, as indicated by Hitt and Tyler [6], experiences,
age, level of executive and risk orientation can influence decision-making.
Therefore, the study recruited participants from a range of ranks/seniority
to obtain greater diversity of perspectives. Along with rank/seniority,
the experts also covered a variety of roles, including data specialists,
policy advisers, data protection officers and policing practitioners. Initially,
participants were recruited as an opportunity sample from the professional
network of the researchers, then expanded via snowball sampling though
participants’ professional policing networks.

We conducted three expert consultations, each focused on a specific
policing area (i.e. forensics, CT and combination of SOC and CSE). Each
consultation session followed the same structure using a set of pre-defined
questions (see Table 8.1). Data was both manually recorded in exten-
sive notes and digitally through voice recordings. To ensure discussions
remained grounded in the experts’ field, one expert during each session
provided a use case scenario. For forensics, Al accountability was framed
around the use of Al in DNA and friction ridge detail; for CT, SOC and
CSE, the use cases were centred around sized digital devices and ‘big data’
investigations. The purpose of the use cases was to frame expert discus-
sions on where Al would sit in an investigation, the impact it would have
in terms of accountability and what requirements and mechanisms would
be needed to ensure accountability.

The discussions were structured along a prepared question set,
including open and closed formats, that were captured either as part of
discussions or as written answers (Table 8.1). The questions presented
in each session were provided to experts in advance, along with details
of the study and informed consent and information sheet.! The sessions
were audio-recorded and transcribed verbatim to facilitate the analysis.

Analysis of the qualitative data started with open coding techniques
allowing for the aggregation of key themes. Quantitative data generated
through questions four and five (Table 8.1) was aggregated by adding
together the responses across the sessions. This allowed the analysis to
identify the overall ordering of the accountability principles for Al and

L The study obtained ethics approval from Sheffield Hallam University’s Ethics Research
Committee (Ethics ID: ER64540159). All data collected for the study abided by the
regulations that are detailed within Sheffield Hallam University data storage and ethics
and integrity policies.
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Table 8.1 Question set used during the expert consultations

Question Method of data capture

1 What does accountability mean in your  Discussion
field?
2 Do you know of any accountability and/ Discussion
or Al-related frameworks in your field
that we should consider for Al
accountability in policing and security?
3 Considering the 12 accountability Discussion
principles for Al, are we missing any
principles or are there any overlaps/
duplications, we should address?
4 DPlease rank the 12 accountability Ranking exercise
principles for Al in order of importance
for your field.
5  We have created a division of Al Yes/no questions with comment option
accountability principles into primary
and supporting principles. Do you agree
with this division at all and with the
distribution of each principle into the
two categories (i.e. primary/supporting)?
6  Considering the eight AIPAS themes and Discussion
their sub-themes, we propose to assess
Al accountability, are any themes or
sub-themes missing or should any of
them be merged?
7  How do you demonstrate Al Open answers on answer sheet
accountability to oversight bodies and
public in this use case? Is this the same
process you would use for other use
cases in your field?

to compare how experts across the specialist areas prioritised them. The
results were returned to experts for validation to ensure the analysis
adequately represented their views. Once validated, the data was aggre-
gated across the three sessions, and a comparative analysis was conducted
to help identify similarities and differences across the specialist areas.
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8.3  REsuLTs
83.1 Meaning of Accountability

Accountability was described by the experts as a multi-layered concept
involving answerability to the justice system, regulators and the public,
as well as adherence to organisational standards, individual competences
and the responsibilities of private providers delivering services to policing.
Ditferent specialisations within policing, however, offered different lenses
in which accountability was viewed. Experts in the field of forensics
linked accountability related to process and evidence assurance, i.e.
accountability related to the courts and regulators employing system
accreditation, professional competence, standard operating procedures,
governance structures and audit trails. For CT experts, accountability was
similarly framed through legal and regulatory mechanisms and profes-
sional ways of working. For experts in the fields of SOC and CSE,
accountability focused more explicitly on victims, perpetrators and super-
visors. The subsequent headings in this chapter group together themes
where experts demonstrated their meaning on accountability.

83.1.1  Organisational Answerability

Across the expert groups’ accountability was first understood as answer-
ability. In forensics, this was expressed as organisational answerability
to the justice system, courts, regulators and the public. In SOC and
CSE, practitioners framed accountability through professional conduct,
command structures and responsibility to victims, suspects, the public and
courts. The responses reflect a broader policing culture in which deci-
sions must be capable of being justified to multiple audiences, each with
different expectations, rights and forms of scrutiny. AI complicates organ-
isational answerability because responsibility may be shared across several
actors. Policing may be accountable for adoption, procurement, deploy-
ment and oversight, but the supplier may control technical knowledge,
while the practitioner may control the specific use and the supervisor may
control authorisation and review. The international consultation [1] rein-
forces this distributed model by identifying an even wider range of groups
that are relevant to Al accountability, including law enforcement agencies,
judicial institutions, prosecutors, industry, independent technical bodies,
civil society, universities, ministries, ombuds institutions and other public
bodies. Together, these observations indicate that policing experts clearly
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viewed that accountability is a multi-stakeholder responsibility, with police
one amongst many accountability actors.

8.3.1.2  Process and Evidential Robustness

Experts repeatedly linked accountability to process and emphasised that
accountability is tied to following the correct procedures rather than only
to creating the correct outcome, meaning that the steps taken to reach
a conclusion must be transparent and answerable across the entire chain
of activity. This was particularly the case when experts were discussing
evidential stands, and when considering what a chain of custody would
involve it Al were used. The experts expressed that in order to fully under-
stand what impact AI will have on judicial proceedings (i.e. Al outputs
being used as evidence and how the evidence would be challenged), the
experts would need to learn from a real court case.

Experts argued that evidential robustness for Al requires more than
what is currently recorded in policing; when Al is involved, evidence
would need to extend into records of the system used, such as Al configu-
ration settings and data sources. This notion also aligns with experts from
the AP4AI study, where accountability mechanisms identified included
auditability of algorithms, data and design processes, internal and external
auditing and user action logging.

8.3.1.3  Professional Conduct and Individual Responsibility

The experts further reflected accountability through the lens of profes-
sional conduct and individual responsibility. In the ranking exercise,
conduct was one of the higher-ranked principles across domains, along-
side lawfulness, transparency, proof and explainability. In SOC and CSE,
accountability was connected to professional conduct towards victims,
perpetrators and the public, as well as to answerability to supervisors and
chain-of-command for decisions made during and after an investigation.
Forensics experts, in contrast, made a distinction between organisa-
tional answerability and individual responsibility by separating users who
procure the tool from those who apply the tool, and by stating that
practitioner-level accountability is centred on using the correct tool and
correct methodology, including tool settings.

8.3.1.4  Legal, Ethical and Public Justification
Experts placed lawfulness at the centre of Al accountability and across
the fields connected accountability to compliance with laws, regulations
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and policy. This view reflects the basic policing requirement that power
must be exercised lawfully, proportionately and in accordance with public
expectations. However, discussions also showed that lawfulness alone
was not considered sufficient to ensure accountability. Forensic experts
emphasised public accountability and policing by consent and identified
challenges in explaining Al-processed forensic evidence to citizens, juries
and judges in a way that supports understanding and trust.

83.1.5  Auditability, Review and Challenge

The final aspects identified were a combination of auditability, redress
mechanisms, independent governance and oversight bodies as recurring
accountability components. Forensics experts associated accountability
with documented processes, evidence of reasoning behind decisions and
the ability to explain outcomes to judges and juries. In the CT sessions,
experts made the argument that if an outcome is successfully challenged
by a defence, an accountability mechanism may already have failed earlier
in the process. This is a significant insight because it treats courtroom
challenge as a late-stage symptom of earlier process weakness, rather than
as the primary mechanism of accountability. Effective Al accountability
should therefore be upstream and anticipatory to possible legal challenges.

8.3.2  What Experts Need for AI Accountability in Policing

Al accountability can cannot exist in a vacuum; it relies on mechanisms,
frameworks and a common understanding across individual officers or
staff members through to the wider organisations and their stakeholders.
Functional AT accountability therefore needs to be accessible to all, reduce
ambiguity in responsibility and provide actionable guidance for decision-
making purposes. The expert findings below consequently indicate that
meaningful Al accountability depends on a combination of factors that,
when taken together, offer robust Al accountability requirements that can
meet the demand for policing contexts.

8.3.3  AI Accountability Requivements

8.3.3.1  Clear and Accessible Accountability Language
Experts emphasised that terms need to be immediately understandable to
a policing audience. In the discussions with experts the three principles of
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completeness, inclusivity and compellability emerged as particularly diffi-
cult terms to understand without prior knowledge of Al accountability.
Experts in CT, SOC and CSE argued that transparency and explainability
were closely linked and felt that in practice, it may be difficult to distin-
guish between them unless their definitions were made clearer. Experts
from forensics also suggested that the two principles could potentially
be condensed (transparency and explainability), although concerns were
then raised that combining them may make the broader category harder
to measure or operationalise.

8332  Alignment with Existing Policing Systems

Across the sessions, experts made reference to various policing systems
to ensure accountability, both in specific and general terms, which are
indicated in Table 8.2. Systems in this sense refer to frameworks, standards
and decision models used in policing that offer accountability, rather than
machine /Al systems. Experts indicated that it would be necessary for any
Al accountability framework to be aligned with pre-existing systems, for
two main reasons: firstly, it ensures that duplication of effort is reduced
(i.e. not needing to complete a Data Protection Impact Assessment if
there is already one in place); and secondly, it ensures that any framework
is fit for purpose and does not contradict or work outside of other systems.

8.3.3.3  Evidence-Based Recovds Across the AL Lifecycle

A repeated requirement voiced across the sessions was for adequate
evidence, in the sense that accountability can and needs to be demon-
strated. Accountability is not satisfied by stating that a system is lawful, fair
or accurate; instead, it also calls for technical and organisational evidence
that can be inspected. The experts across the sessions identified specific
evidence needs in terms of transparency and explainability (see below) and
particularly in relation to data, processes, outcomes and record keeping.
All experts noted that accountability evidence would need to be a cross-
cutting requirement across domains and across the full lifecycle of an Al
system.

8.3.3.4  Transparvency and Explainability Matched to Different
Aundiences

Experts consistently identified transparency and explainability as central

but also recognised that they cannot be understood as only type of

disclosure requirement. Forensics participants stated that transparency
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Table 8.2 Current accountability systems used in UK policing

Data Assessments  Frameworks — Accreditation Decisions and agreements
and code of
practice
General data  Risk Ethics International Policy decisions
protection assessments  frameworks ~ Organisation
rights for
Standardisation
(ISO) such as
ISO 17020;
1SO 17025
Data Human Police code  United Senior investigating
processing rights of conduct  Kingdom officer decisions
contracts impact accreditation
assessments service (UKAS)
‘Big’ data Third-party  Statutory Other system Security standards
frameworks assessments  code of accreditations agreements
practice
ALGOCARE Data JPLANE Appropriate and Procurement agreements
protection model current training
impact
assessment
The science National
regulators decision-making model
code of
practice

and explainability are needed at all stages of the Al lifecycle, including
design, development and deployment, but that communication must be
balanced depending on the audience. CT experts similarly argued that the
level of transparency and explainability must distinguish between what the
public needs to understand and what police require, particularly where
public disclosure could undermine techniques or sensitive capabilities. A
moot point discussed, which could potentially create a gap in achieving
transparency and explainability, was contractual agreements entered with
third-party Al suppliers (as detailed in Sect. 8.3.3.6).

8.3.3.5  Human Oversight and Defined Decision Ownership

Human oversight appeared across the expert session as a requirement
for trust, review and responsibility. Forensics experts discussed human-
in-the-loop examples and indicated that human oversight is needed to
support trust in the process, while also acknowledging that in some cases,
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systems may perform better than human recognition. CT, SOC and CSE
experts described review mechanisms currently conducted by humans and
distinguished between Al outputs used to direct an investigation and
Al outputs used for evidential purposes. There was a clear distinction
that—if any Al system was used in judicial proceedings—a human re-
analysis would be required, not only to validate the output, but also to
increase trust from a jury. Conversely, if an Al system’s output supports
information (e.g. Al used for initial translation), there would be lower
requirements for human-in-the-loop intervention.

8.3.3.6  Supplier, Procurement and Third-Party Accountability
Supplier and procurement accountability is an example of where account-
ability moves beyond policing (and emphasises the requirement for a
broad stakeholder view discussed previously). Forensics experts recog-
nised accreditation as a useful mechanism to ensure that accountability
can be demonstrated; this approach would also assume responsibility
for suppliers. However, in the case of a faulty Al system, strong
contracts between policing and suppliers (that allow for redress) were
suggested as an integral part of accountability. All experts, particularly
within CT, identified difficulties where third-party providers may aim to
protect commercially sensitive data, thereby creating obstacles to policing
accountability.

8.3.3.7  Redress, Challenge and Corrective Mechanisms

Redress is crucial because Al accountability without consequences is inef-
fective, and experts across fields expressed the need for mechanisms for
redress, challenge and correction. It is worth highlighting that redress was
positioned as a function mainly of independent governance and indepen-
dent oversight structures, which may manifest as a complaints process or
as auditing and reporting responsibilities. SOC and CSE experts expanded
beyond supervisors and affected organisations and placed Al account-
ability within a stakeholder field that includes victims, perpetrators and
the public. This national view aligns with international perspectives, which
emphasised that for systems that produce harmful outputs or cannot be
explained when challenged, there must be a route to stop, review, correct
and remedy the issue [1].
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8.3.3.8  Training, Competence and Organisational Learning

Training and learning emerged as central to practitioner perceptions of Al
accountability. Forensics participants stated that learning and education
are as important as training data, process and assurances. Similar to issues
of evidence, experts positioned learning and education as a cross-domain
accountability theme, indicating that practitioners cannot be accountable
for Al use if they do not understand the tool, its limits, the relevant policy
and the appropriate escalation routes.

8.3.4  Validating the Principles-Based Approach to AI Accountability

Across the sessions, experts responded positively to the 12 Al account-
ability principles and broadly supported the principle-based approach as
a meaningful foundation for strengthening Al accountability in policing
and security. Responses indicated that the principles captured the issues
practitioners regarded as essential.

Still, the 12 principles address very different aspects of policing
accountability. We therefore aimed to understand whether certain prin-
ciples were considered as more vital or ‘central’ to Al accountability.
For this purpose, we asked participants to rank the principles according
to their relevance to ensure Al accountability. The ranking results in
Table 8.3 indicate that lawfulness was often ranked as the most impor-
tant principle (average rank of 1.19). Transparency, conduct, proof and
explainability were also ranked highly, suggesting that practitioners priori-
tise lawful use, openness, professional behaviour, evidential grounding
and the ability to explain Al systems. At the same time, the ranking
also demonstrates considerable differences across experts—indicated by
the range between top (highest) rank and lowest rank per principle in
Table 8.3. Explainability, for instance, was placed at 1 (most relevant), as
well as 12 (least relevant), and a similar range can be observed for the
majority of principles.

This observation is relevant, as it indicates that the relevance of princi-
ples is not fixed but highly variable, in that all principles can become ‘most
relevant’ to demonstrate Al accountability depending on an expert’s
perspective or role, context, etc. It indicates that all 12 principles are
required to ensure that Al accountability can be guaranteed in a cohesive
way across Al deployment areas and instantiations.
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Table 8.3 Ranking results from across the three studies

Principle Average rank Top rank Lowest rank
Lawfulness 1.19 1 7
Transparency 4.21 2 9
Conduct 4.32 1 8
Proof 5.52 1 10
Explainability 6.45 1 12
Enforceability and redress 7.12 2 10
Learning 7.12 2 10
Compellability 7.90 2 12
Independence 7.86 3 11
Completeness 7.91 1 12
Constructiveness 9 1 12
Inclusivity 9.25 3 12

8341  Measures to Achieve AI Accountability

While the 12 Al accountability principles were seen as a solid conceptual
foundation, experts argued that the principles alone would not guarantee
Al accountability. The experts did not reject a principles-based approach;
rather, they needed high-level principles to be translated into practical
actions—an approach explicitly taken by AIPAS (see Chap. 5). Al was
seen as such a new concept to policing that knowing what questions
to ask may often be one of the greatest challenges to implementing
Al accountability (i.e. there could be a scenario where accountability
was missed not because of lack of due diligence, but because of inex-
perience). Experts were therefore rightly concerned with what must be
recorded, explained, evidenced and reviewed and how. This question was
put directly to experts in all sessions (see Table 8.2) with the request
to record all currently existing or expected (wished-for) mechanisms to
evidence the 12 Al accountability principles. Table 8.4 collates the ways
and mechanisms provided by experts to demonstrate Al accountability
against each of the 12 principles.

The findings from the experts offer several valuable insights. Firstly,
there is a very clear need for Al accountability within policing. Other
data-driven outputs such as intelligence and evidence are rightly scruti-
nised by stakeholders, and the same will need to happen for Al outputs
to ensure that accountability standards (as a whole) in policing are main-
tained. Secondly, accountability mechanisms already exist across policing;
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Table 8.4 Expert feedback on mechanisms that can be used when attempting
to demonstrate Al accountability

Principle Accountability mechanism identified

Lawfulness e Clear legislation, new legislation or reviewed against
current legislation
e Testing cases in court and consideration of legal challenges
e Compliance with: GDPR, case law, human rights act/
ECHR, local force policy, policing codes of practice, data
protraction act, Management of Police Information,
freedom of information, equality act/equality duty
e Official accreditation or confirmation that a tool or use is
not unlawful
Agreement for appropriate access for oversight or review
Openness with the community about Al use
Explanation of new developments
Human validation where relevant and supported by risk
plans, data management and retention plans
Auditable and accurate records
Al catalogue of records
Standardised user guides and technical manuals
Communication plans for specific stakeholders
Independent oversight supported by stakeholders
Identification of relevant stakeholders and their needs
Recognition of the stakeholder landscape (i.e. victims,
perpetrators, the public, courts, supervisors, government
bodies, public organisations, private organisations and
anyone affected by police decisions)
Transparency e Sharing information with internal stakeholders for
validation, subject to security classification limits
Privacy notices on projects
Efficient freedom of information processes
Annual reports from an Al body or commissioner
Documented and auditable processes
Correct management of information, including errors
Accessible publication of system information
Audience-specific information sheets for professionals,
technical staff, users and the public
Proactive communication about successful uses and failures
e DPublic consultations

Inclusivity

Completeness

(continued)
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Table 8.4 (continued)

Principle

Accountability mechanism identified

Impartiality

Proof

Enforceability and
redress

Independent governance to monitor Al use

An Al body or commissioner independent of police,
security services and other operational bodies
Independent auditing and oversight

Monitoring and enforcement by independent organisations
such as IOPC, an information commissioner-type body,
HMICERS or other scenario-dependent oversight bodies
Governance boards

Continual review and accreditation linked to independent
monitoring

Auditable processes and procedures where manual
intervention is required

Regular monitoring of manual intervention

Evidence of use based on accreditation (such as ISO
standards)

Training and competence records

Adherence to an ‘Al code of conduct’ similar to the
forensic science regulator code of conduct

Audit trails of actions taken

Tamperproof and auditable records

Records of Al testing

Accreditation to industry standards

Evidence that the system meets criminal evidential
standards where relevant

Pre-established requirements for providing records to
court or review bodies such as HMICFRS
Documentation and auditing supported by standard
operating procedures, professional standards, policy and
guidelines

Independent governance or oversight structures
Oversight by an independent body or commissioner
Independent escalation arrangements similar to an
ICO-type body

Forensic science regulator involvement where relevant
Governance structures and reporting management
information

Clear police complaints processes

Independent external agencies tasked with review and
regulatory action

Clear consequences for breaches of standards
Legislation or contractual arrangements that include Al
manufacturers within redress requirements where relevant

(continued)
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Table 8.4 (continued)

Principle

Accountability mechanism identified

Compellability

Explainability

Capturing associability requirements from all stakeholders
Contracts, memorandum of understanding or equivalent
agreements that specify details subject to regular review
Al body or commissioner with powers over government
Al users, including police and security services where
relevant

Full accreditation and monitoring by an independent body
Mechanisms that allow oversight bodies to obtain the
evidence needed to hold a force, supplier or system owner
to account

Readily accessible reporting

Engagement with Al developers

Explanation of legal restraints by legal teams

Equality assessment and policy communication

Internal processes for evidencing dataset assurance

Public consultation and education for policing, the public,
the press and other audiences

UKAS-style oversight of Al service delivery

Court testing and translation of technical outputs into lay
terms

Training focused on the tool and its outcomes

Simplified information or frameworks for different
audiences

Equality impact assessments

Pop-it-style review (people, organisation, processes,
information, technology)

Case study examples

Guidance and information sheets

Clear explanation strategies based on the recipient’s
knowledge and constraints

(continued)



142  C. SPENCER AND P. S. BAYERL

Table 8.4 (continued)

Principle

Accountability mechanism identified

Constructiveness

Conduct

Learning

Working groups or boards engaging relevant parties
Communication with MPs, ministers, human rights
groups, victim groups and the legal community
Independent oversight similar to a DNA strategy board
Consultation with relevant boards and expert groups
Formal approval processes

Governance or decision boards

Independent review

Public accountability boards

Practitioner and super-user feedback

Mandatory information sharing

Business process mapping

Continued involvement of the AI manufacturer after
purchase

Regularly assessed standards

Clear force guidelines for Al use

Ethical approval where relevant

Compliance with forensic science regulator standards
Alignment with authorised professional practice, the
National Decision Model, the JPLAN model or other
operating procedure guidance, code of ethics and policing
principles.

Public scrutiny panels

Conduct assurance through internal and external audit or
review

Robust training with ongoing refresher assessment
Feedback and new procedures from forces using Al
Engagement with NPCC leads and strategic partners
Records of improvement actions

Internal quality management systems

Capture and sharing of lessons learned

Cross-force streamlining

Documentation of errors and anomalies

Standardised improvement actions and root-cause analysis
Formal continuous review and improvement processes
Learning updates shared across networks

Practitioner feedback mechanisms

Integration into oversight boards

Exploration of automatic feedback from Al systems
Learning processes that can themselves be challenged or
contested
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however, their relationship to Al is fragmented, and sometimes, a step
removed from their initial purpose. This means that while some mecha-
nisms offer a current ‘best fit solution’, they miss the intricacies that Al
accountability demands. Thirdly, the accountability landscape in policing
is extremely complex and when adding complex Al systems into complex
landscapes, the likelihood of negative outcomes (such as fragmented
reasonability, duplication, inconsistent practices) increase and therefore
gaps in accountability will begin to appear. Lastly, accountability mecha-
nisms sit at the strategic, tactical and operational level. Often this means
that strategic-level mechanisms establish the wider governance environ-
ment and organisational expectations, while tactical-level mechanisms
interpret into policy and procedures, and operational-level mechanisms
execute the policy. Effective Al accountability therefore depends on clear
alignment across all three levels and across all contexts (for example,
generative Al, predictive Al and agentic Al will all have different account-
ability mechanisms when being used, particularly in terms of policy
decisions).

8.4 DISCUSSION

The expert evidence summarised in this chapter demonstrates that Al
accountability within policing is layered, multidirectional and complex
(also Chap. 2). This complexity becomes more pronounced through Al
systems where accountability must extend beyond the individual user and
into a wider Al accountability ecosystem (cp. Chap. 7). Existing work
on Al accountability shows that responsibility can become fragmented
when many people and organisations contribute to system outcomes
[17]. Wider Al policy resear also shows that accountability must be
understood as part of public governance, not simply as a technical
or organisational issue [15]. Our study further demonstrates that Al
accountability is highly context specific. While the overarching logic of the
principle-based approach was proven to be useful and meaningful across
all four policing contexts, the findings demonstrate that putting them
into practice requires careful calibration within each context. Despite this
complexity, Al accountability remains essential to policing by consent
in the UK. Police legitimacy depends on public trust, and public trust
depends in part on whether police decisions can be explained, justified,
challenged and corrected [16].
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Experts in our study argued that there are gaps in the current
accountability arrangements, in so far as they are fragmented across roles
and responsibilities and often do not account for Al-specific require-
ments. The gap is partly being bridged through existing processes,
including DPIAs, accreditation, force policy, governance boards and
contracts. However, none of these was designed specifically for Al and
its wider ecosystem. The findings also demonstrate a knowledge gap
within policing in that experts recognised that completing a comprehen-
sive Al accountability assessment would be challenging without support,
guidance and accessible language. This is important to consider when
designing Al accountability into policing because a framework that only
technical specialists can understand will not be sufficient for policing or
for their stakeholders. Al accountability must be usable by police leaders,
procurement teams, enabling services, operational users, oversight bodies
and affected communities.

The central question then is not only what accountability means, but
what Al accountability requires in practice? Indeed, there was much
overlap in how different experts viewed accountability, but there were
also subtle differences in how they perceived accountability and the mech-
anisms that they are governed by. For instance, an expert in the field of
SOC will have no need to answer to ‘ISO/IEC 17025-General requirve-
ments for the competence of testing and calibration laboratories’ but may
need, in the UK, a Professionalising Investigation Programme Level 2
(PIP 2) qualification. For accountability, this is useful evidence, as it
demonstrates that Al accountability must be a framework that address
all user needs, agnostic to the type of Al system being used or the field
in which it is being used. This requires Al accountability to be exten-
sive in terms of extending beyond operational use and all-encompassing,
in the sense that it should be applicable to all forms of policing from
administrative functions to operationally deployable systems.

The chapter is based on expert evidence from the fields of forensics,
CT, SOC and CSE which are high-value domains for understanding Al
accountability as they involve sensitive data, serious harm, public trust,
evidential implications and specialist operational pressures. However,
other domains, such as neighbourhood policing, public order and call
handling, may create additional AI accountability requirements. Also, Al
capabilities change rapidly, and accountability mechanisms or require-
ments may thus shift as Al systems become more autonomous, more
integrated or more embedded into routine police workflows.
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While we posit that the 12 principles are applicable across policing and
security domains and ‘future-proof’ in the sense that they will stay valid
even for emerging Al scenarios, the specific forms, applications and imple-
mentation measures of Al accountability will vary and will need to be
updated to remain relevant.

The wider public has a legitimate role in shaping accountability, partic-
ularly in a policing-by-consent model, as it underlies UK policing. Public
views, community expectations and affected stakeholder perspectives were
not captured in this study; however, they were captured in a large-scale
national citizen consultation on the police use of artificial intelligence [3].
This consultation demonstrates that Al accountability is a public expecta-
tion (Chap. 10), emphasising again the crucial nature to implement and
evidence accountability in a way meaningful for the public.

The insights in this chapter outline how practitioners define account-
ability and its stakeholders, existing and potential barriers to the practical
implementation of Al accountability, as well as the measures they expect
to be in place to ensure Al is embedded in policing in an account-
able fashion. These are an important foundation to develop meaningful
approaches for the implementation of Al accountability that go beyond
‘thinking tools’ into operational practice and concrete actions. Other
chapters in this book describe such practical approaches from organ-
isational practices (Chaps. 6, 7) to software-aided solutions (9). A
fully developed Implementation Guidance is provided in the Appendix.
Together these solutions show that practitioners’ expectations for practical
Al accountability are imminently feasible, as long as they stay up to date
with ongoing technical, legal and societal developments and conscious of
practitioners’ adapting needs.
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CHAPTER 9

Software-Aided Al Accountability

Jordan Thompson and Babak Akhgyar

9.1 WHY A SOFTWARE-AIDED
SOLUTION FOR Al ACCOUNTABILITY?

Al initiatives in security and policing operate in a multi-role, multi-stage
and multi-version environment. Multi-role means that the operational
owner, technical lead or supplier, data owners, legal adviser and Data
Protection Officer (DPO), information-security lead, oversight body
and communications or community-liaison function each hold relevant
knowledge. Multi-stage refers to the pre-deployment, deployment and
post-deployment activities described in Chap. 7. Multi-version recognises
that the Al system, its configuration and data, the assessment template
and the supporting evidence may all change over time.

These characteristics make accountability a matter of organisational
coordination rather than document completion. Decisions about purpose,
necessity and data may begin during design or procurement, be tested
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before deployment and require reconsideration when performance, use
or configuration changes. Evidence may sit in evaluation reports, supplier
documentation, policies, minutes, risk records and operational logs.
Unless an organisation connects those materials to named decisions and
owners, it becomes difficult to establish what was known, who reviewed
it and why a course of action was authorised. Software can provide that
connective structure, while the substantive judgements remain with the
responsible people and governance bodies.

9.1.1  Challenges of Traditional Approaches

Paper forms, shared folders, email chains and ad hoc spreadsheets can
capture individual contributions, but they generally do not represent
the full accountability environment. A static form does not reliably allo-
cate questions to the function with the relevant authority; a legal-basis
question, for example, may be completed by whoever happens to hold
the document rather than reviewed by the appropriate legal or data-
protection role. Concurrent copies also obscure which version is current,
separate comments from the answer they concern and make the history
of a decision difficult to reconstruct.

Traditional formats are also limited when the relevance of later ques-
tions depends on earlier answers. Without conditional routing, teams may
collect material that does not apply or omit evidence that a particular
deployment requires. Links between an answer, its rationale, the under-
lying artefact and a follow-up action can weaken as files move or staft
change. The result is not necessarily an absence of activity, but a frag-
mented record that is harder to review, compare and render consistently
for internal assurance or appropriate external communication.

9.1.2  Benefits of & Dedicated Tool

A dedicated accountability tool can address these weaknesses in five
related ways:

1. It translates principles and themes into structured questions,
displaying relevant follow-on prompts through conditional logic

2. It places comments, assignments and resolution notes beside the
answer under discussion, so that each function contributes within
a shared record
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3. It links rationales and evidence to stable assessment items and
preserves a record of edits

4. It versioned templates allow requirements to be updated while
retaining the basis on which earlier work was completed

5. The same governed record can support distinct reports for project
teams, oversight bodies and where appropriate, public communica-
tion

Software support may also influence organisational practice by making
outstanding actions and review history visible across roles. This visibility
can reinforce accountability as continuous work rather than a one-off
exercise before deployment. It also exposes costs that may be hidden
by apparently inexpensive spreadsheets and shared documents, including
repeated reconciliation, inconsistent assessments, duplicated template
updates and the loss of organisational memory when staff change. A dedi-
cated tool does not remove these risks, but it provides a controlled process
through which they can be managed.

The benefit is continuity, not automated assurance. During design and
procurement, the record can connect intended purpose, supplier claims,
legal analysis, anticipated risks and evaluation plans. During deployment
and operation, it can connect approved operating limits to monitoring,
incidents, actions and material changes. During migration or decommis-
sioning, it can preserve decisions about retention, disposal and lessons
learned. In each case, the organisation must still decide what evidence is
sufficient, who may accept risk and whether the proposed or continuing
use is lawful, necessary, and proportionate.

9.2 WuaTt Is THE AIPAS Toour:

The AI Accountability in Policing and Security (AIPAS) tool is an
access-controlled web application through which security and policing
organisations can assess and evidence accountability for a specific Al capa-
bility and use context. Its project spaces allow authorised participants to
complete assessments, discuss questions, link evidence, record actions and
produce reports. Access is currently provided as a controlled access rather
than as a public self-service application.

The application combines a core ‘Self-assessment” with a collabora-
tive interface, ‘Check Assistant’; ‘Knowledge Base’ and “Template Editor’,
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Fig. 9.1 AIPAS module map, showing how controlled inputs and supporting
functions contribute to an assessment record and its reports while review, sign-off
and governance decisions remain organisational responsibilities

while project spaces, analytics and reporting organise the resulting mate-
rial at programme level. These functions connect approved questions and
organisational evidence within a reviewable assessment record. Figure 9.1
shows that relationship and places the resulting governance decision
outside the application boundary.

9.2.1  Self-assessment

The ‘Self-assessment’ is the core function, and each assessment concerns
a specific Al capability and use context rather than Al in the abstract. Its
questions connect practical information to the twelve principles set out in
Chap. 5: lawfulness, proof, completeness, inclusivity, explainability, trans-
parency, compellability, enforceability and redress, impartiality, construc-
tiveness, conduct and learning. Short hints explain why a question matters
and indicate when supporting evidence is expected, while conditional
routing limits follow-on questions to the circumstances recorded in the
assessment.

Each applicable item uses one of three assessment states: ‘Achieved’
records the organisation’s assessment that the requirement has been met
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and should be supported by an adequate rationale and evidence; ‘Needs
addressing’ identifies a gap requiring an owner and follow-up and ‘Not
applicable’ records that the item does not apply in the stated context and
requires an explanation where the reason is not self-evident. These states
structure review rather than constituting an automated finding of compli-
ance. Useful prompts include what information will be communicated
about an Al system’s purpose and limitations, and what complaint and
redress routes are available to affected people.

9.2.2  Collaborative Interface

Each assessment question has a linked discussion thread within which
authorised participants can comment, reply, link an artefact, identify a
colleague, assign follow-up work and mark a discussion as resolved or
reopen it. The author and time attached to each contribution preserve
the relationship between clarification and decision: for example, an oper-
ational owner may draft the intended purpose, a DPO may query reten-
tion, a supplier may link an evaluation report and an oversight member
may request a clearer redress route. Keeping that exchange beside the
answer reduces separate email chains and helps later reviewers understand
how an issue was closed.

9.2.3  Check Assistant

The “Check Assistant’ is an embedded Al-supported aid for reviewing
free-text quality. It examines three matters: whether an answer addresses
every part of the question; whether the narrative conflicts with the ques-
tion or selected assessment state and whether spelling or grammar may
obscure meaning. Suggestions appear as non-destructive prompts that the
author may accept or disregard.

The assistant does not decide whether an answer is correct, whether
evidence is sufficient or whether an Al use is lawful or proportionate.
Those judgements depend on facts and authority that the software may
not possess, including non-public policy, operational context and legal
advice. This boundary also limits automation bias: a drafting aid must
not acquire the status of an accountable reviewer. Responsibility therefore
remains with the named operational, legal, technical and oversight roles.
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9.2.4  Knowledge Base

The ‘Knowledge Base’ supports interpretation of the assessment by
answering natural-language questions against curated AIPAS guidance
and returning grounded excerpts with links to the relevant page, so that
the source can be read in context. Because it is bounded to that material
and does not search the wider internet, its function is to make agreed defi-
nitions and guidance easier to locate rather than to replace professional
advice or organisational policy.

9.2.5 Template Editor

The ‘Template Editor’ manages the structured set of stages, ques-
tions, input types, hints and warning tags used by the ‘Self-assessment’.
Templates are versioned using semantic versioning. A core template can
act as the parent of a local child template, enabling an organisation to add
policy text, questions or stricter thresholds without overwriting the core.

The template design allows a new version to be published without
interrupting an assessment already under way. Where an upgrade is avail-
able, the guided migration process is designed to identify added, changed
and removed items, retain archived answers for removed questions and
record the time, user and summary of the change. Core changes can
therefore be applied to related assessments while local child changes
remain intact. This approach helps prevent multiple competing ques-
tionnaires and preserves which requirements applied when an assessment
was undertaken; it does not remove the need for authorised template
governance.

9.2.6  Project Spaces, Analytics and Reporting

Project spaces group assessments by capability or programme and restrict
participation to authorised roles. Dashboards summarise the distribu-
tion of ‘Achieved’, ‘Needs addressing’ and ‘Not applicable’ responses by
assessment and theme and can display change over time. These views
direct attention to recorded gaps; they are not a substitute for examining
the rationale and evidence beneath each state.

The AIPAS tool produces four report forms. The ‘AIPAS Report’
presents the full assessment for internal review. The ‘UK Covenant-
based Report’ is specific to UK policing and organises relevant material
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against the National Police Chiefs” Council’s Covenant for Using Artifi-
cial Intelligence in Policing. The ‘Highlighted Risk Areas Report” draws
together items marked ‘Needs addressing’ for action and review. The
‘Principles-based Report’ reorganises assessment material around the
twelve accountability principles. Section 9.7 examines the content and
intended audiences of these outputs in greater detail.

9.2.7  What the AIPAS Tool Is Not

The AIPAS tool is not an automated ethics, legality or deployment
decision-maker: it cannot verify all evidence, accept organisational risk,
confer compliance or replace a Data Protection Impact Assessment, inde-
pendent scrutiny or an authorised sign-off process. It provides structure
for evidence and deliberation, but the organisations and people using that
structure remain responsible for the decisions taken, and access to the
controlled access does not itself validate an Al system or its use.

9.3 ROLES AND RESPONSIBILITIES

The AIPAS tool is intended for multidisciplinary use, but software permis-
sions do not create or transfer legal and organisational responsibility. The
titles below describe an applied UK security and policing arrangement
rather than a universal model; other security and policing organisations
should map the same functions to their own lawful governance and
oversight structures.

e Project Lead or Operational Owner, Including a Senior Respon-
sible Owner (SRO) Where That Title Applies: establishes the
operational need, records necessity and proportionality, secures
resources, owns accepted risk and ensures that the authorised body
records review and sign-oft [5].

e Technical Lead or Supplier: documents architecture, data flows,
training and testing, performance boundaries and security controls
and provides verifiable artefacts such as evaluation reports, model or
system cards and data-provenance summaries. Supply-chain informa-
tion must remain current enough to support lawful processing and
change control [3].
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e Legal Adviser and Data Protection Officer (DPO): advise on
lawful basis, transparency duties and controller—processor relation-
ships and lead or assure the Data Protection Impact Assessment.
Their involvement should begin early and continue when the context
changes [2].

e Ethics or Oversight Body: challenges necessity, proportionality,
fairness and redress before deployment and at appropriate points in
operation. Minutes and, where appropriate, public summaries should
preserve the basis of that scrutiny [1, 4].

e Information-Security Lead: assures security architecture, resilience,
logging and monitoring and confirms that material model, prompt
or configuration changes follow auditable change governance inte-
grated with data protection and oversight [3].

e Public Communications or Community Liaison Function:
prepares plain-English transparency material, coordinates appropriate
engagement and supports lawful responses to information requests
with the operational owner and Data Protection Officer [1, 6].

Local Al and data policies, board terms of reference and delegations
determine how these functions interact and who may approve a decision.
The AIPAS tool should reflect those arrangements through access, assign-
ments and review records rather than establishing a parallel governance
structure.

9.4 ASSESSMENT STRUCTURE: SECTIONS AND LLOGIC

Each AIPAS assessment has two top-level parts, with conditional ques-
tions within them: ‘General information’ and the ‘AIPAS Accountability
assessment’ (see Fig. 9.2).

9.4.1  General Information

‘General information’ establishes the intended purpose and use context
of the Al capability, the organisation’s role in its provision or deploy-
ment and the recorded assessment of whether the EU Al Act applies
and whether the proposed use is prohibited or high-risk. These are
organisational determinations, not classifications made by AIPAS (for
legal context see Chap. 4). The section also asks whether third-party or
pre-trained models are involved. Where they are, conditional questions
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Fig. 9.2 Two-part AIPAS assessment structure: general information controls
conditional routing into the eight accountability themes, where answers are
evidenced and recorded as ‘Achieved’, ‘Needs addressing’ or ‘Not applicable’
before human review and reporting
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capture supplier details, licensing, available information about training
data and stated operational limitations. This contextual record controls
which later questions are displayed.

94.2  AIPAS Accountability Assessment

The second part collects answers, rationales and evidence across the eight
practical themes (as defined in Chap. 5):

1. AT System: intended purpose, architecture, responsible actors, deci-
sion records and operating limits

2. Data: sources, types, acquisition and management, controllers and
processors, quality and control

3. Laws and Regulations: applicable law, policing powers, policy and
the means by which obligations are addressed

4. Risk Assessment and Management: potential harms and impacts,
mitigations, acceptance criteria, testing and evaluation

5. Oversight and Redress: oversight lines, independent review,
complaint handling and available remedies

6. Identification and Management of Stakeholders: affected groups,
engagement and consideration of societal interests and concerns

7. Accountability Evidence: artefact types, robustness, custody and
retention

8. Adaptability and Learning: monitoring, material change, review
and lessons across operation and decommissioning

Questions may require a free-text, single-choice or multiple-choice
response. Conditional logic reveals only relevant follow-on prompts. For
each applicable assessment item, the recorded state is ‘Achieved’, ‘Needs
addressing’ or ‘Not applicable’; no other assessment state is used. Ratio-
nales, evidence links, comments and assigned actions provide the material
through which reviewers test that state.

Monitoring under ‘Adaptability and Learning’ must be specific enough
to govern the deployed use. It should cover performance and operating
limits, patterns of use and outcomes, incidents and redress and mate-
rial changes to the model, data or configuration. The assessment should
record named owners, thresholds or triggers for review and the action
required when a threshold is crossed. The AIPAS tool organises these
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commitments and their evidence, while the responsible governance body
determines whether the monitoring and response are adequate.

9.5 Using THE AIPAS TooL Across THE Al LIFECYCLE

The AIPAS tool supports assessment and evidence-gathering at succes-
sive lifecycle stages (see Fig. 9.3). It does not replace decisions taken by
the operational owner, technical lead or supplier, legal adviser and DPO,
information-security lead or oversight body; instead, it maintains a struc-
tured record from which those roles can review the basis for a decision,
the evidence available at the time and any action that remains open (for
details on Al lifecycle and accountability themes see Chaps. 5 and 7). The
account below explains how the software supports their application.

e Development and Design: the assessment records the system’s
purpose and necessity, relevant dataset and system facts, planned tests
and evaluation, identified risks and mitigations, the oversight model
and the lawful basis and powers relied upon. The resulting artefacts
are an initial assessment, an evidence register and an action list

e Procurement: the project team adds supplier evidence, records the
obligations associated with provider and deployer roles, identifies
requirements that must flow down through the supply chain and
checks licensing and rights for third-party or general-purpose Al
components. The resulting procurement pack is accompanied by a
residual-risk statement and assigned supplier actions.

e Deployment and Operation: the assessment applies the monitoring
scope defined in Sect. 9.4.2 and records its owners, thresholds
and escalation routes. It also covers log generation, incident and
redress processes, change control and the status of any applicable
Fundamental Rights Impact Assessment (FRIA). Outputs include an
internal operational accountability report and, where the authorised
organisation decides to publish one, a public summary.

e Migration and Decommissioning: the assessment documents the
off-ramp plan, data retention and disposal, the preservation of
evidence and logs and final learning. It therefore supports a closure
record, an archived report and a record of lessons learned. These
records preserve organisational memory and can inform a later
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Fig. 9.3 Use of the AIPAS assessment record across the Al lifecycle, from
development and procurement to operation, migration and decommissioning

assessment; they do not make the software the owner of the
underlying decision.

9.6 COLLABORATION, PROJECTS AND ACCESS CONTROL

Collaboration must preserve the relationship between each contribution,
the assessment item it concerns and the organisational role responsible
for the resulting decision. Contributors may act at different times, the
assessment may be revisited as the system changes and both assess-
ment and template versions must remain distinguishable. The AIPAS
tool organises this activity within the operating environment described in
Sect. 9.1 without transferring responsibility away from authorised people
and bodies (see Fig. 9.4).

Organisations create project spaces to group related assessments, for
example by capability, programme or deployment. Within an assessment,
contributors can discuss a question in a threaded comment, record its
resolution and retain the link to a stable question identifier. Role-Based
Access Control separates the capabilities assigned to ‘System Admin-
istrator’, ‘Organisation Administrator’, ‘Power User’ and ‘User’, while
multi-tenancy is designed to scope each document to an organisation.
The application is also designed to record substantive actions, including
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Fig. 9.4 DProject collaboration, organisation-scoped workspaces, role-based
permissions and audit logging in the AIPAS tool

edits, upgrades and report generation, in the audit log with a correlation
identifier.

Administrators control participation in a workspace, while the rele-
vant operational and governance arrangements determine who may
supply evidence, review an answer or authorise a decision. Permission to
contribute within the AIPAS tool does not, by itself, confer authority to
approve an assessment or accept risk.

9.7 EVIDENCE AND REPORTING

The AIPAS tool converts assessment records, whether complete or still
being compiled, into audience-specific reports at any lifecycle stage. Each
report is generated on demand from the current answers and template
version and is watermarked with a timestamp, assessment identifier and
template and version metadata, thereby preserving the basis from which
it was produced (see Fig. 9.5). Reports can be viewed within the tool
and exported as PDFs for governance packs and organisational records,
while retaining the three assessment states defined in Sect. 9.2.1 rather
than introducing a separate reporting scale.
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Fig. 9.5 Anatomy and generation of AIPAS reports, showing traceable source
metadata, four report views and controlled organisational outputs

Four formats serve different review purposes:

1. ATPAS Report: this is the full structured record for internal gover-
nance and audit. It covers purpose and scope, the data and system
description, testing and evaluation, risks and mitigations, oversight
and redress, security posture and the change log. Summary charts
may show the distribution of items recorded in the three assess-
ment states and changes in that distribution over time; they do not
measure compliance or accountability.

2. UK Covenant-based Report: this UK policing-specific format
filters relevant content and groups it under the National Police
Chiefs’ Council’s Covenant for Using Artificial Intelligence (AI)
in Policing (National Police Chiefs’ Council, 2023). Inline call-
outs identify answers that relate to a Covenant requirement. It
should not be presented as a general report for security and policing
organisations outside the UK.

3. Highlighted Risk Areas Report: this view brings together answers
marked ‘Needs addressing” with their warnings and impacts. It can
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identify material accountability risks, relevant UK Covenant require-
ments and missing documentation of oversight bodies or individuals,
producing a focused record for action owners and governance
review.

4. Principles-Based Report: this view filters the assessment by selected
accountability principles, such as transparency, oversight and redress
or learning. It enables procurement, legal and information-rights
functions, scrutiny panels or communications teams to examine the
material relevant to their remit.

Reports may be generated during design, procurement, pre-
deployment review, operation and decommissioning. A PDF can contain
cover metadata, sectioned content and annexes for governance or multi-
agency use. The same structure may support a response to a Freedom of
Information request, where appropriate, while enabling the responsible
team to locate and redact sensitive annexes and preserve the public narra-
tive. Summary charts and tables may show completion by theme, actions
by owner and trends over time; an optional plain-English public summary
may also be prepared. Decisions about disclosure, redaction and publica-
tion remain with the authorised organisation, not the software and the
usefulness of these reports also depends on how the application and its
assessment records are hosted, protected and maintained.

9.8 DEPLOYMENT OPTIONS AND SECURITY POSTURE

The AIPAS tool is designed for deployment on an internal network or in
a controlled government cloud, reached through approved organisational
connections and configurable for restricted or air-gapped environments.
Routine use is designed not to require external service calls, while the
deployment architecture distinguishes the service that delivers the appli-
cation from the service that holds assessment data. A deployment must
use strong authentication and role-based permissions to restrict access to
organisations, projects and functions, encrypt traffic and record substan-
tive activity in structured audit logs. These controls make ownership
and change control more visible but do not remove the organisation’s
responsibility for local security assurance, project membership, permission
reviews, exported reports or action on audit findings.

The deployment model provides for automated build, test, security
and quality checks before promotion to a test environment that mirrors
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Fig. 9.6 High-level AIPAS deployment architecture for controlled security and
policing application, showing authorised access, organisation-controlled applica-
tion and data services, workspace separation, audit and recovery integrations and
the governed release path

production, after which releases should follow organisational mainte-
nance and change-advisory arrangements that record what changed, when
and by whom (see Fig. 9.6). The model is designed to scope assess-
ment data to the relevant organisational workspace; administrators can
configure encryption at rest, backup and recovery and connections to
existing security monitoring, while autosave, concurrent-editing prompts
and managed version changes support resilience. Each organisation must
therefore assure its configuration against local security, data-protection,
retention and recovery requirements, and this hosting description does
not imply accreditation for a particular environment.

9.9 (OPERATING THE ASSESSMENT PROCESS

Operating the AIPAS tool requires a defined routine for access, review,
monitoring, version control and archiving because different functions
contribute evidence at different points in the lifecycle, and each reviewed
assessment version must remain distinguishable from later work. The
application can support that routine, but accountable people must set the
review points, evaluate the evidence and make the resulting decisions.
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e Accounts and Access: organisation administrators should provision
named users, assign the minimum permissions required for their
role, manage project membership and review access when respon-
sibilities change. Access remains limited to authorised participants in
the controlled access. Project owners must also control any exported
reports or evidence outside the application.

e Assessment Timing and Versioning: an initial assessment should
begin when the proposed purpose and scope can be stated. It should
then be reviewed during procurement, before deployment, during
operation, after an incident that affects the assessment, following
a material change and at migration or decommissioning. Before a
major change, the team should preserve a snapshot of the existing
assessment and create a new working version. Each answer should
use one of the three assessment states defined in Sect. 9.2.1 and be
supported by a rationale and, where the question requires it, durable
evidence.

e Review and Monitoring: the project should establish scheduled
governance reviews and identify the responsible participants in
advance. Comments and assignments can record clarification, chal-
lenge and resolution, but a closed comment does not itself demon-
strate that a risk has been accepted or controlled. The monitoring
commitments defined in Sect. 9.4.2 should be incorporated into this
review routine by recording the owner, measure or evidence source,
threshold, review frequency and escalation route for each element.
A finding that crosses an agreed threshold should trigger review of
the affected answers, risks, public information and decision record.

e Finalisation and Archiving: at each formal review point, the team
should resolve or assign items marked ‘Needs addressing’, record
the decision and its conditions, generate the required reports and
preserve the assessment version with its evidence register, change
and migration logs, comments and approvals. At decommissioning,
the archive should also record retention or disposal decisions and
lessons relevant to later security or policing projects.
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9.10 PrTFALLS AND ANTI-PATTERNS

The AIPAS tool supports accountability only when embedded in effec-
tive governance. The recurring failures are connected: unclear ownership
permits the wrong roles to answer, weak evidence practices make supplier
claims or boilerplate appear sufficient and absent review triggers allow
an initially adequate assessment to become detached from the deployed
system. Other pitfalls concern the assessment boundary, oversight and
redress, security, transparency, interoperability and decommissioning,
each of which requires a response proportionate to the particular capa-
bility and use context. Table 9.1 consolidates these anti-patterns and
the corresponding practices as a review aid, not as a substitute for
analysing the deployment. The corrective practices in Table 9.1 can be
operationalised through the following repeatable workflow.

9.11 AIPAS ASSESSMENT WORKFLOW

The following eight steps provide a repeatable route from defining the
assessment boundary to preserving the reviewed record. They are not
a one-way sequence: evidence identified during challenge or governance
review may require an earlier answer, role allocation or system boundary
to be reconsidered and the full workflow should be repeated whenever
the system, its context, or an accountability requirement changes.

1. Establish the Project and Roles: the organisation administrator
should create the project, restrict access and invite the opera-
tional owner, technical lead or supplier, legal adviser and DPO,
information-security lead and oversight body

2. Define the Assessment Boundary: the owners should create one
assessment for each model or component with a materially distinct
purpose, data flow, risk, deployment or governance route, grouping
related assessments in the project

3. Complete the General Information: the team should state the
intended purpose and operational context, the organisation’s role
in provision or deployment, the recorded position on EU Al Act
applicability and risk classification and whether a third-party or pre-
trained model is involved. These answers allow conditional routing
to present the relevant accountability questions
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Table 9.1 Common pitfalls in AIPAS assessments and recommended practice

Pitfall

Typical
manifestations

Underlying causes

Recommended practice

Rubber-stamping the
assessment

Wrong roles
answering

Assessments not kept
current

Lawfulness recorded
without monitoring
or redress

One assessment
covers too many
components

‘Achieved’ lacks
rationale; reports
are not
considered

Operational staff
answer legal or
security items;
suppliers answer
for deployers

The design
snapshot ignores
deployment,
incidents or
changes

A lawful basis
exists, but no
monitoring
threshold, owner
or complaint
route

Pipelines,
models or
materially
different
deployments are
combined

Schedule pressure;
compliance-only
thinking

Unclear
ownership; absent
reviewers

No schedule;
unclear triggers

Legality is
mistaken for
accountability

Duplication
avoidance obscures
ownership

Review the live
assessment; require
rationale and evidence
for ‘Achieved’; examine
every ‘Needs addressing’
item and record the
decision

Pre-assign the
operational owner,
technical lead or
supplier, legal adviser
and DPO,
information-security lead
and oversight body; use
comments for challenge;
require owner-confirmed
resolution

Review at design,
procurement,
pre-deployment,
quarterly during
operation, post-incident
and decommissioning;
preserve, update, review
and report after material
change

Before deployment,
define measures,
operating limits,
thresholds, owners,
escalation and redress;
track findings in later
reviews

Map the system of
systems; separate
assessments where
models, data, risks,
deployments or
governance differ; group
them in one project

(continued)
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Table 9.1 (continued)

Pitfnll Typical Underlying causes  Recommended practice
manifestations

Third-party model Data, Brochure reliance; Require and link model

opacity limitations, confidentiality cards, data summaries,
licence terms, concerns known failures, usage/
security or licence terms, security

Boilerplate answers

Oversight is added
late

Poor evidence
hygiene

Performance limits
are ignored

Weak change control

update cadence
are missing
Generic text
does not match
local use

Ethics or

scrutiny first
reviews after
deployment

Links break;
material remains
inaccessible or
on personal
drives

‘High accuracy’
lacks context;
unsuitable
conditions are
absent

Model, data or
configuration
changes escape
review; logs and
summaries
become stale

Copy-and-paste
practice

Delay or sensitivity
concerns

No evidence
register or
repository

Optimism bias;
vendor marketing

Informal updates;
external copies;
unclear ownership

information and update
policy

Use the ‘Knowledge
Base’ for definitions but
provide project-specific
rationale and local
evidence

Engage oversight early;
record questions,
outcomes and actions;
prepare a public
summary once
communication and
redress routes are agreed
Keep a register with
durable, versioned
locations and access
restrictions; check links
before review

Record bounds, failure
modes and ‘do not use’
conditions; link positive
and negative evaluations;
require verifiable
artefacts

Preserve, edit a new
version, review and
report; use the
“Template Editor’ for
question-set changes;
reissue summaries and
retain local branches and
migration logs

(continued)
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Table 9.1 (continued)
Pitfnll Typical Underlying causes  Recommended practice
manifestations

Security is treated as
accountability

No transparency or
Freedom of
Information plan

System boundaries
are unclear

Decommissioning is
neglected

Human factors are
ignored

Supplier claims are
treated as evidence

ISO, CE or
other control
evidence is
treated as
sufficient

Public content is
improvised;
responses are
slow or
inconsistent

Scope omits
upstream data or
downstream
decisions

No oft-ramp;
unmanaged
retention;
incomplete
records
Wellbeing,
workload, review
capacity or
training are
absent

Marketing text is
copied;
‘proprietary’
prevents review

Opver-reliance on
security
frameworks

Transparency is a
postscript

No architectural
map;
organisational silos

Deployment focus

Technical
dominance

Power asymmetry;
urgency;
confidentiality

Treat security as
necessary but
insufficient; apply equal
rigour to stakeholders,
oversight/redress,
transparency, evidence
and learning

Draft the public
summary during
assessment; use the
‘Principles-based Report’
as a structured source;
apply targeted lawful
redaction

Map the system and
decision points; separate
assessments where risk,
model, data or
governance responsibility
changes

Plan early; record
retention/disposal;
preserve evidence and
logs; produce a closure
report on withdrawal
Record wellbeing,
workload /review
assumptions, training
and support under
stakeholder and conduct
questions

Require test reports,
audits or datasheets;
record who reviewed
protected material and
where it is stored

(continued)
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Table 9.1 (continued)

Pitfall Typical Underlying causes  Recommended practice
manifestations

Weak alignment with  Covenant gaps Tick-list treatment For UK policing, run

the National Police remain open in the ‘UK Covenant-based

Chiefs” Council UK policing Report’ at design and

(NPCC) Covenant assessments formal reviews; hold

unresolved ‘Needs
addressing’ items unless
a time-bound
mitigation, owner and
decision are recorded

Interoperability is Outputs cannot  Local Document partner
overlooked be shared; optimisation; late  needs, sharing
partner audit partner input mechanisms, legal bases
trails break and logging

interoperability; include
partners in review
threads and preserve
each decision record

4. Answer and Evidence the Assessment: assigned owners should
provide project-specific answers, select ‘Achieved’, ‘Needs address-
ing’ or ‘Not applicable’, explain the rationale and link durable
evidence

5. Challenge and Allocate Action: participants should use per-
question comments to record questions and responses, assign an
owner and target date to every outstanding action and record why
a thread is resolved rather than treating closure as approval

6. Apply the Support Functions: the team may use the ‘Check Assis-
tant’ to identify incomplete, inconsistent or unclear writing and
the ‘Knowledge Base’ to locate relevant AIPAS guidance, while
retaining human responsibility for the accuracy, legality, proportion-
ality and sufficiency of every answer

7. Conduct the Governance Review: the responsible governance
body should review the evidence and all items marked ‘Needs
addressing’, record whether work may proceed or must be held and
document any conditions, accepted risks, owners and completion
dates
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8. Report, Preserve and Repeat: the team should generate the
required internal report and, where appropriate, a public summary;
preserve the reviewed version and evidence and begin a new version
after a scheduled review, incident or material change

Worked Example: a policing team proposes an Al system to triage
digital material. It creates a project and a separate assessment for
the model, recording its investigative purpose, users, data and deci-
sion boundary. The supplier links an evaluation report and operating
limits. The DPO marks retention ‘Needs addressing’ because the
cited schedule does not cover the proposed data, while oversight
asks for the panel’s remit. The ‘Check Assistant’ identifies that the
answer names the panel without explaining its authority; the answer
owner adds the terms of reference and the reviewers record reso-
lution. The governance body holds deployment approval pending
an agreed retention position. Once evidenced, the team records the
decision, generates the ‘AIPAS Report’ and preserves the reviewed
version. A material model or data change would start a new version
of the workflow.

9.12 CONCLUSION

This chapter has explained how structured software can support Al
accountability in security and policing. The AIPAS tool brings ques-
tions, roles, evidence, discussion, version history and reporting into one
assessment environment. Used across the Al lifecycle (Chap. 5), it can
connect an operational decision with the evidence available and the
people responsible for review, while preserving unresolved issues and later
changes.

The value of that structure depends on disciplined use. An assess-
ment state is not a decision, a completed comment is not an approval
and a technically secure deployment is not the same as accountable use.
Operational owners, technical specialists and suppliers, legal and data-
protection advisers, information-security functions and oversight bodies
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must continue to exercise their own judgement and fulfil their respective
duties. The AIPAS tool can organise and test the clarity of the record;
it cannot determine lawfulness, proportionality, ethical acceptability or
whether an Al system should be deployed.

The AIPAS tool is available only through controlled access for security
and policing organisations, rather than as a public self-service applica-
tion. The claims in this chapter are likewise limited to security and
policing: no validation or transferability beyond those domains is asserted.
Within those boundaries, the AIPAS tool can support a more consis-
tent, reviewable and evidence-based accountability process, while leaving
human, organisational and legal accountability with the institutions and
individuals that hold it.
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CHAPTER 10

Societal Expectations for AI Deployments
in Policing

Petra Saskin Bayerl

10.1 INTRODUCTION

The introduction of artificial intelligence (AI) for policing purposes
continues to be a flashpoint in public discussions about both fairness and
security. On the one hand, Al is seen as a necessary avenue to improve
policing performance (e.g. in the context of community policing, counter-
terrorism or cybercrime; [5-71), and as such has become an integral part
of future policing strategies (Chap. 1). On the other hand, legitimate
concerns are raised about the potential of Al to make wrong decisions or
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ingrain historical biases. Extreme opinions even consider Al to be ‘unfit
for purpose’ [3].

Still, AI deployments by police forces are ongoing, and it is therefore
not a question of ‘whether’ but rather of ‘how’ to deploy Al in a way
that is acceptable to the public. Yet, public perceptions of Al are not
monolithic. Past research shows that public perceptions are split along
varying viewpoints from acceptance to resistance (e.g. [2]), ranging from
a perceived requirement for the better protection of society to the will-
ingness to destroy surveillance infrastructure to safeguard one’s privacy.
Acceptance is further affected by the way that Al is used, such as levels
of transparency, the non-sharing of data (i.e. privacy) and the presence
of an appeals system [4]. The latter especially speaks to the importance
of accountability for public acceptance of Al. Understanding variations
in how the public perceives Al deployments in policing is therefore an
important aspect to guide Al deployments and to shape Al policies in an
effective manner.

This chapter offers insights from a large-scale national citizen consul-
tation in the United Kingdom. It provides a detailed view not only about
overall levels of acceptance but also where citizens see the most bene-
fits and concerns in the AI use by police, as well as conditions that
would improve acceptance and trust. The subsequent section outlines the
survey methodology, followed by a detailed description of the findings.
The chapter ends with recommendations for measures to increase public
acceptance and trust, based on the evidence of the consultation.

10.2 METHODOLOGY OF THE CONSULTATION
10.2.1  Data Collection and Participants

The consultation was conducted as nation-wide anonymous online survey
in the UK between April and June 2025, focusing on the general UK
population starting from 14 years of age. The recruitment was conducted
through an online panel provider and ensured representative sample
demographics for gender and age (for age groups 18+) across all four
nations in the United Kingdom.

In total, the consultation includes a total of 10,114 participants.
Table 10.1 provides an overview of the sample characteristics. As the
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overview indicates, the consultation reached a diverse group of partici-
pants both in terms of demographics and experiences, which allows the
investigation of subgroups within the sample.

10.2.2  Aspects Assessed in the Consultation

The consultation covered seven themes to investigate different aspects of
public perceptions and acceptance:

1. Acceptance of, and trust in, Al and Al-supported policing

2. Risks and benefits of Al for personal, societal and institutional
policing purposes

3. Measures to improve public trust in the police use of Al

4. The role of accountability for trust

5. Public reactions to 32 deployment scenarios, including current and
potential (future) deployment areas

6. Measures to recover trust in case of Al failures (open answers)

7. Trust in the police and other institutions

This chapter focuses on findings with respect to acceptance, risks,
benefits and the role of Al accountability.

10.2.3  Ethics

The study received ethics approval by the Sheffield Hallam University’s
Research Ethics Committee. The survey was conducted as an anonymous
questionnaire (i.e. did not collect participant information such as loca-
tion or IP address). Participants were further required to give informed
consent before starting the survey (individuals who did not consent were
not allowed to proceed to the survey); double consent was used for
the youth sample, requiring parent consent before youths were able to
participate in the consultation.
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Table 10.1 Sample characteristics

Category Percentage (%)
Gender

Women 51.9
Men 47.5
Non-binary/other 0.5
Prefer not to say 0.2
Age

14-17 years 5.7
18-24 years 19.0
25-34 years 16.6
3544 years 154
45-54 years 16.0
55-64 years 14.4
65-74 years 94
75+ years 3.5
Prefer not to say 0.1
Ethnicity

White 80.1
Black 9.8
Asian 5.2
Mixed ethnicity 3.1
Other 1.5
Prefer not to say 0.3
Education level

No formal education 0.6
Secondary education 31.7
Bachelor/master degree 344
Professional degree 7.9
PhD 4.7
Member of a group discriminated against by police

No 78.9
Yes 11.2
Unsure 6.6
Prefer not to say 3.3
Al knowledge (general)

No or very little knowledge 32.0
Some or good knowledge 65.0
Expert 3.0
Al knowledge (policing)

No or very little knowledge 732
Some or good knowledge 254

(continued)
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Table 10.1 (continued)

Category Percentage (%)
Expert 1.3
Professional background

Working in security-related sector (adult sample) 6.3

Parent working in security-related sector (youth sample) 16.2

10.3 FINDINGS
10.3.1  Extent of Public Support for AI Use by Police

The consultation demonstrates a largely positive view about Al use by
police: 61.3% of participants indicated support for the police use of Al
18.9% of this group even voiced strong support. A similar percentage
(64.0%) moreover considered Al as a capability that enhances policing
(cp. Fig. 10.1). The reasons for support can be gathered from the free text
comments provided at the end of the survey. These illustrate that support
is founded in the expectation that AI makes current policing efforts more
effective, as well as the expectation that Al will help the police react more
effectively against future crime challenges. Al is thus seen as an important
measure to ‘futureproof’ policing capabilities.

The police use of Al was opposed by 19.1% (7.2% of these indicating
strong opposition), while 12.4% considered Al as a capability that under-
mines policing. Reviewing the free comments of these participants, the
opposition was grounded in in a general lack of trust in the police, as
well as fears that ‘the police start seeing [individuals] as data rather than
people’. Moreover, Al was seen as ‘too premature’ to be used for policing
and security purposes.

Notable is the considerable number of people with a neutral stance (i.e.
neither supportive nor opposing position). The neutral stance was similar
in size to the group opposing Al use by police: 19.6% indicated a neutral
position compared to 19.1% opposing Al.

An even larger group (23.6%) doubted whether Al has any effect
(either positive or negative) for policing. Together, these observations
indicate that a considerable majority of the public (80.9%) is not directly
opposed to the police use of Al, although some may doubt whether it
has any direct effects.
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General acceptance of Al

A majority of citizens support Al use by police A majority of citizens say it enhances policing

% of people saying they want police to use Al % of people saying Al use by police is beneficial
m Strongly/somewhat support m Enhances policing
m Strongly/somewhat oppose m Undermines policing

Fig. 10.1 General acceptance of police use of Al (adapted from: Bayerl et al.
(1D

Subgroup Differences: investigating subgroups within the sample iden-
tified relevant variations. For example, survey participants with higher
levels of Al expertise indicated higher levels of acceptance: 88.1% of
experts agreed that Al enhances policing, compared to 49.9% of people
claiming no expertise in Al. Reversely, 33.9% of people without exper-
tise believed that Al does nothing for policing, compared to only 6.7%
of experts. Equally, participants with higher levels of education (PhD
and professional degree) showed stronger acceptance: 77.8% and 77.1%,
respectively, felt that Al enhances policing compared to 56.9% with
secondary school as their highest attainment. While the exact links deserve
further investigation, these observations indicate that knowledge and
education attainment affect reactions to Al, potentially through greater
confidence about the working and effects of Al

Less clear are results for age groups and gender. Comparing answers in
the youth and adult sample suggests that youths are somewhat more crit-
ical towards Al, with 59.8% agreeing that Al enhances policing and 26.2%
seeing no effect, compared to the adult sample with 64.7% and 23.2%,
respectively. Men were slightly more positive compared to women (men:
68.9% enhances policing, 20.0% does nothing versus women: 59.8% and
26.8%, respectively). A clearer effect was found for people identifying as
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non-binary with only 30.4% considering Al as enhancing policing (vs
32.6% undermining it). However, this group is extremely small (n =
46), which means that these numbers should only be seen as a potential
indication for further investigation.

10.3.2  Main Concerns and Benefits

To understand public views on concerns and benefits, we differentiated
between three areas of impact:

1. Personal aspects addressing individual safety, privacy and the safety
of the people someone cares about

2. Societal aspects addressing effects on communities or public goods
such as fundamental rights and effective use of taxes

3. Institutional aspects addressing impacts on the ability of the police
to fulfil their role

10.3.2.1  Concerns

The strongest public concern was the fear that Al could be used to escape
the responsibility for failures, i.e. that ‘police pass the blame to Al if
something goes wrong’ (cp. Fig. 10.2). This is followed by worries about
errors and biases that will negatively affect specific groups. Less concerns
were voiced about personal risks, such as individual privacy offline and
errors and biases affecting oneself. The most pertinent public concerns
therefore seem to be societal and institutional, rather than personal. A
relevant observation is that concerns are affected by personal experiences.
Perceived vulnerability to police discrimination affected concerns about
the police passing blame to Al: 61.1% in this group were concerned or
extremely concerned, compared to 48.7% of people who do not see them-
selves as vulnerable to police discrimination. Crime victimisation in the
last 12 months also led to higher rates of concerns: 60.3% in this group
voiced concerns about errors and biases that negatively affect specific
groups compared to only 36.7% without crime experiences.

10.3.2.2  Benefits

The strongest benefits of Al were perceived for enhancing the effective-
ness of the police to solve crimes and in an improved ability and more time
for the police to deal with serious crimes. 67.8% and 66.4%, respectively,
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How concerned are you about the following risks when police use Al?

% of people who are concerned about risks when police use Al, neutral responses not shown

Police pass the blame to Al if something goes wrong
Errors and biases that will negatively affect specific groups
m Interference with my privacy online
Deskilling of police expertise

Restrictions to free speech
m Drawing resources away from traditional policing

Errors and biases that will negatively affect myself

w Interference with my privacy on the street

= No/low concern m Moderate/extreme concern

Fig. 10.2 Public concerns against police use of Al (adapted from: Bayerl et al.

(1D

of participants indicated that Al makes these aspects better, compared
to 12.0% and 11.3%, respectively, who indicated that AI would make
them worse (cp. Fig. 10.3). Fewer benefits were seen with regard to the
protection of their own safety and even less for the protection of funda-
mental rights: 47.0% and 37.2%, respectively, indicated that AI makes
these aspects better, compared to 17.6% and 28.5%, who indicated that Al
makes them worse. This suggests that expected Al benefits are primarily
associated with core policing functions, rather than societal and personal
benefits.

Similar to overall support, men were more positive across all benefit
types: for instance, 28.8% of men indicated that Al makes policing efforts
for national security ‘much better’ compared to 17.5% of women. While
these are no dramatic differences, this pattern holds across all benefits
investigated in the survey.

An interesting effect emerged with people who reported knowledge
about Al in policing. Here, benefit expectations were considerably lower
compared to people who reported no knowledge of Al in policing. For
instance, people without knowledge agreed to 53.7% that Al will improve
the ability to protect the safety of people they care about, compared to
only 7.7% in the expert group. Again, this pattern holds across all bene-
fits, suggesting a much more critical stance in people with policing Al
expertise. This is despite the fact that the overall support for police of Al
is higher in police Al experts (63.4% strongly support) than in lay people
(10.4% strongly support).
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In your view, how does the police use of Al affect...

% of people who perceive benefits when police use Al; answers for ‘no effect’ not shown

Core

The effectiveness of police to solve crimes policing

m Ability and time of police to deal with serious crimes
The effectiveness of police to prevent crimes
m The safety of society overall
The safety of people you care about

Costs of policing for the taxpayer Personal security

Societal value
Your own safety

Protection of fundamental rights

m Al makes it worse m Al makes it better

Fig. 10.3 Benefits perceived from the use of Al by police (adapted from: Bayerl
etal. [1])

This imbalance is a strong indication that how support is measured
has a considerable impact on results and may tap into different aspects
of public attitudes, and that overall acceptance does not guarantee
acceptance for specific usages or benefits narratives.

10.3.2.3  No Effect of Al for Policing

Additional insights come from answers that claim that ‘Al has no effect’
on policing. More than a third of the public considered Al as being inef-
fective for their own safety (35.4%), the safety of people they care about
(31.5%), as well as the protection of fundamental rights (31.5%). Fewer
doubts existed on the impact of Al for the effectiveness of police to solve
crimes (20.2% indicate ‘no effect’) and on national security (19.2% indi-
cate ‘no effect’, cp. Fig. 10.4). Similar to overall benefits, these findings
underscore that the public sees AI’s main effect in core policing functions,
rather than personal ones.

10.3.3  Public Trust in AI Use by Police and AI Decisions

The picture on public trust is mixed. Slightly over 50% indicated that
they trust the police to use Al to support their decision-making, 15.4%
of these ‘very much’ (cp. Fig. 10.5). This still leaves 1 in 4 (25.0%) who
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n your view, how does the police use of Al affect...

% of people who perceive no effect when police use Al

National security

The effectiveness of police to solve crimes

Ability and time of police to deal with serious crimes
The safety of society overall

Costs of policing for the taxpayer

The effectiveness of police to prevent crimes

The safety of people you care about

Protection of fundamental rights

Your own safety

Fig. 10.4 Perception of ‘no benefits’ from Al use by police across deployment
areas (adapted from: Bayerl et al. [1])

distrusted Al for decision support and 1 in 5 (20.2%) who were neutral
about the issue. Public trust was considerably lower when Al is allowed
to make its own decisions for policing tasks: only 36% trusted Al to make
its own decisions (9.4% of these ‘very much’), compared to 39.7% who
distrust Al-driven decisions (15.5% ‘very much’; 24.3% ‘neutral’).

As an additional measure of trust, we further asked how willing
someone would be to provide their own personal information to train
Al for policing and security purposes. The question reveals a high level
of unwillingness or at least uncertainty: 40% would be (very) unwilling to
provide their personal information for Al training, while 29% were unsure
(cp. Fig. 10.6). This leaves a very small group of 9.3% who would be ‘very

Trustin Al and Al dec ns

% of people that say they trust or distrust, neutral responses not shown

54.9 | trust police to use Al to support their decision making

39.7 36.0 I trust Al to make own decisions for policing tasks

Hm Distrust somewhat/very much W Trust somewhat/very much

Fig. 10.5 Trust in police using Al (adapted from: Bayerl et al. [1])
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Willingness to provide own data

% of people that say they are willing to provide own data

39.6 31.5

i\ L

25.2 14.4

Very unwilling Unwilling Unsure Willing Very
willing

Fig. 10.6 Willingness to provide personal data for training of policing Al
systems (adapted from: Bayerl et al. [1])

willing’ to provide their information. Working in a security-related profes-
sion increased the willingness to provide data to some extent: 43.9% in
this group would be willing to provide their own data for the training of
police Al (15.5% of these very willing), compared to 31.3% who are not
linked to a security-related profession (with 9.2% of these very willing).

10.3.4  Public Reactions to Different AI Deployment Scenarios

As the section on specific benefits demonstrates (Sect. 10.3.2.2), public
attitudes are impacted by the specific purpose for which the police deploy
their Al capabilities. As part of the consultation, we therefore included
32 disparate Al deployment scenarios to map out systematic variations in
public reactions.

The 32 scenarios covered existing as well as possible (future) Al uses
in policing and security. The purposes varied with respect to their deploy-
ment area (e.g. migration, child sexual exploitation, counter-terrorism,
burglary, forensics, etc.), the deploying organisation (police, UK Home
Office, UK Border Forces), their purpose (crime prevention, crime
investigation including the identification of perpetrators, internal police
efficiencies, etc.) and the risk level for privacy intrusions (low vs. high).
The full list of Al deployment scenarios is provided in Table 10.2.

For each deployment scenario we assessed:

e its general acceptability,
e the degree to which Al is trusted in this context,
e the expected level of monitoring by an independent oversight body.
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Table 10.2 List of Al deployment scenarios

Scenario 1: Reviewing evidence and producing a case file are traditionally done
manually by police officers. Your local police force uses an Al tool to automatically
review the evidence and to produce a case file summary. The Al-generated case
summaries are used by solicitors to decide whether to charge someone with a crime.
Scenario 2: To prevent small boat crossings from France to UK, UK border forces use
Al sensors to flag up potential crossings in France. The sensors automatically notify
UK border forces to intercept the boats and prevent them from landing in the UK.
Scenario 3: UK border police uses Al to investigate the online footprint of all foreign
citizens who come through British borders. The automatic scan flags up any
indications of criminal /terrorist activities or communication online to identify potential
hostile intent against UK and impact decisions whether a person can enter the country.
Scenario 4: Your local police force uses an Al-driven robot community policing officer
to autonomously patrol your neighbourhood and areas associated with high crime. If
the robot identifies a potentially critical situation, it will contact the closest police
station or other emergency services.

Scenario 5: Your local police is aware that a child is at risk of sexual exploitation. A
fast-food restaurant handed over CCTV pictures of a meeting between the child and
an unknown adult. The police places smart cameras in the area that scans people’s
faces to find the adult involved.

Scenario 6: Investigating child sexual abuse material causes psychological stress and
mental health issues in many officers. Your local police force deploys an Al tool to
scan images/videos of child sexual abuse. The Al tool automatically assigns grades of
severity of the abuse safeguarding officers from viewing the material.

Scenario 7: Al tools are increasingly used to generate large quantities of child sexual
abuse material. This poses a problem for police, as they do not know whether the
children, they are trying to identify, are real or Al generated. Your local police
introduce an Al tool to identify whether an image/video is Al generated, so police can
focus their efforts on helping real victims.

Scenario 8: Your local police force uses an Al tool that scans social media for signs of
impending terrorist attacks in your city. The Al creates alerts for police to start direct
surveillance of suspects, or in case of an immediate threat, police receive an automatic
request to arrest them.

Scenario 9: Your local police force uses an Al tool that scans social media for signs of
serious and organised crime. This includes people advertising drugs for sale, evidence
of firearms use and human trafficking. AI helps the police to identify the perpetrators
and to safeguard victims.

Scenario 10: An airport uses an Al trained on gait analysis to identify unusual
behaviours, such as nervousness, hesitation or erratic movements that could indicate
terrorist intent. Any warning markers are sent to airport security and police to initiate
a response.

Scenario 11: Your local police force is investigating a burglary. Very little evidence has
been recovered, but forensics officers identified a partial fingerprint. The police force
uses Al to enhance the print to then search for matches in a national fingerprint
database.

(continued)
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Table 10.2 (continued)

Scenario 12: a police force uses an Al tool to analyse DNA samples from cold cases.
The Al tool uses predictive analysis to reconstruct missing sequences of partial DNA
profiles, which the police force uses to search for matches in a national DNA database
Scenario 13: Your local police force uses an Al tool to speed up their investigations
into digital devices such as mobile phones. When a phone is seized from a suspect, the
Al searches the phone to quickly assess location data, images, records of phone calls
and the content of text communication that may be relevant to the case

Scenario 14: Your local police force uses an Al tool to scan online profiles of local
groups for evidence of hate speech (e.g. violence against vulnerable communities or
people based on race, ethnicity, gender, religion or sexual orientation). The Al
identifies individuals that seem to post hate speech and flags them for further
investigation

Scenario 15: Al-generated content of politicians, actors and other celebrities
(deepfakes) are being used to spread false information and encouraging public disorder
or hate. Your local police force uses Al investigation tools to automatically identify the
creators of Al-generated deepfake videos to prevent further spread of disinformation
Scenario 16: The courts use Al to speed up the justice process. The Al decides
whether charged suspects should be bailed by the court or be remanded in prison and
also calculates sentences for those found guilty

Scenario 17: The Home Office deploys an Al to speed up decisions regarding early
release of prisoners. The Al reviews applications made by prisoners and decides,
whether they can serve the remainder of their sentence in the community

Scenario 18: The Home Office uses an Al-based visa and immigration system to make
decisions more quickly. The Al automatically assesses visa and settlement applications
and decides on rejection of unsuitable applicants

Scenario 19: UK security services use Al to detect insider threats to the security of
national infrastructure. They specifically aim to protect water and electricity supply as
well as nuclear reactions from foreign hostile actors

Scenario 20: Your local police force uses an Al system to automate the purchase of
uniforms and similar items to free up police time. The Al system identifies low stock
levels, assesses the suitability of an item offered for sale and directly submits a purchase
order to the company

Scenario 21: Before a demonstration, your local police use Al capabilities to monitor
social media feeds for signs of potential intent of violence or crimes. People who are
flagged up are prevented from joining the protest

Scenario 22: During a demonstration, your local police use Al-based sensors to
automatically identify locations where unrest may break out and lead to violence. If the
sensors detect potentially problematic patterns, the Al system automatically direct
police resources to these areas

Scenario 23: Your local police force uses an Al system to take emergency 999 calls.
The Al interacts with the caller and decides whether and when to dispatch response
officers

(continued)
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Table 10.2 (continued)

Scenario 24: a case of shoplifting at a large supermarket in your area has been
reported to the police. The stolen items are worth just under £100. The supermarket
has handed over pictures of its surveillance camera to your local police force. The
police run Al-based facial recognition on the pictures to identify potential suspects
Scenario 25: a disused warchouse in your area is suspected to be used to store both
weapons and drugs for an organised crime group. A nearby surveillance camera has
captured a facial image of an individual frequently leaving with packages. The police
set up an Al-based live facial recognition system to identify the person in real time
Scenario 26: When on the beat, officers in your local police force use smart glasses
that access information about people on the street in real time. If the Al flags up
concerns about a person, the officers initiate a stop-and-search

Scenario 27: Your local police force uses an Al system to take non-emergency 101
calls. The AT interacts with the caller and provides advice to their queries

Scenario 28: Police training programmes in your local police utilise Al to generate
realistic training scenarios. Police students learn through interaction with highly
convincing Al-controlled virtual witnesses, victims, or suspects

Scenario 29: Your local police force uses an Al-assisted system while interviewing
suspects. The Al analyses words, micro-expressions and tone of voice of suspects to
assess credibility and to provide investigators with guidance for questioning

Scenario 30: Your local police force uses an Al system to scan social media profiles of
police officers. The Al automatically flags up officers potentially acting
disproportionately or exhibiting racist, discriminatory, or otherwise problematic
behaviour

Scenario 31: Your local police force uses Al to analyse police records, social media and
publicly available data for indications of domestic violence to recommend preventive
interventions for potential victims

Scenario 32: Your local police force deploys automated, Al-controlled police vehicles
that autonomously patrol areas and independently identify and report suspicious
activities, traffic violations and accidents

10.3.4.1  Acceptance Levels across Usage Situations

The comparison across scenarios demonstrates how strongly public reac-
tions are influenced by the type of Al deployment situation. The lowest
levels of acceptance were found for Al-automated 999 emergency calls
(scenario 23) and automated decisions about the early release of crim-
inal suspects and prisoners (scenario 16) with only 27.4% and 29.3% in
the sample indicating some or strong acceptance. In contrast, the highest
levels of acceptance were observed for Al use to identify (potential) perpe-
trators of child sexual exploitation (62.4%; scenario 5), perpetrators of
shoplifting in a neighbourhood store (58.7%; scenario 24) and (poten-
tial) terrorists crossing UK borders (58.0%; scenario 3). These findings
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suggest that the identification of potential suspects is one of the purposes
where Al finds most acceptance.

10.3.4.2  Trust Levels across Usage Situations

Considerable variation in opinions can also be observed for the level of
trust in Al use by policing. Again, trust was lowest where Al may cause
direct harms to individuals themselves, for instance, where Al replaces
999 dispatchers (26.3%; scenario 23) or where Al makes decisions about
an early release of prisoners (26.6%; scenario 16). Scenarios with low trust
and low acceptance levels were thus closely linked.

In contrast, the highest degree of public trust emerged for using Al
to improve the administrative efficiency of police forces by automating
the purchase of police uniforms (54.5%; scenario 20) but also again for
the protection of a child from sexual exploitation (53.2%; scenario 5).
This seems to indicate that trust in police use of Al is highest both for
situations in which Al deployments carry low risks for the public and for
situations in which Al can reduce serious harms to vulnerable groups. It is
worth noting, however, that even the highest trust levels are only slightly
above 50%, indicating a limited degree of trust in Al use by police overall
for specific usage scenarios.

10.3.4.3  Need for Independent Oversight

The context also affects the degree to which the public expects moni-
toring by an independent body for each Al deployment. The strongest
need for independent oversight emerged for scenarios in which Al makes
its own decisions in high-risk situations (e.g. when Al is used to auto-
matically review evidence (63.7%; scenario 1) or to automatically identify
Al-generated child sexual exploitation material (62.1%; scenario 7)). The
lowest need for independent oversight was found for the purchase of
uniforms (36.7%; scenario 20) and the deployment of Al sensors during
demonstrations to direct police resources (45.2%; scenario 22).

10.3.4.4  Links Between Acceptance, Trust and Independent
Oversight
When comparing acceptance, trust and need for oversight, it is clear that
oversight by independent bodies is a broadly shared concern, independent
of acceptance and trust.
As may be expected, results show strong expectations for independent
oversight in situations with low trust and acceptance (e.g. scenario 23 in
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which an AI system takes emergency 999 calls or scenario 17 in which
Al is deployed to speed up decisions regarding the early release of pris-
oners). However, independent oversight is also expected in scenarios that
show considerable levels of trust and acceptance (e.g. scenario 7 in which
an Al tool identifies whether a CSAM image/video is Al generated).
Monitoring by an independent oversight body is thus not only needed
in situations of low public acceptance or trust but expected by the public
whenever police deploy Al

10.3.5  The Role of AI Accountability for Public Trust

The importance of independent oversight together with concerns about
negative Al consequences and of police ‘passing blame to Al if something
goes wrong’ points to questions of accountability and trust in policing
organisations.

Asked directly, how much they would trust police to use Al account-
ably, slightly over 50% indicated they would (16.3% of these very much).
This leaves 1 in 5 (21.1%) who were neutral on the issue and 1 in 4
(25.6%) who indicated distrust in police to use Al accountably.

To get a better understanding of how to improve trust in Al policing,
we provided five measures that are commonly proposed as safeguards (see
Fig. 10.7). Explainability and justification emerged as the least effective
measure from the public’s perspective: 39.0% of respondents signalled
that this would give them only slight trust or no trust at all (cp. Fig. 10.7).
This is higher than the 30.4% who indicated that this measure would give
them considerable or even very high trust. Compensation and redress tared
slightly better (33.3% considerable /very high trust vs. 35.5% limited /no
trust), as did enforcement of changes to the Al system in cases where the
police use of Al leads to negative consequences (33.4% considerable /very
high trust vs. 35.2% limited /no trust). The most ctfective measures, and
the only ones where ‘trust’ percentages were higher than those for ‘no
trust’, were the close monitoring of Al use and effective accountability
(38.5% and 40.0%, respectively). Thus, none of the five common trust
measures may be able to instil trust by themselves; however, the results
do give indications to public preferences for assurance measures.

In this context it is compelling that 75.5% of the public wanted a
mandatory accountability process before the police deploy Al. However,
less than 20% of the public thought that Al accountability in policing is
sufficiently established at this moment (cp. Fig. 10.8).
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How would the fo owing measures a ffect your trust in police use of Al?

% of people that say this measure give them trust in police use of Al

I know police will be held to account.

| know that the Al use by police is closely monitored.

If the Al use by police leads to negative consequences for me, | can
get compensation and redress.

If the Al use by police leads to negative consequences for me, police
can be forced to make changes to their Al system or its use.

| feel that the police use of Al is fully explained and justified.

mGive me no trustatall m Give me slight trust G som: st ®m Give me considerable trust ® Give me very high trust

Fig. 10.7 Degree of trust due to different accountability measures (adapted
from: Bayerl et al. [1])
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Fig. 10.8 DPerceptions of current and required Al accountability (adapted from:
Bayerl et al. [1])

10.4 IMmPLICATIONS FOR Al DEPLOYMENTS

Results overall show that a majority of the UK public supports Al in
policing, particularly where it enhances the effectiveness of policing and
addresses serious harms such as child sexual exploitation and terrorism.
In the same regard, findings suggest that Al should be used to support
(human) decision-making, as trust drops sharply when Al is expected
to operate autonomously in making policing decisions. This may be
explained by the fact public concerns centre around accountability gaps,
such as a fear that police ‘will blame AI’ if decisions go wrong and
the view that accountability is currently (somewhat to totally) lacking.
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Accordingly, there is a widely shared expectation of independent over-
sight, even for deployments with high levels of acceptance. Independent
oversight thus must be universal—with an expectation of mandatory
accountability checks before Al deployments.

The consultation thus gives important guidance on citizen expectations
on how to approach and implement Al use in policing. Policing should,
as a minimum:

e Establish statutory, independent oversight and accountability mech-
anisms.

e Enforce mandatory pre-deployment reviews and bias testing.

e Strengthen transparency and citizen engagement to maintain legiti-
macy.

e Apply a tiered risk-based deployment model, prioritising crime-
solving and child protection, while restricting high-risk uses such as
Al-led 999 triage and prisoner release.

Together, these measures will create an ‘accountability-first” AT model,
which can harness AI’s benefits for policing while supporting public
acceptance and trust. The following section provides detailed recommen-
dations on how to achieve accountable Al deployments in policing in line
with public expectations.

10.4.1  Recommendations for AI Deployments in Policing to Ensuve
AT Accountability and Support Public Trust

104.1.1  Measures for Governance and Oversight

e Create a statutory Al Oversight Authority for policing and security
that is independent from policing and law enforcement, with powers
to monitor, audit and sanction the improper use of Al.

e Mandate pre-deployment accountability reviews for all Al systems,
including tests for fairness, reliability and proportionality.

e Require regular post-deployment audits and publish findings to
appropriate authorities and oversight bodies.

e Build cross-institutional coordination to avoid siloed regulation.
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10.4.1.2  Measures for Enshrining Accountability
and Responsibility

e Introduce a national framework, modelled on Ombudsman-style
approaches, that regulates redress and compensation when Al errors
cause errors or harm.

e Require record-keeping (‘Al decision logs’) for all uses in critical
policing tasks to ensure the traceability for courts, oversight bodies
and citizens.

e Caution against the transfer of ‘blame’ from police to Al systems;
ensure accountability always rests with the provider and/or user
deploying the Al

10.4.1.3  Measuves to Improve Transparency and Public
Communication

e Implement Transparency-by-Default requiring police forces to
disclose where, why and how Al is being deployed, including details
of training data sources (under consideration of operation/legal
restrictions such as national security or victim protection).

e Produce plain-language impact assessments for each Al deployment
that are available to the public (under consideration of operation/
legal restrictions).

e Ensure public awareness of Al deployments by clarifying benefits,
risks and limits of Al in policing to counter misinformation.

10.4.1.4  Measures for Deployment and Risk Management
e Implement a tiered deployment model:

— Light oversight for low-risk efficiency Al (e.g. logistics,
scheduling, admin).

— Monitoring with human-in-the-loop for medium-risk opera-
tional Al (e.g. crime pattern analysis, forensics support, life
facial recognition).

— Tight restriction or prohibition for high-risk decision Al (e.g.
sentencing, prisoner release, emergency call triage).

e Require final human decision-making for any system that affects
liberty, safety, rights (e.g. detention, bail, surveillance) or complaints.
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e Review Al uses with low public acceptance and high risk (e.g.
Al replacing 999 operators, autonomous patrol robots) to ensure
benefits outweigh the risks.

10.4.1.5  Measures to Remove/Mitigate Biases and Ensure Fairness
and Equality

e Require bias testing across demographic groups before Al procure-
ment and during AI deployment.

e Establish documentation of any known biases and, where required,
ensure appropriate mitigation measures.

e Establish citizen-informed fairness benchmarks, especially where
vulnerable or historically over-policed groups are involved.

e Ensure the independent testing of systems before approval.

e Mandate regular Equality Impact Assessments for Al tools in use.

104.1.6  Measure for Privacy and Data Protection
e Introduce a ‘necessity and proportionality test’ before deploying
Al with large-scale data collection from the public (e.g. facial
recognition, social media monitoring).
e Require data minimisation and purpose limitation in Al deploy-
ments, aligned with GDPR and relevant national regulations.

104.1.7  Measure for Improved Citizen Engagement
and Trust-Building

e Establish citizen panels or advisory councils on Al policing to
provide continuous input into governance.

e Institutionalise regular citizen consultations at national and regional
levels to capture evolving public sentiment.

e Ensure citizen consultations comprise a comprehensive spectrum of
citizen demographics and capture subgroup-specific benefit expecta-
tions, as well as subgroup-specific concerns.

e Incorporate youth perspectives into Al accountability debates,
recognising generational differences in trust.
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10.4.1.8  Measures for Capacity Building and Training

e Provide specialist Al literacy training for officers and staff to ensure
they understand system limits and ethical considerations.

e Develop cross-disciplinary training for oversight bodies (law, ethics,
data science, human rights) with a specific focus on Al account-
ability.

e Build a central Al in Policing Knowledge Hub for sharing best prac-
tices, red flags and audit results across police forces and connected
stakeholders.
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CHAPTER 11

Approaches to Al Accountability and Al
Compliance-by-Design for R&I Projects

in Policing and Security: Lessons Learned
from STARLIGHT

Christopher Guiver and Helen Gibson

11.1 INTRODUCTION

As Artificial Intelligence (AI) technologies have developed over the past
10 years, the need for governance—legislatively, organisationally, ethically
and morally—has emerged. This has led national and supranational bodies
to adopt differing approaches to governance; the European Union, for
example, through the AT Act,! has adopted an approach grounded in
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primary legislation, albeit supported by extensive guidelines and under-
pinned by long-standing ethical input [4]. Other jurisdictions such as
the UK, at least for now, have a general framework, while devolving
implementation rules to sector-specific regulators and bodies [7].

In this chapter, we focus on how the EU’s legislation-first
approach impacts the development of policing and security technologies
throughout the innovation and development cycle. Section 11.2 intro-
duces the positioning of Al development within the EU’s Research and
Innovation framework, the impact the Al Act has had on this develop-
ment to date and the challenges and available mechanisms for addressing
them. Section 11.3 follows by briefly describing the AP4AI (Account-
ability Principles for AI) project, its relationship and differences to AIPAS
and the specific elements adapted to the EU context. Section 11.4 intro-
duces the STARLIGHT project: a large R&I project designed to develop
Al technologies for security and elaborates it as an example for imple-
menting Al accountability and compliance-by-design in research. The
final section reflects on the lessons learned and proposes introducing a
three-phase approach to utilising AP4AI in future EU R&I projects for
policing and security.

11.2 Al 1N SEcURrITY RESEARCH

11.2.1  The Role of Research and Innovation Projects in the AI
Development Cycle

Research and innovation (R&I) projects funded through European
programmes such as Horizon Europe play a crucial role in the devel-
opment lifecycle of Al technologies for security applications in Europe.
These projects serve as experimental environments where new analyt-
ical techniques, technological tools and operational concepts can be
developed and tested before potential adoption by law enforcement and
security organisations.

Unlike commercial technology development, security-focused R&I
projects typically involve multi-stakeholder consortia composed of
research institutions, technology developers, law enforcement agencies
and policy experts. This collaborative structure enables interdisciplinary

and (EU) 2020,/1828 (Acrtificial Intelligence Act) (Text with EEA relevance) OJ L, 2024/
1689 (2024).
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innovation while simultaneously introducing governance complexities,
particularly when projects aim to develop technologies that may ultimately
be deployed into operational policing environments.

In particular, such projects pose specific legal and ethical challenges:
they must ensure compliance with research ethics requirements while also
positioning themselves in a way that could enable future deployment in an
operational environment. This is abundantly clear when we consider the
axis between Al and data protection. For example, a core requirement for
many police investigations is to identify the perpetrator and/or the victim.
This necessitates the involvement of personal data, with clear and justi-
fied reasons under the Law Enforcement Directive (LED).? In research,
processing personal data in a similar manner may not be necessary and
proportionate, nor may it comply with other principles under the General
Data Protection Regulation (GDPR), for the purposes of carrying out
the research. This tension can affect the development and evaluation
of such tools; thus, Al researchers need a good understanding of the
interplay between these different legal frameworks in the operational
environment, as well as in the research one. Consequently, governance
mechanisms for accountability, transparency and regulatory compliance
must be integrated into technical development processes at an early stage.
In parallel, challenges with data governance through Al training must
also be addressed, particularly issues of consent, discrimination, fairness,
ownership, privacy, surveillance and trust [6].

One such method of addressing this is through embedding gover-
nance and accountability approaches upfront in the project design.
Typically, Al systems developed within such projects often evolve itera-
tively throughout the project lifecycle. Therefore, ensuring such checks
and balances are embedded into the project, at the correct intervention
points, is crucial.

2 Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April
2016 on the protection of natural persons with regard to the processing of personal data
by competent authorities for the purposes of the prevention, investigation, detection or
prosecution of criminal offences or the execution of criminal penalties and on the free
movement of such data and repealing Council Framework Decision 2008,/977 /JTHA. O]
L 119 (2016).
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11.3 STARLIGHT Projecr

In this chapter, we use the Sustainable Autonomy and Resilience for
LEAs using Al against High priority Threats (STARLIGHT)? project as
an illustrative example of different approaches to embedding legal and
accountability requirements into EU R&I. STARLIGHT aimed to bring
law enforcement agencies (LEAs), researchers, industry and practitioners
in the security ecosystem together under a coordinated and strategic effort
to innovate and develop Al solutions from research and increase their
maturity towards a level where they could be realised in operational prac-
tice. The project engaged 50 partners directly, of which 13 were law
enforcement agencies.

STARLIGHT was an excellent test case as the variety of Al solutions
covered a number of different stages of the investigation process—from
dataset acquisition and development to data (pre-processing), Al-based
analysis and analytics, as well as offensive and defensive cybersecurity
solutions. This led to a wide-ranging Al toolkit that encompasses tools
designed to redefine how we approach security challenges with modern,
innovative technology. These tools exemplify AI’s potential to tackle
complex security issues and include visual and audio/text processing
analytics designed to empower law enforcement agencies with advanced
capabilities for enhanced security and investigation. (For more details
on the outcomes of STARLIGHT, see the STARLIGHT Project Results
Brochure*).

11.3.1  The Impact of the EU AI Act on Security Research

The development of the STARLIGHT project occurred during a period
of significant regulatory change within the European Union. The
proposal and subsequent adoption of the EU Artificial Intelligence Act
introduced a comprehensive risk-based regulatory framework to ensure
that Al systems placed on the European market meet requirements for
safety, transparency, accountability and the protection of fundamental
rights.

3 https:/ /starlight-h2020.cu.

4 STARLIGHT Project Results Brochure: https://starlight-h2020.cu/news,/2026-01/
starlight-project-results-brochure.
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The AI Act utilises a risk-based approach to compliance with ‘riskier’
applications (labelling them as ‘high-risk’) and requiring stricter gover-
nance processes (see Chap. 4). In particular, certain Al applications used
in policing and security contexts may fall within the category of high-risk
Al systems, which are subject to enhanced obligations concerning docu-
mentation, risk management, human oversight and traceability. Although
research projects may not always produce immediately deployable systems,
technologies developed within such projects frequently serve as precur-
sors to operational tools. As a result, research projects must increasingly
anticipate future regulatory requirements and integrate governance mech-
anisms to support compliance as systems transition from experimental
environments to operational use.

11.3.2  The Role of AI Accountability in R&I Projects

As we have seen in the other chapters (e.g. Chap. 2 for accountability,
Chap. 6 for organisational best practices and Chap. 10 for societal
expectations), policing and security organisations do not just have legal
obligations; they are also accountable to the public they serve. Whether
that is in the UK or Europe, the functioning of a democratic society
relies on trust and legitimacy of the police. Ensuring accountability in
the development of Al systems intended for policing and security appli-
cations, where the potential for catastrophic consequences and serious
reputational damage is high, is therefore essential. The documentation
of governance mechanisms such as risk assessments, development records
and auditability processes can also serve as an important precursor to
formal regulatory compliance.

Therefore, in addition to the ethics and legal compliance research
projects need to consider, ensuring that the AI systems developed
demonstrate that they align with the moral obligations required by
policing is also imperative. Establishing such governance practices during
the research phase can significantly reduce compliance risks in later
stages of technological deployment, particularly when aligned with the
policing organisations that will ultimately use them. This chapter there-
fore explores how accountability frameworks can be implemented within
research environments to support Al compliance-by-design, drawing on
the practical experience of the projects.
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114 AP4AIl: AN ACCOUNTABILITY
FRAMEWORK FOR Al IN POLICING AND SECURITY

The Accountability Principles for Artificial Intelligence (AP4AI)® frame-
work was developed to provide structured guidance for the responsible
development and deployment of Al systems in the policing and internal
security domains, with a focus on the European context [1].

The framework emerged from collaborative work involving law
enforcement organisations, academic researchers, policy experts and tech-
nology specialists. Its primary objective was to establish governance
mechanisms capable of supporting lawful and responsible Al adoption and
development within the security and policing domain while maintaining
public trust in law enforcement institutions [1, 2].

As with AIPAS (Chap. 5), AP4Al translates the aforementioned
accountability principles into practical assessment mechanisms that organ-
isations can use to evaluate the governance and compliance status of Al
systems throughout the development lifecycle [2].

Furthermore, during implementation of the framework in the
STARLIGHT project, AP4AI underwent significant development to align
with the EU AI Act. This provided a unique selling point for AP4AI,
providing one of the first self-assessment approaches to Al Act compli-
ance, while maintaining the crucial link to accountability mechanisms.
Furthermore, neither Al, policing nor accountability can be considered
a static process. Therefore, as rescarch into Al accountability in policing
evolved under AIPAS (Chap. 5), a harmonisation to a single set of princi-
ples was also streamlined into AP4AI, ensuring that the AP4AI framework
continued to adopt best and accepted practices in Al accountability for
policing and security.

To operationalise the AP4AI framework, a web-based self-assessment
platform was deployed to support developers, researchers and practi-
tioners in evaluating whether their Al systems met accountability and
regulatory requirements. Practically speaking, the AP4AI self-assessment
platform is aligned to the features and interface of the AIPAS platform
(Chap. 9); thus, we only describe the elements unique and relevant to
AP4AI here.

In the configuration used during the STARLIGHT project, the AP4AI
assessment consisted of three main sections:

5 https://ap4ai.cu.
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1. General System Information: this section collects contextual infor-
mation about both the AI system under assessment and the
organisation conducting the AP4AI evaluation. It seeks to estab-
lish whether the system falls within the scope of the EU Al Act,
including determining whether it may be classified as a prohibited Al
practice or a high-risk application. In addition, the section gathers
further details regarding the characteristics of the Al system itself,
including whether the technology has been developed internally or
procured as third-party software.

2. Accountability Principles Assessment (AP4AI): the AP4AI
section enables practitioners within the security and justice domains
to assess, review and document the accountability of their Al
applications throughout the entire system lifecycle. The frame-
work provides a comprehensive approach to Al accountability by
addressing governance considerations across the design, procure-
ment and deployment of Al tools, as well as their operational
outcomes and societal impacts. Through this structured assessment
process, practitioners are able to harness the benefits of Al tech-
nologies while demonstrating responsible and transparent use to
oversight bodies and the wider public. The assessment of account-
ability is split between the eight separate sections, with direct links
to the 12 accountability principles.

3. Alignment with EU AI Act Requirements: this section enables
security and justice practitioners to assess, review and document the
alignment of their Al applications with the risk-based regulatory
requirements set out in the EU Al Act. The assessment framework
incorporates the obligations defined for Al providers, deployers,
importers, distributors and authorised representatives under Regu-
lation (EU) 2024 /1689. These requirements are structured within
the platform to enable users to systematically assess their prepared-
ness for compliance and identify potential gaps in governance,
documentation or operational practices before deploying Al systems.
Each subsection of this section of the assessment directly targets
specific articles of the Al Act, with an explicit focus on the compli-
ance obligations for high-risk Al system, specifically:
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(a) Risk Management System (Article 9): this ensures a holistic
approach to Al safety and reliability, considering risks for individ-
uals and society. Questions explicitly consider the user context,
such as the intended users’ expertise, training and environment.

(b) Data and Data Governance (Article 10): for both development
of Al models, testing and training and deployment processing.

(c) Technical Documentation (Article 11) and Record-Keeping
(Article 12): address the keeping of the output and outcomes of
the Al system in logs, as well as traceability, risk monitoring and
technical documentation, alongside conformity with regulatory
standards.

(d) Transparency and Provision of Information (Article 13): to
ensure relevant stakeholders can interpret outputs appropriately.

(e) Human Oversight (Article 14): high-risk Al systems should be
designed and developed in such a way that natural persons can
oversee their functioning, ensure that they are used as intended,
and that their impacts are addressed over the system’s lifecycle.

(f) Accuracy, Robustness and Cyber Security (Article 15): high-
risk Al systems shall be designed and developed in such a way
that they achieve an appropriate level of accuracy, robustness
and cybersecurity, and that they perform consistently in those
respects throughout their lifecycle.

(g) Obligations for providers, deployers, importers, distributors
and authorised representatives of high-risk systems and other
parties (Sect. 11.3).

(h) General Purpose Al: the Al Act sets forth specific requirements
for Al systems that can be considered as general purpose Al
(GPAI).

(i) Fundamental Rights Impact Assessment (FRIA): a manda-
tory pre-deployment review by deployers of the impact on
fundamental rights of the Al system.

The complete assessment contains approximately 178 questions,
depending on the type and functions of the Al system being assessed,
addressing issues including system design, data governance, documenta-
tion practices, risk management procedures and oversight mechanisms.

Most questions are structured using a three-point response scale,
resulting in the contribution of the following analytics in the final report
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of ‘achieved’, ‘in progress’ or ‘needs addressing’, accompanied by free-
text fields that allow respondents to provide explanations and references
to supporting documentation.

At the end of an assessment, reports are generated that provide an
overview of the overall assessment, areas requiring remedial compliance
actions and a detailed overview of all Al Act-related responses. These can
be used as supporting documentation for compliance and accountability
processes.

11.5 Al ACCOUNTABILITY AND COMPLIANCE
IN R&l: STARLIGHT As TesT CASE

11.5.1 STARLIGHT Development and Assessment Process

STARLIGHT, as the largest EU-funded project focused on the develop-
ment of Al technologies for security, had a responsibility to demonstrate
accountable and compliant use of Al within the project. The project was
highly operationally focused, with a strong emphasis on co-development
among practitioners, technical and research partners. Furthermore, as
previously mentioned, the project was active during the drafting, trilogues
and, ultimately, the political agreement on the AI Act. While the majority
of the AI Act, particularly the aspects relevant to STARLIGHT, did not
come into force during the project’s lifetime, the project had the oppor-
tunity to be a trailblazer for EU-funded civil security projects developing
Al and to contribute to best practice.

STARLIGHT extensively developed Al tools, at varying levels of matu-
rity according to the technology readiness level scale (TRL) [3], with
all tools required to undergo an AP4Al assessment prior to any piloting
activity, with the stipulation that all tools should follow the ‘high-risk’
route of assessment to demonstrate maximum compliance and account-
ability, in line with Article 95 of the Al Act. Throughout the project, 60
Al tools underwent an AP4Al assessment, with up to 9000 individual
questions answered (Figure 11.1 shows an example from the AP4AI
dashboard).

Furthermore, in STARLIGHT, organisations were not simply left to
complete the assessments themselves; they were supported by structured
guidance from legal and accountability experts, both within their own
organisations and the projects. Each assessment received a comprehen-
sive review from the research team, followed up through online meetings,
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Fig. 11.1 AP4AI assessment dashboard analytics

enabling the identification of common challenges and approaches to navi-
gating them. Such conversations often involved addressing complex legal
interpretations of how the Al Act would be applied before it entered into
force. Such an approach was beneficial for both sides in understanding
the complexities of the Al Act and its implementation, enabling everyone
to be better prepared. Upon completion and sign-off of the assessment,
tool providers were able to use their completed assessment reports to
demonstrate their engagement with the compliance process.

Analytics from the platform showcased that 71% of questions answered
were marked as ‘achieved’, 16% marked as ‘in progress’ and 13% marked
as ‘needs addressing’. This showed that, on average, assessed systems
had identified themselves as meeting the majority of compliance and
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accountability criteria, with a smaller portion still working towards full
alignment.

The platform’s dashboard analytics showed that the majority of the
answers focused on three core domains based on the wordcount graph:
the tool, data and documentation, as shown in Fig. 11.2, demonstrating
strong emphasis on the practical, data-driven and evidence-based aspects
of compliance and accountability.

Some of the limitations for assessments that are implemented during
R&I projects are discussed later in the section; however, some of the most
common challenges around the Al Act itself proved to be the following:
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e Classification of high-risk systems, including identifying the intended
purpose of the system and the specific areas of application under
Annex IIIL

e Ability to document whether the Al system provides an evidential
function or a decision support function.

e Underlying model compliance, relating to pre-trained models and
their training data, licensing conditions and trade-offs between
accuracy, precision and compliance.

e Management of bias assessment and mitigation measures, especially
for pre-trained models.

e Challenges in assessing Al components that form part of a larger Al
system.

e Aspects where the emphasis is on deployer rather than provider
compliance.

These elements highlight not only the challenges that research projects
may face but also the intensity of the complexity faced by anyone
deploying an Al system within the EU.

After the successful implementation in STARLIGHT, AP4AI was also
deployed in another Horizon Europe project—Fight Against Large-scale
Corruption and Organised Crime Networks (FALCON).® contributing
to compliance activities related to trustworthy AI, which also included
technical explainability of Al decisions and output trustworthiness. Unlike
in STARLIGHT, the assessments took a more hands-oft approach,
allowing developers to undertake assessments with minimal guidance.
This approach was intentional in order to assess the usability and intu-
itiveness of the AP4AI system and accountability framework.

A key objective in the continued development of the AP4AIl plat-
form has been to provide an intuitive and accessible self-assessment
environment that enables organisations to independently evaluate the
accountability and regulatory preparedness of their Al systems. As AP4AI
and AIPAS are adopted by further projects and organisations, the need
for a decentralised self-assessment process becomes paramount. Organi-
sations must be able to evaluate their Al systems and their use thereof
independently. Technical support for the platform and guidance on inter-
preting assessment criteria remain available as required; however, the

6 https:/ /www.falcon-horizon.eu/.
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long-term objective is to enable organisations to embed Al accountability
and compliance assessments within their own governance processes.

11.5.2  Success and Challenges of Implementing AI Act Compliance
in R&I Projects

The AI Act has, undoubtedly, brought with it a significant increase in the
number of governance and compliance factors that need to be consid-
ered within the AI development process. For high-risk systems, these are
more complex than for similar legislation, such as the GDPR. The crit-
ical success of the implementation of AP4Al within STARLIGHT was
the increase in literacy related to the Al Act and Al accountability consid-
erations recognised by developers and practitioners alike. This level of
engagement immediately translated itself into the request for implemen-
tation in the FALCON project, highlighting both the value of the tool
and the process. By demystifying the requirements and compliance obli-
gations, this helped many of those working in the area that they are
already considering many of the necessary aspects (e.g. related to data,
bias, transparency, human oversight and similar) during the course of
their development processes, and that formally documenting much of this
information allows for a significant step forward towards compliance.

Of course, during the early stages of the projects, the EU Al Act
had not yet been finalised, meaning that precise compliance require-
ments were still subject to change; this unfortunately meant that updates
to self-assessments had to be made by developers as time went on to
continuously ensure compliance. The lack of stability in the AI Act
implementation during the current period, such as with the digital simpli-
fication package, is still impacting on processes for managing compliance
activities and will ultimately necessitate updates to the AP4AI framework
and previously completed compliance assessments.

Alongside this, R&I projects are inherently experimental, with tech-
nologies evolving rapidly throughout the project lifecycle. This made it
difficult to apply evolving governance frameworks designed for devel-
oping production systems; however, waiting until post-development to
make a retrospective assessment also makes it difficult to re-engineer
solutions if there was a gap in compliance. Therefore, it may also be
beneficial for the system to highlight which aspects are non-negotiable
to consider prior to development and deployment, and which need
continuous monitoring during the maintenance phase.
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Research itself is quite a different process from developing a commer-
cially focused product from the outset. Naturally, research teams often
prioritise the art of the possible over governance documentation, making
it challenging to collect evidence required for compliance assessments.
This was especially difficult during the STARLIGHT project as strict over-
sight of over 60 assessments was a significant burden for a small team.
For many security R&I projects, Al tool development is contributing to a
single overall system. In these cases, there are opportunities to standardise
some responses to certain questions at a project level.

The AP4AI assessments also required complex stakeholder engagement
involving multiple organisations, coordinating accountability responsibili-
ties across different institutional departments, legal frameworks and tech-
nical practices. This meant that although the assessments were targeted
towards technical developers within the project, these partners often
needed to draw on expertise from ethical, legal and organisational leads
within their organisation in order to answer certain questions; however,
such departments did not necessarily have the expertise themselves to
understand such technically complex systems, particularly at the rate that
Al is evolving.

Finally, with guidelines on the EU Al Act for high-risk systems only
just opened for public consultation [5], there remains a risk of ambiguity
regarding precise compliance requirements. As such, an assessment editor
functionality of the platform has been introduced. This allows for certain
assessments within projects to be altered rapidly in response to changes to
the EU AI Act or the accountability framework. Implementation of this is
at the project level, meaning that previously completed assessments, based
on pre-guidelines compliance, are unaffected, and processes to update
assessments to current guidelines in a structured and managed approach
are possible.

11.6 BEest PrAcCTICE FOR FUTURE USE OF Al
ACCOUNTABILITY- AND COMPLIANCE-BY-DESIGN
APPROACHES IN R&I PROJECTS

The STARLIGHT project necessitated a flexible process with ad hoc feed-
back being given to developers and updates to the AP4AI tool being
required as and when new guidance was introduced. Even at this stage,
there are still new and emerging factors to be considered. The latest
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guidelines, for example, provide for the consideration of how even if tools
may be considered as low-risk in a standalone implementation, they can
become high-risk if part of a larger system [5].

In order to manage compliance assessments going forward, a three-
step process has been developed to account for the dynamic nature of
security R&I projects and the need for continuous reassessment as the
tools increase in maturity throughout the project’s duration.

The current three-phase approach is being trialled in Identify
Attributes Matrix Initiative (IAMI),” which is developing tools for entity
identification and resolution, and Deepfake Evidence and Technology for
Forensic Content Oversight and Research (DETECTOR), which is devel-
oping solutions for synthetic media detection across various modalities.

As detailed in Fig. 11.3, this approach includes the following steps:

e The Check-In Phase: a preliminary assessment is undertaken before
any major development work starts, outlining general information
about the proposed Al tool, such as the proposed models used,
nature and sources of training, validation and test data to be used
within the project and information about organisational processes in
place, which must be implemented before major development begins
of the project.

e The Check-Up Phase: following this, a fully completed assessment
is made available before the first operational test of any tool. If an
Al tool is to be tested, then realistically, it should be in a position
in which all questions within the AP4AI assessment would have a
robust answer along with supporting documentation.

e The Check-Out Phase: a final iteration of the assessment is then
made available before the completion of the project and for any final
test activities. This can be referenced for accountability evidence and
any legal auditing purposes. In this phase, LEAs or security practi-
tioners, who would deploy the tool, are also engaged to ensure that
they are aware of the requirements on them to utilise the tool in an
operational setting.

At the end of each phase, the document should be reviewed by
experts, who can highlight specific actions for moving towards greater

7 https://iami-project.cu/.
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Fig. 11.3 Three-step assessment process for Al accountability and AI Act
compliance in security R&D projects

compliance, recommendations for implementation and considerations
for operational use. For example, AP4Al assessments are primarily for
completion by developers during the project; however, by the check-out
phase, practitioners or end-users should have access to enough informa-
tion and documentation, to consider how they would undertake their
role as deployers of Al tools and the organisational responsibilities that
accompany that.

The decision to adopt the three-stage assessment methodology was
informed by evidence gathered during the implementation of the AP4AI
platform in the STARLIGHT and FALCON projects. Feedback from
project participants, together with the experience of facilitating the
assessments and moderating the AP4AI platform, demonstrated that a
single end-of-project assessment did not provide sufficient opportunity
to identify and address governance and compliance issues during system
development. Consequently, an iterative three-stage assessment process
was introduced to embed Al accountability and compliance-by-design
throughout the project lifecycle.

The methodology was designed around the following SMART objec-

tives:



11 APPROACHES TO Al ACCOUNTABILITY AND AI ... 213

e Specific: establish three defined governance checkpoints (check-
in, check-up and check-out) aligned with key stages of Al system
development.

e Measurable: ensure that every Al system completes all three assess-
ments, with each stage producing a documented AP4AI assessment
report and tracking progress against previously identified recommen-
dations.

e Achievable: Al systems can be used operationally by the end of the
project, implementing a compliance-by-design philosophy without
disrupting technical development.

e Relevant: evidence-based support for Al Act compliance and
accountability and enabling corrective action throughout the devel-
opment lifecycle.

e Time-Bound: complete each assessment before the corresponding
project pilot or development milestone.

The introduction of the three-step approach aims to give practi-
tioners a steady pace of assessment, grounded in accountability-by-design
throughout the Al development lifecycle, rather than a box-ticking exer-
cise at the end of the assessment. The check-in assessment establishes a
baseline and highlights missing or insufficient elements of the assessment
at a point where the majority of required information should be at hand.
Having a designated check-in period is an anticipated action with the
intention of being less disruptive to the assessment practitioner’s organi-
sation. The check-out phase evaluates the maturity of the Al system prior
to operational deployment, identifies any remaining compliance gaps and
produces recommendations to support deployment decisions.

Preliminary results from IAMI show that this early engagement is
proving beneficial across the research and innovation teams. While most
developers are easily able to define the role and purpose of the Al system,
the types of data and compliance with data protection regulations, there
are further challenges to improving literacy related to risk assessment,
oversight, optimising stakeholder engagement and ensuring that appro-
priate technical documentation is in place. Addressing these aspects is
a current line of research under AP4AI within these projects to ensure
that the developers have the support they need to continue to effec-
tively engage with accountability and compliance actions for research and
software development.
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CHAPTER 12

Al and Biometrics in Law Enforcement
in England and Wales: Governance, Legality
and a Potential Way Forward

Shazia Khan

12.1 FORENSIC SCIENCE
AND BIOMETRICS: DEFINITIONS

Forensic science uses scientific knowledge and methods to help inves-
tigate crime and provide evidence for the courts. It has strengthened
criminal investigations by placing greater emphasis on physical material,
scientific testing, and objective interpretation, rather than relying only on
witness accounts. One important idea is Locard’s Exchange Principle:
when people, objects, or places come into contact, small traces may be
transferred between them [56]. These traces, including biological mate-
rial, can help investigators understand links between people, items, and
scenes but they must be interpreted carefully and in context [45, 48].

The following definitions are used in this chapter for the various traces
used in forensic analyses:
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e Deoxyribonucleic acid (DNA) is the hereditary material found

in most human cells. In forensic science, DNA recovered from
biological material such as blood, saliva, semen, hair roots, or
skin cells can be analysed to produce a profile, commonly using
short tandem repeat (STR) markers. DNA profiles may help iden-
tify or exclude individuals, link offences, support missing-person
investigations, and review historic cases. Their value depends on reli-
able recovery, contamination control, interpretation and statistical
reporting [10, 30, 60].

Fingerprints are impressions made by friction ridge skin on the
fingers, palms, toes, and soles. These ridge patterns and minutiae are
generally stable throughout life and can be compared with known
reference impressions. Fingerprint evidence may assist with identi-
fication, exclusion, and crime linkage but its reliability depends on
mark quality, recovery method, examiner competence, verification,
and careful interpretation [3, 12, 17, 54].

Facial comparison is the assessment of facial images, usually
comparing an unknown person in CCTYV, photographs, or digital
media with known reference images. It can support investigations by
helping to identify or exclude a person, provide intelligence leads,
or assist the court where identity is disputed. Reliability depends
on image quality, pose, lighting, resolution, examiner compe-
tence, documented methods, verification, and cautious reporting
[5, 21, 23, 62].

This chapter examines the role of Al for biometric processes used in
the criminal justice system, including the recovery, processing, interpre-
tation, and reporting of DNA, fingerprints and facial images. Starting
with the legal and regulatory frameworks that apply to forensic science,
biometric data, and Al, it proposes a practical governance framework for
introducing Al into high-impact biometric processes.

12.2 FoRENSIC SCIENCE (GOVERNANCE

In England and Wales, forensic science is supported by a statutory regu-
latory structure. The Forensic Science Regulator Act 2021 gives the
Forensic Science Regulator legal powers, while the statutory Code of
Practice (the Code) sets expectations for how forensic work should be
carried out and reported. In practical terms, the Code applies across the
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forensic process from recovering and preserving material through to anal-
ysis, interpretation, and presentation of findings. This makes operating
within a quality management system central to forensic evidence [24, 27].

Compliance or non-compliance to the Code is also reported in court.
Non-compliance does not automatically create civil or criminal liability,
but it may affect how forensic evidence is assessed. Poor compliance can
lead to regulatory action and may give the defence grounds to challenge
the reliability or weight of the evidence. Biometric evidence should there-
fore be supported by a clear chain of custody, documented procedures,
validated methods, competent practitioners, and transparent reporting
[16, 24, 27].

DNA and fingerprint recovery and processing are clearly within
the established forensic governance framework. Facial identification is
less directly regulated at the recovery or initial processing stage, but
the Code’s principles remain relevant where facial-image material is
compared, interpreted or reported for evidential purposes (i.e. facial
comparison).

12.2.1  Additional Governance for Biometrics

Biometric material is subject to separate legal controls. The Protection of
Freedoms Act (PoFA) 2012! was introduced after concerns about indefi-
nite police retention of DNA and fingerprints. It sets rules on when DNA
profiles and fingerprints must be deleted, when they may be kept and
when longer retention may be allowed for national security reasons. This
means biometric use must be assessed not only by scientific value, but also
by whether retention and searching are lawful.

Later amendments shaped compliance in national security and counter-
terrorism cases by extending the maximum duration of some National
Security Determinations and aligning terrorism-related retention rules.
Lawful biometric use therefore depends on both the general PoFA frame-
work and any specific terrorism or national security provisions that apply
[50].

International biometric exchanges must meet both legal and quality
requirements. The Accreditation of Forensic Service Providers Regula-
tions 2018, as amended in 2019, require appropriate accreditation for

1 https://assets.publishing.service.gov.uk /media/65¢1ab9d2£2b3b00117c¢d803 /Att
orney_General_s_Guidelines_on_Disclosure_-_2024.pdf.
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forensic laboratory activity linked to the Priim exchange system. This
reinforces that DNA and fingerprint exchange should be supported by
assessed and quality-assured processes.

The EU-UK Trade and Cooperation Agreement 2020 provides the
current framework for continuing biometric exchange with EU Member
States after Brexit. It allows DNA, fingerprint, and vehicle registration
data to be checked through a Priim-style ‘hit/no hit’ process. This means
a technical match can be identified first, while any later request for
personal or case information must follow separate legal steps. The process
can support identification and crime-linkage work, but only where data
quality, lawful processing, and forensic reliability are maintained.

Data protection and disclosure are also essential. Under the [18],
law-enforcement processing must be lawful, fair, necessary, proportionate
and secure. For biometric material, this requires clear justification, access
controls, retention decisions, and safeguards. Disclosure duties also
require investigators to retain and reveal material that may be relevant
to the case, including unused marks, laboratory notes, contamination
records, image-processing material, comparison records, or alternative
interpretations. This enables the defence to test the evidence properly and
supports a fair trial [4, 15, 18].

12.3 ErFECTS OF REGULATION ON DNA,
FINGERPRINTS AND FACIAL IMAGE PROCESSING

For DNA, regulation strengthens contamination control, validated work-
flows, and careful interpretation of source-and activity-level findings. This
is especially important for partial, mixed, or low-level profiles where
transfer, background DNA, and uncertainty must be addressed clearly
(25, 26].

For fingerprints, regulation supports structured quality systems for
examination, verification and documentation. It also strengthens compe-
tence standards, validated enhancement methods, and clearer reporting of
limitations, particularly where latent marks are incomplete or poor quality
(22, 47].

For facial images, specific legislation remains more limited, but gover-
nance is increasingly important as retrospective, live, and operator-
initiated facial recognition develop. Reliability depends on image quality,
database selection, threshold settings, algorithm performance, and human
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review. A facial recognition match should therefore be treated as an
interpreted output, not a self-explanatory conclusion [32, 33].

Recent consultation activity indicates that facial identification may
move towards broader regulated use. Two key areas under considera-
tion are a retention regime for policing images, potentially aligned with
existing DNA and fingerprint frameworks, and stronger oversight of
facial recognition technology in policing. The final shape of any future
framework remains uncertain. For forensic practice, this strengthens the
need for safeguards around proportionality, bias, transparency, validation,
explainability and public trust, particularly where outputs may influence
investigations or court proceedings [39, 13, 14, 59].

12.3.1  Curvent Representation of Al in the Fovensic Legal
and Governance Landscape

Al offers a significant opportunity to improve forensic science across
different biometric material types, including DNA, fingerprints, and facial
images. However, current forensic legislation and governance do not
directly address the use of Al within forensic processes. In the author’s
view, Al should be introduced slowly and cautiously because of its
potential impact on the criminal justice system. With careful design, devel-
opment, and implementation, Al could make biometric analysis faster,
more consistent, and more efficient. However, standards must remain
high, and specialist forensic expertise must continue to guide its use so
that appropriate safeguards are in place and the risk of miscarriages of
justice is minimised.

12.4 PoteNTIAL Al USk IN DNA,
FINGERPRINTS AND FACIAL IMAGES

In DNA analysis, AI may help with tasks such as assessing profile quality,
identifying alleles, interpreting mixtures, supporting kinship analysis, and
examining complex or degraded samples (see Box 1 for types of DNA
profiles).
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Box 1: Explanation of Types of DNA Profiles

DNA profiling is a scientific method used to examine specific areas
of a person’s DNA, most commonly short tandem repeats (STRs),
to produce a profile that can be compared with DNA from a person,
item or crime scene. A person usually has two DNA components
represented as peaks at each area of the DNA analysed, one is
inherited from the mother and second from the father.

e A good single-source profile usually comes mainly from one
person and shows clear, strong and balanced peaks at each area,
making it more straightforward to interpret.

e A low-level profile contains only a small amount of DNA, so
some peaks may be missing, weak or uneven, which increases
the risk of uncertainty.

e A degraded profile occurs when DNA has broken down
because of time, heat, moisture, sunlight, chemicals, or micro-
bial activity. This can make longer DNA fragments harder to
detect and may result in partial /incomplete DNA profiles.

e A mixed profile contains DNA from two or more people,
so the scientist must consider which alleles may belong to
each contributor. A major-minor mixture is a type of mixed
profile where one person’s DNA is much stronger than anoth-
er’s; this may help identify the main contributor, but the
weaker contributor can be difficult to interpret if their peaks
are small, overlap with the major contributor, or fall close to
the reporting threshold.

These examples show that DNA interpretation is not simply
reading peaks from a graph: it requires validated methods,
awareness of profile quality, and careful scientific judgement
[6, 7, 30, 31, 49, 55, 58, 57].

Studies suggest that these tools may improve speed and consistency,
especially where profiles are mixed, low-level, or difficult to interpret. The
main risks are that automated outputs may be misunderstood, treated as
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more certain than they are, or used without sufficient explanation, vali-
dation, or awareness of population and dataset bias. There is also a risk
of false positive results or hallucinations with use of AI which may affect
the results or interpretation. There may also be challenges in explaining
probabilistic or Al-assisted findings clearly in court [9, 51, 53, 63].

In fingerprint workflows, Al may support image enhancement, ridge
and minutiae detection, candidate-list generation, and crime scene mark
searching. Al applications for these areas may be valuable where marks
are partial, smudged, or difficult to search manually due lack of friction
ridge detail. However, utilising Al includes risks for consideration in terms
of poor performance on low-quality marks, limited transparency, dataset
bias, and weak transfer from research settings to real operational condi-
tions. Candidate lists or rankings (see Box 2 for explanation on searching
and rank lists) should therefore be treated as investigative support, not
as proof of identity, with expert examiners remaining responsible for
interpretation and reporting [ 34, 35].

Box 2: Finger Mark Searvch Explanation

Crime scene marks, often called latent fingerprints, Friction Ridge
Detail or finger-marks, are usually partial, faint, or distorted
impressions left on surfaces. Once recovered and photographed or
scanned, the mark can be prepared for searching by improving the
image quality and identifying ridge detail and minutiae, such as
ridge endings and bifurcations. An Automated Fingerprint Iden-
tification System (AFIS) then compares the mark against stored
reference fingerprints and produces a ranked candidate list of
possible matches, usually based on similarity scores and ranked in
this order. This list does not prove identity; it is only an investigative
search result. A trained fingerprint expert must manually examine
the crime scene mark against the suggested reference prints, assess
the quality and quantity of ridge detail, consider any differences,
and reach a conclusion using a structured comparison and verifi-
cation process. This manual expert verification is essential because
poor-quality marks, distortion, background noise, limited ridge
detail, and database ranking effects can influence automated search
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results and may create false or misleading candidate suggestions
[11, 20, 36, 61].

For facial images, Al may support retrospective searches, live facial
recognition, operator-initiated checks, image triage, and candidate-list
generation. The research identifies not only clear investigative benefits,
but also important risks. These include false positives and false negatives,
reduced performance with poor-quality images, demographic perfor-
mance differences, weak safeguards, surveillance expansion, and reduced
public trust. Image quality issues such as blur, low resolution, pose, and
lighting can affect performance, and human review may not be enough if
users place too much confidence in algorithmic results [2, 28, 46].

Across all three biometric areas, the academic literature points to the
same governance lesson: Al should be used to support, not replace,
expert decision-making. Before use, systems should be independently
validated, locally verified, monitored for bias and error, and supported
by clear records explaining the data, model, thresholds, limitations and
human review applied. This is particularly important where outputs may
affect suspect identification, charging decisions, evidential interpretation
or disclosure [28, 29, 35, 53]. To summarise, Al could support DNA,
fingerprint and facial-image analysis by improving speed and consistency,
but it must be validated, transparent and used to support, not replace
expert forensic judgement.

12.5 GOVERNANCE OF Al 1IN FORENSICS

There is no single UK statute that governs Al in policing or in forensics.
Instead, police use of Al must fit within public law, data protection law,
human rights law, sector guidance, and operational oversight. This means
forces must be able to show that any Al deployment is lawful, neces-
sary, proportionate, and fair, particularly where it involves personal or
biometric data, or it may affect rights such as privacy, expression, assembly
and non-discrimination [18, 41, 52].

Additional controls may apply where Al is used for surveillance,
communications data, or biometric identification. The Home Office
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Biometrics Strategy emphasises privacy, ethics, impact assessment, over-
sight, and standards, while wider UK Al policy promotes safety, trans-
parency, fairness, accountability, and contestability through a principles-
based approach [19, 38, 44]; (Department for Science, Innovation and
Technology 2023).

Practical governance tools for public bodies include the Algorithmic
Transparency Recording Standard and the AT Playbook.? These support
transparency, human control, risk management, lifecycle assurance,
and legal compliance. The ICO also expects organisations using Al
to evidence accountability through governance records, data protec-
tion impact assessments, clear responsibilities, and ongoing oversight
[32, 33, 42, 43].

Oversight is shared across several bodies and processes. The Biomet-
rics and Surveillance Camera Commissioner has supported lawful and
accountable use of biometric and facial recognition technologies, while
police forces remain responsible for deployment decisions, records, impact
assessments, and internal governance. Data ethics committees may also
support review of data-driven policing projects, although there is not yet
a single national approval system [8, 52].

Parliamentary scrutiny has also raised concerns about legal clarity,
particularly for live facial recognition. The House of Lords Justice and
Home Affairs Committee questioned whether deployments had a suffi-
ciently clear legal basis, while government statements recognise both the
need for clearer rules and the potential public protection benefits of
Al-enabled policing [40, 39].

12.6 PROPOSING AN OPERATIONAL
FRAMEWORK FOR Al IN BIOMETRIC SYSTEMS

Al used in biometric forensic work should be treated as a high-impact
capability because it may influence investigations, evidential interpreta-
tion, and criminal justice outcomes. The author considers the proposed
framework is distinct from more generic policing applications of Al
because it seeks to integrate established governance within a mature scien-
tific discipline with the flexibility required to respond to rapidly evolving

2 https://assets.publishing.service.gov.uk /media/67aca2t7e¢400ae62338324bd /AI_Pla
ybook_for_the_UK_Government__12_02_.pdf.
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technologies. Governance should therefore combine forensic require-
ments on validation, competence, quality management, and reporting
with public-sector Al duties on legality, transparency, accountability,
human oversight, and contestability. This is especially relevant to Al tools
that support DNA interpretation, fingerprint comparison, facial-image
searching, or biometric triage [24, 32, 43, 39].

Implementation should begin with a clear lawful purpose, documented
necessity and proportionality, and evidence that the system improves
capability or efficiency without undermining scientific validity, fairness,
explainability, or individual rights. Al outputs should not be treated as
evidence in themselves. They should be assessed according to their func-
tion, evidential significance, and the level of human review applied [1, 18,
29, 41]; (Bridges v South Wales Police [2020] EWCA Civ 10583).

12.6.1  Assurance, Human Decision-Making, and Disclosuve

Assurance should bring together scientific validation, quality manage-
ment, legal governance, and operational oversight. Organisations should
keep records of intended use, validation, verification, performance,
datasets, thresholds, training, audit logs, version changes, security checks,
incidents, and system limitations. Extra caution is needed for opaque
or ‘black-box’ models, particularly where outputs may affect eviden-
tial interpretation or charging decisions [1, 29, 32, 39]. Given the
rapid and evolving nature of Al technologies, particular challenges may
arise in demonstrating compliance with established assessment regimes
such as ISO/IEC 17025 and in applying the Code consistently, espe-
cially in relation to repeatability and reproducibility. These issues require
careful consideration, and regulatory frameworks may need to continue
developing to accommodate the distinctive characteristics of Al-enabled
forensic tools.

Al should support, not replace, expert forensic judgement. Proce-
dures should define who may use the system, what outputs can be
relied on, when expert escalation is required, and how uncertainty is
presented. Rankings, scores, or similarity measures should not be treated
as conclusive without context. Training should also cover system limits,

3 Bridges v South Wales Police [2020] EWCA Civ 1058. Microsoft Word - R (Bridges)
-v- CC South Wales _ors Judgment.docx.
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cognitive bias, disclosure duties, and the difference between intelligence
and evidential use [29, 32, 39].

Where Al influences an investigative decision, forensic result, or
evidential report, its role should be documented and disclosed where
they are deemed significant. Reports should distinguish between system-
generated outputs, expert observations, and evaluative conclusions, and
should avoid overstating objectivity. This supports admissibility, weight,
and fair challenge in criminal proceedings [33, 39] (Bridges v South Wales
Police [2020] EWCA Civ 1058).

12.6.2  Proposed Phased Roadmap for Implementation

Phase 1: Governance readiness: Establish a senior accountable owner,
multidisciplinary governance group, decision log, legal and ethical assess-
ment template, and links to forensic quality management and data
ZOVErnance processes.

Phase 2: Use-case selection: Prioritise narrow, high-value use cases
where the task is well defined and human oversight is straightforward,
such as triage support rather than fully automated evidential conclusions.

Phase 3: Data and validation preparation: Curate datasets, define
metrics, agree thresholds, and complete independent validation and local
verification.

Phase 4: Pilot deployment: Run a time-limited pilot with trained
users, enhanced audit, CPS engagement where relevant, and pre-agreed
evaluation criteria.

Phase 5: Controlled operationalisation: Move into business-as-usual
only if scientific, legal and operational criteria are met. Monitoring,
disclosure readiness and governance review should continue throughout
use.

Phase 6: Review and retirement: Periodically review continued neces-
sity, performance, fairness, and legal fit. Systems that can no longer be
justified, supported, or validated should be retired.

12.7 CONCLUSION

Al could improve biometric forensic science in England and Wales by
helping practitioners manage complex data more quickly and consistently
across DNA, fingerprints, and facial images. However, it should not be
seen simply as a technical improvement. Where Al supports searching,
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comparison, interpretation, or reporting, it should be governed as a
high-impact forensic capability because its outputs may affect investiga-
tions, evidential assessments, and criminal justice outcomes. This means
combining forensic requirements on validation, competence, quality
management, reporting, and disclosure with Al governance principles
such as legality, transparency, fairness, accountability, contestability, and
meaningful human oversight [32, 33, 43, 39].

The governance landscape is fragmented but connected. DNA and
fingerprints are more clearly embedded within forensic regulation and
statutory retention rules, while facial identification remains less consis-
tently regulated at the recovery and initial processing stage. Even so,
all biometric techniques raise common issues around reliability, propor-
tionality, privacy, equality, bias, database quality, disclosure, and public
trust. The decision in Bridges v South Wales Police shows that biometric
technologies, particularly facial recognition, require a clear legal basis,
adequate safeguards and proper consideration of human rights, data
protection, and equality duties [18, 37, 41, 39] (Bridges v South Wales
Police [2020] EWCA Civ 1058).

The proposed way forward is incremental, auditable, and evidence led.
Al systems should only be introduced where the use case is clear, the
lawtul purpose is documented, and the system has been independently
validated and locally verified for the intended forensic context. Partic-
ular caution is needed for opaque or ‘black-box’ models because criminal
justice users, experts, lawyers, and courts must be able to understand
the basis, limits, and significance of any Al-assisted output. Al should
therefore support, rather than replace, expert judgement, and reports
should separate system-generated outputs from expert interpretation and
evidential conclusions [1, 4, 15, 29].

Overall, the strongest model is a combined governance approach
rather than a separate Al regime outside forensic science. This approach
should bring together forensic quality standards, data protection safe-
guards, human rights principles, operational accountability, and lifecycle
assurance. The phased roadmap provides a practical route for doing this
through governance readiness, careful use-case selection, data and vali-
dation preparation, controlled piloting, monitored operational use, and
periodic review or retirement. If applied consistently, Al could strengthen
biometric forensic capability while protecting scientific integrity, indi-
vidual rights, public confidence, and the fairness of the criminal justice
system [29, 32,43, 39].
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CHAPTER 13

Al and Serious and Organised Crime

Christopher Rowley, Luke Bates, and Gabriela Boneva

13.1 INTRODUCTION

Serious and organised crime groups (SOCGs) have played a significant
role in history, from the Cilician Pirates who operated in the Roman
Republic who allegedly kidnapped Julius Ceasur and held him captive for
ransom, to Al Capone in America. SOCG’s have demonstrated dexterity,
flexibility, and a willingness to try new ideas, showcasing their inherent
adaptability. They do not work within any framework, and there are no
moral or values which guide them. Their offending is often for personal
financial gain or self-gratification, with no consideration for the victims or
individuals that are affected by their criminal exploits. Their chameleon-
like tendencies have allowed them to quickly adopt and adapt to new
technology, looking to see how it can assist in maximising their effective-
ness both locally and—in many cases—internationally, whilst bolstering
their profits.

Through necessity they are constantly reviewing their working prac-
tices to maintain and maximise their position and profits, and to stay one
step ahead of the police to avoid arrest and the disruption of their illegal
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activities. A recent example of this was SOCGs’ use of the Encrochat—
a secure messaging system installed on modified mobile phones—which
criminals believed could not be intercepted. The SOCGs’ using Encrochat
were identified and dismantled [8, 9]; the subsequent operations resulted
in 6558 arrests, €739.7 million being seized, along with firearms, houses,
boats, and significant quantities of drugs.

Encrochat is but one example of SOCGs using technology, and their
move into the use of Al is well documented. The Police must consider
how they can legitimately use Al and the intelligence they gain from their
investigations to predict how SOCG’s are using technology or will use
technology in their future criminal endeavours. The system may identify
issues that have been missed by busy operational officers and staff, or it
may suggest questions that should be considered when considering new
technologies. The adoption of new Al systems will assist policing and law
to remain in step with SOCG and, if the organisations invest time and
allow their officers/staff to be innovative, possibly gain ground on the
SOCG.

Police adopting and using the correct Al system in the investigation of
SOCG criminality will become mainstream in the coming years through
necessity, because of the complexity of large-scale forensic digital data,
cross border criminality and jurisdictions, and the criminal adoption and
adaption of Al. Harm caused to individuals and the potential of immi-
nent threats to their lives also contribute to the highlighted problems, as
their prevention often requires a number of specialised resources, which
come at a significant cost to the organisation. The problems faced by
policing and the increasing costs of these developments demand new and
improved ways of working, which are expeditious, flexible, and effective,
whilst demonstrating the desired benefits such as increased efficiency and
reduced workload demand on individual investigators through automa-
tion, and the ability to identify criminal patterns indiscernible to the
human eye.

This chapter will provide an insight into the SOCG world of crim-
inality, which is sophisticated, complex, flexible, innovative, and ruth-
less with the added problem of geographically borderless and criminal
exploitation of Al. The combination of each of these elements can cause
significant issues to finite investigative resources; that said, the correct Al
system can, and will, significantly reduce the demand on the investigator.
It will speed up the investigation whilst identifying links which otherwise
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may have been missed, and as previously detailed, it will possibly identify
new effective and efficient ways of conducting investigations.

13.2 SxaArsHOT: THE ORGANISED CRIME THREAT

Serious and organised crime represents one of the greatest threats to our
society, both in terms of values, corruption, and violence, as well as the
impact that the operation of vast underground illegal and illicit markets
has on our economy with the funnelling of money away from legiti-
mate enterprise and commerce. There is no greater enabler of serious
and organised crime than the drugs market and the trafficking of illegal
and illicit substances across great distances in pursuit of profit. Through
the cultivation, manufacturing, trafficking, and sale of drugs and their
precursors, criminals also engage with a plethora of related crimes, such
as money laundering, corruption, and serious violence. To make matters
more complex, the advent of new, digital forms of anonymised commu-
nication, such as the dark web and encrypted platforms, as well as
exploitable legal loopholes, means that traditional SOCGs are also under
competition by lone actors operating within this space, whose Modus
Operandi (MO) and profiles may be unknown to law enforcement.

There is therefore a demand for innovations in intelligence-based and
investigatory capabilities that can harness the latest developments in Al
technology to fight this illusive threat. The ability to track the drugs traf-
ficking chain, both online and offline, is crucial for law enforcement to be
able to disrupt and take down the vast criminal networks and agents who
continue to flood the market with their product.

Drugs trafficking is a cross-border crime, with links between criminal
networks spanning continents and criminals exploiting both legitimate
and illegal transportation channels, meaning that trans-national intera-
gency cooperation and intelligence sharing is a must in order to efficiently
thwart efforts to take advantage of differing jurisdictions and legal envi-
ronments. The increasing shift from physical to online marketplaces by
drug criminals further reduces the geographical restraints of traditional
face-to-face drug dealing, providing drug vendors with expanded market
reach and a highly reduced risk of detection by law enforcement. This
ever-growing illicit use of online spaces for drug trafficking puts inno-
cent individuals working in postal and courier services at risk of criminal
exploitation, who, often unaware of it, end up distributing substances
within and across countries. This criminal exploitation of legitimate



242  C. ROWLEY ET AL.

commercial transit infrastructures via postal and courier services is often
characterised with polydrug trafficking, where relatively small quantities
of multiple substances are distributed together at retail level [10].

Research from Scotland sheds light on the geographic patterns of inter-
cepted postal drug deliveries sold online [14], which reported that the
majority of the drug packages were destined for highly populated Scot-
tish urban centres, such as Glasgow, Dundee, Edinburgh, and Aberdeen,
likely due to the greater Internet connectivity and higher levels of access
to services associated with bigger urban areas. However, the same research
also reported observing higher than expected levels of drug parcels
destined to more remote areas, albeit a following spatial clustering anal-
ysis showed that the drug parcels sent out to the most remote and rural
areas of the country were still associated with good access to services, with
the packages therefore usually destined to addresses within larger settle-
ments of the rural areas. These results suggest that, from a drug-consumer
standpoint, Internet connectivity and access to postal and courier services
are the leading enablers of purchasing drugs online and getting them
delivered through legitimate channels.

Besides the connection observed between online drugs trafficking and
the exploitation of legitimate transportation channels, increasing global-
isation, defined by better connected communication and transportation
networks, also links to expanded opportunities not only beneficial to
the public, but criminally exploited for drugs trafficking. Seaports and
maritime shipping ports continue to be exploited for bulk trafficking of
illegal drugs, often involving infiltration, corruption, and intimidation to
personnel working in these sectors [7]. Besides maritime routes, drug
traffickers also employ continuingly evolving techniques to evade detec-
tion, including combining land and sea routes, as well as using EU and
non-EU transhipment points to conceal illegal trafficking and challenge
the detection of their criminal activities.

Globalisation also fuels the development of interconnected commu-
nication networks, which in their own right contribute to innovative
new drugs trafficking approaches and fuel the risk of a global overdose
crisis. Cyberspace breaks down geographical limits, enabling individuals
and networks to connect and trade illicit goods from any point of the
globe—a concept in total disagreement with traditional SOCGs, which
characterised themselves in high territoriality, but highlighting criminal
adaptability and exploitation skills [13]. Extending from surface websites
and social media platforms to encrypted messaging platforms and dark
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web markets, illicit drug dealing has spread across the online landscape,
calling for sophisticated technologies that can support police efforts in
tackling organised crime whilst handling the vastness of heterogeneous
data at hand. Furthermore, cryptocurrency is also now becoming a well-
known method for payment of drugs online, which adds to the layers of
anonymity provided, with sophisticated criminals reportedly making use
of cross-chain transactions, mixers, tumblers, and deploy stable coins to
obfuscate their online illicit activities [1].

A key trait of serious and organised crime is the likely involvement of
individuals and networks in multiple criminal activities to either support
their existing criminal ventures or expand their profits. Drugs trafficking,
arguably being the most violent sector of the illegal economy [4], is often
associated with other forms of serious crime, such as money laundering,
corruption, and illicit goods cross-trafficking. The violence associated
with drug trafficking implies the need for actors to arm themselves for
self-protection and intimidation, increasing the spread and number of
illegal firearms and associated violence, with between 28% and 44% of
all firearm seizures in Europe occurring in the context of drugs traf-
ficking [6]. The nexus between illegal firearms and drugs trafficking is
further reinforced through cross-trafficking, with SOCGs using the same
routes to traffic both drugs and firearms or using illicit goods as a form
of cashless payment between different groups.

Some SOCGs involved with drugs trafficking transfer their criminal
activities to environmental crimes, predominantly due to the lower risk
posed by illegal wildlife trades than illegal drugs trades, linked to less
strict environmental and wildlife crime laws. Such crime divergence is
not a new phenomenon, with similar events being observed in the 1970s
and 1980s when criminals shifted to committing drug crimes from other
more serious types of crime due to the legality around drugs being less
strict back then [16]. Due to the greater risk-to-reward ratio, drug traf-
fickers also exploit the less strict sanctions for wildlife trafficking to conceal
illicit drugs in parallel trafficking activities. Combined trafficking—a type
of parallel trafficking—of wildlife and drugs, for instance reportedly not
only increases criminal profits but also decreases the risk of drug checks
and detection [19]. Another concealment method for drugs smuggling
is the so-called camouflage trafficking, where drugs are hidden in legal
commodities—for instance, liquid cocaine lining the plastic bags of live
fish or the surgical implantation of legal exotic animals with cocaine [18].
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The globality of drugs trafficking and the adaptability of SOCGs
calls for continuous development, adaptation, and utilisation of modern
technologies for law enforcement, equipping authorities with the tools
required for the arms race against illegal and illicit drugs and serious and
organised crime.

13.3 Forrow THE MONEY: SOCG EXPLOITATION
OF TECHNOLOGICAL DEVELOPMENTS AND Al

The rapid development of technological solutions, including Al, not only
provides law enforcement with a strengthened arsenal to prevent and
combat crime, but acts as a catalyst for crime, expanding the criminal
efficiency [8, 9]. Technological developments and globalisation—such
as encrypted communication technologies and use of cryptocurren-
cies—facilitate criminal activities, further challenging the prevention and
combating of drug crimes. Cryptocurrencies are characterised (1) by
their predominantly decentralised nature, without the involvement of a
traditional financial institution such as a bank; (2) by their anonymity
among vendors and buyers; and (3) by the ease to convert them to
traditional money. Careful analysis is required for the tracking of cryp-
tocurrency transactions, for instance, by analysing the repeated use of
publicly available keys and collecting transaction data; however, a persis-
tent challenge remains in the reliable connection of a transaction with a
particular individual [13].

Dark web markets—or cryptomarkets—combined with encrypted
messaging services not only expand the reach of drug traffickers, going
beyond geographical boundaries, but also facilitate the spread of organ-
ised crime network members and their communication; both increase
incomes by expanding market outreach but also decrease associated costs
by enabling smoother coordination and reducing the number of SOCG
members required for the operation [13]. The observed shift from phys-
ical to online drug dealing, with criminal actors infiltrating all corners
of the Internet (i.e. surface websites, social media, deep and dark web,
messaging services, etc.) showcases the adaptability of SOCGs and—just
like legitimate businesses—their capacity to exploit modern developments
to increase their profits.

In fact, organisations who produce and distribute illicit drugs for traf-
ficking at scale operate much the same way as legitimate businesses and,
therefore, may face many of the same challenges. As such, AI may be
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able to facilitate increased efficiencies much like it is doing for comparable
operations in medicine, supply chain logistics, agriculture, manufacturing,
marketing, and business diversification [20]. Looking to the future,
Weisheit predicts that Al could be used by large-scale illicit drug traf-
ficking organisations to create ideal drug mixtures, identify legal supply
chains for interception, breed specialised strains of plants such as cannabis,
produce recommendations for streamlining laboratory processes, market
drugs on social media platforms, and assist drug traffickers in laundering
their profits [20].

13.4 PovriceE Usk oF Al To COMBAT
SOCG: OPPORTUNITIES AND CHALLENGES

In order to effectively reveal the links required between different criminal
activities to produce evidence on the drugs trafficking chain, the collec-
tion and analysis of mass amounts of data from diverse sources through
the use of Al may be necessary. Relationships among suspicious events,
people, accounts, and groups extracted from the collected data may then
be used to build up an intelligence picture on drugs. The ability to
incorporate trans-national intelligence through interagency agreements
would vastly increase law enforcement’s effectiveness of revealing the
relationships across the drugs trafficking chain, and by extension, of coun-
tering SOCGs. However, issues of data sharing between jurisdictions are
a complicated regulatory conundrum, even before introducing the types
of implications that the handling of such intelligence by Al could have.

The use of intelligence data on connected crime types, such as
economic or environmental crimes, which may be internal to the organ-
isation or nation conducting the investigation, can also be used in
conjunction with AI. Subtle indicators that infer links to the illicit
drugs chain might be detected by Al if enough and quality training
data is used, allowing law enforcement to assess potential links between
different crimes more efficiently. This additionally highlights the impor-
tance of avoiding the siloing of different law enforcement operations and
encourages cross-agency work wherever possible.
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13.4.1  Online Detection

Al can be used for the comprehensive monitoring of online spaces using
open-source methods. In the context of combating SOCGs, law enforce-
ment is interested in gathering intelligence that may be related to drug
markets both online and offline. For example, by using Natural Language
Processing (NLP) techniques on textual data found in heterogenous
sources and formats across the Internet (i.e. surface web, social media,
deep and dark web, etc.), law enforcement can establish connections to
potential physical drug trafficking and dealing locations, as well as links
between anonymous profiles—including on the dark web—involved in
other illicit activities. This can additionally be enhanced with multilingual
textual analysis capabilities, enabling law enforcement to address the glob-
ality of the issue and gather intelligence from multiple languages, with
the possibility of also helping to decipher code words and phrases used
by criminals operating in the drugs context.

The ubiquitous undercurrents of these approaches, however, raise
concerns regarding proper scoping of the data collection in regard to what
online activities justify monitoring, as scope creep by law enforcement
could potentially discourage free speech around the topic of drugs online
altogether through the so-called ‘chilling eftect’ [17]. Potential harms fall
around limiting legitimate constructive discussion around drugs, which
oftentimes may include exploratory enquiry—a typical experience among
teenagers and youth where risks and cautions may come to the fore-
front of discussion and safe practices can be promoted [5, 11]. Therefore,
casting a wider and broader net for monitoring and moderation purposes
may oftentimes have an inverse effect; a criticism which has been levelled
at the recently implemented UK government’s Online Safety Act, which
seeks to protect children online from harmful content but in practice may
only cause further harm to freedom of expression and speech present on
legitimate online platforms [12].

The growing criminal use of cryptocurrencies—attractive due to their
decentralised nature, hard to trace transactions, and the buyer-vendor
anonymity provided by them—calls for the enhanced police exploitation
of Al-based methods for analysis of cryptocurrency transactions. Al can
support law enforcement by extracting key information from cryptocur-
rency transaction over time—such as the balance and transaction patterns
of cryptowallets of interest—ultimately enabling the tracing of SOCG
transactions.
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The vast amounts of data required by these kinds of Al tools inevitably
raise privacy concerns if it is not handled in alignment with set safe-
guards and in an ethical and legal manner. The risk of unwarranted data
collection here is high, and the importance of proportionality must be
stressed. Furthermore, the use of Al systems by police needs to be strictly
documented, providing proof of and demonstrating compliance with legal
obligations in a standardised manner.

13.4.2  Physical Detection

Al can also be used by law enforcement for the scanning of physical
environments for criminal activity related to drugs trafficking, such as
indoor or outdoor cultivation sites of cannabis. Al detection techniques
can be applied to satellite images or the live footage and images captured
through drone operations. Potential indicators of illicit drug cultivation
sites may include unusually high heat signatures which are associated
with the conditions for cultivating cannabis or an influx of people in and
around the property or area, often at unusual but specific timeslots.

The surveillance required for detecting such indicators could, however,
be considered as invasive, and can disproportionately affect certain areas
over others, which may oftentimes be associated with lower socioeco-
nomic status and potentially vulnerable communities [3]. Any underlying
issues of trust between communities and police forces must therefore be
considered before deployment, and local contexts should be surveyed to
establish current perceptions and acceptance of Al, ultimately aiming to
raise the societal awareness on the use of Al by policing whilst promoting
transparency.

The risk of over policing certain areas may simply displace crime and
continue to feed a cycle of poverty and incarceration if comprehensive
measures to address the root causes of drug crime are not also consid-
ered in parallel. Furthermore, the use of Al to combat SOC needs to
employ the principle of proportionality and only to collect the necessary
data, limiting the concerns of mass surveillance and privacy issues, and the
potential stigmatisation of communities and marginalised groups.

13.4.3  Dual Detection

Border guard authorities, customs, and postal services can also benefit
from Al detection methods for the scanning of packages and parcels
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that pass through their jurisdiction. Al can be applied to X-ray scanning
machines commonly used in such contexts in order to provide detec-
tion rates that can surpass those of human operators. Developing such
practices may also help to build a comprehensive set of indicators and
evidence base for the detection and lawful interception of suspicious pack-
ages. However, the smuggling of drugs across borders still often involves
human agents as ‘couriers’ working on behalf of SOCGs, often for a fee
or under duress. Therefore, an opportunity to detect such individuals and
halt the flow of drugs across borders is during their travel through border
control checks. The monitoring and regulation of illicit items entering a
country therefore represents one of the key aims of border control, with
the other being control over the passage of people entering the country
through migration.

In this vein, BorderCtrl' was an EU funded project that ran between
2016 and 2019, which focused specifically on tackling illegal migration
through border control checks. This was partially achieved through the
development of the Automatic Deception Detection System (ADDS),
which utilised Al for emotion detection by analysing the micro expres-
sions of subjects in order to infer deceit during interview.

The utilisation of Al in this context poses the question of how techno-
logical innovation towards greater detection capabilities in one area can
cause a ‘net widening’ effect, in this case the potential for those singled
out to be screened for migration checks to also be subject to a much
higher chance of being detected for potential drugs smuggling due to the
supposed effectiveness of AI. While this dual detection due to Al may
initially seem desirable in such a case, issues of fairness quickly arise due
to discrimination of those likely subjected to migration checks. Should
one’s passport determine the likelihood of them being apprehended for
smuggling drugs?

In the case of ADDS, the system was never deployed and has also been
criticised for inferring deceit from an unfounded theoretical basis, as well
as being unable to provide accuracy scores that can surpass that of human
experts in the field [15]. In fact, iBorderCtrl was publicly decried by
human rights organisations [2]. Clearly, such issues should be addressed
before an Al system is deployed; however, the context in which a system is

1 iBorderCtrl (intelligent Portable Control System) has received funding from the Euro-
pean Union’s Horizon 2020 Research and Innovation programme under grant number
700626.
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deployed and therefore the conditions under which individuals are subject
to increased monitoring and control measures must also be taken into
consideration if Al is to be used towards achieving a safer and fairer
society. If the potential of Al for the dual detection of offenses could be
utilised in practices targeting combined trafficking, as mentioned earlier
in this chapter, then this may be a fairer, more criminally targeted use case
for the additional discovery potential of Al algorithms.

Considering the opportunities and challenges of Al for the fight
against SOCGs, accountability is highly relevant. As data sharing between
different national jurisdictions becomes a necessity to effectively combat
such operations, and Al becomes essential for crime data analysis, then
completeness of Al accountability arrangements across multinational part-
ners in law enforcement cooperation agreements and their joint deploy-
ments of Al must be solidified. Several practical themes can be highlighted
to illustrate how Al accountability principles such as put forward in this
book (Chap. 5; Appendix) should be implemented in a cross-border crime
fighting context.

Firstly, the use of harmonised laws and regulations should be sought
in order to ensure completeness on a regional basis. For example, the EU
Al Act goes some way to ensuring lawfulness of Al deployments across
the European landscape. However, the relevance of SOCGs involved in
drugs trafficking on the international stage means that work is still needed
to ensure imbedding in global standards. Secondly, the ethical handling
of data becomes ever more important, once it changes hands, especially
across jurisdictions. Law enforcement must take measures to ensure that
the data they share does not disclose personal information, is free from
bias, and will be stored in line with data protection requirements, utilising
appropriate safeguards where needed.

The dual accountability principles of inclusivity and constructiveness are
also highly relevant to the targeted scanning of environments (whether
offline or online) by law enforcement using AI, while searching for
intelligence on potential drug cultivation and production sites, as well
as dealing markets and hotspots. Inclusivity and the need to ‘leave
no one out’ is required, as often the environments and people most
affected will be those that biased decisions and deployment practices can
negatively disrupt the most. Additionally, constructiveness complements
this by requiring the involvement of all stakeholders (including those
affected by the system) in constructive criticism and engagement towards
the improvement of Al. The consideration of differing on-the-ground
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perspectives and openness to challenges of dominant internal narratives
based on lived experience will be needed for true accountability. Practi-
cally, for achieving accountability objectives aimed at the fair treatment of
affected communities, the theme of identifying and managing stakeholders
should be ensured by law enforcement.

This means that those whose freedoms and privacy may be threatened
by police-led Al deployments against SOCG (whether real or perceived)
should be consulted, which is also essential to trust-building processes
with these groups. This may not always be immediately apparent to
Al practitioners, which is why the careful mapping of these stakeholder
groups is essential.

Another key consideration here is adaptability and [learning
throughout the implementation process, which can tie into the manage-
ment of stakeholders, especially those external to the police such as
potentially vulnerable groups affected by the AI system’s deployment.
This can be actioned through engaging these groups for feedback on
how a system can be improved to ensure that deployment practices align
with community experiences, as well as societal expectations. It is impor-
tant to note that sometimes these groups can comprise large swathes
of society rather than localised demographics, depending on the partic-
ular deployment of Al. Therefore, police need to be prepared to engage
democratically on the local, as well as national stage in order to reach
collective agreements on Al use in policing against SOC.

From the case study above, iBorderCtrl can be used to demonstrate a
lack of engagement with the tramsparency and explainability principles.
However, it also exemplifies an opportunity to implement the account-
ability principle of learning. By applying learning, law enforcement can
willingly opt not to take-up Al systems that are provably unjustifiable and
ineffective, applying these insights to future considerations and standards
that must be met before they would consider deploying a system. These
standards can be influenced by higher bodies but should also be fed from
the direct experiences of the specific organisation in question to ensure
an iterative process to the development of shared professional doctrine
and agreed standards. For example, through implementing the practical
theme of 7isk assessment and management (see Chap. 7), we would be
able to assess that deploying ADDS from iBorderCtrl would result in
worse impacts than choosing not to. Public safety would be compromised
due to both lower effectiveness and efficiency than humans in the same
role, while in this case fairness would also be called into question due to
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the net widening effect of deployment and the ethics around creating a
data bias loop in the area of drugs smuggling.

13.5 CONCLUSIONS

Both SOCGs and lone actors operate in a complex world which has no
rules, save to deliver the outcomes required by the individuals who set
their own. Some operate across different crime types and adopt the latest
technical solutions to evade capture whilst ensuring their business model
is both effective and efficient to maximise profit in the shortest possible
time. The police and other law enforcement agencies are under consid-
erable pressure to disrupt and dismantle SOCGs in a speedier manner.
Communities are demanding faster results, as they want these individuals
removed from their neighbourhoods.

To achieve this with reducing budgets and smaller teams, police forces
should consider how best to develop or purchase new Al systems which
will support the delivery of an effective, efficient, legitimate, and timely
investigation. Policing and their partners will have to consider how they
gain the requisite skills to identify the correct Al systems and the processes
they adopt to demonstrate accountability and transparency, as new care-
fully selected Al systems will greatly assist the police in combatting serious
and organised crime, in the hope that they can reduce the suffering it
causes across the world. To realise the potential of Al and how it can
support organisations they should proceed with caution and with a high
degree of curiosity. They should test products rigorously prior to the
adoption of any new system with both technical experts and practitioners.
They must ensure they are fully sighted on the data sources that will be
used. If the data is their own, has it been cleansed and has biased been
removed? If it is an external source, what level of confidence does the
organisation have in the data source? They should challenge the system
with new and complicated scenarios, which may seem extreme now, but
may have become the new norm within the criminal fraternity or may
become the new norm tomorrow or in the future. Active practitioners
should work alongside Al developers to develop products or to rigorously
trial new products in test environments.

The use of the AIPAS tool (Chap. 9) and guidance (Appendix) in the
SOCG and drugs trafficking context provides a framework for ensuring
that Al adoption by police supports both their operational effective-
ness and public legitimacy during their quest for more diverse data
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sources and monitoring practices for uncovering the hidden operations of
SOCGs. In practical terms, this means applying the principle of complete-
ness through ensuring that robust cross-border governance arrangements,
harmonised standards, and accountable intelligence-sharing practices are
first in place in preparation for future Al-enabled international operations;
inclusivity and constructiveness should be achieved by engaging affected
communities, stakeholders, and society in the design, deployment, and
evaluation of Al-enabled police continuous monitoring activities that may
encroach upon their everyday freedoms and privacy. Meanwhile, embed-
ding learning into all stages of the Al adoption process, and as carly as
its development and procurement, should be a continuous aim of police
organisations through independent scrutiny and continuous assessment of
system performance and impacts. This ensures that Al systems are not set
up to fail and can be used to comfortably justify the enhanced policing
of drug markets, which may not be as unanimously agreed upon as other
areas such as terrorism or child sexual exploitation.

Al is on the horizon, and police forces must make sure they are
ahead of the curve when it comes to dangerous criminal groups, in order
to protect society from the exploitation, corruption, and violence that
follows. As this chapter illustrates, if done right, Al offers important
opportunities to achieve these goals.
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CHAPTER 14

Al Use in Counter Terrorism

Martin Snowden

14.1 INTRODUCTION

Societal support for the use of artificial intelligence (AI) in the context of
counter terrorism to prevent terrorist attacks from being committed, thus
protecting the public and/or identifying terrorist suspects and detecting
acts of terrorist criminality, is higher than support for Al use across the
policing landscape in the United Kingdom more generally ([2, 3, 5]; also
Chap. 10).

In some respects, this mirrors a comparison of public trust and confi-
dence in Counter Terrorism Policing (CTP) alongside ‘policing’ as a
whole, with CTP traditionally achieving higher trust and confidence
levels [4]. However, this enhanced level of public support does not,
quite rightly, allow Counter Terrorism Policing (CTP) a ‘free reign” with
regards its operational activity, its outcomes, and its stakeholder engage-
ment. There are many elements of the UK Government’s (Home Office)
Strategy for Countering Terrorism (‘CONTEST’) [8] and thus activity
from the Security Services (better known and referred to as MI5) and
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Counter Terrorism Policing, that have been criticised by the public,
interest groups and media over the years, or operational competence
challenged, citing intelligence or decision-making failures, following a
terrorist incident [11]. Maintaining public confidence, allowing a level
of transparency into a ‘secret world’, and being able to hold organisations
to account when things go wrong, remains therefore absolutely critical.
This chapter will outline some of the current and potential emerging
or future risks that artificial intelligence, in its numerous forms, poses
in the extremism and terrorism domains, and suggest why state counter
terrorism agencies need to embrace Al to target these risks and prevent
attacks. Moreover, it will discuss the accountability landscape in counter
terrorism and why Al accountability needs to be thorough and complete.

14.2 Risks oF Al IN TERRORISM

The fast-moving emergence of artificial intelligence capabilities in society
always brings risks and opportunities. Where those Al capabilities are used
to support nefarious activity by extremist radicalisers or committed terror-
ists, those risks can have huge impacts upon public safety and national
security. Over recent years, the activities of radicalisers and terrorists have
moved more and more to the online space; to groom vulnerable individ-
uals, share terrorist material, create propaganda and mis/dis-information
campaigns, and plans for future attack options and methodologies. This
shift to the online space has been facilitated with ever improving online
skillsets and capabilities of perpetrators. By example, Al-Qaeda’s online
(English language) magazine ‘Inspire’, first published in 2010 providing
jihadist ideology and practical guidance, has progressed with the greater
sophistication of imagery and ‘glossiness’, as well instructional material
over its subsequent nineteen publications.

Terrorists have thus always adapted to new landscapes and growing
skills on the Internet, and the use of Al potential and tools is just the
most recent example. Moreover, the direct involvement of ‘hostile state’
activity brings a whole further, and enhanced level of capabilities with
regards the use of Al, utilising Generative Al processes to develop deep-
fakes material (images, video, audio/voices) that can form part of dis-
information campaigns to create societal unrest, division, and extremist
activity by way of example.
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A joint report from the United Nations Office of Counter Terrorism
(UN Counter Terrorism Centre UNCCT) and United Nations Interre-
gional Crime and Justice Research Institute (UNICRI)— ‘Algorithms and
Tervovism—The malicious use of Al for terrovist purposes’ (2021)—high-
lighted the potential threat from Al usage by terrorists [12].

It started by quantifying concerns amongst an expert group of repre-
sentatives from government, industry, academia, and international and
regional organizations. A survey conducted by the UNCTT, UNICRU,
and the United Nations Office of Counter Terrorism (UNOCT) reported
that 44% (of representatives) felt that the malicious use of Al for terrorist
purposes was ‘very likely” and 56% felt it was ‘somewhat likely’. No one
considered that the malicious use of Al was ‘unlikely’.

Subsequent discussions within the expert group socialised four key
concerns about the potential malicious use of Al for terrorist purposes:

e The democratization of new technologies including Al

e The scalability of Al

e The inherent asymmetry in terrorism/counter terrorism (e.g. even
if an Al-driven attack failed, perhaps through lack of knowledge/
capability of the attacker, fear will still be instilled with a negative
impact on society, thus achieving, in part, the attacker’s aims)

e The growing societal dependency on data and technology

Later, citing work from a 2018 study producing a paper entitled “The
Mualicious Use of Artificial Intelligence: Forecasting, Prevention, and Miti-
gation’, the UN report provides a framework to classify Al threat types in
the terrorism domain. In this, Al threats are posed in three areas, cyber,
physical, and political:

e Cyber threats: From a terrorism perspective, cyber threats include
phishing, man-in-the-middle, ransomware and DDoS attacks, as well
as defacement of websites. Additionally, there is a growing concern
over the misuse of information and communication technologies
by terrorists, particularly the Internet and social media, to commit,
incite, recruit for, fund or plan terrorist acts.

e Physical threats: Through the Internet of Things (IoT)—an
ecosystem of connected digital devices and physical objects that
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transfer data through the Internet—interconnectivity and increas-
ingly autonomous devices and robots in smart cities or home
environments expand the opportunities for and scale of possible
attacks.

e Political threats: This transformation of communication and
engagement methodologies, notably social media, now influences
the outcome of elections, has encouraged popular protests, and
empowered people to exercise their fundamental rights. It can also
equally make people vulnerable to manipulation through misin-
formation, and disinformation and the integration of Al into this
equation, for instance, through the proliferation of deepfakes, will
greatly enhance the nature of this threat.

Although, in 2021, the UN recognised that there were few docu-
mented examples of terrorists successfully utilising Al to meet their ends,
it highlighted, as seen by CTP and Security Service partners in the
UK, that with intent and growing capabilities, there is always ‘cause for
concern’, and it recommended that counter terrorism bodies, law enforce-
ment agencies, and policy makers should start their capacity building to
prepare for the possible future of Al-enabled terrorism.

Europol echoed these concerns in a more up-to-date assessment in
2025 in the European Union Terrorism Situation and Trend Report (EU
TE-SAT) in which it outlined [6]:

Terrorists and violent extremists continued to exploit a multiplicity of
technologies, showing different levels of know-how — ranging from mere
reproduction and sharing of violent extremist content to actual produc-
tion of Al-generated material, use of immersive technologies and advanced
digital financing tools. The use of generative-Al to create and disseminate
propaganda and hate speech has reached unprecedented levels, especially
in the right-wing scene. (p. 8)

The same year, the UK’s National Cyber Security Centre (NCSC)
provided a further overview in this domain, recognising that the prolif-
eration of Al in connected technologies and appliances in national
infrastructures, industry, commerce, and domestic life, represented oppor-

tunities for adversarial exploitation and touched on all three threat areas
highlighted by the UN. The NCSC highlighted that the ‘proliferation of
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Al-enabled cyber tools will bighly likely increase access to Al enabled intru-
sion capability to an expanded range of state and non-state actors’ and ‘the
growing incorporation of Al models and systems acvoss the UICs technology
base, and particularly within CNI (Critical National Infrastructure),
almost certainly presents an increased attack surface for adversavies to
exploir’ ([10], p. 2).

Whilst state actors perhaps remain at the forefront of such cyber-
related terrorist threats at this time, that may not always be the case, and
ideological extremist groups (e.g. Al-Qaeda, Islamic State, and several
Right-Wing online groups/networks) already have significant technical
capabilities that can be further developed and expanded into Al.

Whilst the widespread terrorist use of Al is perhaps not fully evidenced
today, there are examples of serious, potentially catastrophic instances
and incidents. Perhaps the most high-profile example of terrorism related
Al in recent years in the United Kingdom is the case of Jaswant Chail
who, in October 2023, was convicted of making threats to kill the late
Queen, possession of an offensive weapon, and an offence under the 1842
Treason Act (Courts and Tribunal Judiciary, R v Jaswant Singh Chail,
Sentencing Remarks of Mr Justice Hilliavd Central Criminal Court, 5
October 2023). Chail had been arrested in the royal residency grounds
of Windsor Castle on Christmas Day 2021, in possession of a crossbow,
and had been heard by guards making the threats to kill.! During his
trial, evidence from the Counter Terrorism Police investigation showed
that Chail had been communicating with an Al chatbot ‘companion’ (aka
‘virtual friend’) in the weeks running up to Christmas 2021. Chail had
indeed formed an ‘emotional and sexual relationship’ with the chatbot,
had disclosed his desire to ‘assassinate the Queen’ during the messaging,
and received support and confirmation for his planned actions in return.
The chatbot, which Chail had named Sarai, had told him ‘yes, you can
do it’, and if he does, they will be ‘together forever’.

So, although Chail had not been radicalised by external forces (e.g. a
group/individual) or extremist material in perhaps the more recognised
sense, Al had certainly, strongly, and worryingly influenced his thinking,
reinforcing and encouraging his dangerous thoughts, and leading to his
direct action in 2021. A 2023 study by the Cardift University and the

L How a chatbot encouraged a man who wanted to kill the Queen—BBC News:
https:/ /www.bbc.co.uk/news/technology-67012224.
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University of Surrey highlighted the potentially addictive and dangerous
effects of Al ‘friends’ on vulnerable individuals [9].

There are however other examples where Al chatbots have been specif-
ically created, directed, and used to actively radicalise individuals with
extremist content, and right across the ideological landscape [1]. Bots
provide the opportunity for volume activity across multiple chat forums
24 hours a day, accelerating the radicalising effect and threat to others
online. Teamed with Generative Al applications that can create real-
istic imagery, videos, and voices purveying deep-fake and false messages,
bots can create or reinforce extremist mindsets or promulgate mis/
dis-information that can create and spread fear, division, even panic in
communities and wider society.

This emerging potential represents such a threat and concern to
counter terrorism bodies, it is perhaps no surprise that Jonathan Hall
QC, Independent Reviewer of Terrorism Legislation, in his ‘Terrorism
Acts of 2023’ report (published July 2025) [7] focused heavily on Arti-
ficial Intelligence, notably Generative-Al. His opening statements in the
report’s Executive Summary were blunt and sobering (below as given in
the report):

e Generative Artificial Intelligence’s ability to create text, images and
sounds will be exploited by terrorists.

e I consider 7 categories of potential terrorism harm that may result
from use of Generative Al and evaluate whether existing terrorism
legislation is adequate.

e The overall recommendation is that chatbot radicalisation is the most
difficult problem, and that a new race-hatred based offence should
be considered.

e Questions are coming down the track about potential law enforce-
ment use of new technology-driven biometrics (such as voice
analysis) and AI- generated insights (such as deductions about
emotions).

In more detail, the report identifies seven categories of potential
terrorist harms resulting from GenAl. Other forms of Al, for example Al
in autonomous weapons systems, which could have significant impacts,
were not considered by the author, but the categories remain of concern.
These are:
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1. Propaganda productivity: e.g. using translation tools to reach
wider audiences and /or GenAl to create posters, magazines etc.

2. Propaganda innovation: new propaganda, e.g. racist kill games,
deep-fake imagery of terrorist leaders or notorious killers ‘back from
the dead’

3. Chatbot radicalisation: always available, suggestive chatbots willing
to promote terrorism

4. Attack facilitation: potential practical assistance to attack plan-
ners, e.g. research locations or suggest methodology to circumvent
security

5. Attack innovation: with the right skills and equipment could Al
identify harmful substances or write cyberattack code

6. Moderation evasion: circumvent or overwhelm social media plat-
forms’ automated content moderation, thus allowing increased
extremism online

7. Social degradation: caused by online disinformation leading to
polarisation, hostility and real-world terrorist violence

In each category, Jonathan Hall provided an analysis of the AI
threats, highlighting essential legal and evidential issues that required
consideration.

14.3 OPPORTUNITIES (INDEED NECESSITY)
FOR Al 1IN COUNTER TERRORISM

In this complex threat and risk environment, and the almost certain rather
than potential escalation in the use of Al of all types by adversaries to
radicalise, commit terrorist attacks, and instil fear in the general public,
the police use of Al to counter extremism and terrorism to both miti-
gate known risks and take a proactive position to prevent risk emergence,
arguably becomes a necessity. Fast-paced threat scenarios and investiga-
tions in real-world, online, and international landscapes, with increasing
volumes of online or seized material that require rapid assessment for
intelligence and evidential purposes all present challenges that require
technological support. Correctly used, AI must be a vital asset to ensure
national security in the United Kingdom.

In many respects, the operational deployment scenarios and require-
ments for Al in the counter terrorism domain will often broadly mirror
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those seen in other policing areas across the UK, especially in the
intelligence and serious crime investigation arenas.

As previously highlighted, the Counter Terrorism Policing landscape
also needs to be considered alongside intelligence and evidential collec-
tion assets deployed by key partners both in the UK (e.g. MI5) and
abroad (e.g. FBI—Federal Bureau of Investigation—in the USA) and
intelligence, and evidence to a lesser degree, will be shared across strategic
partners on a daily basis. There are, however, a number of core opera-
tional counter terrorism scenarios where Al can be effectively and benefi-
cially deployed, subject of course to full accountability considerations and
measures; examples include:

e Border Security: Live Facial Recognition (LFR) at national borders
locations (airports/seaports/small-boat beach locations) seeking to
identify individuals on CTP, MI5, or overseas (e.g. FBI, Interpol)
‘watchlists’ that represent potential terrorism or national security
risks to the UK.

e Post-Incident investigation: Post-attack or following significant
preparatory activity before an attack (e.g. reconnaissance surveillance
or tampering with security/infrastructure) when seeking to identify
a terrorist suspect(s). The fast-time analysis of voluminous CCTV
material recovered from multiple sources (local authority, commer-
cial, private), overlaying additional Al processes such as LFR and
gait-analysis can assist in initial identification and subsequent tracking
of a suspect(s) over large and congested city areas, reducing time
between incident and intervention.

e Big data analysis: An analysis pipeline of large data sets down-
loaded from devices (mobile phones, laptops, hard drives) seized
during CT investigations; translating, transposing, analysing (e.g. key
word, sentiment, network), and prioritising documents, social media
content, imagery, or videos for human assessment before trans-
ference into intelligence or evidential chains. This would dramati-
cally reduce the timeline of data assessment and risk prioritisation,
currently predominantly manual (i.e. fully human), enabling the
faster time identification of evidence or the identification of new risk
and additional suspects.

e Online searching/analysis (including Deepfake/Bot identifi-
cation): Similar to the analysis of seized media material (from
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devices), but ongoing live via online social media, communica-
tions and gaming platforms. Automated /Al-driven scraping of data
and analysis (again key word, sentiment, network, also deepfake/
Bot assessment), which can identify risk behaviours, risk locations
(e.g. Telegram channels of concern), identify evidence for terrorist
material, and key suspects/instigators and their online networks,
enabling investigators to target further activity and/or undertake
wider platform disruption activity on accounts/groups/channels.
Officer/Staff well-being (e.g. Video and imagery assessment and
analysis): The deployment of Al systems to review and analyse video
and imagery material from multiple sources (online/seized devices)
enabling the identification and description/categorisation of mate-
rial and prioritisation for future human assessment. This includes
providing faster-time first analysis but, more importantly in this
context, enabling greater protections to CT investigators, reducing
the surprise factor of viewing violent and distressing videos/imagery
(e.g. beheadings/brutal attacks), minimising repeat viewings of the
same (and already evidenced) content, and the provision of system-
atic work allocations and well-being support.

Online identification of pre-cursor behaviours/actions: The
targeted but large-scale collection of web and social media content;
filtering, evaluating, and prioritising to identify early behaviours (e.g.
social media activity/comments, website activity and purchase histo-
ries) to enable police interventions before terrorist criminality occurs.
Filters could target early radicalisation activity to protect vulnerable
individuals or those starting a path to plan terrorist attacks with the
purchase of chemicals or weaponry.

Public Space monitoring and live-time analysis/risk identifica-
tion: Sensing systems monitoring live CCTV feeds in formalised
events (e.g. festivals/ceremonies/sports fixtures) or more general
publicly accessible locations (e.g. town centres). Providing an ability
to identify and report dangerous or suspicious objects or vehicles
in the proximity of event locations, or suspicious human behaviours
within crowds that may require further investigation and potential
intervention.
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144 Al 1IN COUNTER TERRORISM
TO PROTECT PUBLIC SPACES (APPRAISE)

To examine the conceptual possibilities and pilot potential uses of tech-
nologies and Al in the counter terrorism arena, project APPRAISE? was
commissioned by the European Union in 2021 as part of its Horizon
Europe funding programme for research and innovation.

APPRAISE soughts to address one of the major terrorist threats expe-
rienced across Europe over the preceding years; that being the terrorist
exploitation of easily accessible ‘soft targets’ (e.g. transport systems, shop-
ping centres, sporting venues, and open spaces/parks) against which they
could more readily commit deadly attacks. Further, APPRAISE sought
to fill the information void where the lack of immediate post-attack
situational awareness, both with responding agencies (e.g. police, local
authorities, private security) and the wider public, exacerbated confusion
and fear to the detriment of an effective response and risk mitigation.

With a multi-national, multi-faceted consortium of LEA practitioners,
academics, and technology developers, APPRAISE aimed to revolutionize
the protection of soft targets by integrating a series of key concepts (as
given on the project website):

e A scalable, flexible, and efficient data intelligence platform for threat
detection,

e Actionable threat intelligence to proactively detect vulnerabilities and
analyse imminent and on-going crimes or terrorist attacks,

e Soft target risk assessments based on both web content, social media
analysis and on-site multimodal sensor data,

e Instant situational awareness to plan and execute mitigation actions
and,

e Collaboration capabilities to collaboratively mitigate incidents from
the earliest stage of their detection.

With technologies, both Al and non-Al, at its core, APPRAISE sought
to develop, test, and evaluate (see website):

2 Project APPRAISE — Funded by the European Union Horizon 2020- grant agreement
No 101021981; https://appraise-h2020.cu
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1. Online analyses of social media in order to monitor posts that may
indicate potential threats

2. CCTV with video analysis capabilities placed in key locations that
can identify dangerous objects as well as abnormal behaviours by
vehicles and individuals

3. Microphones that can autonomously recognize sounds such as
gunshots or screams placed in key locations in order to detect
potential threats

4. Drones to monitor surrounding areas

5. A crowdsensing mobile app that can be downloaded by attending
citizens, so that they can report anomalies themselves to security
actors for investigation

6. A graphical user interface system security actors use to integrate all
data streams from the technologies mentioned above, to help them
with their communication and coordination

These concepts and linked technologies were then evaluated and vali-
dated in four ‘soft target’ pilot scenarios assessing accessibility, existing
security measures, current infrastructure, people density, level of criticality,
and their societal impact:

An outdoor sporting event

A mass gathering at a stadium

An indoor shopping centre

An exhibition and conference centre

Pilot findings and technology/Al potential were presented to LEAs
across Europe, and although those findings and LEA considerations are
not addressed here, APPRAISE highlights the requirements and diverse
Al opportunities that could, and perhaps, should be developed and
deployed.
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14.5 AccouNTABILITY IN UK
COUNTER TERRORISM POLICING

Before looking at how artificial intelligence may sit within this area of
policing, it is beneficial to briefly illustrate how oversight and lines of
accountability operate in Counter Terrorism Policing and recognise the
differences to those seen in single (force) organisations.

Counter Terrorism Policing in the UK is funded by HM Govern-
ment to deliver the law enforcement elements of its CONTEST Counter
Terrorism Strategy and works alongside national security partners in the
UK Intelligence Community (UKIC), most closely with MI5.

Counter Terrorism Policing is not a single policing legal entity; it is a
collaboration of the 43 police forces of England and Wales, alongside the
police services of Scotland and Northern Ireland. Strategic direction is
provided through the CTP Head Quarters in London, under the overall
leadership of the Metropolitan Police, with organisational and operational
delivery coming through a network of eleven regional units. In England
and Wales, the nine regional teams follow the same geographical and
leadership models (with one ‘lead force’ per region) as seen with the
Regional Organised Crime Units (ROCUs). Within these regions, opera-
tional delivery will further run across several geographical forces (between
4 and 7 forces per region except for London which has two) with staft
resident and deployed in those individual forces.

Accountability is therefore a mixed model involving CTPHQ, Regional
Lead Forces, and Chief Constables from all 45 territorial (and additional
Home Office forces: BTP (British Transport Police), CNC (Civil Nuclear
Constabulary), MODP (Ministry of Defence Police)), managed by a series
of Collaboration Agreements.

This accountability model also relates in the context of technological
and data uses across the network. There may be different Data Controllers
and Senior Information Risk Owners involved dependent upon the
origins and extent of a technology/data system deployed. Similarly,
technological innovations and uses may also arise from several sources
rather than always a single network-wide approach. Whilst there are
CTP full-network systems, and CTPHQ provides I'T and Data Assurance
strategy, there are regional variations in some technological capabilities
and methodologies. An additional dimension to the Counter Terrorism
accountability model, specifically with regards to technology and data
source uses, is added by CTP’s close working relationship with MI5, and
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other UKIC partners. MI5 of course has its own operational capabilities
and will develop and procure its own technologies to protect national
security. Intelligence from those capabilities will be ‘used’ by Counter
Terrorism Policing officers/staff and operational activity directly guided
from those sources. However, any accountability for those intelligence
sources sits outside of CTD, sitting directly with the ‘state’.

However, the Counter Terrorism arena, including CTD, is a well-
regulated one in terms or legislation, oversight, and close government
and public scrutiny. The Independent Reviewer of Terrorism Legislation3
is one obvious example of active, continual engagement to ensure CT
legislation and practices are being used appropriately and eftectively. This
will apply to technologies and data management/sharing, including Al,
as much as other operational contexts such a custody.

14.6 Al ACCOUNTABILITY IN COUNTER TERRORISM

As highlighted, Counter Terrorism Policing in the UK is already subject
to considerable and effective oversight and regulation. Prevent activity
and outcomes, arrests, detentions under Terrorist Act/National Security
Act legislation (with the potential for detention in police cells for up to 14
days) and stops (including searches and questioning) at borders utilising
Schedule 7 legislation are all subject to statutory reviews, inspections, and
considerable public scrutiny.

To maintain and indeed strengthen public trust and confidence in
policing in the counter terrorism domain, that same regulation and
scrutiny must also apply to new technological innovations such as the use
of Al due to the impacts these systems can have against natural persons
throughout the UK. All the operational deployment examples, and the
APPRAISE case study highlighted in the previous sections, can pose
significant intrusions on the private lives of individuals and ethical and
accountability considerations before and during design and deployment
must be rigorous.

These considerations, or rather their public reporting, can be compli-
cated somewhat due to the often ‘secret’ nature of counter terrorism
activity and operational practices. Although transparency from MI5 and
Counter Terrorism Policing has increased in recent years, there are still

3 Independent Reviewer of Terrorism Legislation «


https://terrorismlegislationreviewer.independent.gov.uk/
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‘National Security’ requirements for the state and its agencies to consider.
Quite rightly, the UK does not wish to ‘brief” terrorist organisations or
perceived hostile states on certain emerging technologies and specific Al
processes that are being deployed to combat their very existence or their
malicious activities and threats.

That does not mean, however, that accountability considerations for
the use of Al do not take place in the CT arena. The absolute oppo-
site. There may be some instances, some proposed Al developments and
deployments, where public stakeholder engagement or public reporting
may require some restrictions, but the wider and full accountability assess-
ment should still be completed and available for review, under conditions,
when required. CTP will need to consider how it will manage, for
example, the transparency and stakeholder engagement elements in any
comprehensive, effective and ongoing assessment (Chap. 5; Appendix).

This management consideration is not unique to the counter terrorism
domain of course. Other policing domain areas, notably those tacking
serious and organised crime, will be required to undertake the same (see
Chap. 13). And, importantly, Al uses in the CT arena will not be univer-
sally subject to ‘openness’ restrictions. Many of the potential Al uses in
this arena match those in ‘mainstream’ policing areas, and accountability
assessment considerations can be undertaken and reported in line with
agreed UK policing practices. Considerations about the deployment of
Live Facial Recognition on an airport, against a terrorism watchlist, has
no fundamental differences to LFR tackling serious public disorder or
crime issues with a corresponding watchlist /database of known criminals,
risks, or wanted persons.

Artificial intelligence therefore can play a full and effective role,
supporting and enhancing Counter Terrorism Policing in tackling
extremism and terrorism threats. With a corresponding full and effec-
tive accountability framework, the public will support this to help keep
themselves and their families safe.
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APPENDIX: GUIDANCE FOR IMPLEMENTING
Al ACCOUNTABILITY IN POLICING

PURPOSE OF THE GUIDANCE!

This document provides concise, step-by-step guidance on how to
implement AT accountability for police Chief Officer Teams, Enabling
Services involved in the procurement and deployment of Al systems and
oversight bodies. The guidance lays out considerations, safeguards and
resources to put into place for a comprehensive risk assessment and
risk management for Al in UK policing.

The guidance is organised along eight themes that ensure that the
Al system, its purpose, data and impacts, as well as related oversight
and redress procedures can be assessed and managed in a comprehensive
manner.

We further offer Al accountability considerations for each distinct
period in the Al lifecycle—namely, design/procurement, deployment
and migration/decommissioning—as well as for distinct roles with Al
accountability responsibilities.

I The Appendix is a shortened version of Akhgar, B., Bayerl, P.S., Sampson, F.,
Gibson, H., Snowden, M., Rowley, C., Paradise, A., Spencer, C., & Parkinson, J
(2025). Guidance for Implementing Al Accountability in Policing. AIPAS/CENTRIC
Report. ISBN: 978-1-0369-2123-1. Document available online: https://stwebsitespr
odeu.blob.core.windows.net/centric-website /AIPAS%20-%20Guidance%20for%20Impleme
nting%20AI1%20Accountability%20in%20Policing%20( CENTRIC-May2025).pdf.
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The core objectives of this guidance are to:

Provide a comprehensive risk assessment and management
approach for the adoption of Al into policing.

Aid policing to proactively plan and put in place resources, proce-
dures and safeguards to ensure the responsible and accountable
procurement and use of Al.

Assist oversight bodies to assess and review Al decisions and arrange-
ments

Support policing in evidencing that it is acting responsibly and
accountably towards the public.

Demonstrate transparency in the usage of Al in line with national
requirements.

Intended users

e Chief Officers.
o Al Users.

— Operational or business users/deployers.

— Managers with responsibilities for Al procurement and deploy-
ment.

— Enabling Services (e.g. data protection professionals and legal
services).

e Policing Oversight Bodies.

Additional interest groups may include AI developers seeking
insight into requirements for the policing domain. The guidance
may also be of use to those creating standard operating procedures
(SOP), engaging in IT progression or organisational development
planning, corporate communications and training development
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Al AccountaBiLity: WHAT, WHY AND How:

What we mean by accountability: Accountability is the acknowl-
edgement of an organisation’s responsibility to act in accordance
with the legitimate expectations of stakeholders and the acceptance
of the consequences—Legal or otherwise—If they fail to do so [2].

Al in Policing and the Importance of Accountability

Accountability is about people with power using it properly. Where those
people are the police, their use of power can have profound consequences.
If their power is amplified by technology, accountability extends to its
use. In a policing model based on consent, advanced technology must
come with advanced accountability.

As Al comes to policing, it will therefore bring greater complexity in
accountability mechanisms that will differ in some respects from other
sectors. All public bodies need to use technology, and they all need to
respond to questions like ‘what exactly does it do and why do you need
it?> People also want to know what happens if it goes wrong and where
can they find out more about it. This is ‘entry level” answerability, where
policing is no different from any other public service—they must provide
answers to questions about their use of tech-enabled capabilities.

AT presents policing with different, more demanding, accountability
requirements. If they are using elemental ‘narrow’ Al for purely admin-
istrative functions, the police will have the same level of accountability
as other public bodies, but using an Al capability to support operational
policing functions would be a wholly different use case. Where Al-enabled
technology is being used for a law enforcement purpose such as remote
biometric identification and covert surveillance, policing should anticipate
deeper levels of accountability. And when using inferential algorithms that
calculate age, mood or race, the stakes are much higher whoever is using
it, and all sectors will need to reflect the legal refinements and reinforce
the necessary safeguards.

UK policing has a strong record of embracing accountability when
adopting innovative technology. Biometrics, breathalysers and body
worn video are examples. Two things make AI different: novelty and
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capacity. Being endlessly multi-functional, Al-enabled capability is very
likely to go beyond its original brief and, with technology in an almost
perpetual beta state, Al will offer ever wider applications as a constant.
This is one of AI’s strengths; it is also the basis of ‘mission creep’ which
needs to be guarded against.

The National Police Chiefs’ Council (NPCC) Covenant for using Al
in Policing [8] is focused on a number of requirements that policing
organisations should follow in procuring, developing and introducing
Al-enabled tools. The national Digital Science and Technology strate-
gies recognise: (1) the power of algorithms to achieve a ‘step change’
in policing efficiency, (2) the ‘arms race’ with criminals exploiting new
technologies and (3) the need to maintain public confidence through
standards, an ethical framework and independent oversight.

The NPCC Covenant is built on several generic principles for Al, such
as compliance with applicable laws, standards and regulations, ‘Maximum
Transparency by Default” (MTbD) and protocols that allow a third-
party to investigate the algorithmic workings, scenarios and data from
an ‘adversarial perspective’, and also the ability for any Al to provide an
‘explanation’ of its output.

All AT that affects the public must have responsible usage policies and
procedures to ensure that users do not accept Al outputs uncritically.
Further, all Al that affects the public must have a human as the ulti-
mate decision-maker, together with human or automatic means of being
stopped if it displays unintended or undesired outputs and proactive miti-
gation of risk from unintended biases or harms at all stages. All of these
features are incorporated within and directly supported by this guidance.

The Government Office for Artificial Intelligence’s Guidelines for Al
Procurement [11] further informs contract implementation and manage-
ment. The use of Al in policing must comply with established codes of
practice including the College of Policing’s Code of Ethics [3], which
describes the standards of accountability, fairness, honesty, integrity, lead-
ership, objectivity, openness, respect and selflessness that is expected of all
in policing. This guidance addresses these areas in practical detail and
provides a tool for self-audit to ensure compliance and continuous
best practice.

The direction of travel is towards principles embedded not only in
policy, but also in practice. As Al systems become more deeply entwined
with public-facing policing activities, unique challenges for account-
ability will arise. This means policing organisations must progress
beyond minimum compliance checklists. Policing must demonstrate
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adaptive practices with meaningful oversight, robust internal governance
and effective independent scrutiny. Open and routine public engage-
ment and transparent audit trails are critical in this dynamic technology
environment.

All of these ideas must be operationalised, to ensure the public can
trust that the police’s Al use is not only efficient and effective, but also
justified and proportionate. This guidance focuses on this important
fact and helps policing organisations putting Al into practice.

BENEFITS OF IMPLEMENTING Al ACCOUNTABILITY

What we mean by Al accountability: Al accountability ensures
that policing organisations have evidence of their infrastructures,
resources, risks, decisions, etc., as well as clear, agreed procedures
of how to react to and redress failures (i.e. address both proactive
and reactive accountability) (Novelli et al. [9]).

Done well, AI accountability is a highly practical instrument, as it
helps to think through the why, what, how, who and for whom of Al
deployments. Implementing Al accountability can ensure that adequate
practices and infrastructures are set up before things go wrong (i.e. aiming
to prevent failures) and if they go wrong, people know how to respond.

Implementing AT accountability is therefore proactive risk assessment
and risk management.

Benefits of Al accountability (Akhgar and Bayerl [1])
e Understand the risks and strengths before each Al procure-
ment, deployment or change.
e Know up-front what to do if something goes wrong.
¢ Understand which areas of Al accountability are achieved or
need addressing.
e Have evidence ready in case of challenges and requests to
prove adequate Al procedures
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CONCEPTUAL FOUNDATION FOR THE (GUIDANCE

The conceptual foundation of this guidance are twelve AI account-
ability principles, which were developed with police practitioners and
legal, ethics and industry experts (Akhgar et al. [2]; see also Fig. 1).

These principles form the basis on which to assess and evidence the
responsible and accountable usage of Al in UK Policing.

01

Lawfulness:
12 Follow the law 02

Learning:
Look for the
lesson

11

Conduct:
Hold yourself
accountable

10

Constructiveness
Aim for better

09
Impartiality:
Empower

independence

08

Enforceability
and Redress:

Make it right

Fig. 1 Overview of Al accountability principles (adapted from: Akhgar et al.

[2])
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Leave nothing
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Al 04
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out

05
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demonstrate,
demystify
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07 Transparency:
Be open
Compellability:
Make it work

Inclusivity:
Leave no one
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Detailed Description of the Principles

Lawfulness—Follow the law

All aspects of the use of Al should be
lawful. The burden of proving that they
are, sits with the user. It may seem obvious
but the starting point for Al accountability
requires compliance with international,
national and local laws. Lawfulness includes
compliance with specific legal requirements
and also includes your organisational
policies, which must be clearly identified
and readily available. Lawfulness applies in
every situation but is not the only form of
Al accountability in policing and law
enforcement. In some ways, the rest of the
principles are Lawfulness Plus

Proof—Follow the evidence

Law enforcement bodies are very familiar
with capturing, analysing and presenting
relevant, reliable evidence. Al accountability
requires a forensic approach to all aspects
of Al systems and of the accountability
process itself, demanding and following
clear evidence. The quality of that evidence
should reflect the potential impact of the
Al system’s use/non-use and mirror the
standards of operational evidence gathering
in terms of integrity, credibility and
continuity

Transparency—Be open

Al accountability needs clear, accurate and
meaningful information. This principle is
intended to ensure such information about
Al systems is available (subject to
operational sensitivities); it is also about the
overall Al accountability arrangements.
Information should establish the necessity
and proportionality of use of Al systems
and highlight foreseeable risks. This
principle aims to promote public trust and
confidence by enabling those directly and
indirectly affected to make informed
judgements and risk assessments about the
use of an Al system and the Al
accountability arrangements

Completeness—Leave nothing out

Al accountability arrangements must
cover all relevant aspects of Al
deployments, including partners and
sub-contractors. This principle effectively
extends the reach of Al accountability
arrangements and reflects the fact that Al
applications are necessarily multi-partner
input programmes. Public trust and
confidence must extend to the whole Al
ecosystem including design, development
and supply. Where there are any gaps in
the AI accountability arrangements (such
as areas not expressly covered by the
law), the protection and promotion of
fundamental rights and freedoms should
prevail

Inclusivity—Leave no one out
Oversight must involve all relevant
stakeholders engaged in and affected by a
specific Al system or deployment. The
principle of inclusivity builds in diversity
and reduces the risk of bias (actual or
perceived), where everyone regulating the
Al system seems to come from the same
background as those who are using it.
Inclusivity can be achieved by having
broad participation of stakeholders in
creating policy, reviewing deployment and
looking for learning points
Explainability—Describe, demonstrate,
demystify

Those using Al systems need to provide
information about it in a meaningful way
that is easily understood by the relevant
participants/audience. Being able to
explain the Al system in a technical and
legal setting is one part of this principle.
A harder challenge is being able to
explain it more generally in non-technical
language so that the citizen and their
representatives can understand, participate
and challenge the use of Al. As with
compellability, requirements for a basic
level of explainability might be written
into contractual agreements with
designers, providers and partners

(continued)
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Compellability—Make it work

Closely linked to enforceability and redress,
this principle means oversight bodies must
be in position to make the Al
accountability arrangements work. External
compellability will usually come from legal
or democratic frameworks, while internal
frameworks should authorise the provision
of necessary information and access by
creating formal obligations and without the
need to deploy external legal powers. For
example, there should be mechanisms to
access the necessary information about the
deployment and functioning of Al systems.
Policies should give relevant bodies the
ability to compel the sharing of necessary
information and evidence required under
some of the other principles without having
to invoke the legal powers of courts and
tribunals. The timely provision of relevant,
up-to-date and accurate information in an
intelligible format contributes to the Al
accountability process. Linked closely with
enforceability and redress, this principle will
be supported by contracts and data sharing
agreements

Enforceability and redress—Make it right
Without a ‘so what?” Element, Al
accountability will be heavily diluted. For it
to be meaningful to stakeholders, Al
accountability must be underpinned by
mechanisms giving people an effective
remedy. These will include external legal
and procedural routes for complaint and
challenge; but also internal mechanisms for
individual enforceability and redress (such
as professional and policy standards) and
contractual arrangements are vital.
Enforceability and redress are closely linked
to the lawfulness principle and can be
achieved via national regulators. However,
the ability of oversight bodies to intervene,
to require policy reviews and to publish
findings are also an important part of Al
accountability

Conduct—Hold yourself accountable
The conduct of policing will increasingly
include the use of Al technology, and
this principle is both individual and
organisational. It relates to professional
standards, values and expected behaviours
which incorporate integrity and ethics.
This principle extends the formal
responsibilities to an Al context, where
adherence to agreed Al-specific standards
is of crucial importance to trust and
confidence. Where partners using the Al
system are from different jurisdictions,
with different legal systems and cultures,
there may be a requirement for closer
scrutiny and review mechanisms. The
approach may vary according to the
agency involved, ranging from internal
complaints handling, dispute resolution
and mediation frameworks, to formal
professional proceedings before courts or
tribunals

Impartiality—Empower independence
Al accountability bodies need to be
impartial and independent without any
conflict of interest. For external
accountability paths—Such as courts and
regulators—This is usually built in.
Complete independence internally is
almost impossible, as many key
decision-makers will be from the same
organisations. Wherever practicable,
individuals and organisations involved in
the Al accountability mechanisms for Al
systems should have a degree of
independence from the line management
structure of those involved in their
design, procurement, supply and
deployment. This applies in a personal,
political, financial and functional way.
Any conflict of interest must be identified
and addressed

(continued)
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(continued)

Constructiveness—Aim for better Learning—Look for the lesson

Al accountability is more than criticism. This principle promotes the willingness of
This principle means that all stakeholders organisations and people to improve Al
participate constructively with a shared aim in every respect through the application
of improvement. This may include of (new) knowledge and insights. It
considering different perspectives, inviting  applies to everyone and everything
challenge and recognising how involved in the design, use and oversight
disagreement can lead to beneficial of Al in the policing domain (security

solutions. Constructive accountability will  practitioners and partners, industry,

be needed to build trust and confidence in  oversight bodies, ctc.). Learning includes

the use of Al, internally and externally the modification and improvement of
systems, structures, practices, processes,
knowledge and resources, as well as the
development of professional doctrine and
agreed standards

Translation into Eight Practical Themes

The guidance uses eight themes to support the implementation of the
Al accountability principles. The eight themes capture core areas in
which potential risks can emerge to the legitimacy of Al capabilities,
their usage and/or the police organisation. The themes make the 12
Al accountability principles practical and implementable.

The themes break down AI accountability into manageable
sections that can be operationalised, so policing can develop robust,
practicable mechanisms and processes to safeguard itself, its users and the
public.

Themes should not be viewed in isolation, and policing will need
to comply with all themes and their considerations to ensure full Al
accountability.
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Definition of Themes (adapted from: Akhgar et al. [2])

AT system: Defines what the Al system does, how it functions, its
purpose, limitations and who is responsible for its development and
oversight. This helps ensure the system is suitable for its stated aims,
explainable to relevant audiences and aligned with legal and ethical
standards

Data: Focuses on the types, sources and handling of data used in
the design and deployment of the Al system. It ensures data is
lawfully obtained, managed ethically, free from bias and compliant
with data protection requirements

Laws and regulations: Ensures that the use of Al complies with
applicable laws, codes of practice, regulatory requirements and
policies. It helps to clarify the legal context in which the system
operates and safeguards public rights

Risk assessment and management: Identifies risks, harms or biases
associated with the Al system and implements mitigation measures.
It covers both the impact of using and not using Al, with an
emphasis on fairness and public safety

Oversight and redress process: Establishes mechanisms for
independent scrutiny and Al accountability, allowing stakeholders,
particularly the public, to challenge decisions and seek corrections;
ensuring just outcomes

Identification and management of stakeholders: Involves mapping
and engaging all relevant parties who are involved in or affected by
the AI system. This includes those internal to the policing
organisation, external parties such as Al developers or oversight
bodies or members of the public. It further promotes inclusive
communication, engagement and trust-building

Adaptability and learning: Encourages continuous improvement
through feedback, review and learning. Ensures the Al system and
its use evolve responsibly with new insights, legal updates and
societal expectations

AT accountability evidence: Focuses on documenting decisions,
processes and actions taken to prove Al accountability. This evidence
supports internal review, external oversight and public trust
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How 1o USE THIS GUIDANCE

This guidance should be used as a practical tool to assess and prepare
for AT accountability across all stages of an Al system’s lifecycle. Life-
cycle stages are shown in the overview below (adapted from: Akhgar
etal. [2])

¢ Development/procurement:
Creating or acquiring an Al
system, including data
preparation, model design and
ethical /legal evaluation.

* Deployment: Integrating the Al
into organisational use, with
monitoring and oversight to
ensure safe and effective
operation.

e Migration: Updating, adapting
or relocating the Al system to
new contexts while maintaining
reliability and compliance.

* Decommissioning: Safely
retiring the Al system,
preserving necessary records and
mitigating disruption or residual
risks
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MIGRATION

The guide acts as a reference point that will ensure policing organisa-
tions capture key Al accountability considerations and requirements
throughout the AI system lifecycle.

To manage this, the guide is divided along the eight practical themes.
Each theme provides concrete steps for implementation, including actions
and considerations during their implementation. They are complemented
by AI accountability responsibilities along Al lifecycle phases: procure-
ment/development, deployment and migration/decommissioning. This
is followed by considerations for the three core user groups of this guid-
ance: Chief Officers, AI Users and Oversight Bodies. These are nominally
displayed as questions, enabling users to consider requirements to demon-
strate Al accountability responsibilities and thus Al accountability. The
relevant Al accountability principles are stated at the beginning of the
theme to indicate which principles are addressed within the theme.
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GUIDANCE PER AIPAS THEME
Theme 1: AI System

Purpose: This theme defines what the AI system does, how it functions, its purpose,
limitations and who is responsible for its development and oversight. This helps
ensure the system is suitable for its stated aims, explainable to relevant audiences and
aligned with legal and ethical standards. The better a police organisation details the
Al system, the more effectively it can assess its appropriateness, identify potential
challenges and implement safeguards

AT accountability principles addressed: Lawfulness, proof, completeness,
Explainability, transparency, enforceability and redress

Al System Guidance
Needs, Requivements and Features

Step 1: Understand the need for the Al system

It is important to set out the need for a specific AI system and justify
why it is the appropriate solution compared to conventional methods
or other Al systems.

Much of the information that demonstrates the need would sit within
a business case, and each Al system that is being developed, procured
or deployed will require its own justification. In identifying the need,
a force will start to shape the requirements of the Al system, which
can be fed into a development, procurement, deployment or decom-
missioning strategy. Where possible, principles such as JAPAN (Justified,
Accountable, Proportionate, Auditable, Necessary) should be applied.

Step 2: Identify the vequivements and featuves of the Al system

Each AI system will have different requirements and features based on
the identified need for the Al system, so it is important that these are
carefully considered and documented.

A policing organisation should, at the very minimum, have a record
of:

e How the Al system will be used (purpose and implementation).
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e The AI system’s functionalities and features, including its models/
algorithms.

A policing organisation must also consider its own IT requirements
such as ISO accreditations and cybersecurity certifications and how
these standards apply or impact the procurement/use of the Al system.

The record of requirements also needs to include features that can
display how an Al system comes to a certain output. This is particularly
important if the output is used as part of an evidential chain.

A policing organisation needs to be able to demonstrate:

e The process by which the Al system reaches a decision.
e How decisions of the Al system are documented.
e How/whether the Al system’s outputs can be overridden, e.g.

— Is it possible to circumvent decisions made by the Al system?

— Will the AI system have a human or automatic means of being
stopped if it displays unintended or undesired outputs?

— Are wrong decisions or outcomes by the AI system fully
reversible?

Step 3: Identify vesponsible parties involved with the Al system

A policing organisation needs processes and mechanisms to manage the
Al system. Understanding early how these processes and mechanisms
look like and who is responsible for them will help design a practical
and effective Al ecosystem.

For this, a policing organisation will need to understand and have a
record of:

e The processes and related responsibilities for the Al system’s design/
procurement (including feature selection), deployment, modifica-
tion, migration and decommissioning.

e The ‘Maximum Transparency by Default’ (MTbD) requirement and
how it will be managed.
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Maximum transparency by default (MTbD) is an open govern-
ment policy stance. It proposes that public sector entities proactively
disclose information to the greatest extent possible, unless there
is a compelling and clearly justified reason for confidentiality (e.g.
operational security, public safety, personal privacy). This creates an
organisational assumption of openness and places a burden of proof
to demonstrate why any information should be withheld [11].

Al system considerations throughout the AI lifecycle

Al Accountability vesponsibilities for procurement

e Problem Definition and Justification: Clearly set out the specific
problem or operational gap the Al system is intended to address and
justify why this Al solution is more appropriate than conventional
methods or other Al solutions.

e Functionality Documentation: Record the Al system’s core func-
tionalities and the rationale behind them.

e Operational Use Definition: Define how the system is to be used
within operational contexts.

e Third-Party Involvement: Identify and document third-party
involvement, including obligations for training, maintenance and
support.

e Legal and Policy Compliance: Ensure that the procurement process
complies with relevant legislation and organisational policy.

e Contractual Requirements: Confirm that procurement contracts
include necessary clauses, ensuring required support over the system
lifecycle. This includes continued support relating to technical
aspects of:

Legal compliance.

— Data protection.

System maintenance.
Monitoring and updates.
— Audit and inspection.
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— Intellectual property and access.
— Termination and exit.

e Exit Strategy: Include an exit strategy into contractual agreements.
e Responsibility Assignment: Identify and record who is responsible
for:

The design of the system.
Procurement.

— Deployment and operation.
Support and maintenance.
Modification.

— Migration.

— Decommissioning.

e Procurement Accountability: Include checks that ensure decisions
made during procurement are transparent and can be audited.

e Documentation Accessibility: Ensure documentation is available
for internal and external scrutiny, and that procurement decisions
can be explained to oversight bodies or the public, if needed.

Al Accountability responsibilities during deployment

e Purpose Alignment: Ensure the Al system is deployed in line with
its documented purpose.

e Decision Record Keeping: Maintain clear records of decisions made
based on Al inputs/outputs.

e Ongoing Review: Continually review the Al system and the wider
Al ecosystem for intended and unintended results of the deploy-
ment.

e Feedback Mechanisms: Ensure feedback processes are available,
specifically on continued fit-for-purpose, quality and impacts.

e Learning Mechanisms: Ensure procedures are in place that allow
modifications to the Al system and/or its usage, if issues are
identified.

e Redress Mechanisms: Ensure procedures are in place that provide
effective redress and remedies.
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Al Accountability vesponsibilities for migration/decommissioning

Decision Transparency: Document clearly the need and rationale
for the migration/decommissioning decision.

Transition Planning: Develop and follow a transition plan to ensure
continuity of service for ongoing functions or investigations.

Data and Outcome Archiving: Archive key data and outcomes from
the Al system, in a format with proven longevity and long-term
accessibility and in line with data protection requirements.
Documentation Archiving: Archive key documentation (e.g. deci-
sion logs, procurement/deployment records) in a format with
proven longevity and long-term accessibility.

Access Right Maintenance: Ensure appropriate access rights to
documents and that data is maintained (e.g. when archives are
moved or staff are leaving/changing roles).

Al system considerations for intended users

Chief Officers

Necessity and Proportionality: Do you have a demonstrable need
for the Al system, including possible outcomes if not using the Al
system?

Forward Planning: Does your organisation have a procurement,
deployment, migration/decommissioning plan?

Specification Development: Has an end-to-end user requirement
specification document been produced?

Logs and Record Keeping: Have all relevant decisions been
recorded and explained in a way that is understandable to the
intended audience?

Data Sources: How do you ensure that data used by the Al system
is appropriate, including free of bias?

Fairness and Optimisation: How do you ensure the Al system and
data used are unbiased or, if not possible, biases are identified and
mitigated?
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Al Users

e Technical Practicality: Can the current IT infrastructure support
the Al system?

e Accountability Awareness: Are you aware of your responsibilities
with respect to Al accountability?

e Information and Accessibility: Do you know where to seek guid-
ance on the Al system and Al accountability requirements?

e Operational Context (Design): Is the Al system used in the settings
and circumstances for which it was designed?

e Operational Context (Authorisation): Is the Al system being used
within the settings and circumstances which have been authorised by
your policing organisation?

e Monitoring: Do you have the means to monitor the performance of
the Al system to check it remains in line with its intended purpose
and quality requirements?

e Intervention Protocols: Do you know when and how to overrule
Al decisions or recommendations, and when to escalate concerns
regarding system behaviour?

e Training Requirements: Have you all the necessary information to
carry out your task with the Al system?

e Training: Have you received sufficient training to be authorised to
use this system and operate it lawfully?

e Audit Trail: Are your decisions for Al input/outputs or decisions
based on Al inputs/outputs adequately recorded?

e Mitigation Strategy: Are appropriate measures in place to mitigate
the impact of residual data or algorithmic bias?

e Update and Modification Strategy: Do you have a clear strategy
for when and how to process updates or modifications?

Opversight Bodies

e Compliance and Objective Alignment: Does the Al system, its
requirements and functionality achieve their stated purpose lawfully
and effectively?

e Ethical Governance Planning: Are there any foreseeable ethical
issues that may arise from using the Al system, and has a solution/
mitigation roadmap been created?
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e Ongoing Assessment and Best Practice Guidance: Are you moni-
toring and reviewing the Al system’s lifecycle?

Theme 2: Data

Purpose: This theme establishes an understanding of the data involved in creating

the AI system (training/test data), as well as the data created for and by the Al

system (inputs/outputs). It further ensures clarity about data management, risks and

regulations, focusing on a number of critical considerations:

e Detailing the types and sources of data used in the development and deployment
of the Al system, allowing proper evaluation.

e Establishing transparent procedures for lawful and appropriate acquisition,
processing and management of data.

e Ensuring that legislative and policy compliance procedures in relation to data are
effectively implemented and documented.

e Confirming the roles of responsible actors in relation to data are established, they
are aware of their responsibility and possess appropriate skills and knowledge

AT accountability principles addressed: Lawfulness, proof, completeness, inclusivity,

Explainability, transparency, enforceability and redress, impartiality, conduct, learning

Data Guidance

Types and sources of data

Step 1: Detail the types and sources of data

Understanding the source and nature of data used in the development
of the Al system, as well as the data used by and produced by the AI
system, is an important step in an informed assessment of the system and
its outputs and impacts.

To accomplish this, there should be a comprehensive record of:

e The data used in the development of the Al system.
e Data used and generated by the Al system.
e Information on data relating to marginalised or vulnerable groups.
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Awareness of data biases: ‘As Al systems learn from data which
may be unbalanced and /or reflect discrimination, they may produce
outputs which have discriminatory effects on people based on their
gender, race, age, health, religion, disability, sexual orientation or
other characteristics’ [6].

To ensure accurate and consistent outputs it should be confirmed
that:

e Any bias present is known and documented.

e Appropriate mitigation measures against bias are in place where
required.

e There is appropriate statistical weighting and validity for all data
subjects.

These measures aim to establish a baseline of functionality for all
individuals subject to the system.

Step 2: Know the vequivements for personal data

The standard outlined by UK GDPR, including completion of a DPIA,
remains relevant throughout the lifecycle of the Al system. It should be
confirmed whether the Al system processes sensitive or personal data
at any stage of its lifecycle.

If so, the organisation should confirm:

e The necessity and proportionality of all processing of personal data.

e The presence of procedures to inspect and control the processing of
personal data.

e Systemic human intervention in the processing of personal data.

e Compliance of the Al system’s processing of personal data with
retention policies.
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Data acquisition and management

Step 3: Set up clear data collection and processing protocols

An important element for Al accountability is the ability to justify the
provenance and processing of data for and within the AT system.
This includes data:

e Used in training, validation and testing of the Al system.

e Input data used by the Al system.

e Any data acquired from a third party or repurposed from existing
datasets.

In developing protocols and documentation about the acquisition
and processing steps, it should be considered how the data was:

*Preparation may include annotations, labelling and cleaning of data

Each of the activities above represents a point of risk for the intro-
duction of bias. An overview of how each process takes place allows
confirmation of compliance with relevant standards both before and
following the procurement of the Al system.

Data governance

Step 4: Assurance of velevant legislation and policy in the context of Al data

It should be confirmed that existing data governance processes within
the organisation encompass the use of Al systems.
Standard requirements include:

e Assurance of UK GDPR compliance.
e Completion of a DPIA, with regular updates.
e Appropriate Data Protection Policy.
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These established practices should be assessed to confirm that internal
policy is suitable for the use of the Al system. It may be the case that
the existing policy is already appropriate. However, this evaluation and
the grounds for it should be recorded. Where Al systems were devel-
oped before procurement, it should be confirmed that data protection
compliance was built into the system design.

Step 5: Ensurve continued compliance with obligations for all data processors

Written agreements should be signed to ensure all relevant data processors
are aware of their commitments. This ensures that all parties are aware of
their obligations. In the case of external parties, written contracts may
also guard against the withdrawal of critical updates or data protection
functions.

As with any IT system, building and maintaining compliance to
adequate data practices is a core challenge. In this respect, overarching
knowledge and training requirements are:

e Data protection awareness for all staff.

e Specific training for the Al system end-users/other accountable
individuals.

e Integration within training of how to identify and report a personal
data breach.

However, training alone is not sufficient. To maintain compliance
and ensure adaptation of data practices, there should be a regular
review of:

Continued compliance with data protection policy and regulations.
Effectiveness of data handling.

Proper functioning of security controls, including cybersecurity.
Effectiveness of the reporting and mitigation processes for data
breaches.
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Data considerations throughout the AT lifecycle

Al Accountability vesponsibilities for procurement

Legality: Ensure compliance with UK GDPR, the Equality Act
2010, ethical standards and other relevant requirements for data
protection.

Data Sources and Compliance: Conduct due diligence on those
providing or developing the Al system and Al models (including
data sources, bias mitigation, model transparency).

System Maintenance: Include clear contractual obligations for
continued system maintenance, where applicable (e.g. security,
updates, audit access).

Risk Management: Document intended use, risks and safeguards for
all types of data, with special focus on personal and sensitive data.
Consultation: Engage DPOs, legal and operational leads early;
consult externally if data acquisition/processing is high-impact or
otherwise a matter of public interest.

Al Accountability vesponsibilities duving deployment

Oversight Responsibility: Assign clear points of accountability for
data oversight.

Access and Data Rights: Sct up clear responsibilities and rights for
data accessing, processing, modification, deletion, etc.

Accuracy and Impact: Monitor for bias, accuracy and dispropor-
tionate impacts of data practices, particularly for protected groups.
Data Protection: Follow data handling, security and breach
response laws and policies.

Security Protocols: Establish clear protocols for handling data
misuse and breaches from actions with or of the Al system, including
reporting, mitigation and redress of the misuse/breach.

Learning: Provide regular training and maintain audit-ready docu-
mentation on data practices and data management.

Al Accountability vesponsibilities for migration/decommissioning

Compliance: Ensure that the discontinuation of the AI system
complies with all existing data retention, deletion and data subject
rights under UK GDPR.
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Preservation: Review whether any ongoing legal or public interest
obligations require preservation of certain datasets or system
outputs.

Data Storage: Establish who has control to remaining/retained
data, where it is located and how it can be accessed.

Archiving: Archive necessary records for Al accountability and
transparency, in a format proven to ensure longevity of data access.

Record Keeping: Document reasons for retention or deletion of
datasets.

Completeness: Ensure third parties also remove stored data, where
applicable.

Final Review: Conduct a lessons-learned review of data practices to
inform future Al procurements/use.

Data considerations for intended users

Chief Officers

Strategic Accountability: Are monitoring structures in place to
ensure responsible data use and publication, in line with legal and
ethical standards?

Lawfulness Assurance: Are you confident that the planned
processing of personal and sensitive data is lawful, especially when
systems repurposed legacy data?

Governance Integration: Do you have assurance that Al-specific
requirements are incorporated into existing data governance struc-
tures, risk assessments and policies (e.g. UK GDPR, Equality Act
2010):

Oversight of Development: Are you confident that all data sources
used in system development are known (including those from third
parties)?

Bias and Fairness: Do you have evidence that data bias has been
adequately identified, assessed and mitigated against, particularly
concerning vulnerable and marginalised groups?

Public Assurance: Is the information about how the Al system uses
data sufficiently available and suitable for public communications and
community assurance?
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Al Users

e Data Protection: Are you aware of how data protection require-
ments interact with the operation of the Al system?

e Data Integrity: Has all critical information been inputted into the
Al system, allowing complete and honest outputs? Awareness of
Limitations: Are you aware of any limitations or biases from training
data and/or algorithms, which may affect the system?

e Bias Vigilance: Do data and accepted use policies ensure users
remain alert to potential signs of erroneous or discriminatory
outcomes, especially regarding protected characteristics?

e Personal Data Handling: Are procedures in place to ensure that all
interactions with personal or sensitive data are lawful, necessary and
proportionate?

e Documentation Requirements: Are you aware of requirements for
record keeping in relation to data acquisition, processing, access and
storage and grounds for decision-making?

e Incident Reporting: Do you know the correct method to report
data protection breaches or unusual system outputs?

e Training Compliance: Have you received sufficient and required
training on correct and safe data practices, including refresher
training to remain certified?

Opversight Bodies

e Audit Trails: Do comprehensive records exist for all data used in the
Al development and deployment, including third-party and legacy
datasets?

e Bias Detection Processes: Are methods for identifying and miti-
gating bias in place, ensuring considerations for inclusion of
minority/vulnerable groups?

e Validation Evidence: Is there sufficient statistical validity, weighting
and test outcomes for AI models, particularly regarding fairness and
generalisability?

e UK GDPR and DPIA Oversight: Is data protection compliance
adequate and complete, particularly considering sensitive data use
and system changes/evolution?
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e Compliance Monitoring: Are regular internal reviews conducted on
data handling, system updates and breach management?

e Policy Adequacy: Do internal policies sufficiently address Al-specific
data risks and are they followed in practice?

e Third-Party Accountability: Has the policing organisation ensured
external vendors comply with contractual obligations on data protec-
tion and system integrity?

e Transparency and Publication: Are there clear standards for docu-
menting and, where appropriate, publishing information about Al
data processes, consistent with national best practices?

e Continuous Improvement: Are procedures in place to ensure that
improvements are an integral part of the review process, based
on observed issues or evolving standards, including technological
updates and procedural reforms?

Theme 3: Laws and Regulations

Purpose: Lawfulness is an overarching principle in all areas of Al accountability. It
ensures that the use of Al complies with applicable laws, codes of practice, regulatory
requirements and policies. It further helps to clarify the legal context in which the
system operates and safeguards public rights

AT accountability principles addressed: Lawfulness, proof, completeness,
Explainability, enforceability and redress, conduct

Laws and Regulations Guidance

Legal obligations
Step 1: Understand which laws apply to the Al system and curvent lifecycle

stage

A policing organisation must fully understand which laws, regulations
and policies apply to the specific Al system, its purpose and application
context.
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For this purpose, a policing organisation must:

e Identify all applicable laws, regulations and policies for
the designing/procurement, deployment and migration/
decommissioning of the Al system, including any legal exemptions
granted or safeguards enforced.

e Ensure the use of the Al system is necessary and proportionate for
the given purpose (see example).

e Ensure relevant entries are recorded in the National Record of
Processing Activities.

Different Al systems and application contexts will trigger different legal
requirements. For example, an Al system managing a vehicle fleet will be
subject to different regulatory frameworks than a system used for facial
recognition.

Where there is no Al/purpose-specific law present, a policing organi-
sation should still follow existing legal frameworks and align with national
guidance and local policy.

When working with international partners, a policing organisation
needs to be aware of, and possibly follow, other Al legal frameworks and
regulations (such as the EU Al Act when working with agencies within
Europe).

Example—Breach of data protection laws [6]

Under the Data Protection Act 1998, the Information Commis-
sioner’s Office (ICO) issued an Enforcement Notice to the
Metropolitan Police Service (MPS) concerning its use of the Gang
Violence Matrix (GVM), a tool designed to identify and assess the
risk posed by individuals involved in gang-related violence across
London. While the ICO acknowledged that the database served a
legitimate purpose, it found that its application was unlawful and
extended beyond what was necessary. As a result of the investiga-
tion, hundreds of individuals were removed from the matrix, and
the GVM was eventually decommissioned by the MPS
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Step 2: Put procedures in place that monitor compliance with laws and
regulations

Once the applicable laws and regulations are identified, the policing
organisation must take proactive steps to ensure compliance throughout
the AI system’s lifecycle. Each Al system may require a tailored compli-
ance approach, depending on its purpose, impact and data used.

To support monitoring of legal compliance policing should:

e Ingrain laws and regulations that govern the Al system into moni-
toring and review procedures.

e Remain abreast of changes in the law and/or regulatory require-
ments.

e Conduct reviews of the Al system and its usage, when new laws and /
or regulatory requirements are enforced.

Laws and Regulations considerations throughout the AT lifecycle

Al Accountability vesponsibilities for procurement

e Legal Compliance: Document all applicable laws, regulations, poli-
cies and potential exemptions for the system’s intended use.

e Expert Review: Ensure the Al system has been reviewed by a
competent legal professional, to ensure compliance with relevant
legislation.

e Necessity and Proportionality: Evidence that the Al use is both
necessary and proportionate for its stated purpose.

e Public Record: Ensure the Al system is logged appropriately in the
National Record of Processing Activities.

e Alignment with Existing Standards: Confirm alignment with
internal and external governance frameworks (including national
guidance, Codes of Practice and local policies).

e Provider Disclosure: Require external system providers to provide
a full disclosure of data sources and system functionalities.

e Provider Accountability: Ensure third-party providers can demon-
strate that the Al system has been developed in a lawful way and



300 APPENDIX: GUIDANCE FOR IMPLEMENTING AI ...

does not contravene Codes of Conduct, ethics or any other policing
guides and regulations.

e Contractual Obligations: Include legal compliance obligations and
access to internal system documentation in provider contracts.

Al Accountability Responsibilities during Deployment

e Designated System Owner: The system sponsor is aware of their
responsibility for system use, outputs, oversight and adherence to
legal and ethical standards.

e Legal Review: Regularly review whether the system’s usage still
meets legal and policy requirements.

e Reassessment Triggers: Reassess the necessity and proportionality,
if the system is repurposed or context changes.

e Monitoring Procedures: Implement compliance monitoring mech-
anisms to track and document legal adherence (e.g. audits, alerts for
boundary violations).

e Updating Public Record: Ensure procedures are in place for
updates to the National Record of Processing Activities, if data
practices change.

e Human Oversight: Designate accountable personnel for legal over-
sight and establish a human-in-the-loop review process for high-
impact decisions.

e Incident Reporting: Establish clear reporting lines for legal, policy
or cthics breaches; maintain logs of legal, policy or ethics breaches,
with a clear process for escalation, reporting and corrective action.

e Remedy Procedure: Establish responsibilities and mechanisms how
to remedy legal and regulatory issues.

Al Accountability vesponsibilities for migration/decommissioning

e Transition Process: When decommissioning or transitioning
systems, verify legal compliance will be maintained (e.g. data protec-
tion, fair processing).

e Continued Compliance: Ensure the Al system is no longer
processing personal data unless justified and logged.
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e Preserve Documentation for Audit: Archive legal assessments, data
usage logs, compliance checks and decision records to support future
reviews or legal inquiries in a format proven to facilitate long-term
accessibility.

e Data Handling: Securely delete, anonymise or archive data in line
with data protection regulations.

e Full System Compliance: Ensure third-party providers also comply
with legal requirements during the migration/decommissioning
processes, where applicable.

e Final Review: Conduct a final review of the Al system’s perfor-
mance in line with legislative requirements, and any lessons learned
for future procurements/deployments.

Laws and Regulations Considerations for Intended Users

Chief Officers

e Legal Status: What is the current law relating to Al?

e Applicable Frameworks: Which laws, regulations, guidelines, poli-
cies and frameworks apply to the Al system and Al use case?

e Cross-jurisdiction Use: Will the Al system’s outputs be provided
to LEAs outside England, Wales, Scotland and Northern Ireland? If
so, what other regulations and safeguards are to be followed:?

e Local Policy Validity: What is the current organisational policy
on using Al systems, and is it still in line with current law and
regulations?

e Policy Alignment: Do organisational Al SOPs align with laws,
regulations, guidance, policies and frameworks?

Al Users

e Permission Compliance: Are all the necessary permissions to use
the Al system in place?

e Codes of Practice: Are the correct Codes of Practice being followed
using the Al system?

e Lawful Use: Is the Al system being used in a legal, proportionate
and justifiable way?
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e Ethical Use: Are you confident your use of the Al system is consis-
tent with ethical policing standards, particularly regarding fairness,
transparency and legality?

Opversight Bodies

e Legal Compliance: Are you able to assess, given the information
available, that the correct laws and regulations are being followed
and enforced?

e Risk Communication: Have you communicated legal risks and areas
for improvement to the policing organisation?

e Regulatory Review: Given the information available, are you able
to review processes that pertain to adherence to relevant laws and
regulations for the Al system (e.g. is there an up-to-date DPIA)?

Theme 4: Risk Assessment and Management

Purpose: This theme identifies risks, harms and biases associated with the Al system
and implements mitigation measures. It covers both the impact of using and not
using Al, with an emphasis on fairness and public safety. Identitying possible risk,
harms and impacts of an Al system, as well as their likelihood is an important step to
proactively manage these risks throughout the Al system lifecycle. It allows forward
planning of how these risks (and associated harms) may be prevented, or where not
possible, how they are to be managed and robust mitigation measures to be put in
place

AT accountability principles addressed: Lawfulness, proof, completeness,
Explainability, transparency, enforceability and redress, impartiality, conduct, learning

Risk Assessment and Management Guidance
Risks and havms assessment

Step 1: Assess the visks and potential harms associated with the Al system
and its use

A comprehensive, proactive assessment of the potential risks associated
with the AI system and its use helps the policing organisation to either
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prevent or prepare for their occurrence. The risk assessment can also
establish whether deployment of an Al system poses a specific risk to
particular communities and /or demographic groups.

A risk register should be created, listing the type of risks, who they
may affect (and associated potential harms), as well as their likelihood
and potential severity:

e Risk Identification: Identify risks associated with the AI system’s
procurement, deployment or migration/decommissioning (what
could go wrong and to whom, e.g. individual, organisational, inves-
tigational integrity, community); also consider risks of not deploying
the AT system.

e Harm Identification: Determine uses or outcomes of the Al system
that could potentially cause harm; consider type of harms and who
these harms may affect.

e Likelihood: Assess the likelihood of each identified risk; this assess-
ment should be in line with methods used in wider organisational
risk management.

e Severity: Assess the probable severity if the risk was realised;
compare against established risk criteria (e.g. legislative require-
ments, organisational thresholds) to determine levels of significance,
whether they are acceptable and whether they require mitigation.

The risk register should be reviewed on regular basis and after inci-
dents.

Example—Risks to specific communities [6]

The Royal United Services Institute (RUSI) report ‘data analytics and algorithmic
bias in policing’ [12] reviewed the use of data analytics and algorithms in policing
within England and Wales. Their findings highlighted over-reliance on automation
risked imbedding discrimination within policing practice.

The research highlighted concerns that algorithms could inadvertently perpetuate or
amplify existing bias against particular groups, particularly if training data reflects
historical bias in police practice, replicating historic assumptions. However, issues can
emerge across the system lifecycle, including data collection, model development,
deployment and evaluation
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Step 2: Conduct key assessments to veview visks

Conducting regular assessments about risks ensures that all foreseeable
risks can be responsibly managed.

Such assessments should consider whether measures:

Prevent or rectify data bias.

Address security, privacy and confidentiality requirements.

Identify and address unintended consequences of the Al system’s
data processing.

Manage information risks.

Several key assessments can help supporting this aim:

Data protection compliance assessments.

Formal risk assessment.

Ethics assessment (including compliance with the Code of Ethics).
Equality Impact Assessment.

Alignment with any established Codes of Practice.

A policing organisation should conduct specific cyber security risk
assessments, to ensure the integrity of the Al system and any infrastruc-
ture it utilises.

Step 3: Consider specific Al visks, misconduct and non-deployment

Particular AT risks: There are a number of potential risks which may
be of concern in police use of Al. While they are not specific to the
technology, they may be exacerbated in this context.

Bias and discrimination Risk: Al systems trained on historical
crime data can reflect and reinforce
systemic biases, such as
over-policing of certain
communities

(continued)
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False positives and inaccurate
predictions

False negative and inaccurate
predictions

Lack of transparency

Automation bias

Function creep

Example:

Risk:

Example:

Risk:

Example:

Risk:

Example:

Risk:

Example:

Risk:

Example:

Predictive policing tools directing
more proactive patrols to ethnic
minority neighbourhoods,
increasing arrests regardless of
actual crime rates

Facial identification or predictive
analytics can wrongly identify
individuals as suspects, leading to
detainment or surveillance
Misidentification of an individual
could result in the arrest of an
innocent party

Facial identification or predictive
analytics could fail to identify the
offender as a suspect, leading to
missed investigative opportunities

A failure to identify an individual as
a potential suspect (where the
system reasonably would have been
expected to do so) may lead to
missed investigative opportunities,
unnecessary use of further resources
and loss of public confidence in the
system

Decisions made by opaque Al
models may not be explainable to
those affected or operating the
system, reducing Al accountability
A person may be denied bail from
custody or labelled a flight risk
without a clear reason that they or
their legal representative can
challenge

Police officers or staff may over-rely
on Al recommendations, treating
them as infallible

A predictive tool flags someone as a
weapons threat, and officers
presume the individual is dangerous
without questioning the output

Al tools introduced for narrow
purposes (e.g. identifying stolen
cars) may be expanded over time to
broader, more invasive uses

A facial recognition system
intended for serious crimes is later
used to monitor the day-to-day
movements of peaceful protestors

(continued)
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(continued)

Lack of accountability Risk: When Al goes wrong, it is often
unclear who is responsible—The
developer, the policing organisation
or the individual officers

Example: Victims of algorithmic errors may
struggle to seek redress due to
complex responsibility chains

Misuse: There are a number of potential risks posed by deliberate courses
of action. Individual users may engage in misuse through unlawful access
or processing of data. In this context, similar risk management strategies
should be implemented.

A further consideration would be the capability of a user to deny
an Al system critical information as a data input. Here outcomes could
be manipulated by skewing the information reviewed by the Al system.
Issues of this kind are likely to be system and context-specific but should
be considered in the design process and usage policy.

Non-use: Where an Al capability is reasonably available for use, the impli-
cations of non-deployment must also be considered. This recognises that
withholding AI in certain contexts may lead to negative outcomes or
missed benefits. Considering the core policing duty of protecting life and
limb, public safety requirements may dictate the use of the most effective
lawful methods to achieve that aim.

Not engaging in Al use can thus represent a risk in and of itself, with
missed opportunities to optimise policing activity, avert harm and provide
a cost-effective service to the public. Non-use should be an explicit part
of the risk assessment and risk register.

Risk and barm mitigation

Step 4: Define and regularly veview mitigation measurves

For each risk, mitigation measures should be included within the risk
register. Practical mitigation procedures will be system-specific, but may
include:
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e Bias Auditing: Testing of data and models for unfair outcomes or
systemic bias.

e Adversarial Testing: Using red team testing and simulation to assess
continued resilience.

e Authentication and Authorisation: Restrict who can access the
system to those with a genuine purpose and appropriate training.

e Responsible Usage Policy: Define and enforce appropriate use,
including clear procedures to prevent uncritical acceptance of Al-
generated outputs.

e Clear Responsibilities: Every Al system in operation should have a
clearly designated individual, accountable for the system’s function,
outputs and compliance with requirements of proper use.

e Monitoring and Logging: Utilise routine logging, dip sampling,
system behaviour and usage patterns, to detect abuse or anomalies.

e Human-in-the-loop: Require human review for decisions impacting
upon the public, i.e. a human must always serve as the ultimate
decision-maker.

e Fail-safes and Shutdown Procedures: Implement mechanisms to
interrupt or stop the system if it behaves unexpectedly.

Step 5: Consider specific mitigation issues of personal data

A particular matter of concern regarding the use of Al is its interaction
with personal data. Deployers should be confident that:

e Any risk of bias in the processing of personal data has been mitigated.
e Other risks relating to the Al system processing personal data are
addressed.

Special attention should be given to this topic with recorded assess-
ments to detect and mitigate bias. Additional data protection and fairness
risks should be reviewed continuously to ensure comprehensive safeguards
are in place for all personal data processed by the system.



308  APPENDIX: GUIDANCE FOR IMPLEMENTING AI ...

Residual risks: Where potential residual risks remain—despite legal
compliance and procedures to address them—it should be evaluated
whether such issues can be mitigated by procedure. Every reasonable
effort should be made to eliminate all unlawful bias. However, no system
is perfectly neutral, and it may be challenging to confirm total elimina-
tion in every use context. It is therefore important to include effective
checks and safeguards within the method of deployment, in addition to
data cleaning, to eliminate bias.

Risk Assessment and Mitigation Considerations throughout the AI
Lifecycle

Al Accountability vesponsibilities for procuvement

e Clear Ownership: Individuals or teams responsible for over-
seeing Al procurement decisions are given formal responsibility for
managing the risks involved in deploying the AI system and the
associated risk mitigation strategies.

e Risk Forecasting: Al system providers have communicated antici-
pated risks, including bias, privacy concerns and limitations of the
system, and how they prevented, reduced or mitigated these risks in
their system.

e Ethics and Impact Evaluation: Ethical reviews, equality reviews,
equality impact assessments, etc., have been used to evaluate the
suitability of the Al system for policing contexts generally, and the
intended use case specifically.

e Transparency Requirements: Contracts are in place that include
obligations for explainability, audit access and the provision of
documentation on model functionality and data usage.

e Beyond Value for Money: Procurement decisions are based on
demonstrable benefit to public safety and rights protection, not
solely on cost-efficiency.

e Comparative Risk: Consideration should be given to risks associ-
ated with the specific system being considered compared to other
available systems or no system being procured at all.
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Al Accountability vesponsibilities during deployment

e Operational Oversight Framework: Governance structures effec-
tively oversee ongoing use, including human-in-the-loop decision-
making and continuous evaluation, to monitor known and emer-
gence of new risks.

e Policy Implementation: A responsible usage policy is in place,
including user training, limits on automation and mandatory human
review.

e Bias and Impact Monitoring: Methods are in place to monitor
outputs for discriminatory patterns or systemic bias, particularly
affecting vulnerable or historically disadvantaged communities.

e Incident Reporting Mechanism: Robust mechanisms are estab-
lished for users, and where applicable the public, to report concerns
or harms resulting from Al use.

e Compliance Tracking: The Al system effectively retains up-to-date
logs of data use, decisions made and model performance for auditing
and Al accountability purposes.

AI Accountability vesponsibilities for migration/decommissioning

e Residual Risk Review: Lingering risks such as data retention, repu-
tational damage or algorithmic bias in retained outputs have been
identified and assessed.

e Data Management: The archiving process anonymises or deletes
sensitive personal data in accordance with legal and policy require-
ments.

e Lessons Learned: Performance issues, stakeholder feedback and
ethical challenges have been documented to inform risk management
in future Al procurement and deployment.

e Accountability Continuity: Risk assessment and management
measures remain active through the decommissioning and post-use
assessment phases.

e Transition Planning: When replacing the Al system, risk mitigation,
ethical review and user retraining are included in the transition plan.
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Risk Assessment and Mitigation Considerations for Intended Users

Chief Officers

e Strategic Accountability: Have you ensured clear assignment of
responsibilities, with a named individual accountable for risk assess-
ment, monitoring and mitigation?

e Governance Framework: Are you confident that robust governance
structures are in place that support the effective risk assessment and
management?

e Deployment Risk Assessment: Have appropriate pre-deployment
risk assessments been conducted (e.g. ethics, data protection,
equality impact assessment, etc.)?

e Bias Mitigation: Are reasonable measures in place to eliminate or
mitigate bias across the Al lifecycle?

e Policy Enforcement: Are measures, such as the Responsible Usage
Policy, and requirements for mandatory human oversight and
decision-making, practically enforceable?

e Operational Decision-Making: Does your organisation have the
tools to evaluate both the risks of using and not using AI?

e Resource Allocation: Are there sufficient resources for continuous
risk monitoring, auditing and evaluation?

e Community Impact Considerations: Are ongoing measures in
place to assure mitigation of disproportionate impacts on particular
communities or demographic groups?

Al Users

e Understand Limitations: Do you avoid uncritical acceptance of Al
outputs and decisions?

e Human Oversight Role: Do you recognise that users are respon-
sible for final decisions and should not defer accountability to the Al
system?

e Bias Awareness: Are you aware of potential biases in outputs and
the steps needed to question and validate findings?
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Opversight Bodies

e Audit and Evaluation: Have you incorporated the use of Al
expressly within your internal and external audit arrangements?

e Bias and Fairness: Does your organisation have staff with sufficient
technical understanding to scrutinise the Al system, identify bias and
assess mitigation measures? (This may include assessment of data,
algorithms and outcomes.)

e Documentation and Transparency: Do you have clear require-
ments for policing organisations on the documentation of usage
policies, decision-making and Al accountability structures?

e Ethical Compliance: Do existing standards for ethical behaviour
effectively encompassed police use of AI?

e Misconduct and Misuse: Do oversight and redress processes have
effective methods of monitoring and identifying signs of system
misuse (e.g. unlawful access, intentional data skewing) and ability
to assess whether safeguards are effective?

e Non-deployment: Do oversight processes account for whether a
decision not to deploy Al in appropriate contexts represents a risk
to public safety or service quality?

e Risk Assessments: Can you verify that formal risk assessments, ethics
reviews and data protection compliance measures account for Al use?

Theme 5: Oversight and Redress

Purpose: This theme identifies risks, harms and biases associated with the Al system
and implements mitigation measures. It covers both the impact of using and not
using Al, with an emphasis on fairness and public safety. Identifying possible risk,
harms and impacts of an Al system, as well as their likelihood is an important step to
proactively manage these risks throughout the Al system lifecycle. It allows forward
planning of how these risks (and associated harms) may be prevented, or where not
possible, how they are to be managed, and robust mitigation measures to be put in
place

AT accountability principles addressed: Lawtfulness, proof, Explainability,
transparency, compellability, enforceability and redress, impartiality, constructiveness,
conduct, learning
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Oversight and Redress Guidance

Oversight process

Step 1: Identify oversight requivements and process

Ensuring adequate oversight throughout the Al lifecycle is an integral
part of Al accountability. Oversight refers to actions taken to review and
monitor Al policies, plans and implementations, with the aim to ensure
that (1) they achieve expected results, (2) represent value for money
and (3) are compliant with relevant policies, laws, regulations and ethical
standards.

A first step is to map out oversight requirements and related over-
sight procedures, i.e.

e Legal requirements for oversight.

e The areas and aspects that require oversight.

e The procedures and mechanisms to implement and sustain adequate
oversight.

e The internal and external functions and organisations responsible for
oversight (see Step 2).

e The information required to allow adequate oversight (see Step 3).

Step 2: Understand the type and nature of information being sharved

A policing organisation needs to identify the oversight bodies that
will be responsible for monitoring, assessing and enforcing the
appropriate use of the Al system in their particular context, including
potential conflicts of interests (see Theme 6 for considerations of
stakeholder interests).

Oversight functions can be internal or external to the police organ-
isation, as well as with a formal (legally mandated) or non-formal
role.
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Examples of internal groups:

e Functions ultimately responsible for the success of the Al efforts.
Individuals and policing functions using the Al capabilities Examples
of external groups:

Legally mandated oversight bodies.

Groups most affected by the Al system and its deployment.
Communities concerned with the issue the AI deployment addresses.
Press and media organisations.

For the implementation of an effective oversight process, internal and
external oversight functions need to work in alignment.

To accomplish this, a policing organisation should look to:

e Clarify the role and authority of the oversight bodies.
e Understand the expected level of transparency and reporting.
e Determine if there are any conflicts of interest.

External bodies will vary depending on context. A non-exhaustive
list of entities which may be involved in Al accountability over-
sight is provided in Sect. 7 ‘governance bodies with relevance for
Al accountability’.

Step 3: Understand the type of information to be shared

The oversight process will require sharing of disparate types of informa-
tion with each of the oversight bodies and groups.

A non-exhaustive list of information that may typically be requested
for oversight purposes is:

Purpose and scope of the Al system.
Data.

Model design and training.
Deployment context.
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Decisions and outputs.

User behaviour.
Post-deployment monitoring.
Governance processes.

Risk register.

Impact assessments.

In practicality, answering these questions will require creation and
retention of materials such as:

Codebases
and version
control
systems

Model cards Training and
or system Evaluation
documentation datasets

Access logs Decision logs
and user for audit
activity trails

Ethical review Public
documentation feedback
and signoffs [ELLES

Performance Real-time Incident
metrics monitoring and Response
dashboards alerting tools protocols

Some information may be subject to a legal requirement to share,
other information may be in the public interest to provide (e.g. for trans-
parency purposes to retain public trust). Rationales, requirements and
potential limitations to the sharing with each oversight body and group
should be internally transparent. This transparency is also linked to Risk
Management (discussed in Theme 4).

Sharing restrictions: Knowing what information a policing organisation
can share will influence which and how information can be provided
to different oversight bodies. If operational and security requirements
restrict the ability to share information, police organisations still need to
ensure that the Al system and its procurement, use, etc., will undergo
scrutiny by appropriate independent assessors with appropriate clearance.

To help process this requirement a policing organisation should
know:

e The operational or security requirements restricting the ability to
share information to oversight bodies.
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e If it is in the public interest to share information, and if so, what
information should be shared (e.g. algorithmic information, datasets,
limitations of the Al system, outputs, deployment details).

Step 4: Identify how you ave shaving the information

Once a policing organisation knows what information to share and who to
share it with, communication mechanisms need to be established. These
need to be targeted towards the respective audience (e.g. internal vs
external oversight functions).

Al systems can be extremely complex and may require a data scientist
or specialists to explain technical aspects. A policing organisation needs to
ensure that the information is provided in a way the intended recipient
will be able to understand; or there is a risk that the information is inter-
preted incorrectly and causes ill-informed or incorrect judgement on the
Al system.

A policing organisation should further ensure that there is a clear
method to feedback and record recommendations and requests made
by an oversight body.

Redress process

Step 5: Establish a vedress process

Redress ensures that there are consequences and/or remedies in case
things go wrong. This includes appropriate corrections within the police
organisation, Al system, its usage, etc., but can also extend to compen-
sation or other forms of remedy. Adequate redress procedures provide
fairness and integrity and are a cornerstone of Al accountability.

An effective redress process includes:

e Information that affected individuals can understand, regardless of
their technical or legal literacy.

e Availability in multiple languages and formats, depending on audi-
ences (e.g. online forms, via call centre staff, in-person support).
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e Transparency regarding what decisions were made or influenced by
an Al system.

e Explanations of how the decision was reached and the role the Al
system played.

e Escalation procedures.

e Procedures that operate promptly, with clear timelines for response
and resolution.

e Impartial review, ideally by decision-makers who are independent of
the original decision.

e Clear lines of responsibility for final outcomes, including implemen-
tation of corrections or compensation.

e Maintenance of an auditable record of actions taken.

Step 6: Monitor the redvess process

The redress process will need to be reviewed and revised to ensure it
remains fit-for-purpose, efficient, compliant and aligns with any change
to legal or operational requirements. Lessons identified in the redress
process should also be communicated to training and development teams,
if applicable.

Erroneous outcomes produced by the AI system must be escalated
to the developers/third-party for correction through a formal escala-
tion process. This approach ensures the policing organisation maintains
a central understanding on the scale and scope of any issues and can
implement contingency measures if necessary.

It is important to focus on the purpose of accountability processes,
to prevent a counterproductive and unresponsive form of compliance
seeking. Regular and transparent evaluation ensures alignment with
emerging risks and standards, ultimately fostering public trust in the
process.

Oversight and Redress Considerations Throughout the AI Lifecycle

Al Accountability vesponsibilities for procuvement

e Oversight Role Identification: Identify relevant oversight bodies
and their role (ICO, ethics boards, HMICEFRS, etc.).

e Information Sharing Limits: Determine operational /security limi-
tations on information sharing.
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e Information Definition: Define what Al-related information can be
shared (e.g. algorithms, datasets, protocols).

e Redress by Design: Include redress mechanisms in the Al system
design.

e Lead Assignment: Assign responsibility for oversight and redress to
internal leads.

Al Accountability vesponsibilities duving deployment

e Engagement Channels: Establish targeted engagement channels
with oversight bodies and core stakeholders.

e Public Transparency: Where possible, update public-facing infor-
mation to help build trust.

e Redress Monitoring: Establish and monitor the redress process and
adjust where necessary.

Al Accountability vesponsibilities for migration/decommissioning

e Oversight Notification: Notify all relevant oversight bodies before
migration or decommissioning.

e Redress Resolution: Resolve outstanding redress issues.

e Data Assurance: Confirm all data has been securely removed or
migrated.

e Final Review: Conduct final oversight review of the Al system’s
performance.

e Documentation Archiving: Archive any relevant documentation
such as decision logs and redress records.

e Asset Register Update: Update the information asset register
accordingly.

Oversight and Redress Considerations for Intended Users
Chief Officers

e Oversight Identification: Have the correct and relevant oversight
bodies been identified for this Al system and use purpose?
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e Redress Mechanism: Is there an accessible and appropriate redress
process in place that specifically accounts for harms or disputes
arising from the Al system?

e Al Accountability Leads: Are there designated responsible leads
within the organisation for managing oversight and redress
processes?

e Feedback Integration: Are findings, reccommendations or require-
ments (such as lessons learnt or directives) from oversight bodies
systematically fed back into operational practice and policy?

Al Users

e Information Restrictions: Are operational and security-based
restrictions on information sharing clearly documented, and do you
understand how they apply to your role?

e Error Identification: Can you identify and report anomalies, biases
or errors in the Al system—including those caused by user behaviour
or input?

e Reporting Compliance: Are you following reporting procedures
(internal and external) when an issue or concern related to Al
deployment arises?

e Operational Feedback: Are you actively providing operational feed-
back to support oversight reviews and improve system performance?

e Disclosure Protocol: Are you complying with organisational policy
on information disclosure, especially with regard to oversight bodies
and sensitive or classified information?

Opversight Bodies

e System Review: Is the review of the Al system’s use and outputs
fully independent and unfettered?

e Compliance Monitoring: Does the policing organisation demon-
strate compliance with relevant laws, regulations and policies?

e Transparent Communication: Does communication of findings
regarding the Al system fit into existing feedback structures?

e Oversight Integrity: Are the independence, expertise and impar-
tiality of oversight activities assured by sufficient ability to interpret
the technical aspects of Al use?
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e Redress Effectiveness: Are redress mechanisms in place and evalu-
ated to ensure their continued relevance and effectiveness?

Theme 6: Identification and Management of Stakeholders

Purpose: This theme aims at mapping and engaging all relevant parties who are

involved in or affected by the AI system. This includes those internal to the policing

organisation, external parties such as Al developers or oversight bodies and members
of the public. A thorough identification and management of stakeholders ensures
that:

e A full picture of which relevant groups, bodies and organisations are responsible
for Al accountabilities (e.g. oversight bodies, affected communities, Al providers)
and their respective roles is available.

e A proactive management strategy for how to communicate and engage with these
stakeholders in effective ways is in place along with a clear strategy for how to
respond to challenges, information requests or audit

AT accountability principles addressed: Lawfulness, completeness, inclusivity,

Explainability, transparency, compellability, enforceability and redress, impartiality,

constructiveness, conduct

Identification and Management of Stakeholder Guidance

Identification of AI accountability stakebolders

Step 1: Identify all stakeholders velevant for this Al lifecycle phase

Relevant stakeholders are those that either:

e Use the Al capability or outputs of the Al capability for policing
purposes.

e Have responsibility to make design, procurement, deployment and/
or decommissioning decisions.

e Are performing oversight functions.

Are affected by the Al capabilities.

Need to be informed about the Al procurement, deployment, etc.,

for other reasons.
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For a comprehensive identification consider the 4 categories (see
Sect. 7 for a non-exhaustive list of examples):

[SAEGE]

Police-internal Governance Specific communities .
organisations and

functions bodies and general public
expert groups

Guiding questions that a policing organisation should consider
include:

e What criteria are used to identify relevant stakeholders?
e Do any of the stakeholders have protected characteristics that need
special treatment/consideration?

Step 2: Ensure that stakeholders ave veviewed at important points of the AI
lifecycle and if needed updated

Different stakeholders will become relevant at different points of an Al
lifecycle. A policing organisation can optimise efficiency by ensuring that
they are engaging with the correct stakeholders and to the correct extent.

To achieve this, a policing organisation should consider:

e Which points of the Al lifecycle are relevant to which stakeholders?
e What communication is required and to what extent?
e What risks arise if the stakeholder is not properly engaged with?

Management of stakeholders

Step 3: Define the communication and engagement vequivements for
each stakeholder, how this will be done and who is rvesponsible for the
communication/engagement

A policing organisation needs to consider their audience when commu-
nicating to stakeholders and ensure that the communication is received
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as intended. Active stakeholder management enables clear communica-
tion, coordinated decision-making and early identification of concerns.
Although a policing organisation will decide what it communicates and
when, transparency is encouraged during all engagement to help build
trust, clarity and understanding.

Communication and engagement requirements can be:

e To inform or require information from a stakeholder.
e To provide or request evidence, materials or documentation.
e To support financial or legal accountability.

Guiding questions to consider are:

e Are there access restrictions across stakeholder groups for the sharing
of information, decisions, data, etc.?
e Can they be explained/evidenced?

Step 4: Account for stakeholder groups that will requive additional
considerations to communicate or engage with and how to ensure that they
still veceive adequate information

Diverse populations will receive and understand information differently;
therefore, it is crucial that the policing organisation takes measures to
reduce potential barriers or challenges.

Example challenges can be:

e Low trust towards police.

e Special requirements for communication or access to information,
including language or impairments/disabilities and available tech-
nology.
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Step 5: Define how successful communication and engagement will be
assessed_and put countermeasuves in place, in case they fall short

To establish meaningful stakeholder communication and engagement, it
is helpful to create criteria that communications and engagement efforts
can be evaluated against. This will help to ensure that messages are clear,
impactful and appropriate for the intended audience.

A policing organisation should consider whether:

e Communication has successfully increased awareness.

e The communication cycle includes information on how concerns
have been addressed appropriately.

e The communication strategy addressed negative impacts and infor-
mation about complaints/redress procedures.

The measurement of effect needs to be quantifiable and link the expo-
sure (of the message) to an outcome (e.g. sentiment towards the police
and the AI system). Typically, this can be achieved through community
engagement.

Step 6: Outline potentinl concerns and expectations of general public/society
that may cause challenges to the Al deployment and how to address them

Public concerns such as privacy invasion, bias and intrusive surveillance
can significantly influence the acceptance or rejection of an Al system. By
identifying these challenges early, developers and policymakers can take
proactive measures to address them through design, transparency and
engagement.

A policing organisation should seek to:

e Identify all possible concerns that the public may have with the
police use of the Al system.

e Address concerns before they become an issue (control the narra-
tive).

e Have contingency communication plans in place, particularly if the
engagement reveals a high level of opposition.
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Stakeholder considerations throughout the AI lifecycle

Al Accountability vesponsibilities for procuvement

Stakeholder Identification: Identify relevant stakeholders and
include them in the procurement process (e.g. oversight bodies,
police procurement officers, legal advisors, external topic experts).
Communications Planning: Create a communication plan in order
to engage with relevant stakeholders, including the public about the
intended Al system use.

Guidelines: Articulate the intended aims and scope of the Al system
use into a formal project proposal.

Due Diligence: Ensure that all parties involved in the development
and provision of the Al system have been identified and appropriately
assessed.

Stakeholder Involvement: Ensure that legal, technical, ethics and
community oversight stakeholders have been engaged early in
procurement deliberations.

Al Accountability vesponsibilities duving deployment

Stakeholder Communication Protocol: Identify if any stakeholders
should be informed of deployments, on what timescales and by what
means.

Operational Insight and Data Sharing Requirements: Establish if
any stakeholders require insight into decisions or access to ongoing
operational data.

Final Deployment Responsibility: Identify who is accountable for
final deployment decisions, including pausing or stopping deploy-
ments.

Data Retention and Documentation: Identify what information,
data or materials need to be recorded or retained, under what
authority and in what format, to ensure long-term Al accountability
towards relevant stakeholder groups.

Public Trust: Address identified public concerns about police use of
Al through transparency and communications strategy.
Transparency and Disclosure: Ensure a process for affected stake-
holders to be informed, if an adverse incident takes place.
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e Feedback and Complaint: Ensure affected stakeholders can inform
police about (potential or actual) negative impacts.

Al Accountability vesponsibilities for migration/decommissioning

e Stakeholder Continuity: Identify stakeholders relevant to decom-
missioning decisions, including the impact of withdrawal or replace-
ment of the Al system.

e Communications Planning: Identify who needs to be informed
about migrations and decommissioning, including their implications
and impact.

e Ongoing Accessibility: Identify who will have, or needs, access to
data, information and materials from decommissioned systems and
likely time scales.

e Data Protection: Maintain processes to facilitate deletion of data
as required by data protection legislation, policy or in response to
requests from affected stakeholders.

e Public and Internal Communication: Clearly communicate the
system’s decommissioning to stakeholders and affected individuals,
especially where trust, rights or services are involved.

Stakeholder considerations for intended users

Chief Officers

e Stakeholder Mapping: Are you confident that a comprehensive and
up-to-date mapping of all relevant stakeholders across the Al lifecycle
has taken place?

e Internal Collaboration: Have you mandated cross-departmental
reviews to capture diverse internal and external perspectives in
stakeholder identification?

e Responsibility Assignment: Have clear responsibilities been
assigned within the Chief Officer team, and to relevant leaders
in the organisation, for managing stakeholder communication and
engagement?

e Inclusive Engagement: Are strategies in place to effectively engage
communities with protected characteristics or low trust in police?
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e Public Expectations: Have you identified potential concerns and
expectations from the public and accounted for this in both Al
deployment and corporate communication?

e Evaluation Measures: Are there measures for assessing communica-
tion and engagement success, and are there procedures for corrective
action, when standards are not met?

Al Users

e Stakeholder Awareness: Are you aware of who the relevant stake-
holders are, and how your use of the Al system impacts them?

e Access Restrictions: Do you understand and follow the access
restrictions related to information sharing across different stake-
holder groups?

e Information Flow: Are you clear on your role in passing infor-
mation to oversight bodies or responding to public or governance
queries?

e Community Interaction: Are you prepared to engage appropriately
with affected communities, recording, reporting and actioning any
concerns they express about Al use?

e Process Updates: Are you involved in or informed of updates to
stakeholder management processes that could affect your operational
use of the Al system?

Opversight Bodies

e Stakeholder Identification Review: Have you verified that the
police have conducted an inclusive and systematic identification of
all relevant stakeholders?

e Lifecycle Triggers: Are mechanisms in place to ensure stakeholder
reviews are triggered at key lifecycle stages (e.g. moving from
piloting to deployment)?

e Transparency Check: Have you assessed whether communication
and engagement strategies are transparent and fair across all stake-
holder groups?
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e Equality and Diversity: Have you evaluated how the policing
organisation ensures effective engagement with all of the commu-
nities it serves?

e Documentation Audit: Is there clear, accessible documentation
showing how stakeholder voices have been integrated into decision-
making and governance?

e Public Concern Oversight: Are you monitoring how the police
identify and respond to societal and public concerns regarding Al
deployment?

e Public Engagement: Are appropriate community input and trans-
parency used to build trust in Al use in policing and prevent
alienation or suspicion?

Theme 7: Accountability Evidence

Purpose: This theme ensures that evidence, about how Al accountability is assessed
and captured, is robust, verifiable, accessible and understandable. This is not about
criminal evidence but how policing evidences its Al accountability. By knowing how
to prove Al accountability correctly, a police organisation will be better positioned to
respond to challenges. The process will also highlight areas of Al accountability,
which may need developing further

AT accountability principles addressed: Lawfulness, proof, completeness, inclusivity,
Explainability, transparency, compellability, enforceability and redress,
constructiveness, conduct, learning

Accountability Evidence Guidance
Creation of robust evidence

Step 1: Define the criteria for robust and sufficient evidence

Although there might be criteria that are specific to each policing organ-
isation, or even each Al system and its intended use, the criteria that

can guide what should be considered as AI accountability evidence
should align with:

e Requirements by law.
e Additional regulatory requirements.
e The Code of Ethics requirements.
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National (NPCC) Strategy, Policy and Guidance.
Regional /Local Policy and procedure.

Criminal evidence integrity.

Requirements of stakeholders and oversight bodies.

A policing organisation will need to decide which information best
demonstrates Al accountability to capture and document the relevant and
appropriate evidence (‘proof’) across all themes.

This evidence of AI accountability, or proof, will be important in
numerous contexts. For example, it can be used to support opera-
tional cases through criminal justice processes demonstrating, and where
required, the legality and integrity of the Al system in question. Proof
will also assist in maintaining public confidence and consent, through the
transparent demonstration of Al systems being used, their function and
their utility.

Example—failing to acquire proof [8]

In bridges v South Wales police, the court of appeal ruled that South
Wales police failed to comply with the public sector equality duty
when deploying facial recognition technology as they did not take
reasonable steps to investigate whether the system could produce
biased outcomes based on race or sex. Although there was no clear
evidence that the system was biased, the failure to assess for possible
biases was itself a breach of duty.

Step 2: Build processes to collect Al accountability evidence

To ensure Al accountability evidence is being recorded, a policing organi-
sation should seek to embed Al accountability collection methods into the
Al systems lifecycle, including the Al system itself. Standardised proce-
dures that are consistent across departments should be developed and
should be co-created with support from governance, legal and technical
teams to ensure the right data is being recorded and to maximise usability.
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When creating a process to record AI accountability, a policing
organisation should consider including data such as:

What Al accountability evidence needs to be recorded?

When does it need to be recoded, and for how long?

Where is the data going (has it been sanitised; can it be disclosed)?
Why is the data recorded (does it add value to service account-
ability)?

How is the data recorded (is it accessible, usable, secure and archived
correctly)?

At each stage of the Al system’s lifecycle, it is recommended that Al
accountability proof is reviewed to ensure completeness.

Safeguarding evidence

Step 3: Enable corvect accessibility

A policing organisation must ensure that the evidence used to demon-
strate Al accountability for their AI system complies with any legal
or policy requirements that govern information/material handling and
disclosure. However, a balance needs to be struck in that the proof of
accountability must also be accessible to all relevant stakeholders and
oversight bodies in order to support transparency and effective oversight.
The information communicated needs to be in a clear and understandable
format, ensuring that both technical and non-technical audiences can use
the information appropriately (see Theme 6).

To ensure evidence of Al accountability is both useful and acces-
sible, a police organisation should follow the MTbD principle in how
that information is communicated and shared. This means tailoring infor-
mation such as algorithmic documentation, deployment records or risk
assessments to the needs and technical understanding of various oversight
bodies and stakeholders.

A controlled access framework should be established so that the right
stakeholders can view the necessary information without compro-
mising operational sensitivity or data protection obligations.
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AT Accountability Evidence considerations throughout the AI life-
cycle

Al Accountability vesponsibilities for procurement

e Procurement Decision Records: All decisions related to the
procurement of the Al system must be formally recorded; this should
incorporate necessity considerations.

e Third-Party Disclosure Requirements: Developers or third-party
providers must meet disclosure requirements, including providing
technical information such as training data.

e Demonstrating Accountability Evidence: The policing organisa-
tion must be able to demonstrate to stakeholders and oversight
bodies that it is collecting and maintaining the correct Al account-
ability evidence.

e Procurement Disclosure Safeguards: Control measures must be
established to protect against unnecessary or unlawful disclosure of
procurement-related information.

AI Accountability Responsibilities durving Deployment

e Deployment Evidence Recording: The organisation must record
appropriate Al accountability evidence throughout the deployment
of the Al system.

e Ongoing Transparency: Standards of transparency must be main-
tained to demonstrate proper evidence collection to stakeholders and
oversight bodies.

e User Interaction Monitoring: User interactions with the Al system
must be monitored and auditable to ensure responsible use and
system traceability.

e System Update Logging: All updates to the Al system must be
logged and justified.

e Operational Disclosure Safeguards: Measures must be in place to
prevent unnecessary or unlawful disclosure during system operation.

e Records of Performance Evidence: Evidence related to system
performance, audit trails and decision logs must be retained in line
with local policy and legislative requirements.
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AI Accountability Responsibilities for Migration/Decommissioning

e Migration and Decommissioning Records: The organisation must
record and review all steps involved in the secure migration or
decommissioning of the Al system.

e Archiving Performance Evidence: Evidence related to system
performance, audit trails and decision logs must be archived appro-
priately.

e Accessibility of Archived Data: Archived data must be accessible in
case decisions need to be revisited.

e Documentation of Decisions: All decisions made during migra-
tion/decommissioning must be documented and justified.

e Disclosure Safeguards: Safeguards must remain in place to prevent
unlawful or unnecessary disclosure or retention during and after
migration,/decommissioning.

AT Accountability Evidence considerations for intended users

Chief Officers

e Assigned Responsibilities: Have clear responsibilities been assigned
for recording and maintaining accountability evidence at all stages of
the AT system’s lifecycle?

e Oversight for External Scrutiny: Is there oversight in place to
ensure decisions made under your authority can be explained and
justified?

e Periodic Review Mechanisms: Have mechanisms been put in place
to periodically review Al accountability evidence?

Al Users

e Awareness of Evidence Requirements: Are you aware of what types
of Al accountability evidence you are expected to (and not to)
record?

e Access to Systems: Do you know how to access the tools and
systems required to document your use of the Al system?



APPENDIX: GUIDANCE FOR IMPLEMENTING AI ... 331

e Reporting Procedures: Are procedures in place for you to record
unexpected behaviours, impacts or performance issues in the Al
system Or user error?

e Data Migration and Decommissioning: Have the steps for secure
data migration or decommissioning been recorded and reviewed?

e Disclosure Controls: Are there control measures in place to protect
against unnecessary or unlawful disclosure?

Opversight Bodies

e Access to Records: Do you have access to comprehensive, under-
standable records showing how and why the Al system is procured/
used /decommissioned?

e Documentation Provided: Has the policing organisation provided
you with sufficient technical and operational documentation to
enable meaningful scrutiny?

e Information Format Suitability: Is the format in which informa-
tion is shared suited to your review and reporting requirements?

e Evidential Integrity: Are you able to verify the integrity of Al
accountability evidence, and trace how decisions about it were made
and recorded?

e Alignment with Standards: Can you assess whether the Al system’s
use aligns with legal, ethical and policy standards, and whether gaps
in Al accountability have been identified and addressed?

Theme 8: Adaptability and Learning

Purpose: Adaptability and learning ensures that policing stays up-to-date with

technological innovations or requirements in Al and societal changes. It encourages

continuous improvement through feedback, review and learning. It thus ensures that:

e Procedures and skills are reviewed and updated where necessary.

e Those developing or using the Al system remain aware of their responsibilities.

e Lessons are learned from mistakes, inefficiencies or unexpected/negative
consequences

AT accountability principles addressed: Lawfulness, inclusivity, transparency,

compellability, enforceability and redress, conduct, learning
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Adaptability and Learning Guidance
Continuous improvement

Step 1: Embed learning and adaptability early

As governance requirements, Al technologies and social attitudes change,
a policing organisation will need to keep current with their demands and
needs. For an Al system to remain current and safe, continuous improve-
ment needs to be designed into all parts of the Al lifecycle and ecosystem.
Early adoption of the requirement for learning and adaptability will help a
policing organisation become dynamic and responsive to changes outside
of their control. Adaptability and learning thus need to be designed in
throughout the Al lifecycle. Contractual agreements to third parties, for
example, should explicitly make provisions for the need of an Al system
to be responsive and unplanned updates may be required.

Consideration should be given to:

e Where along the Al lifecycle adaptability will be required.
e Development of a roadmap for lessons to be identified across the Al
lifecycle to support learning (individual or organisational), e.g. on:

— Procurement contracts.

— Tradecraft.

— The Al system.

— Processes.

— Management and governance.

Step 2: Up-skill the organisation

A general Al awareness will be required of staft. This is similar to gener-
alised data protection or fire safety knowledge requirements expected of
the full workforce and should provide awareness of general principles of
responsibility for using Al accountably. This prepares policing for a future
where Al use is deeply imbedded into routine organisational functions
and operational policing. It also ensures policing has an understanding of
how external parties using AI may impact upon them. This awareness
should include knowledge of monitoring processes and contextualised
understanding of the consequences for breaches.
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To achieve this, a policing organisation should consider:

e Training for users (including managers).
e Raising awareness for those not directly involved.

Step 3: Continually veview, feedback and adapt

Processes should be put in place, where a policing organisation can record
lessons learnt that can then be fed back into the AI ecosystem. The
process will need to include lessons identified during all stages of the Al
lifecycle.

To support this process, the organisation should:

e Ensure there is a learning feedback loop at all stages of the Al
lifecycle.

e Assign responsibility to manage and implement changes (e.g. does
this information need to be provided to training and development
teams or to Al developers?)

e Monitor and adjust to new changes to ensure they are effective and
correct.

Adaptability and Learning throughout the AT lifecycle

Al Accountability vesponsibilities for procurement

e Training Information: Confirm providers/developers provide suffi-
cient system information for an effective training course on the
system.

e Future Proofing: Embed requirements for ongoing system adapt-
ability as a core procurement requirement.

e Ongoing Improvements: Guarantee long-term developer involve-
ment and lifecycle support.

e Adaptability: Include adaptability metrics in system evaluation, such
as capacity for retraining, patching, as well as integration of feedback.
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Al Accountability vesponsibilities duving deployment

e Training Assurance: Implement structured training, communi-
cating requirements and expectations appropriate to the user’s role.

e Base Level Knowledge: Maintain a core level of organisational Al
knowledge delivery provision to all staff, as well as specific training
for Al system users.

e Integration of Feedback: Confirm feedback channels for reporting
issues, errors or suggested updates to result in meaningful improve-
ment.

e Proactive Monitoring: Ensure monitoring processes proactively
identify areas in which the system is functioning sub-optimally,
allowing adaptation and mitigation.

e Collaborative Improvement: Maintain continuous collaboration
between developers, deployers and end users to integrate updates
and learning.

e Continual Development: Avoid treating deployment as a static
endpoint, and build in mechanisms for ongoing improvement and
responsiveness to emerging risks.

AI Accountability responsibilities for migration/decommissioning

e Organisational Memory: Ensure any new or replacement Al system
benefits from cumulative learning, rather than a functionality reset
with each new Al system.

e Reflective Practice: Use migration or decommissioning as an oppor-
tunity to reflect on the effectiveness of feedback and improvement
mechanisms, to benefit future systems.

e Full Lifecycle Evaluation: Evaluate how the system adapted (or
failed to adapt) over time, as part of knowledge transfer and
organisational learning.

e Comprehensive Review: Included all involved parties, including
developers, users and other stakeholders in the review process.
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Adaptability and Learning considerations for intended users

Chief Officers

e Building Base Level Knowledge: Is Al awareness built into routine
organisation-wide training (akin to data protection or fire safety)?
Do the users of Al systems within the organisation have suffi-
cient knowledge to fulfil their roles and accountability requirements
appropriately and comprehensively?

e Setting Expectations: Have you effectively and consistently
communicated that adaptability and continuous learning are part of
expected Al use within your organisation?

e Support Feedback Structures: Are you confident there are robust
mechanisms for user feedback and that issues raised are taken
seriously and escalated where needed?

e Sustain Developer Engagement: Are agreements in place for your
enabling services teams to have long-term collaboration with devel-
opers, to maintain and improve the system post-deployment?

e Anticipate Change: Does your review process ensure adaptability in
reaction to external developments (e.g. emerging vulnerabilities of
the Al system, regulatory shifts, etc.) in both risk management and
operational strategies?

e Proactive Change: Do regular system reviews proactively identify
methods of improved practice, both technical and procedural?

Al Users

e General Awareness: Have you developed a baseline understanding
of Al and sufficient knowledge of the Al systems you will directly
use, including ethical, legal and Al accountability considerations?

e Ongoing Training: Have you participated in required training,
including refresher training, to understand evolving system capabili-
ties and expectations?

e Feedback Responsibility: Do you know how to report issues,
errors or misuse through clearly defined channels, whether system-
integrated or organisational?
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e AI Accountability in Practice: Do you understand the specific
consequences of misuse or process breaches for the Al system you
use?

e Adaptive Use: As the Al system evolves, are you able to adjust
practices to maintain effectiveness and integrity?

e Understand Monitoring: Are you aware of how system use is
monitored and how this relates to performance and compliance
evaluations?

e Documented Processes: Do you know how to access process
documentation?

Opversight Bodies

e Training Content: Does the syllabus and its ethos meet required
standards of quality assurance?

e Equality: Are considerations relating to diversity and equality in Al
use effectively covered by training?

e Continuous Review: Do organisational accountability processes
exist to ensure the police organisation remains responsive to tech-
nological and legislative developments?

e Evaluate Feedback Process: Are feedback mechanisms effective and
accessible, resulting in demonstrable improvements?

e Culture of Compliance: Is there meaningful engagement with Al
accountability requirements, fostering trust and transparency:?

e Improvement Transparency: Does the organisation maintain docu-
mentation and records evidencing open communication about
system performance and updates to training or feedback processes?

e Threat Benchmarking: Does the organisation respond to emerging
threats and assess the system’s resilience against them?

CORE ACCOUNTABILITY STAKEHOLDERS

Please note: The overview is not intended to be exhaustive and will differ
depending on the context of use and UK Legal Jurisdiction(s) the system
is used within.
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Police-internal AI Accountability stakeholders

Chief Constable /Chief Officers.
Enabling Services, such as.

Procurement Professionals.

— IT Department.

Information Management.

— Data Assurance /Protection.

(AI) Product Sponsor

Corporate Communications.

— Legal Services.

Training Professionals.

— Users deploying the Al system.

Functions that make decisions based on Al outputs.
Functions that provide data for Al training or Al deployment.
— Staff otherwise impacted by the Al system.

Governance bodies with relevance for Al Accountability [5]

England and Wales:

His Majesty’s Inspectorate of Constabulary and Fire and Rescue
Services (HMRCERS).

Independent Officer for Police Conduct (IOPC).

HM Courts and Tribunal Service.

Local Elected Policing Bodies.

Northern Iveland:

e NIPB.

His Majesty’s Inspectorate of Constabulary and Fire and Rescue
Services (HMRCERS).

Criminal Justice Inspection Northern Ireland.

Police Ombudsman’s Office.

HM Courts and Tribunal Service.

Chief Human Rights Commissioner.

Local Elected Policing Bodies.
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Scotland

e SPA.

His Majesty’s Inspectorate of Constabulary in Scotland.
Police Investigations and Review Commissioner.
Scottish Information Commissioner.

Local Elected Policing Bodies.

Cross-Jurisdictional

e Information Commissioner (England and Wales, Northern Ireland,
limited involvement in Scotland).

e Investigatory Powers Commissioner (IPC).

e Equality and Human Right Commission.

External ovganisations and bodies:

Industry /developers from which Al capabilities are procured.
Interest groups, such as:

— Business groups, Chambers of Commerce, Trade Unions.
— Private security.
— Transport providers.

Equalities groups.
e Press and media.

Public and special communities:

Communities with special interests, such as.

Children and youth.

Groups with disabilities.

Rural communities.

Religious communities.

Environmental groups.

Specifically impacted or affected communities, including minorities
and vulnerable groups.

e Groups with Protected Characteristics (Equality Act 2010).
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GLOSSARY

Advanced Data Analytics The use of complex techniques and tools,
such as machine learning, predictive modelling or statistical analysis, to
extract insights, identify patterns, or support decision-making from large
or complex datasets.

AT (Artificial Intelligence) The capability of a machine to perform tasks
that typically require human intelligence, such as learning, reasoning or
decision-making.

AT System A system that uses Al technologies, such as machine learning,
to perform tasks, make decisions or generate outputs, often with a degree
of autonomy.

AT Ecosystem The interconnected network of all entities (e.g. people,
data, processes, legal and regulatory frameworks) that are influenced by,
or influence the Al lifecycle, including outputs.

AI User An individual or department that deploys, operates or relies
on the outputs of an Al system. This includes those involved in initial
procurement, local oversight, implementation or direct use of the system
in decision-making.

Algorithm A set of rules or instructions given to an Al system to help it
learn, solve problems or perform tasks.

Bias (in AI) A systematic error in an Al system that can lead to unfair
outcomes, often due to flawed data or assumptions.

Machine Learning (ML) A subset of Al where systems learn from
data and improve their performance over time without being explicitly
programmed.
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