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Cyberbullying, Cyberincivility, and Online Harassment in the Nursing Workforce:  

An Integrative Review 

  



Abstract 

Aim: To critically examine and synthesise the current evidence on cyberbullying, 

cyberincivility, and online harassment in which nurses are recipients, perpetrators, or participants 

within professional and public digital contexts. 

Design: Integrative literature review. 

Review Methods: This review followed the five-stage integrative review framework of 

Whittemore and Knafl and was reported in accordance with PRISMA 2020 guidelines. Studies 

were critically appraised using Joanna Briggs Institute tools appropriate to study design, and 

findings were synthesised using inductive thematic analysis. 

Data Sources: Peer-reviewed articles published between 2017 and 2025 were identified through 

searches of CINAHL, MEDLINE, and Embase. The final search was conducted on 3 December 

2025. 

Results: Nine articles met inclusion criteria. Five interrelated themes were identified, 

demonstrating that cyberbullying in nursing is widespread and multimodal, shaped by 

organisational culture and power dynamics, associated with significant psychological and 

occupational harm, intensified by blurred personal-professional digital boundaries, and 

inadequately addressed in the absence of coordinated leadership, education, and policy 

responses. 

Conclusion: Cyberbullying and cyberincivility represent pervasive, digitally mediated 

extensions of workplace bullying in nursing, with serious implications for nurse wellbeing, 

professional identity, workforce retention, and patient care. Addressing these behaviours requires 

explicit recognition of cyber-aggression as workplace violence and coordinated organisational 

action across leadership, education, policy, and research. 



Reporting Method: PRISMA 2020. 

Implications for the Profession and Patient Care: Healthcare organizations must move 

beyond individualized coping approaches and implement proactive and enforceable policies, 

leadership development, and structural psychosocial supports to prevent and respond to 

cyberbullying, thereby safeguarding nurses’ mental health, professional identity, and the quality 

and safety of patient care. 

Keywords: Nursing; Bullying; Cyberbullying; Cyber-incivility; Mental Health; Wellbeing  



Introduction 

Bullying is broadly defined as repeated, unreasonable behaviours that are intended to harm, 

humiliate, or distress recipients (Edmonson & Zelonka, 2019). In the context of nursing, bullying 

typically occurs within structural and impersonal power imbalances; manifesting as verbal, 

relational, or work-related aggression (Shorey & Wong, 2021). Bullying in nursing is widely 

documented as an insidious and ongoing global problem that continues to be recognised 

extensively across the scholarly literature (Jackson & Usher, 2025; Zhou et al., 2024). Multiple 

reviews have demonstrated that workplace bullying among nurses is highly prevalent, driven by 

organisational culture, leadership, and work characteristics, and associated with significant 

psychological, occupational, and patient safety consequences (Goh et al., 2022). Recent evidence 

further underscores bullying as a leadership- and climate-mediated organisational phenomenon, 

with nurse managers’ leadership practices shaping organisational climate in ways that can either 

intensify or constrain bullying (Peng et al., 2024).  

Across diverse nursing settings, workplace bullying is strongly associated with negative 

outcomes such as poor mental health, workforce attrition, and compromised patient safety 

(Paustian-Underdahl et al., 2025). Bullying in nursing is sustained by organisational and 

interpersonal drivers, including power imbalances, heavy workloads, and normalized managerial 

inaction or silence, particularly in high-stress critical care environments (Begjani et al., 2025). This 

aligns with evidence that even when harm is recognised, speaking up is shaped by hierarchy, 

interpersonal risk, and confidence in organisational responses (Phillips et al., 2025) 

Exclusion from information, unfair allocation of workload, or ongoing public criticism by 

senior staff can erode psychological safety and contribute to intentions to leave. These impacts are 

pervasive, extending far beyond immediate conflicts to cause significant psychological distress, 



emotional exhaustion, and burnout (Alharbi et al., 2023). Recent evidence further suggests that 

such harms are compounded in organisational contexts characterised by lower workplace civility 

and reduced opportunities for nurses to be authentic at work; conditions that are closely linked to 

bullying exposure, burnout, and turnover intention (Mohr et al., 2025). 

Since many nurses are routinely exposed to high workloads, emotional labour, and, in some 

specialties, violence and aggression in their everyday practice, the addition of workplace bullying 

can further intensify the psychological and emotional burden of their work, which exacerbates 

distress and contributes to anxiety and depression (Almeida et al., 2024; Cranage & Foster, 

2022). Ding et al. (2024) note that emotional labour in nursing, when combined with sustained 

workplace violence and incivility such as bullying, intensifies feelings of isolation and loneliness 

which are linked with increased suicidal ideation and non-suicidal self-injury among nurses.  

Moreover, Jackson & Usher (2025) note that the negative impact of bullying not only 

diminishes nurses’ wellbeing but also erodes professional confidence, moral agency, and impairs 

their capacity to advocate for and provide safe, effective care, ultimately threatening patient 

outcomes. Therefore, addressing bullying in nursing is crucial for safeguarding the welfare of both 

staff and patients and for recognising bullying as a systemic threat to therapeutic presence and 

relational care. This concern is heightened as bullying increasingly extends beyond physical 

workplaces into digital environments where uncivil behaviours are no longer confined to in-person 

interactions. Recent evidence shows that violence and bullying involving nurses are increasingly 

constructed and amplified in digital-public arenas, with social media generating substantially 

greater attention and more affectively charged discourse than traditional news reporting (Cao et 

al., 2025). Notably, bullying-related terms and leadership/hierarchical markers (e.g., “head nurse”, 

“leader”) feature prominently in social media narratives, underscoring that organisational power 



dynamics remain central to how aggression against nurses is articulated online (Cao et al., 2025). 

Hostile emails and electronic communication can be used to criticise, exclude, or intimidate 

colleagues, thereby rendering bullying persistent, less visible, and more difficult to escape 

extending -bullying beyond face-to-face and in-person encounters (Jackson et al., 2024).  

As social media and other digital platforms have become embedded in everyday 

professional practice and personal life, uncivil and hostile behaviours increasingly spill out of 

conventional workplaces, allowing bullying, shaming of nurses to occur across online spaces and 

outside rostered hours. These platforms function as new sites of organizational life rather than 

peripheral spaces enabling horizontal violence, incivility, and silencing to occur without the 

spatial, temporal, or supervisory boundaries that traditionally constrain workplace behaviour in 

nursing (Jackson, Usher, & Cleary, 2024). This shift blurs boundaries between work and home, 

and creates digitally mediated arenas in which professional hierarchies, surveillance, and power 

relations are enacted with limited visibility and accountability, reshaping how bullying is 

produced, experienced, and regulated (Forssell, 2020).  

These developments point to the need to consider cyberbullying and cyberincivility as 

contemporary modalities of workplace bullying in nursing, rather than distinct or exceptional 

phenomena; a distinction that has particular salience in mental health settings where staff already 

work within highly relational and emotionally charged contexts. However, existing work shows 

that nurses experience cyber-incivility and aggression in diverse digital contexts, including email 

and social media, yet different terms (e.g., cyberbullying, cyber-incivility, online harassment) are 

used interchangeably across the literature, reflecting conceptual ambiguity and fragmentation 

arising from variation in professional groups, and settings studied. Much of the extant empirical 

work focuses on students or mixed health professional cohorts, often obscuring the specific 



organisational, professional, and psychosocial conditions of registered nursing practice, and there 

is no single, consolidated picture of what is currently known specifically about nurses’ experiences 

of cyberbullying, cyberincivility, and online harassment or the mental health implications of these 

behaviours (Yocom et al., 2025; Zhang et al., 2025). This fragmentation limits theoretical 

coherence, hampers organisational accountability, and constrains the development of effective 

prevention and response strategies. Given these gaps and the dispersed nature of the evidence, 

there is a pressing need to comprehensively critically examine and synthesise what is currently 

understood about these behaviours among nurses.  

Rationale and Gap 

Bullying threatens nurses’ mental health, retention, and patient safety, yet research has 

focused mainly on in-person acts. Digital platforms extend harms via cyberbullying, 

cyberincivility, and online harassment across email, social media, and beyond work hours, shaping 

where, when and how work-based bullying is enacted and experienced. Yet, the literature is 

fragmented across terms, samples, and settings, reflecting conceptual inconsistency and limiting 

organisational recognition, accountability, and response. As a result, digitally mediated bullying 

risks being minimised, individualised, or rendered invisible within existing workplace violence 

frameworks. This integrative review addresses this gap by systematically synthesising current 

evidence on the nature, contexts, and implications of cyberbullying and online harassment 

involving nurses, positioning these behaviours as contemporary extensions of workplace bullying 

rather than discrete or peripheral phenomena. 

  



Aim 

The aim of this literature review was to critically examine and synthesise the current 

evidence on cyberbullying, cyberincivility, and online harassment in which nurses are recipients, 

perpetrators, or participants within professional and public digital contexts. 

Review Question 

“What is known about cyberbullying, cyberincivility, or online harassment in which nurses are 

recipients, perpetrators, or organisational actors? 

Methods 

Design 

This integrative review followed the five-stage methodological framework developed by 

Whittemore and Knafl (2005). This method enabled assessment of study quality, cross-

methodological comparisons, and identification of detailed themes and patterns related to 

cyberbullying, cyberincivility, and online harassment in nursing. By integrating this framework 

into the design, findings were targeted towards the generation of practical insights, pinpointing 

research gaps, and delivering evidence-informed recommendations for nursing practice and future 

studies. 

Search Strategy and Time Frame 

A comprehensive literature search was conducted on 3 December 2025 to identify peer-

reviewed literature examining cyberbullying, cyberincivility, or related forms of online 

harassment involving nurses. The search strategy was designed in consultation with established 

integrative review guidance and aligned with PRISMA 2020 reporting standards (Page et al., 

2021). The following search string was applied across all databases: 



(cyberbullying OR cyber bullying OR cyberincivility OR cyber incivility OR 

online harassment OR online bullying) AND nurs* 

NOT (teen* OR adolescen* OR youth OR child OR pediatric) 

This strategy was used to ensure sensitivity to variations in terminology while excluding 

literature focused primarily on children, adolescents, or paediatric populations, which were 

outside the scope of this review. To address terminological heterogeneity, search terms 

encompassed synonymous constructs (e.g., ‘cyberbullying’, ‘cyberincivility’, ‘online 

harassment’), and the team mapped varying labels to a common conceptual category during 

screening.  

Searches were conducted in CINAHL (n = 67 records), MEDLINE (n = 75 records), and 

Embase (n = 500 records). All titles and abstracts were screened for relevance, resulting in 21 

articles retrieved for full-text review. Following full-text assessment against the inclusion and 

exclusion criteria, 9 articles met eligibility requirements and were included in the final synthesis. 

The study selection process is illustrated in the PRISMA 2020 flow diagram (Figure 1). 

  



Figure 1. PRISMA Flow Diagram 
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Inclusion and Exclusion Criteria 

Articles were eligible for inclusion if they focused on cyberbullying, cyberincivility, or 

related forms of online harassment involving nurses, and if nurses constituted the predominant 

population within the study sample. Articles were included when nurses were the primary 

participants or when findings specific to nurses could be clearly identified and extracted from 

mixed healthcare samples. This included studies where nurses and students were both present, 

provided that nurse-identified content could be clearly extracted or the sample was 

predominantly nurses. 

Articles were excluded if student nurses were the primary focus of the research, or if the 

sample consisted predominantly of nursing students without clear differentiation of registered 

nurse experiences. Articles focusing primarily on children, adolescents, or paediatric populations 

were also excluded, in line with the review’s focus on professional nursing practice. The authors 

also excluded grey literature and non-English language publications. Additional exclusions 

applied to studies that did not examine digital or online forms of aggression, did not report 

original empirical findings, or lacked sufficient relevance to nursing practice and workforce 

wellbeing. 

Screening and Selection 

Title and abstract screening were conducted independently by two reviewers (XX & XX) 

to assess relevance against the predefined inclusion and exclusion criteria. Studies that clearly 

did not address cyberbullying, cyberincivility, or online harassment involving nurses were 

excluded at this stage. Full texts of potentially relevant articles were then retrieved and 

independently assessed for eligibility by the same reviewers. Discrepancies regarding inclusion 

were resolved through discussion and consensus, with involvement of a third reviewer (XX) 



where necessary. The screening and selection process resulted in 21 articles reviewed in full text, 

of which 9 met the inclusion criteria and were retained for synthesis.  

Critical Appraisal / Quality Assessment 

Methodological quality of the included studies was appraised using the Joanna Briggs 

Institute (JBI, n.d.) critical appraisal tools, selected according to study design. Appropriate JBI 

checklists were applied for quantitative cross-sectional studies, qualitative studies, quasi-

experimental designs, and text and opinion papers.  

Each study was independently appraised by two reviewers (XX & XX), with items rated 

according to JBI (n.d.) guidance. Appraisal focused on key domains including clarity of research 

aims, appropriateness of study design, sampling strategy, measurement validity and reliability, 

data analysis rigor, and transparency of reporting. Any discrepancies in appraisal ratings were 

resolved through discussion with a third reviewer (XX) to reach consensus. 

Consistent with integrative review methodology, no studies were excluded solely on the 

basis of quality appraisal. Instead, appraisal findings were used to contextualize the strengths and 

limitations of the evidence during synthesis and interpretation. Overall, the included studies 

demonstrated variable methodological quality, with common limitations including cross-

sectional designs, reliance on self-report measures, and inconsistent conceptualization of 

cyberbullying-related constructs. These limitations were considered when interpreting findings 

and identifying gaps in the evidence base. 

Ensuring Rigour 

Methodological rigour and trustworthiness were enhanced by maintaining a 

comprehensive audit trail documenting each decision point in the review process. Dual-

independent reviewer (XX & XX) processes for screening, selection, quality appraisal, and data 



extraction were strictly followed. Regular team discussions facilitated consensus on inclusion 

criteria and quality appraisal to minimise bias, maximise rigour, and maintain transparency in 

decisions. Reflexivity was supported by acknowledging and discussing researcher assumptions 

regarding cyberbullying's impacts and dynamics in nursing throughout analysis meetings. The 

standardised data extraction matrix was piloted on three studies by the review team, refined 

collaboratively, and then applied to the full set of included studies. This step promoted inter-

reviewer consistency and minimised the risk of interpretive bias during data abstraction. 

Data Extraction and Synthesis 

Data were systematically extracted from all included studies using a standardised data 

extraction matrix developed by the review team. Extracted information included author and year, 

country of origin, study design, purpose, sample characteristics, data collection methods, analytic 

approach, key findings, and implications for nursing leadership and practice. The extraction 

matrix was piloted on a subset of included studies to ensure clarity and consistency, with minor 

refinements made before complete data extraction. 

Data extraction was conducted independently by two reviewers (XX & XX), and the 

extracted data were compared for accuracy and completeness. Any discrepancies were resolved 

through discussion and consensus, thereby enhancing reliability and reducing the risk of 

interpretive bias. See Table 1.  

  



Table 1. Data Extraction Matrix 

Author 

& Year 

Countr

y 

Type of 

Article 
Purpose Sample 

Data 

Collection 

Method 

Data 

Analysis 

Key 

Findings 

 

Implications 

for Nurse 

Leaders 

  

Choi 

& 

Park 

(2019) 

South 

Korea 

Quantitative 
cross-

sectional 

Examine 

prevalence 

of face-to-
face 

bullying and 

cyberbullyin
g; test 

organisation

al culture 
effects 

226 clinical nurses 

in tertiary hospitals 

Self-

administered 

questionnair
es (NAQ-R, 

Workplace 

Cyberbullyin
g Scale, 

Organisation

al Culture 
Scale) 

Descriptive 

statistics; 
correlations; 

hierarchical 

regression 

Relation-
oriented 

culture 

predicts 
cyberbullyin

g; bullying 

present at 
meaningful 

levels 

Leaders 

should 

evaluate unit 
culture and 

integrate 

digital 
professionali

sm into anti-

bullying 
strategies  

De 

Gagne 

et al. 

(2019) 

United 

States 

Cross-
sectional 

data-mining 

study 

Describe 
prevalence, 

characteristi

cs, and 
patterns of 

cyberincivili

ty on Twitter 

163 self-identified 
nurses and nursing 

students; 8,934 

tweets 

Data mining 

of Twitter 

SPSS; 

NVivo 

Uncivil 

tweets may 

harm the 
profession’s 

image and 

violate 
ethical 

standards 

Leaders must 

enforce 
social media 

standards, 

integrate 
digital ethics 

education, 

and cultivate 
cybercivility  

Kim & 

Choi 

(2021) 

South 

Korea 

Quantitative 

cross-
sectional 

Identify 

predictors of 

workplace 
cyberbullyin

g 

N = 270 nurses 

from 21 hospitals 

Structured 
paper survey 

(Workplace 

Cyberbullyin
g Scale, F2F 

bullying, job 

stress, self-
esteem, 

subjective 

health) 

Multiple 

regression 

Cyberbullyi

ng predicted 
by face-to-

face 

bullying, 
poor health, 

fewer years 

of 
experience, 

relation-

oriented 
culture  

Integrate 
cyberbullyin

g prevention 

into healthy 
work 

environment 

initiatives; 
prioritise 

early-career 

nurse support 

Kim, 

Song, 

& Lee 

(2020) 

South 
Korea 

Qualitative 

content 

analysis 

Explore 
nurses’ 

experiences 

and 
perceptions 

of 

cyberincivili
ty 

N = 20 clinical 

nurses from 7 

hospitals 

Semi-

structured 
in-depth 

interviews 

Inductive 

content 

analysis 

Cyberincivil
ity marked 

by hierarchy, 

disrespect, 
inefficiency; 

undermines 

morale and 
productivity 

Leaders must 

set 

cybercivility 
standards, 

address 

hierarchical 
communicati

on norms, 

and 
strengthen 

reporting 

systems  

Ma et 

al. 

(2017) 

Taiwan 

Methodologi

cal 

quantitative 

Develop 

Rasch-based 
CAT version 

of NAQ-R; 

classify 
bullying 

prevalence 

N = 963 nurses 
from 3 hospitals 

22-item 
NAQ-R self-

report 

questionnair
e 

Rasch 

modeling; 

CAT 
simulations; 

dimensionali

ty testing 

CAT 

reduced 

response 
burden by 

~60%; 

bullying 
prevalence 

classificatio

n feasible  

Leaders can 

adopt CAT-

based digital 
screening 

tools for 

monitoring 
and 

benchmarkin

g bullying 

Park 

& 

Choi 

(2019) 

South 

Korea 

Quantitative 
cross-

sectional 

Examine 

effects of 

cyberbullyin
g on 

symptoms 

and turnover 
intention 

N = 249 nurses 

across 20 hospitals 

Structured 

surveys 

(Cyberbullyi

ng Tool, 
BSI-18, 

Turnover 

Intention 
Scale, POS 

tool) 

Correlations
; t-

tests/ANOV

A; 
hierarchical 

regression 

Cyberbullyi

ng increases 

symptoms 
and 

turnover; 

low 
organisation

al support 

worsens 
effects  

Leaders must 

monitor 

cyberbullyin

g and 
strengthen 

organisationa

l support as a 
protective 

factor 



Park, 

Cho, & 

Choi 

(2023) 

South 
Korea 

Quasi-

experimental 

pilot 

Evaluate 

mobile-
learning 

cognitive 

rehearsal 
program for 

head nurses 

N = 69 head nurses 

(experimental/cont

rol) 

Pre–post 

questionnair

es; mobile 
video 

intervention 

(Vimeo) 

Homogeneit
y tests; t-

tests; Mann–

Whitney U 
tests 

Improved 

knowledge 

and 
awareness; 

no turnover 

change 

Cognitive 
rehearsal is 

feasible for 

leadership 
development; 

post-training 

support is 
needed  

Pearce 

(2019) 

United 

Kingdo

m 

Commentary 
/ feature 

Examine 

social media 
mobbing 

against 

nurses in 
high-profile 

cases 

Media cases; 

professional 

discussions 

Review of 
media 

reports and 

professional 
discourse 

Narrative 
synthesis 

Nurses 

subject to 
online 

mobbing; 

colleagues 
may amplify 

harm 

Leaders must 

enforce 

social media 
policies, 

publicly 

defend staff, 
and ensure 

psychologica

l safety  

Spence

r, 

Loehr, 

& 

Byrd 

(2023) 

United 
States 

Cross-

sectional 
descriptive 

study 

Define 

cyber-

incivility in 
healthcare 

and examine 

aggressive 
patient 

portal 

messages  

31 patient portal 
messages 

Retrospectiv

e review of 
portal 

messages 

Thematic 
analysis 

Messages 

are 
personally 

targeted and 

may cause 
prolonged 

distress 

Leaders must 

recognise 

patient portal 
incivility as 

workplace 

violence and 
develop 

targeted 

interventions 

 

An inductive thematic synthesis approach was used, whereby extracted findings were 

repeatedly reviewed, coded, and compared across studies. Initial codes were generated directly 

from the data and iteratively refined through constant comparison to identify patterns, 

relationships, and areas of convergence and divergence. Codes were then clustered into higher-

order categories, which were further synthesised into overarching themes that captured the 

nature, contexts, and impacts of cyberbullying and cyberincivility involving nurses. Throughout 

synthesis, methodological differences and study quality were considered to ensure that findings 

were interpreted within their respective contexts. An audit trail was maintained to document 

analytic decisions and theme development, supporting transparency and rigour. Synthesis was 

critically designed to generate a conceptually coherent understanding of cyberbullying as a 

digitally mediated extension of workplace bullying in nursing, while also identifying gaps in the 

current evidence base and implications for leadership, policy, and future research. 

  



Results 

Study Characteristics 

The integrative review included nine articles published between 2017 and 2025.  These 

included scholarly works on cyberbullying, cyberincivility, and related forms of digital 

aggression. Designs were predominantly quantitative cross-sectional, alongside qualitative, 

quasi-experimental, methodological quantitative, data-mining, and commentary-based 

approaches.  

Of note, the included articles were geographically concentrated. Most studies were 

conducted in South Korea, with fewer from the United States, Taiwan, and the United Kingdom. 

Samples ranged from small qualitative interview groups to large quantitative surveys and digital 

content analyses of nurses’ online activity, including thousands of social media posts generated 

by self-identified nurses in public digital spaces. Samples included clinical nurses, nurse leaders, 

and nurses identifiable within professional or public-facing online platforms.  

Terminology and conceptualisation varied notably across the literature, with 

cyberbullying described as a) cyberincivility, b) online harassment, or c) digital aggression. 

Despite this variation, all studies examined harmful digitally mediated behaviours associated 

with psychological, professional, and organisational consequences. Overall, the literature 

consistently highlighted issues of power, workplace culture, mental health, and workforce 

outcomes. 

Synthesis 

The research team identified five themes that describe patterns in nature, contexts, and 

consequences of cyberbullying and cyberincivility involving nurses. Cyber-aggression emerged 

not as an isolated digital behaviour, but as a structurally embedded extension of workplace 



bullying, shaped by organisational culture, professional hierarchies, and contemporary 

communication technologies. See Table 2.  

  



Table 2. Thematic Mapping of Articles 

Main Theme Definition Subthemes  Supporting Data 

 

1. Cyber-Aggression 

is Widespread and 

Multimodal 

 
Cyberbullying and cyber-incivility 

are prevalent across clinical 

communications, organisational 
systems, and public-facing 

platforms, impacting nurses in 

both personal and professional 
contexts. 

 
a. Multiple Digital Channels 

Aggression occurs via patient 

portals, workplace messaging, 
email, and social media. 

 

b. Normalized Hostility 
Digital incivility is often 

treated as routine rather than 

recognized as workplace 
violence. 

 
Patient and family aggression 

surfaced through hostile portal 

messages (Spencer et al., 
2023).  

 

Nurses and students posted or 
encountered uncivil content on 

Twitter (De Gagne et al., 

2019).  
 

Surveys show cyberbullying is 

widely experienced in clinical 
settings (Choi & Park, 2019; 

Kim & Choi, 2021). 

  
 

2. Organisational 

Culture and Power 

Dynamics Drive 

Digital Aggression 

 

Structures of hierarchy, cultural 

norms, and patient–provider 
power asymmetries shape both the 

occurrence and the expression of 

cyberbullying. 

 

a. Cultural Predictors of 

Cyberbullying  
Relation-oriented culture is 

linked to higher rates of digital 

bullying. 
 

b. Hierarchical Digital 

Communication  
Power is asserted through 

tone, directives, inattention, or 

disrespect in messages.  
 

c. Power Asymmetry With 

Patients 

Digital platforms amplify 

patient power to direct 

hostility toward nurses without 
consequences. 

  

 

Relation-oriented culture 

predicted cyberbullying (Choi 
& Park, 2019; Kim & Choi, 

2021). 

 
Nurses described hierarchical 

disrespect in digital 

communication (Kim, Song, & 
Lee, 2020).  

 

Patient portals enabled 
personalized hostility toward 

nurses (Spencer et al., 2023).  

Public cases illustrated social-
media “mobbing” amplified by 

professional hierarchies 

(Pearce, 2019).  

 

3. Cyber-Aggression 

Causes Significant 

Psychological and 

Occupational Harm 

 
Digital hostility leads to emotional 

distress, somatic symptoms, 

burnout, turnover intention, and 
threats to nurses’ professional 

identity and safety. 

 
a. Emotional Distress and 

Trauma Symptoms  

Anxiety, fear, sadness, 
rumination, and impaired 

coping.  

 
b. Identity and Professional 

Reputation Threats 

Public or workplace cyber-
attacks undermine confidence 

and credibility.  

 
c. Negative Workforce 

Outcomes Increased turnover 

and decreased organisational 
support or commitment. 

 
Cyberbullying increased 

symptom burden and turnover 

intention (Park & Choi, 2019).  
 

Distress from patient portal 

hostility can last longer than 
physical injuries (Spencer et 

al., 2023).  

 
Uncivil tweeting damaged the 

profession’s public image and 

ethical standing (De Gagne et 
al., 2019).  

 

4. Blurred 

Boundaries Between 

Personal and 

Professional Digital 

Identity 

 

Online platforms collapse public 
and private spheres, exposing 

nurses to dual risks: ethical 

scrutiny of their own posts and 

vulnerability to public hostility. 

 

a. Professional Exposure in 

“Personal” Spaces  

Nurses’ posts are interpreted 

as professional 

representations, even when 

intended privately.  

 
b. Public Exposure and Viral 

Mobbing  

Social media magnifies risk 
through rapid, large-scale 

attacks. 

 

Nurses posted profanity, 
discriminatory remarks, sexual 

content, and patient-related 

comments from identifiable 

accounts, threatening 

professionalism (De Gagne et 

al., 2019).  
 

High-profile mobbing events 

showed how nurses become 
targets in public ethical 

controversies (Pearce, 2019).   



 
c. Unclear Online Norms 

Ambiguity about what is 

“appropriate” digital behavior 
contributes to vulnerability.  

 

5. Leadership Action, 

Education, and Policy 

Are Essential for 

Prevention and 

Response 

 

Effective mitigation of 

cyberbullying and cyber-incivility 
requires coordinated leadership 

strategies spanning policy, 

education, culture change, and 
psychosocial support. 

 

a. Digital Professionalism & 

Cybercivility Training  
Education on ethical 

communication, boundary 

management, and respectful 
online conduct.  

b. Intervention and Skills 

Training  
Tools such as cognitive 

rehearsal help leaders 

recognize and intervene in 
cyberbullying. 

c. Institutional Advocacy and 

Psychological Safety 
Organizations must protect 

staff, address aggression, and 

publicly defend employees 
facing online attacks. 

 

Cognitive rehearsal improved 

leader knowledge and 
perceptions of cyberbullying 

(Park, Cho, & Choi, 2023).  

 
Leaders must identify patient-

portal cyber-incivility as 

workplace violence (Spencer et 
al., 2023).  

 

Institutions must enforce 
professional digital standards 

and protect privacy (De Gagne 

et al., 2019).  

  



Cyber-Aggression Is Widespread and Multimodal 

Cyberbullying and cyberincivility were consistently reported across multiple digital 

platforms, indicating that aggression is not confined to a single medium. Examples included 

occurences across email, workplace messaging systems, patient portals, and public social media 

spaces (multiple digital channels) (Choi & Park, 2019; Park & Choi, 2019; Spencer et al., 2023). 

Cyberbullying occured at meaningful prevalence levels among nurses and frequently co-existed 

with face-to-face bullying, reinforcing its integration into everyday clinical environments (Choi 

& Park, 2019; Kim & Choi, 2021). 

Hostile digital interactions were often normalised and treated as routine aspects of 

nursing work rather than recognised as workplace violence (normalised hostility). Patient portal 

analyses revealed repeated hostile and personalised messages from patients or family members 

(Spencer et al., 2023). Social media studies likewise demonstrated that nurses encounter (and in 

some cases participate in) uncivil exchanges in public digital spaces where they are identifiable 

as health professionals (De Gagne et al., 2019). 

Organisational Culture and Power Dynamics Drive Digital Aggression 

 Across the selected works, cyberbullying was closely linked to organisational culture, 

hierarchical structures, and power asymmetries (Choi & Park, 2019; Kim & Choi, 2021). 

Quantitative evidence identified relation-oriented workplace cultures as predictors of 

cyberbullying, suggesting that norms emphasising harmony and cohesion may suppress reporting 

and normalise covert digital aggression (cultural predictors of cyberbullying) (Choi & Park, 

2019; Kim & Choi, 2021). 

Likewise, power was found in the literature to be enacted through digital communication 

via tone, directives, inattention, delayed responses, exclusion, and strategic silence (hierarchical 



digital communication), reinforcing professional hierarchies and limiting opportunities for 

resistance (Kim et al., 2020; Pearce, 2019). Patient-facing technologies further amplified these 

dynamics, enabling patients or family members to direct sustained and personalised hostility 

toward nurses with limited organisational accountability (power asymmetry with patients) 

(Spencer et al., 2023). High-profile cases of social media “mobbing” demonstrated how 

professional hierarchies and organisational silence can further intensify harm (Pearce, 2019). 

Cyber-Aggression Causes Significant Psychological and Occupational Harm 

Exposure to cyberbullying was associated with substantial psychological distress, 

including anxiety, fear, rumination, emotional exhaustion, trauma-like responses, and somatic 

symptoms (emotional distress and trauma symptoms) (Park & Choi, 2019; Spencer et al., 2023). 

The literature demonstrated associations between cyberbullying and increased symptom burden, 

reduced perceived organisational support, and heightened turnover intention (negative workforce 

outcomes) (Kim & Choi, 2021; Park & Choi, 2019). 

Digital aggression was also described as particularly harmful due to its persistent and 

replayable nature, with some nurses reporting distress that lasted longer than the impact of 

physical injuries or face-to-face incidents (Spencer et al., 2023). Public cyber-attacks and 

ongoing workplace digital hostility further undermined nurses’ professional identity, confidence, 

and sense of legitimacy (identity and professional reputation threats), contributing to 

disengagement, withdrawal from digital spaces, and intentions to leave the profession (De Gagne 

et al., 2019; Kim et al., 2020; Pearce, 2019). 

  



Blurred Boundaries Between Personal and Professional Digital Identity 

The collapse of boundaries between personal and professional digital spaces emerged as a 

prominent theme across studies (Kim et al., 2020; Pearce, 2019). Nurses’ online activity was 

frequently interpreted as professional representation, exposing individuals to ethical scrutiny, 

reputational harm, and disciplinary risk even when content was shared outside formal work 

contexts (professional exposure in “personal” spaces) (De Gagne et al., 2019; Pearce, 2019). 

Social media platforms facilitated rapid amplification of criticism, enabling large-scale attacks in 

which nurses became targets of collective moral judgment (public exposure and viral mobbing) 

(Pearce, 2019). Ambiguity regarding acceptable online behaviour further heightened 

vulnerability (unclear online norms), leading nurses to self-censor, disengage from digital 

spaces, or withdraw from professional online participation as protective strategies (De Gagne et 

al., 2019; Kim et al., 2020). 

Leadership Action, Education, and Policy Are Essential for Prevention and Response 

Across the literature, effective responses to cyberbullying were framed as organisational 

and leadership responsibilities rather than individual coping issues (Choi & Park, 2019; Kim & 

Choi, 2021; Pearce, 2019). Educational interventions focused on digital professionalism and 

cybercivility emphasised ethical communication, boundary management, and respectful online 

conduct (digital professionalism and cybercivility training) (De Gagne et al., 2019). 

Intervention evidence demonstrated that cognitive rehearsal training improved leaders’ 

awareness, knowledge, and recognition of cyberbullying behaviours (intervention and skills 

training), supporting earlier and more confident responses (Park, Cho, & Choi, 2023). Authors 

consistently highlighted the need for healthcare organisations to explicitly identify cyber-

incivility as workplace violence and to implement clear policies, reporting pathways, and 



psychosocial supports (institutional advocacy and psychological safety) (Choi & Park, 2019; 

Park & Choi, 2019; Spencer et al., 2023). Visible leadership advocacy and institutional 

protection, including public defence of staff where appropriate, were identified as critical for 

disrupting normalisation and fostering psychological safety in increasingly digital nursing work 

environments (Pearce, 2019). 

Discussion 

These findings reinforce the position that cyberbullying and cyberincivility are not 

discrete or novel phenomena, but digitally mediated extensions of long-standing patterns of 

workplace incivility and bullying in nursing. As demonstrated across the reviewed studies, 

cyber-aggression reflects dynamics already well documented in nursing work environments, 

including power asymmetries, organisational silence, and the normalisation of harm, now 

enacted through digital communication channels. Jackson, Usher, and Cleary (2024) 

conceptualise incivility as insidious, cumulative, and systemically embedded, often minimised 

because of its subtlety yet profoundly damaging over time. This framing is particularly 

instructive for understanding cyber-aggression, which may be dismissed as trivial, informal, or 

outside organisational responsibility despite its capacity to reproduce and intensify harm, and 

affect workplace interactions. 

The present synthesis shows that cyber-aggression operates through these same 

mechanisms, while amplifying harm via digital affordances such as persistence, visibility, and 

boundary collapse. Hostile emails, exclusionary messaging practices, and public online shaming 

function as contemporary tools through which professional hierarchies and power relations are 

enacted, frequently beyond the temporal and spatial limits of the workplace. In this sense, digital 

platforms do not neutralise incivility; rather, they intensify its reach, durability, and 



psychological impact, while simultaneously obscuring accountability and organisational 

responsibility. This supports calls to conceptualise cyberbullying within existing frameworks of 

workplace violence and incivility, rather than treating it as an individualised or technologically 

exceptional problem (Jackson et al., 2024). 

This review also extends Cleary, Hunt, and Horsfall’s (2010) work on bullying in nursing 

by illustrating how classic bullying dynamics, including power imbalances, organisational 

silence, and fear of reprisal, are reproduced in digital spaces. Cleary et al. (2010) emphasised that 

bullying is sustained not merely by individual perpetrators, but by organisational cultures that 

tolerate, reward, or fail to disrupt harmful behaviour. Recent empirical evidence reinforces this 

organisational account, demonstrating that nurse managers’ leadership practices shape 

organisational climate in ways that can either mitigate or intensify bullying behaviours (Peng et 

al., 2024). Consistent with this perspective, the studies synthesised in this review indicate that 

cyberbullying is more likely to emerge and persist in contexts characterised by ambiguous 

policies, weak leadership responses, blurred professional boundaries, and the normalisation of 

harm as “part of the job.” 

The digitalisation of communication further appears to obscure accountability, enabling 

covert aggression through delayed responses, selective visibility, surveillance, and exclusion. 

Patterns of reluctance to report cyber-aggression mirror longstanding underreporting documented 

in traditional bullying literature, but are intensified by the ambiguity, deniability, and 

jurisdictional uncertainty that characterise digital communication. These dynamics reinforce the 

inadequacy of individualised coping or resilience-based responses, instead pointing to the need 

for organisational, policy-level, and leadership-driven interventions. This is consistent with 

evidence that ‘choice to voice’ is non-linear and constrained by fear of repercussions, belonging, 



and leadership response (Phillips et al., 2025). Framing cyberbullying as an extension of 

workplace bullying therefore underscores the ethical and managerial responsibility of healthcare 

organisations to address digitally mediated harm with the same seriousness as face-to-face 

violence a position that aligns with both earlier nursing scholarship on bullying as a systemic 

problem (Cleary et al., 2010) and more recent evidence linking leadership practices and 

organisational climate to the persistence of bullying behaviours (Peng et al., 2024).. 

While prior nursing literature has clearly established the psychological toll of incivility 

on nurses, Alsadaan et al. (2024) provide important empirical evidence that extends these harms 

to patient engagement and health outcomes. Their cross-sectional findings demonstrate a 

cascading relationship in which nursing incivility is associated with increased nurse stress, 

reduced patient engagement, and poorer outcomes such as medication adherence, readmission 

rates, and patient satisfaction. These findings lend quantitative support to the present review’s 

thematic synthesis, suggesting that digitally mediated aggression including cyber-aggression is 

not solely an occupational wellbeing issue but has implications for patient safety and quality of 

care. When nurses experience persistent digital hostility, particularly outside working hours or in 

public online spaces, the resulting cognitive load, emotional exhaustion, and disengagement may 

compromise relational care, advocacy, and therapeutic presence. This pathway illustrates how 

workplace mistreatment operates indirectly yet powerfully through nurse wellbeing to shape 

patient experience and outcomes reinforces the argument that workplace mistreatment, including 

cyber-incivility, should be understood as a structural and organizational threat to care quality, 

rather than an individual interpersonal problem. 

Cao et al. (2025) further demonstrate that social media discourse about violence against 

nurses is structurally and thematically distinct from news reporting, foregrounding interpersonal 



conflict, bullying, and leadership dynamics rather than primarily externalised accounts of patient 

assault. This reinforces the argument that digital spaces do not simply “report” workplace 

mistreatment but can operate as environments where organisational hierarchies, blame, and 

silencing are reproduced and intensified through visibility, virality, and weakened accountability 

(Cao et al., 2025). 

Limitations 

Several limitations warrant consideration. First, the included studies were geographically 

concentrated. Organisational hierarchies, communication norms, reporting practices, and cultural 

attitudes toward authority differ across healthcare systems. In particular, relation-oriented 

organisational cultures and high power-distance contexts may shape both the expression and 

reporting of cyber-aggression. As such, transferability of findings to other national and 

regulatory contexts should be interpreted cautiously. Greater geographic diversity in future 

research is required to determine whether observed patterns reflect global phenomena or context-

specific dynamics. 

Second, the methodological profile of the evidence base was heavily weighted toward 

cross-sectional survey designs. While these studies provide important prevalence data and 

correlational insights, they limit causal inference and do not permit examination of temporal 

dynamics or long-term outcomes. The predominance of descriptive and correlational designs 

indicates that this field remains methodologically emergent, with limited evidence regarding 

effective prevention or system-level interventions. 

Third, although the search spanned nine years (2017–2025), only nine studies met 

inclusion criteria. This relatively small yield likely reflects both the emerging nature of research 

on digitally mediated aggression in nursing and ongoing conceptual fragmentation across terms 



such as cyberbullying, cyberincivility, and online harassment. Terminological inconsistency may 

have constrained indexing and retrieval, and the dispersed conceptualisation of digital aggression 

within broader workplace violence literature may obscure relevant studies. Such a limited 

number of eligible studies suggests a need for clearer conceptual definitions and more sustained 

empirical investigation. 

Fourth, the review was restricted to English-language, peer-reviewed publications. This 

may have excluded relevant studies published in other languages and limited insight from non-

Anglophone healthcare systems. The exclusion of grey literature, policy documents, and 

organisational reports may also have omitted emerging institutional responses and practice 

innovations. Additionally, studies focused primarily on nursing students were excluded to 

maintain a clear focus on professional practice. While methodologically justified, this decision 

may limit understanding of early-career exposure trajectories and the transition of digital 

aggression patterns from educational to professional settings. 

Finally, sample characteristics across included studies were relatively homogeneous. 

Most articles focused on hospital-based settings and thereby provided limited representation of 

community, primary care, or non-acute settings. Where reported, samples were predominantly 

female. While consistently reflecting contemporary nursing workforce demographics, the 

imbalance limits exploration of gendered differences in the experiences of digital aggression.  

Nursing Implications 

Cyberbullying and cyberincivility must be recognised explicitly as forms of workplace 

violence, including when they occur in social media or other digital spaces, and regardless of 

whether they are perpetrated by colleagues, patients or members of the public. Employing 

organisations should move beyond reliance on  informal coping and individual resilience and 



implement clear policies, streamlined reporting processes, and robust legal and organizational 

protections for nurses affected. 

Nurse leaders are central to preventing normalisation of bullying and should be trained to 

identify, address, and support nurses experiencing digital abuse as a systemic and occupational 

health issue, rather than an interpersonal conflict. Leadership programs should include learning 

about digital professionalism, cybercivility, and cognitive rehearsal strategies that equip leaders 

to intervene early and visibly. Organisations must make visible their support for nurses who are 

targeted online, including public institutional advocacy and explicit condemnation of abuse, 

where appropriate, to foster psychological safety and trust.  

Nursing curricula should integrate digital ethics, boundary setting/management, and 

professional identity formation at undergraduate and postgraduate levels reflecting the realities of 

contemporary digitally mediated nursing work. Finally, workforce wellbeing and mental health 

initiatives must explicitly acknowledge cyberbullying as a contributor to stress, burnout, and 

turnover and offer targeted, trauma-informed supports to address digitally mediated harm.  

Conclusion 

Cyberbullying and cyberincivility are common and harmful extensions of workplace 

bullying in nursing. They occur across digital platforms in ways that extend exposure beyond the 

physical workplace, blur professional boundaries, and reinforce existing power imbalances. The 

evidence shows clear consequences for nurses’ mental health, professional identity, and decisions 

to remain in the workforce, confirming that cyber-aggression is a form of workplace violence 

rather than an individual or minor issue. Although awareness of the problem is increasing, the 

evidence base remains fragmented and limited, with few theory-informed, organizationally 

embedded or evaluated interventions. Addressing cyberbullying in nursing therefore requires 



coordinated, system-level action across leadership, education, policy, and research. These efforts 

are essential to protecting nurse wellbeing, upholding professional integrity, and ensuring safe, 

ethical patient care in increasingly digital healthcare environments. 
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