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ABSTRACT

As digitalization accelerates across the global economy, small and medium enterprises (SMEs) face increasing exposure to

cybersecurity threats, not due to flaws in external platforms, but because of internal organizational vulnerabilities. This paper

presents a conceptual framework that integrates the resource-based view (RBV) and dynamic capabilities theory (DCT) to

explore how SMEs can strategically enhance their cyber resilience. We reconceptualize fraud risk management (FRM), forensic

accounting (FA) and cyber-aware organizational culture as strategic resources that, when systematically integrated, enable

dynamic capabilities for cyber resilience. These resources support organizational processes to sense emerging threats, seize

response opportunities and reconfigure defencive capabilities in resource-constrained environments. By shifting the focus from

technology-centric models to capability-driven strategies, this framework positions cybersecurity as a strategic asset, essential

for sustaining operational continuity, safeguarding reputation and enhancing competitive advantage. The framework offers

theoretical insights and practical guidance for SME leaders, policymakers and practitioners navigating cybersecurity challenges

in resource-constrained environments.

1 | Introduction

Small and medium enterprises (SMEs) are central to economic
prosperity worldwide, serving as critical drivers of employment,
innovation and regional development. Globally, SMEs account for
over 90% of all businesses and provide more than half of the
employment opportunities, playing a particularly crucial role in
both emerging and advanced economies (Petzold et al. 2019; Ribau
et al. 2018). In the United Kingdom and the United States, SMEs
account for 99.9% of the business population, contributing 63% of
private-sector employment and 97.3% of total exports, respectively
(Office of National statistics 2023; US Chamber of Com-
merce, 2024). Their vital contributions extend to other countries
such as Germany, Canada and Nigeria, where SMEs anchor
innovation ecosystems, drive inclusive growth and support socio-
economic advancement (Deutschland 2023; Obi et al. 2018).

Despite their size and agility, SMEs face distinctive operational
challenges, particularly in the digital era (N. Khan et al. 2025;
Verma and Shri 2025). Digitalization has enabled SMEs to
enhance market access, streamline operations and embrace
remote business models, yet it has also significantly increased
their exposure to cyber threats (Rachinger et al. 2019; Perano
et al. 2023; Gaspar et al. 2025). Although many SMEs rely on
secure third-party cloud platforms with robust security archi-
tecture, the primary source of their vulnerability is not flaws in
these external platforms but rather internal organizational
weaknesses (Al-Mutawa and Saeed Al Mubarak 2024; Inno-
mesanghan et al. 2025). The contemporary threat landscape,
characterized by advanced persistent threats, Al-driven phish-
ing schemes and sophisticated ransomware attacks, continues to
evolve rapidly (Le et al. 2024; Falch et al. 2023; Wilson and
McDonald 2025).
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A recent UK report from a BT study shows that SMEs face a rise
in cyberattacks, with an average cost of £7960 to recover from a
breach, indicating a 67% increase (Williams 2025). The report
also highlights that about 39% of SMEs in the UK have not
provided cybersecurity training to staff, despite the growing
frequency and severity of cyberattacks. Rawindaran et al. (2023)
argue that SMEs often lack the resources and expertise to pro-
tect themselves, their systems adequately and their data, thereby
making them more vulnerable to attacks. This means that SME
owners and employees are heavily focused on day-to-day oper-
ations, making cybersecurity one of the least prioritized items
on their list (Rawindaran et al. 2023; Reed 2024). According to
the DSIT - Department for Science and Innovation and Tech-
nology (2025) report, one in four businesses (approximately
612,000), accounting for 43% of UK businesses, reported a
cybersecurity breach or attack in the past 12 months. Recent
studies have identified phishing and ransomware as the most
prevalent and disruptive attack types (Ali et al. 2025; Awan and
Alam 2025). Further research highlighted that these attacks are
time-consuming due to their volume, with the report empha-
sizing the need for additional staff training (Le et al. 2025;
Ungureanu et al. 2024). Wilson and McDonald (2025) empha-
sized that SMEs have erroneously favoured technical and third-
party solutions over training and internal policies. Thus, taking
a singular view, focusing mostly on technical aspects and
ignoring contextual factors, may not reveal the true picture
(Arroyabe et al. 2024).

These attack vectors specifically exploit SME vulnerabilities,
such as misconfigured security settings, human error and
insufficient employee awareness. Could computing and remote
work have heightened the risks SMEs face (Reed 2024; Tiiren
et al. 2025)? In addition, although SMEs increasingly engage in
secure API-based data exchanges, reducing some direct risks,
they remain vulnerable due to their integration within broader
digital supply chains (Tiiren et al. 2025). A breach in one part-
ner can propagate through interconnected systems (Wilson
et al. 2023; Renaud and Ophoff 2021). This can expose even
well-defended organizations to collateral risk (Le et al. 2025;
Ungureanu et al. 2024; Wilson and McDonald 2025). This un-
derscores the critical need for SMEs to build internal capabilities
that go beyond perimeter security to include behavioural, cul-
tural and financial resilience, essential for navigating this
complex environment. This paper builds on the thesis that the
risk lies not in platform architecture but in SME-specific
practices.

Cybersecurity has traditionally been conceptualized as a tech-
nical problem solved through firewalls, antivirus software and
intrusion detection systems (Ali et al. 2025; Algamdi et al. 2025).
Although essential, these measures often fail to address the
organizational, behavioural and financial dimensions of cyber
resilience. SMEs require an integrative perspective that embeds
cybersecurity into the core of their strategic and operational
fabric. This paper reframes cybersecurity assurance for SMEs
through the dual theoretical lenses of the resource-based view
(RBV) and dynamic capability (DC) theory.

RBV posits that firms gain a competitive advantage by effec-
tively deploying internal resources that are valuable, rare,
inimitable and nonsubstitutable (VRIN) (Barney 2001). These

resources may include organizational knowledge, culture, pro-
cesses and technical competencies. In parallel, DC theory ex-
plains how firms survive and thrive in volatile environments by
developing capabilities that enable them to sense threats and
opportunities, seize them effectively and reconfigure internal
assets accordingly (Teece 2009; Teece 2018a, 2018b). By inte-
grating these perspectives, SMEs can move beyond static,
compliance-based cybersecurity to adopt adaptive, resource-
anchored strategies that support long-term resilience.

In this conceptual framework, this research argues that SMEs
can build cyber resilience by developing and strategically inte-
grating three interrelated strategic resources: fraud risk man-
agement systems, forensic accounting expertise and a cyber-
aware organizational culture. When coordinated through
higher-order organizational routines, these resources collec-
tively enable dynamic capabilities (i.e., the capacity to sense
emerging threats, seize opportunities to mitigate risks and
continuously reconfigure internal controls) (Teece 2007;
Teece 2018a, 2018b). Together, these elements equip SMEs to
not only defend against cyber threats but also to adapt and
evolve in response to an increasingly hostile digital environ-
ment. Previous findings suggest that internal factors related to
human behaviour and financial controls are repeatedly high-
lighted as critical vulnerabilities. For instance, many SME
breaches involve elements of fraud or misuse (internal or
external) and failures in internal controls (Abdul Mumin
et al. 2024; Wilson and McDonald 2025; Zainal et al. 2022); thus,
fraud risk management becomes a natural cornerstone of cyber
resilience. Moreover, human factor addressed through organi-
zational culture and awareness has been widely documented as
a leading cause of security failures (lack of awareness has been
linked to phishing successes) (Ghaderi et al. 2024; Wilson and
McDonald 2025), including SME leaders underestimating cyber
risks (Zwilling et al. 2022). This paper further argues that a
cyber-aware culture can foster employee awareness, which can,
in turn, reduce human errors. Furthermore, forensic account-
ing, as a specialized investigative function, has increasingly
been identified as a tool for wuncovering cyber-fraud
(Awolowo 2019).

Fraud risk management (FRM) refers to the systems, protocols
and practices an organization uses to identify, assess and miti-
gate the risks of financial fraud. Positioned as a structural
resource, FRM is crucial for SMEs navigating cybersecurity
threats, which often overlap with or lead to financial mis-
reporting, unauthorized transactions or internal collusion
(Bozkus Kahyaoglu and Caliyurt 2018; Abdul Mumin
et al. 2024). The ability to design and sustain fraud risk controls,
such as internal audits, access restrictions and incident moni-
toring, forms the foundation of SME cybersecurity assurance.
Unlike passive risk assessments, FRM mechanisms foster a
culture of accountability, procedural rigour and early warning,
all of which are vital in detecting and responding to cyber-fraud
incidents before they escalate.

Forensic accounting (FA) is the second pillar of our framework.
This specialized discipline applies accounting, investigative and
legal expertise to identify financial irregularities and support
litigation or internal investigations. Although forensic ac-
counting may traditionally be viewed as an operational
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capability, in this context, it transcends routine activities and
instead exemplifies a dynamic capability. Dynamic capabilities
enable firms to adapt to environmental uncertainty by devel-
oping higher-order competencies that sense, seize and recon-
figure internal processes in response to emerging challenges
(Teece 2018a, 2018b). FA embodies these principles by detecting
latent financial threats (sensing), initiating investigative re-
sponses (seizing) and redesigning internal control structures
post-incident (reconfiguring).

Moreover, integrating forensic accounting into cybersecurity re-
sponses goes beyond predefined procedures or static rule-
following. It involves judgment, real-time investigation and
cross-functional collaboration that adapts to the complexity and
novelty of each incident. In SMEs, where resource constraints
heighten the stakes of cyber incidents, the ability to dynamically
deploy forensic skills becomes an organizational differentiator
(Arroyabe et al. 2024; Rawindaran et al. 2023). This agility and
capacity for organizational learning are the hallmarks of dy-
namic, rather than ordinary capabilities (S. Ahmad et al. 2025).
Thus, forensic accounting functions not merely as a support ac-
tivity but as a strategic enabler of adaptive cyber resilience
(Awolowo 2019; Daraojimba et al. 2023). As a specialized inves-
tigative function, forensic accounting can help SMEs to better
detect and respond to breaches that evade automated tools.

The third element, cyber-aware organizational culture, func-
tions as a valuable and inimitable resource (Algamdi et al. 2025;
Zwilling et al. 2022). Culture shapes how individuals within the
organization perceive, prioritize and act upon cybersecurity
threats. In SMEs, where leadership is often centralized and
informal communication channels dominate, culture is both a
risk and an opportunity. A cyber-aware culture ensures that
employees are trained to recognize phishing attempts, report
anomalies, comply with security protocols and champion a
proactive cyber mindset (Wilson and McDonald 2023; Akter
et al. 2022). According to COSO (2019), governance and culture
form the bedrock of effective enterprise risk management. In
practice, this means that leadership must consistently reinforce
the importance of cybersecurity, embed it into performance
evaluations and allocate resources that enable awareness-
building and behavioural change.

Together, these three elements form a synergistic internal ar-
chitecture that aligns with both the resource-based view (RBV)
and dynamic capabilities (DC) principles. Fraud risk manage-
ment contributes structure and compliance mechanisms;
forensic accounting introduces responsiveness, expertise and
investigative agility; and cyber-aware culture fosters shared re-
sponsibility and vigilance. Importantly, these internal factors are
not externally imposed but emerge from within the SME's
resource environment, making them more sustainable and
contextually relevant. This integration represents a shift from
technology-centric cybersecurity approaches to people- and
capability-driven strategies.

Moreover, each of the three core elements presented in this
paper aligns with one of the core dynamic capability processes:
sensing, seizing and reconfiguring (Teece 2007), thereby
covering a comprehensive adaptive cycle. In other words, these
components collectively enable SMEs to sense threats (through

forensic analysis of anomalies), seize opportunities to mitigate
risk (through robust fraud risk management processes) and
reconfigure/transform the organization (through cultivating
cyber-aware cultures that learn and evolve) (Arndt et al. 2022;
Bleady et al. 2018; Doherty and Terry 2013). This theoretical
lens guided the inclusion of the three elements and, though
important, the exclusion of others such as traditional security
measures (firewalls, access controls), which are technical re-
sources that SMEs can acquire off-the-shelf. This paper focuses
on higher order internal factors that SMEs must develop and
coordinate internally. Hence, this paper emphasizes an inte-
grative fraud-control process, a culture of security and investi-
gative capability. These components have been selected because
first evidence shows they address the most prevalent internal
weaknesses of SMEs (S. Ahmad et al. 2025; Arroyabe et al. 2024;
Al-Mutawa and Saeed Al Mubarak 2024; Wilson and McDo-
nald 2025) and secondly, together, they correspond to a holistic
dynamic capability to sense, respond and adapt to cyber threats
(Helfat and Peteraf 2015; Jin et al. 2024; Teece 2007; Wang and
Ahmed 2007).

This paper positions cybersecurity assurance as a strategic
imperative for SME resilience and competitiveness in the digital
economy. It addresses the following research questions:

What strategic resources do SMEs need to develop, and how
must these resources be integrated to enable dynamic capabil-
ities for sensing, seizing and reconfiguring against cyber threats?

How do fraud risk management, forensic accounting and cyber-
aware culture interact to enhance an SME's cybersecurity
assurance, and how can these be integrated within a dynamic
capabilities’ framework?

What actionable strategies can SME managers implement to
develop these capabilities (fraud risk management, forensic
accounting, cyber-aware culture) under typical resource con-
straints, and what benefits can be expected?

The motivation for this study arises from the increasing
vulnerability of SMEs to sophisticated cyberattacks and the
limitations of conventional, purely technical cybersecurity
models (Ali et al. 2025; Algamdi et al. 2025; N. Khan et al. 2025;
Verma and Shri 2025). Despite their vital role in global econo-
mies, SMEs remain disproportionately under-resourced and
underprepared for cyber incidents. Although much of the
existing literature focuses on large enterprises and technical
defences, this study explores a novel framework that concep-
tualizes cybersecurity assurance as a strategic function
embedded in behavioural, financial and cultural capacities.

By identifying fraud risk management systems, forensic ac-
counting expertise and cyber-aware culture as strategic re-
sources and by explicating how their integration enables
dynamic capabilities, this study reorients how SME cyberse-
curity is understood from a technology-centric to a capability-
driven model. The framework emphasizes that sustainable
cyber resilience emerges not from possessing individual re-
sources but from developing organizational routines that
orchestrate resources to adapt to evolving threats (Teece 2018a,
2018b) continuously.
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The remainder of this paper is structured as follows: Section 2
examines the theoretical underpinnings of the resource-based
view and dynamic capability perspectives; Section 3 presents
the integrated conceptual framework; Section 4 outlines the
paper's theoretical and practical contributions; and Section 5
concludes with implications for policy and future research
directions.

2 | Theoretical Background and Context
2.1 | The Role of SMEs in the Global Economy

The economic significance of SMEs is multifaceted. They pro-
vide a substantial share of total employment in many countries,
helping to absorb labour in regions where larger firms may have
little to no presence. In Nigeria, for instance, SMEs account for
approximately 96% of all businesses and contribute to 84% of the
country's employment (Obi et al. 2018). This capacity to
generate jobs is crucial, particularly in developing economies,
where high levels of unemployment and underemployment
pose significant social and economic challenges.

Moreover, SMEs are instrumental in driving innovation and
competition. They are often more agile than larger corporations,
enabling them to explore niche markets, experiment with new
business models and adopt cutting-edge technologies. This ca-
pacity for innovation is particularly important in today's fast-
paced economic landscape, where technological advancements
can rapidly shift industry dynamics. SMEs are frequently at the
forefront of innovation, introducing new products and services
that challenge existing market norms and drive economic
progress. In Germany, for instance, SMEs account for 99.3% of
all firms and make significant contributions to innovation, with
many serving as suppliers and partners to larger corporations
across various sectors (Deutschland 2023).

In addition to their role in job creation and innovation, SMEs
make significant contributions to local communities and the
broader economy through their involvement in supply chains.
They often provide goods and services that larger firms require,
creating a ripple effect that stimulates economic activity and
fosters interdependence within local economies. This intercon-
nectedness bolsters local community resilience and enhances
regional economic stability (Sukumar et al. 2023; Savlovschi and
Robu 2011).

However, despite their significant contributions, SMEs face
unique challenges that can hinder their growth and sustainabil-
ity. Access to financing is often cited as one of the most critical
barriers to SME development. Many small businesses struggle to
secure the funding needed to invest in new technologies, expand
operations or enter new markets (Anand 2015; Song 2019; Van
Haastrecht et al. 2021). Traditional financing options, such as
bank loans, may be difficult to obtain due to the perceived risks of
lending to smaller enterprises. Additionally, SMEs may lack the
financial sophistication to navigate complex funding processes or
develop compelling business cases for potential investors (Fer-
reira de Aratijo Lima et al. 2020).

Regulatory burdens also pose significant challenges for SMEs.
Navigating compliance with various regulations can be
resource-intensive and disproportionately affects smaller
firms, which often lack the legal and administrative capabil-
ities of larger organizations (Ferreira de Aradjo Lima
et al. 2020). In some cases, regulatory requirements may
hinder innovation and limit SMEs' ability to adapt quickly to
market changes.

Despite these challenges, SMEs possess inherent strengths that
can be leveraged for success (Walaski 2017). Their smaller size
allows greater flexibility and faster decision-making, enabling
them to adapt to market or consumer preferences more rapidly
than larger organizations. This agility can be a significant
competitive advantage, particularly in industries characterized
by rapid technological advancements or shifting consumer de-
mands (Brustbauer 2016; Walaski 2017).

Furthermore, SMEs often foster strong customer relationships,
providing personalized service and fostering loyalty. This close
connection to their customer base enables them to gain valuable
insights into market trends and consumer preferences, helping
them respond more effectively to evolving demands. By priori-
tizing customer satisfaction and engagement, SMEs can build a
loyal customer base that sustains their operations even in
challenging economic conditions (Ojiambo 2023).

Additionally, SMEs play a crucial role in promoting social and
economic inclusivity. They often serve as a platform for entre-
preneurship and self-employment, providing opportunities for
individuals from diverse backgrounds to start and grow their
businesses. This entrepreneurial spirit contributes to the overall
dynamism of the economy and encourages grassroots innova-
tion. As SMEs grow and adapt, they can empower local com-
munities and contribute to social cohesion by creating jobs and
opportunities for marginalized groups (OECD 2019).

2.2 | Cybersecurity as a Strategic Asset

Cybersecurity has evolved beyond its traditional role as a
defencive mechanism in today's rapidly changing digital land-
scape. It is now recognized as a strategic asset essential for the
sustainability and growth of organizations, particularly small
and medium enterprises (SMEs). This change in thinking un-
derscores the need for SMEs to integrate cybersecurity into their
core business strategy. Doing so can enhance their resilience
against cyber threats and maintain competitive advantages and
growth (Ferreira de Aratjo Lima et al. 2020).

Cybersecurity protects information systems, networks and data
from theft, damage or unauthorized access. Historically, orga-
nizations have approached cybersecurity as a technical chal-
lenge, focusing primarily on implementing firewalls, antivirus
software and other defencive measures (Renaud and Oph-
off 2021). However, this narrow view has proven inadequate
considering the increasing sophistication and frequency of
cyberattacks. SMEs, often perceived as easier targets due to their
limited resources and lack of cybersecurity expertise, must
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adopt a more integrated cybersecurity approach that aligns with
their broader business objectives.

One of the primary reasons for framing cybersecurity as a
strategic asset is its direct impact on business continuity.
Cyberattacks can result in severe disruptions, financial losses
and reputational damage, especially devastating for SMEs with
limited resources. For SMEs, the consequences of a successful
cyberattack can be devastating. Official Statistics.

The DSIT survey 2025 highlights that four in ten (43%) busi-
nesses and three in 10 charities (30%) have reported cyber
breach within the last 12 months (DSIT - Department for Sci-
ence and Innovation and Technology 2025). Therefore, a pro-
active, strategic approach to cybersecurity ensures that
businesses are prepared to address potential threats and can
recover quickly in the event of a breach (Rostami et al. 2015). A
robust cybersecurity framework also contributes to an SME's
market positioning by fostering trust and confidence among
customers, partners and stakeholders. As data privacy concerns
grow, customers are increasingly preferring to engage with
businesses that are committed to safeguarding sensitive infor-
mation. For SMEs, cybersecurity becomes a competitive
advantage that helps build stronger relationships and encour-
ages customer loyalty. By viewing cybersecurity as a strategic
asset, SMEs can differentiate themselves in the market, using
their security posture as a signal of reliability and responsibility
(COSO0 2019).

Moreover, cybersecurity serves as a critical enabler of innova-
tion. As SMEs continue to adopt digital technologies to enhance
their operations, cybersecurity ensures that these innovations
can be implemented safely. Whether introducing new digital
products or expanding into new markets, a strategic cyberse-
curity focus mitigates the risks of digital transformation,
allowing SMEs to innovate without compromising security
(Lloyd 2020). Embracing cybersecurity as a growth enabler
rather than a limitation encourages the integration of new
technologies while maintaining resilience against cyber threats.

For SME:s to fully capitalize on the strategic benefits of cyberse-
curity, it is essential to foster a cyber-aware organizational cul-
ture. Leadership must set the tone by prioritizing cybersecurity
and integrating it into the company's core values. Employee
awareness is equally important, as the workforce plays a vital role
in recognizing and mitigating potential threats. Training pro-
grams that emphasize cybersecurity best practices and encourage
vigilance across all levels of the organization can significantly
reduce vulnerabilities (Wilson and McDonald 2023).

However, SMEs often face challenges in adopting comprehen-
sive cybersecurity strategies due to resource constraints, such as
limited access to financial and technical resources. This is where
a risk-based approach becomes essential. By identifying critical
assets, assessing potential threats and prioritizing mitigation
efforts, SMEs can implement cybersecurity measures that align
with their specific risk profiles and available resources (Ferreira
de Aragjo Lima et al. 2020). This approach allows SMEs to
allocate resources efficiently while remaining resilient against
the most pressing cyber threats.

2.3 | Secure-By-Default Architectures and the
Shift in the Locus of Cyber Risk

Contemporary SMEs increasingly operate on cloud and SaaS
platforms that embed security by default, including automated
patching, encryption and hardened infrastructure. Under the
shared-responsibility model, cloud providers secure the under-
lying infrastructure, whereas customers remain responsible for
identity management, access configuration, data governance
and operational processes (Ross and Pillitteri 2020). Conse-
quently, cyber risk has shifted from infrastructure vulnerabil-
ities towards failures in identity control, system configuration
and human decision-making.

Empirical evidence indicates that most successful breaches now
involve compromised credentials, phishing, misconfigured
cloud services and abuse of legitimate access rather than
exploitation of software flaws in cloud platforms (Verizon 2024).
In API-enabled and supply-chain ecosystems, these organiza-
tional weaknesses are amplified, as trusted digital connections
allow attacks to propagate across partners through authorized
interfaces (Renaud and Ophoff 2021). Cybersecurity assurance,
therefore, depends less on perimeter defence and more on how
organizations regulate permissions, monitor financial and
operational workflows and enforce behavioural compliance.

The proposed framework directly targets this organizational
locus of risk. Fraud risk management governs financial autho-
rization structures, segregation of duties and anomaly detection
in digitally mediated transactions, addressing threats such as
business email compromise and payment redirection fraud
(Abdul Mumin et al. 2024; Bozkus Kahyaoglu and Cal-
iyurt 2018). Forensic accounting enables systematic investiga-
tion of anomalous digital transactions and identification of
control failures that enable cyber-fraud (Awolowo 2019; Dar-
aojimba et al. 2023). Cyber-aware organizational culture shapes
how employees interpret access privileges, comply with
authentication protocols and escalate suspicious activity, which
is critical in identity-centric security environments (Akter
et al. 2022; Zwilling et al. 2022). Together, these mechanisms
operate precisely where modern cloud-based cyber risk mate-
rializes, linking secure-by-default technologies to organizational
dynamic capabilities for sensing, seizing and reconfiguring
(Teece 2007; Helfat and Peteraf 2015).

3 | Conceptual Framework: Integrating Fraud
Risk Management, Forensic Accounting and
Organizational Culture

This study builds on the resource-based view (RBV) and dy-
namic capability (DC) theory to propose a conceptual frame-
work that integrates fraud risk management, forensic
accounting expertise and organizational culture into cyberse-
curity strategies. The framework addresses two critical di-
mensions of competitive advantage: what firms have (RBV) and
what firms do (DC) (Helfat and Peteraf 2015; Teece 2018a,
2018b). According to the RBV, firms can achieve sustained
competitive advantage by developing and leveraging resources
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that are valuable, rare, inimitable and nonsubstitutable (VRIN)
(Barney 2001; Teece et al. 1997).

The framework adopted in this study proposes that fraud risk
management systems, forensic accounting expertise and a
cyber-aware organizational culture qualify as strategic resources
within the RBV. However, as Helfat and Peteraf (2015)
emphasize, resources alone do not constitute capabilities. Re-
sources are assets that firms possess; capabilities are what firms
can do with those assets. Furthermore, Winter (2003) distin-
guishes between ordinary capabilities, routine activities that
enable firms to “make a living” and DCs, higher-order processes
that enable firms to change how they make a living in response
to environmental shifts (Teece et al. 1997). Previous evidence
(e.g., H. Naseer et al. 2024; Pigola and da Costa 2025; Yeow
et al. 2018) indicates that cyber threats are dynamic. Thus, they
require more than static capabilities. This paper adopts a three-
tier conceptual structure grounded in established DC literature:

Tier 1: Strategic resources (RBV foundation): fraud risk man-
agement systems, forensic accounting expertise and cyber-aware
culture are organizational resources. These are assets the firm
possesses that meet VRIN criteria (Pigola and da Costa 2025).
These resources provide the foundational material for cyberse-
curity capability development.

TIER 1: STRATEGIC RESOURCES (RBV)

Organizational assets that are Valuable, Rare, Inimitable, and Non-substitutable

Tier 2: Ordinary capabilities: When routinely deployed, these
resources enable ordinary capabilities, the standardized opera-
tional activities through which SMEs conduct fraud monitoring,
financial investigations and security compliance (Winter 2003).
These are necessary but insufficient for sustained competitive
advantage in dynamic environments.

Tier 3: Dynamic capabilities: DCs emerge when firms develop
higher-order routines that strategically integrate, orchestrate
and reconfigure their resource base in response to environ-
mental changes (Eisenhardt and Martin 2000; Teece 2007). In
cybersecurity contexts, DCs enable SMEs to detect emerging
cyber threats, seize opportunities to mitigate risks and contin-
uously reconfigure defences (Teece 2018a, 2018b).

In this framework (Figure 1), RBV explains why certain cyber-
security resources are strategic (they are valuable, rare and
inimitable), whereas DC theory explains how those resources
are activated, coordinated and recombined to remain relevant in
dynamic environments (Teece 2007; Wang and Ahmed 2007).
Figure 1 illustrates how three strategic resources serve as
foundational inputs that, when strategically integrated through
organizational routines, enable DCs. These capabilities manifest
through three interrelated processes: sensing (detecting
emerging threats through FRM monitoring, FA investigation

Fraud Risk Management
(Structural Resource)

+ Embedded protocols & controls
= Monitoring systems & audits
* Incident response procedures

Forensic Accounting
(Knowledge-Based Resource)
« Investigative expertise
Analytical & forensic skills

« Cross-disciplinary knowledge

Cyber-Aware Culture
(Intangible Resource)

+ Shared security values
+ Behavioral norms & vigilance
« Leadership commitment

TIER 2: STRATEGIC‘INTE‘QRATION & ORCHESTRATION

Managerial coordination l’ransformsfesourcesﬁnxo capablllt es o2

..' [ u:,.« functi \va infati

RECONFIGURING

Adaptive Transformation

¥ FRM control updates \
v FAinsights & leaming 1

¥ Cultural adaptation ‘|

» A
G
/ 0 [ 2]
I
1 SENSING SEIZING
[} Threat Detection Response Mobilization
1
1 ¥ FRM monitoring data ¥ FRM response protocols
1 ¥ FA anomaly analysis ¥ FAinvestigation
l‘ ¥ Cultural vigilance ¥ Cultural cooperation
)
)

Continuous
Feedback
Loop

oy CYBERSECURITY ASSURANCE el

Sustained cyber resili

through ir

dynamic

Operational continuity * Risk mif + C

(Emergent outcome from systemic integration, not direct resource possession)

KEY THEORETICAL INSIGHTS:

+ Solid blue arrows (1): Resources flow through orchestration to enable capabilities » Bold green arrows {-): Sequential DC process flow
+ Dotted gray armows (-++—): All three resources contribute to all three DC processes (no one-to-one mapping) » Dashed green loop (_/): Continuous leaming

FIGURE1 | Conceptual framework: Dynamic capabilities framework for SME cybersecurity assurance. The three organizational resources (FRM,
FA, culture) function as inputs that, when strategically integrated, enable DCs (sensing, seizing reconfiguring) for cybersecurity assurance. Arrows
indicate primary contributions, though all elements support all processes through systemic interaction.
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and cultural vigilance), seizing (mobilizing coordinated re-
sponses through FRM protocols, FA evidence and cultural
cooperation) and reconfiguring (adapting defences through
FRM control updates, FA insights and cultural learning). Ar-
rows indicate primary contributions, though all resources sup-
port all processes through systematic interaction. The
framework is grounded in the Resource-Based View (resources
as competitive advantage) and Dynamic Capability. Theory.

This integration of RBV and DCT demonstrates that cyberse-
curity is not only about the possession of resources but also
about the capacity of a firm to mobilize, integrate and adapt
them in the face on evolving threats (Schriber and Low-
tedt 2020). Although fraud risk management represents
embedded tools, routines and processes that help firms to
organize, identify and mitigate internal and external risks, and
thus a part of a firm's structural capital that is difficult to
replicate, forensic accounting is a specialized resource that is
rooted in expert knowledge (Adejumo and Ogburie 2025; Pigola
and da Costa 2025). Thus, we argue that forensic accountants
can detect irregularities, support investigations and assess
financial damages resulting from cyber incidents (Adejumo and
Ogburie 2025). As a specialized skill, it is both a valuable and a
rare resource. Culture, on the other hand, is an intangible yet
powerful resource that shapes behaviour (Akter et al. 2022;
Reegérd et al. 2019).

According to Reegérd et al. (2019), when a firm's culture is
attuned to cybersecurity awareness, it supports proactive
employee behaviour, which can improve incident reporting and
foster accountability. Such culture can create a resilient internal
environment (Adejumo and Ogburie 2025; Moschella
et al. 2023). Although these resources are critical, RBV alone
does not explain how firms respond to fast-changing threats or
adapt over time. This limitation is addressed in this research
framework through the integration of the RBV and the dynamic
capabilities theory (DCT). In this framework (Figure 1),
although RBV explains why certain cybersecurity assets are
strategic, DC theory explains how those assets and resources are
activated, renewed and recombined to remain relevant in dy-
namic threat environments.

From the perspective of RBV, leveraging organizational capa-
bilities is essential for firm growth (Breznik et al. 2019). Thus,
capabilities describe a firm's capacity to alter its resource base to
facilitate ongoing behavioural adjustments in response to envi-
ronmental changes such as cyber threats (Fallon-Byrne and
Brian 2017; Teece et al. 1997). Teece (2009) categorized DC into
three distinct types: sensing capability (the capacity to investi-
gate the firm's surroundings to discern opportunities or threats),
seizing capability (the imperative to exploit recognised oppor-
tunities) and reconfiguration capability (the capacity to recon-
figure internal and external resources). Sensing and seizing refer
to relatively basic functions, whereas reconfiguration capabil-
ities include considerable complexity and may necessitate a
complete transformation of the organizational framework
(Breznik et al. 2019; Teece 2009).

Seizing involves capitalizing on perceived possibilities through
innovation (O. Khan et al. 2021). Efficient sensing and seizing
require cohesive organizational routines aligned with the

fundamental tasks (Teece 2007). Resources associated with
cybersecurity, such as fraud risk management systems (struc-
tural routines), forensic accounting expertise (specialized
expertise) and a cyber-aware organizational culture (intangible
asset), are firm-specific advantages that enhance threat mitiga-
tion. In rapidly evolving digital environments, proactive
resource management, rather than mere ownership, ensures
cybersecurity assurance.

Teece's (2007) notion of seizing capability requires an internal
assessment of the organization's structures to leverage and
mobilize resources in response to detected threats, such as
strategic investment in cybersecurity infrastructure, incident
response and the deployment of expert personnel such as
forensic accountants (Akter et al. 2022; H. Naseer et al. 2024).

Reconfiguring denotes the capacity to reorganize and restruc-
ture resources and organizational frameworks to align internal
operations with identified opportunities or threats (Breznik
et al. 2019). These capabilities involve transforming existing
structures and routines, such as staff training, updating systems
and learning from breaches to ensure continued security resil-
ience (Bornay-Barrachina et al. 2025). These capabilities reflect
a firm's learning orientation and flexibility. These may involve
the continuous evolution of fraud risk models based on post-
incident reviews, the integration of forensic insights from
training and system updates and a learning culture that embeds
cybersecurity into everyday practice, encouraging employees to
adapt their behaviour and embrace new protocols (Adejumo
and Ogburie 2025). These capabilities ensure that firms remain
relevant and resilient amidst evolving threats.

The fundamental characteristic of DCs is their ability to
recombine and reconfigure assets and organizational structures
in response to changing markets and technologies. The recon-
figuration process entails creating novel combinations of exist-
ing information or utilizing current knowledge for new
purposes or in inventive ways. The ability to reconfigure is
crucial for sustaining evolutionary fitness and, when necessary,
for overcoming detrimental route dependencies. Reconfigura-
tion capabilities are crucial for modifying existing resources to
meet new objectives, creating new resources and rectifying
current shortcomings in a firm's resource base (Yeow
et al. 2018).

According to Teece's (2007) microfoundations for reconfigura-
tion, the management of cospecialization and complementar-
ities is crucial under certain conditions, necessitating alterations
to the organization's existing routines, systems, structures and
processes. Therefore, when digital change threatens a firm's
current talents and resources, it must prioritize adaptation.
Therefore, the proposed framework explains how internal re-
sources (RBV) are activated and sustained through dynamic
capabilities (DCs) to achieve cybersecurity assurance (S. B. M.
Ahmad et al. 2021; H. Naseer et al. 2016, 2018).

This framework contributes to the theory by offering a struc-
tured understanding of how sensing, seizing and reconfiguring
capabilities operationalize cybersecurity. This dynamic lens is
paramount as firms are increasingly exposed to digital threats,
where security does not rely in static defences but on adapting
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organizational intelligence. The following subsections detail
each strategic resource contribution to the integrated DC
system.

3.1 | Fraud Risk Management: A Structural
Resource Enabling Response Mobilization

Fraud risk management (FRM) systems represent a critical
structural resource for SME navigating cybersecurity threats
(Eze et al. 2022; Sihombing et al. 2023).

From an RBV perspective, FRM qualifies as a strategic resource
because it prevents fraud-related financial losses and reputa-
tional damage, which are essential for SME sustainability
(Rostami et al. 2015; Shanmugam et al. 2012; Mishra et al. 2019).
FRM systems are valuable because they directly protect a firm's
assets; rare in resource-constrained SME environments where
comprehensive fraud controls are not widely adopted (Abdul
Mumin et al. 2024); inimitable when embedded in firm-specific
organizational culture and tacit knowledge; and non-
substitutable as external systems cannot replace internally
tailored fraud management frameworks (Mishra et al. 2019).
FRM encompasses the systems, protocols and practices an or-
ganization uses to identify, assess and mitigate fraud risks
(Bozkus Kahyaoglu and Caliyurt 2018). These include internal
audits, access restrictions, segregation of duties, incident
monitoring and financial controls. As a structured resource,
FRM provides the organizational infrastructure for risk gover-
nance, the scaffolding upon which cybersecurity defences are
built (Lamptey and Singh 2018). Unlike ad hoc responses, FRM
embeds fraud prevention into organizational routines, creating
procedural rigour, accountability mechanisms and early warn-
ing systems (Sihombing et al. 2023).

When deployed routinely for compliance monitoring, FRM
functions as an ordinary capability (the standardized processes
through which firms conduct oversight) (Winter 2003). How-
ever, FRM transcends ordinary capability status when strategi-
cally integrated into a DC system. Specifically, FRM enables the
seizing function within Teece's (2007) framework by providing
the structural capacity to mobilize resources rapidly when
threats are detected: FRM provides sensing support through
FRM monitoring protocols (e.g., transaction audits, access logs)
that generate data streams that feed detection; seizing enable-
ment through preestablished FRM response protocols
(e.g., incident escalation procedure, forensic investigation trig-
gers) enables rapid resource mobilization when anomalies are
identified (A. Naseer et al. 2023). FRM also provides post-
incident reconfiguration of contributions by reviewing control
weaknesses and informing iterative improvement cycles
(Moschella et al. 2023). The key distinction is that FRM systems
are resources; FRM deployment for adaptive response contrib-
utes to DC. As Helfat and Peteraf (2015) clarify, resources
enable capabilities, but capability resides in the organization's
capacity to deploy those resources purposefully in changing
contexts.

By their nature, SMEs are characterized by resource constraints
that limit their ability to adopt comprehensive risk management

frameworks (Sukumar et al. 2023). Unlike larger organizations,
which can leverage greater access to funding, human capital
and advanced technologies, SMEs often operate with a narrower
resource base (Ferreira de Aratjo Lima et al. 2020). These
constraints can make it challenging for SMEs to implement
comprehensive risk management practices, particularly in the
context of fraud and cybersecurity risks, which are becoming
increasingly complex and sophisticated. The ability to invest in
advanced fraud detection systems, cybersecurity infrastructure
and continuous employee training is often beyond the financial
reach of smaller enterprises.

However, despite these constraints, risk management remains
essential for SMEs. Although large organizations typically
formalize their cyber risk management processes, Lloyd (2020)
noted that the low prevalence of formal processes is more
prevalent in SMEs. Nevertheless, Moschella et al. (2023) argue
that the lack of formal processes does not equate to a complete
absence of risk management efforts. A comprehensive risk
management system enables organizations to assess and
respond to a broad spectrum of risks, ensuring they can main-
tain business continuity even when exposed to fraud or other
disruptive events (Rostami et al. 2015). This capability is vital for
SMEs, as the consequences of unmitigated risks can be dispro-
portionately severe. Without the buffer of large financial re-
serves or widespread market dominance, SMEs must proactively
manage their exposure to threats like fraud and cybercrime to
safeguard their long-term viability.

In practice, risk management for SMEs involves assessing vul-
nerabilities across all business areas and developing processes to
mitigate these risks. For instance, adopting fraud prevention
protocols, such as regular audits, internal controls and employee
monitoring, can help SMEs detect fraudulent activities before
they escalate. Establishing response plans for identified risks
also ensures that SMEs can act swiftly when fraud occurs,
minimizing its impact on operations and finances. Moreover,
incorporating technology-driven solutions such as data ana-
lytics, artificial intelligence and machine learning can support
fraud detection efforts, albeit at a cost that might be prohibitive
for some SMEs (Mcbride and Philippou 2022).

Although limited resources pose a significant barrier to effective
risk management in SMEs, their smaller size offers strategic
advantages. Unlike larger, more bureaucratic organizations,
SMEs are often more agile and can quickly adapt their opera-
tions and risk management practices to changing conditions
(Walaski 2017). This flexibility can enable SMEs to implement
simple, cost-effective risk management frameworks that can be
scaled up as the business grows. For instance, SMEs may
initially adopt basic fraud detection tools and gradually increase
their investment in more sophisticated systems as they achieve
financial stability. Furthermore, their smaller size enables SMEs
to foster closer relationships with employees and stakeholders,
making it easier to cultivate a culture of vigilance and integrity,
which is vital for effective fraud risk management.

However, SMEs tend to lag in sustainable risk management
practices. Many SMEs do not adopt formalized systems for
identifying and managing risks, leaving them vulnerable to
fraud and cybersecurity threats (Brustbauer 2016). The absence
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of a structured risk management approach can have long-term
implications, including revenue losses, legal penalties and
reputational damage. As SMEs scale their operations, these risks
become increasingly complex, making it even more essential to
integrate fraud risk management into their overall business
strategy.

SMEs' governance and regulatory environments also influence
their ability to manage risks. In regions with stringent regula-
tory requirements, SMEs may be compelled to adopt more
formal risk management practices to comply with these stan-
dards. For example, businesses operating in jurisdictions gov-
erned by data protection laws, such as the European Union's
General Data Protection Regulation (GDPR), must implement
robust measures to prevent data breaches and fraud. In such
cases, compliance can motivate SMEs to engage in risk man-
agement practices (Rostami et al. 2015). However, where regu-
latory demands are more lenient, SMEs may limit their
engagement with risk management, only addressing it to meet
the most basic compliance standards.

Fraud risk management also plays a role in mitigating
technology-enabled threats, particularly cybersecurity risks. As
SMEs adopt digital tools and platforms, they expose themselves
to potential fraudsters and cybercriminals who can exploit weak
security systems. Cyberattacks, such as phishing, ransomware
and data breaches, can have catastrophic consequences for
SMEs, resulting in significant financial losses, operational dis-
ruptions and erosion of customer trust (Algamdi et al. 2025).

An effective fraud risk management system, combined with
basic cybersecurity measures such as firewalls, encryption and
employee training, can help small to medium-sized enterprises
(SMEs) mitigate these risks.

The adoption of a risk management framework is essential for
SMEs' business continuity and resilience. Although limited re-
sources may constrain their ability to implement advanced
systems, risk management should not be viewed as an optional
practice but as a necessity for long-term success. An entrepre-
neur's ability to swiftly assess and respond to emerging risks,
including fraud, is vital for the enterprise's short- and long-term
survival (Farrell and Gallagher 2014). The key is for SMEs to
embrace their flexibility, scale their risk management efforts as
resources allow and integrate fraud prevention into their busi-
ness practices as they grow.

Although SMEs face significant challenges in adopting
comprehensive fraud risk management systems due to their
inherent resource limitations, their agility and flexibility provide
opportunities to implement scalable solutions. By embedding
risk management into their organizational culture and opera-
tions, SMEs can protect themselves from fraud and cyber
threats, ensuring long-term sustainability and competitiveness
in an increasingly digitalized economy.

Table 1 distinguishes the conceptual elements and ties each
construct to the dynamic capability process stage. In alignment
with Teece (2007), the paper maps FRM as a structural resource
supporting seizing, FA expertise as a resource that enhances
sensing through investigative analysis and culture as a strategic

resource that enables reconfiguration by fostering learning and
adaptation (Teece 2007; Wang and Ahmed 2007).

The classifications above suggests that although DC can be
defined as a higher-order process by which firms integrate,
reconfigure and renew resources to address changing environ-
ments (Jin et al. 2024; Teece 2007; Wang and Ahmed 2007),
forensic accounting aids in detecting emerging threats (sensing),
fraud-risk management involves mobilizing controls to respond
(seizing) and cyber-aware culture enables continuous adapta-
tion and realignment of the organization (reconfiguring).
Hence, forensic accounting, when strategically used, fits the DC
definition by helping firms identify and act on new fraud
threats, thus behaving dynamically rather than as a routine
function (Arndt et al. 2022; S. Ahmad et al. 2025). Fraud-risk
management on the other hand is presented as an internal
control system (resource-based competency) which is an
essential organizational resource/capability that SMEs have, but
which by itself is relatively routine (an ordinary capability)
unless enhanced by dynamic use (Jin et al. 2024; Sukumar
et al. 2023; Vogel and Giittel 2013). Finally, cyber-aware culture
is an intangible resource (part of a firm's human and social
capital) that underpins the firm's ability to learn and change
(Bleady et al. 2018; Chatterjee et al. 2024). Thus, culture enables
DC by fostering learning and agility.

Critically, cyber threats and fraud risks are deeply inter-
connected. Many cyberattacks manifest as, or lead to, financial
fraud, including unauthorized transactions, business email
compromise, ransomware payment demands and data theft for
identity fraud (Abdul Mumin et al. 2024; Zainal et al. 2022).By
treating FRM as a foundational cybersecurity resource, SMEs
address both financial and digital risks through integrated
controls. The FRM infrastructure (e.g., monitoring stems, audit
access controls) serves dual purposes, supporting both fraud
prevention and cyber defence (Bozkus Kahyaoglu and
Caliyurt 2018).

3.2 | Forensic Accounting: A Knowledge Resource
Enhancing Threat Detection

Forensic accounting (FA) is a specialized knowledge-based
resource that combines accounting, investigative, auditing,
criminality and legal expertise to identify financial irregularities,
quantify losses and support investigations or litigation (Awo-
lowo 2019). Traditionally associated with post-incident fraud
investigation, this framework reconceptualizes FA as a proac-
tive knowledge resource that enhances SMEs' cybersecurity
assurance capabilities. From an RBV perspective, FA expertise
constitutes a valuable, rare and inimitable resource. It is valu-
able because FA skills enable the detection of sophisticated
fraud schemes that evade automated controls (Afriyie
et al. 2023); rare because specialized FA training is uncommon,
particularly in SME contexts where generalist accountants
dominate (Lavia Lopez and Hiebl 2015); inimitable because FA
expertise develops through accumulated experience, tacit
knowledge and a cross-disciplinary integration difficult for
competitors to replicate (Popoola 2014); and nonsubstitutable as
algorithmic tools cannot fully replace human judgment in
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TABLE 1 | Classification of framework elements.

Construct RBV classification Ordinary capability function Dynamic capability role
Fraud risk Structural resource: Embedded Ordinary capability when routinely Provides foundational
management  systems, protocols and processes for deployed. Routine fraud infrastructures supporting all three
(FRM) fraud identification and mitigation monitoring, compliance checking DC processes: generating data for
(Abdul Mumin et al. 2024; Mishra and standard auditing procedure  sensing, enabling protocol-driven
et al. 2019) (Winter 2003) seizing and facilitating systematic
reconfiguration (Abdul Mumin
et al. 2024; Jin et al. 2024;
Teece 2007; Wang and
Ahmed 2007). However, on its
own, it is not a higher-order
adaptive process (Sukumar
et al. 2023).
Forensic Knowledge-based resource: Standard post-incident fraud Enhances sensing through
accounting specialized investigative, analytical investigation following established investigative expertise; supports

(FA) and cross-disciplinary expertise
(Awolowo 2019; Popoola 2014)

Cyber-aware
culture

Intangible resource: shared values,
norms and behavioural patterns
related to cybersecurity (Akter

et al. 2022; Corradini 2020; Reegard
et al. 2019)

methodologies (Winter 2003). DC
when embedded in continuous
learning cycles

Baseline security-conscious
behaviours and compliance with
established protocols

(Winter 2003). Intangible resource; sensing and open communication,
meta-capability enabling
adaptation.

seizing through evidence provision;
enables reconfiguration through
post-incident insights and root
cause analysis (Arndt et al. 2022; S.
Ahmad et al. 2025). Its socially
complex and path-dependent
nature makes it difficult to imitate,
providing a sustainable advantage
(Jin et al. 2024; Teece 2007; Vogel
and Giittel 2013; Wang and
Ahmed 2007). It helps firms to
reconfigure controls post-incident,
fulfilling the criteria of a DC
(sensing, seizing and reconfiguring)
(Helfat and Peteraf 2015).

Functions as meta-capability/
enabler amplifies DC processes:
mobilizes distributed human

facilitates organizational
cooperation for seizing (through
rapid escalation and collective
responsibility) and provides
learning infrastructure for
reconfiguring (through learning
orientation and behavioural
adaptability) (Bleady et al. 2018;
Chatterjee et al. 2024). It absorbs
knowledge and reorients the firm
when needed (Ozkul and
Pamukcu 2012; Popoola 2014).

Note: This classification follows the three-tier conceptual framework: (1) resources are organizational assets the firm possesses (RBV); (2) ordinary capabilities emerge
from routine deployment of resources (Winter 2003); (3) DCs arise from strategic integration and orchestration of resources to sense, seize and reconfigure in response to
environmental change (Teece 2007; Helfat and Peteraf 2015). Critically, no single element exclusively maps to one DC process. Rather, the systemic integration of all
three resources enables the full sensing-seizing-reconfiguring cycle (Schilke et al. 2018; Teece 2018a, 2018b).

complex fraud investigations requiring contextual interpretation
(Carpenter et al. 2011).

When deployed routinely, FA functions as an operational
capability, with forensic accountants conducting investigations
following standardized methodologies (Winter 2003). However,
when embedded into continuous organizational learning cycles,
FA transcends operational status to become a DC enabler

(Eisenhardt and Martin 2000). This elevation occurs through
three mechanisms aligned with Teece's (2007) DC framework,
first, as a sensing enhancement. FA expertise enhances orga-
nizational sensing; the capacity to scan, interpret and learn from
environmental signals (Teece 2007). Forensic accountants apply
investigative techniques to detect latent threats, including
anomaly detection, red flag interpretation and forensic data
analysis. FA-trained auditors identify irregular transaction
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patterns, unexpected account relationships or statistical outliers
that indicate potential fraud or compromise (S. B.M. Ahmad
et al. 2021). FA expertise also enables the recognition of subtle
indicators that generalist accountants might overlook, such as
unusual transaction timing, inconsistent documentation or
behavioural warning signals (Popoola et al. 2014). Likewise, FA
practitioners use specialized analytical methods to interrogate
large datasets, uncovering hidden relationships or trends
indicative of cyber-fraud (Daraojimba et al. 2023). Significantly,
sensing through FA is not passive monitoring but active inves-
tigation, probing beyond surface-level data to uncover concealed
threats (Awolowo 2019).

Second, FA serves as a source of support. When threats are
detected, FA expertise supports the seizing process by providing
an evidentiary foundation for response actions such as incident
investigation, cross-functional coordination and decision sup-
port (Teece 2007). FA skills enable a rapid, thorough investi-
gation of suspected breaches, documenting evidence chains,
quantifying financial impact and identifying attack vectors
(Fisher and Hines 2024). Forensic accountants also bridge
financial, IT and legal functions during response, facilitating
coordinated action (Bwerinofa-Petrozzello 2021). Moreover, FA
analysis provides leadership with an accurate assessment of
incident severity, guiding resource allocation during response
(S. Ahmad et al. 2025).

Third, FA acts as a contributor to reconfiguration. Post-incident,
FA insights inform organizational learning and control recon-
figuration, such as root cause analysis, control redesign and
organizational learning. FA investigations reveal not just what
happened but why. Identifying control weaknesses, procedural
gaps or cultural factors that enabled the breach (Awolowo 2019;
Daraojimba et al. 2023). FA recommendations guide targeted
improvements to FRM systems, closing specific vulnerabilities
rather than implementing generic security measures (Afriyie
et al. 2023; Odeyemi et al. 2024; Popoola 2014), and likewise by
documenting fraud mechanisms and control failures. FA creates
institutional knowledge that informs training, policy updates
and cultural change (S. Ahmad et al. 2025).

The critical question is: Why classify FA as a DC rather than
merely a resource? The answer lies in FA's dual nature. As
expertise held by individuals, FA is a resource (human resource).
However, when institutionalized through organizational routines
such as regular forensic audits, embedded FA-trained internal
auditors and the systematic application of forensic techniques to
cybersecurity, FA becomes a capability (Eisenhardt and Mar-
tin 2000). More specifically, FA becomes dynamic when it enables
continuous adaptation. As Teece (2018a, 2018b, 40) argues, “dy-
namic capabilities involve the capacity to renew competencies to
achieve congruence with the changing business environment”.
Forensic accounting precisely provides this renewal function by
enabling SMEs to detect, interpret and adapt to emerging fraud
and cybersecurity threats that evolve faster than static controls
can address (Wang and Ahmed 2007).

This framing aligns with Helfat and Peteraf's (2015) emphasis
on microfoundations (i.e., the individual-level skills, processes
and structures that underlie organizational capabilities). FA
expertise serves as a microfoundation for cybersecurity dynamic

capabilities, providing the investigative capacity necessary for
effective sensing and learning. Although some studies empha-
size the need for internal auditors to develop digital literacy and
IT skills (Betti and Sarens 2021; Sledgianowski et al. 2017;
Zhang et al. 2015), this paper argues for incorporating forensic
accounting skills into SMEs' internal control mechanisms.
Forensic accounting is a high-level validation of financial in-
formation that utilizes skills from various disciplines, including
accounting, auditing, criminology and law (Awolowo 2019;
Morgan 2020). These multifaceted skills are essential for
addressing the implications of cyber threats.

Fisher and Hines (2024) highlight that forensic accountants can
collaborate with cybersecurity specialists on “pre-incident pro-
cesses and controls” as well as “post-incident remediation of a
cybersecurity issue”. Specifically, Bwerinofa-Petrozzello (2021)
notes forensic accountants’ involvement in organizations' fraud
risk assessments, including identifying vulnerabilities to cyber
risks and developing response and recovery plans. Moreover,
internal auditors can leverage forensic accounting skills to
prevent and detect cybercrimes and financial fraud before losses
occur. This does not imply a replacement of roles but rather a
collaboration that enhances the effectiveness of both functions.
Internal audit functions are integral to an organization's
governance practices (DeZoort and Harrison 2018). Thus,
equipping internal auditors with the skills and techniques
characteristic of forensic accountants can improve their sensi-
tivity to cyber threats and vulnerabilities within their organi-
zation's internal control systems (Fisher and Hines 2024).

Studies have shown that accounting students trained in forensic
accounting exhibit greater proficiency in assessing fraud risks
than those who have not received such training (Carpenter
et al. 2011). This suggests that traditional auditing education
may inadequately prepare auditors to recognize fraud indicators
and assess risk effectively. However, the multidisciplinary di-
mensions of forensic accounting education enhance auditors’
ability to employ relevant skills and techniques in practice
(Kumari Tiwari and Debnath 2017).

Daniels et al. (2013) have underscored the importance of
incorporating forensic accounting and fraud-related topics into
accounting curricula to equip future accountants with the
necessary skills to tackle fraud. Although they did not focus
specifically on cybercrime, their findings imply that strength-
ening forensic accounting training can enhance internal audi-
tors' ability to identify fraud risks and provide cybersecurity
assurance in SMEs.

Forensic accounting skills, including critical thinking, analytical
abilities, problem-solving, communication and investigative
skills, are essential for fraud prevention and detection (Abidoye
et al. 2023). By incorporating these skills, internal auditors can
collaborate more effectively with cybersecurity specialists to
identify control weaknesses and respond to incidents more
effectively. Additionally, they can support the design of control
protocols that detect unusual occurrences, enhancing overall
risk management.

Entrepreneurs must cultivate a culture of cyber situational
awareness, recognizing the long-term value of internal auditors
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as a protective mechanism against cyber insecurity. For SMEs,
equipping internal auditors with forensic accounting skills can
improve cost efficiency while addressing resource constraints.
Furthermore, whether employing in-house or outsourced au-
ditors, SMEs should ensure that internal audit functions include
forensic accounting training to bolster their technical compe-
tence and proficiency.

This approach will enable SMEs to leverage internal auditors’
expertise as they navigate the complexities of fraud and cyber
risk management. The potential impact of a single cyber inci-
dent on business operations, customers and the wider commu-
nity is significant. Hence, SMEs must view fraud risk
management and cybersecurity assurance as strategic assets
essential for business continuity and socio-economic develop-
ment. In summary, integrating forensic accounting skills within
internal audit functions is vital for effectively enhancing SMEs’
capacity to manage fraud and cybersecurity risks. By fostering
collaboration between internal auditors and IT specialists, SMEs
can develop a comprehensive risk management strategy that
addresses immediate threats and safeguards their long-term
viability. The key insight is that FA need not reside in a single
individual but can be distributed across the organization
through training, tools and collaborative routines (Steinbart
et al. 2018).

3.3 | Cyber-Aware Organizational Culture: An
Intangible Resource Fostering Organizational
Adaptation

Organizational culture represents a powerful yet intangible
resource that fundamentally shapes how individuals perceive,
prioritize and respond to cybersecurity threats (Akter et al. 2022;
Zwilling et al. 2022). For SMESs, where informal communication
channels and centralized leadership amplify influence, cyber-
aware culture functions as both a critical vulnerability and stra-
tegic opportunity (Wilson and McDonald 2023). From the
perspective of RBV, cyber-aware organizational culture consti-
tutes a valuable, inimitable resource. It is valuable because it
shapes employee behaviour, the human element responsible for
most cybersecurity failures through errors, negligence or
circumvention of controls (Wilson and McDonald 2025; Zwilling
etal. 2022). Culture is rare as genuine security-conscious cultures
require sustained leadership commitment and behavioural
change, which few SMEs achieve (Renauld and Ophoff, 2022).
Culture is inimitable due to its socially complex, path-dependent
nature, as competitors cannot easily replicate the accumulated
norms, values and routines that define organizational culture
(Barney 2001). Finally, culture is nonsubstitutable, as technical
controls alone cannot compensate for an organization where
employees routinely ignore security protocols or fail to report
anomalies (Algamdi et al. 2025). Although culture itself is a
resource, it functions as a meta-capability (an enabler that am-
plifies other capabilities (Doherty and Terry 2013).

Specifically, cyber-aware culture contributes to all three DC
processes. First, as sensing amplifiers, employees trained to
recognize phishing attempts, social engineering or unusual
system behaviour serve as distributed sensors, vastly expanding

detection beyond automated monitoring (A. Naseer et al. 2023).
More so, cultural norms encouraging information sharing
ensure that observations and concerns flow upward rather than
being suppressed (Reegard et al. 2019). In addition, a learning-
oriented culture encourages employees to investigate anoma-
lies rather than dismissing them as insignificant (Akter
et al. 2022). Second, as a seizing facilitator, culture enables
effective seizing by ensuring organizational cooperation during
response. Cultural norms mandating immediate reporting of
security incidents reduce response delays (Wong et al. 2022).
Also, a unified security culture facilitates coordination between
IT, finance, operations and leadership during a crisis response
(Steinbart et al. 2018). Moreover, when security is perceived as
everyone's concern, employees actively participate in response
efforts rather than deferring to specialists. Third, as a reconfi-
guring foundation, culture provides the adaptive capacity
necessary for organizational reconfiguration. A culture that
values continuous improvement treats post-incident reviews as
opportunities for enhancement rather than blame exercises
(Bleady et al. 2018; Chatterjee et al. 2024). Cyber-aware cultures
normalize periodic changes to security practices, reducing
resistance to new protocols or tools (Zhou et al. 2020). In
addition, the cultural embedding of security lessons ensures that
knowledge persists beyond individual turnover, thereby creating
organizational resilience (Reegéird et al. 2019). As Wang and
Ahmed (2007) categorize DCs, “adaptive capability” describes
the firm's ability to adjust to environmental changes. Cyber-
aware culture embodies this adaptive capacity by fostering an
organization-wide capacity to learn, adjust and evolve security
practices in response to emerging threats. However, this will
require organizational members to be proactive and imbibe
cybersecurity awareness.

Cybersecurity awareness refers to the condition in which in-
dividuals within firms possess a comprehensive understanding
of risks and security processes, bolstered by fundamental
knowledge and the ability to identify and respond to security
threats. This is a valuable resource that can mitigate threats
when harnessed appropriately. Organizations that foster a
cyber-aware culture recognize the importance of accountability
in a dynamic environment. They adeptly tackle cybersecurity
challenges while adhering to the policies and regulations
established by their organization's security objectives, the
training programs they engage in and the regulatory authorities
(Akter et al. 2022; Rahim et al. 2015; Wong et al. 2022; Zwilling
et al. 2022).

Cybersecurity awareness emphasizes the essential skills required
to protect individuals from social engineering attacks. Social en-
gineering occurs when an individual's psychological traits are
used to facilitate a harmful cyberattack (A. Naseer et al. 2023).
Kovacevi¢ and Radenkovi¢ (2020) assert that cybersecurity
awareness must be seen as an ongoing effort due to the possibility
of both anticipated and unforeseen attacks. Capability is charac-
terized by integrating and coordinating robust, consistent abilities
that are employed efficiently and appropriately in response to
diverse, both expected and unexpected, situations (Nagarajan and
Prabhu 2015).

DC, based on the notion of capability, may be categorized into
three essential processes: (a) coordination/integration (a static
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idea), (b) learning (a dynamic concept) and (c) reconfiguration
(a transformational concept) (Teece et al. 1997). The DC theory
extends the RBV, positing that firms possessing valuable, rare,
inimitable and nonsubstitutable resources can attain a sustain-
able competitive advantage through the execution of innovative
value-creating strategies that are challenging for competitors to
imitate (Barney 2001; Schilke et al. 2018). This research defines
cyber-aware organizational culture as IT-integrated dynamic
capabilities characterized by an organization's capacity to
assimilate, activate and employ cyber-awareness strategies and
resources to respond efficiently and effectively to cybersecurity
incidents and threats. The primary aim of cybersecurity
awareness is to modify individuals' behaviour to ensure they
respond appropriately to cyber threats (Akter et al. 2022).

Employees' comprehension of cybersecurity awareness as a
valuable resource may enhance their disposition towards cyber-
security compliance (Goel et al. 2023). Gandhi (2017) character-
ized cybersecurity awareness as the extent to which an individual
understands cybersecurity, adheres to regulations and is dedi-
cated to an organization's objectives. Zhou et al. (2020) present
empirical evidence demonstrating the significant impact of psy-
chological factors, including self-efficacy, risk awareness and
social support, on an individual's cybersecurity awareness and the
technological security linked to a specific technology or asset.
Poepjes and Lane (2012) emphasize the importance of under-
standing how individuals develop and regulate awareness
through personal proficiency in decision-making contexts. A lack
of cybersecurity awareness makes businesses vulnerable to
cyberattacks, compromising critical resources and increasing
risk. Typically, cybercriminals target individuals within organi-
zations who are easily vulnerable. Brandenburg and Paul (2020)
observed that remote or semiremote work environments have
hampered a firm's ability to identify these hazards.

One of the five components of risk management, as defined by the
Committee of Sponsoring Organizations of the Treadway Com-
mission (COSO0), is “Governance and Culture” (COSO 2019). This
concept highlights the importance of culture in fostering an agile
cybersecurity approach as part of a broader organizational risk
management strategy. COSO emphasizes that the SME owner or
managerial lead is responsible for “defining the desired behav-
iours that characterize the entity's desired culture” (COSO 2019,
5). Without this top-down leadership, accountants, internal au-
ditors and other employees may struggle to implement and
enforce effective cyber-risk and fraud risk management
processes.

This top-down tone is critical for the success of cybersecurity
initiatives. By setting the right tone from the top, SME leaders
create an environment where cybersecurity is viewed not merely
as a technical requirement but as an integral part of business
continuity and growth. Lloyd (2020) argues that integrating
cybersecurity into the culture as a strategic opportunity rather
than a burden can drive innovation and resilience. In contrast, if
leaders view cybersecurity as secondary or irrelevant, employees
are unlikely to prioritize it, making the organization more
vulnerable to cyberattacks.

Leadership's role in shaping this culture is further underscored
by research that shows SMEs often underestimate their

vulnerability to cyber threats. Wilson and McDonald (2023)
highlight common misperceptions among SME leaders,
including the belief that their business is too small to be targeted
or that their existing security measures are sufficient. These
misconceptions can lead to complacency, leaving SMEs exposed
to significant risks. However, when leaders recognize the
importance of cybersecurity, they are more likely to allocate the
necessary resources and attention to this area, thus fostering a
culture of vigilance.

Promoting a cybersecurity-focused culture also positions SMEs
as socially responsible entities. Lloyd (2020) notes that organi-
zations that emphasize cybersecurity protect themselves and
contribute to the broader societal and economic ecosystem. For
example, an SME that falls victim to a cyberattack can experi-
ence supply chain disruptions, loss of consumer trust and
negative financial impacts, which can ripple through the local
and national economy. Thus, by prioritizing cybersecurity, SME
owners protect their businesses, customers, partners and the
broader community.

To effectively adopt such a culture, SMEs must embrace the
concept of “cyber situational awareness”. Renaud and Oph-
off (2021) define this as understanding an organization's
cybersecurity environment, including potential risks and
threats. For SMEs, developing cyber situational awareness can
be constrained by resource limitations, including finances,
expertise and operational capacity. However, the lack of
awareness and understanding can further exacerbate their vul-
nerabilities. Renaud and Ophoff (2021) argue that a combina-
tion of low situational awareness and limited resources leads
SMEs to adopt minimal cybersecurity measures, making them
easy targets for cybercriminals.

Wilson and McDonald (2023) similarly identify that awareness,
or the lack thereof, is a major challenge for SMEs regarding
cybersecurity. They assert that SME leaders must be more aware
of cybersecurity risks and implications than their employees
because leadership drives the organization's overall risk posture.
When informed and proactive, leaders set the tone for a
cybersecurity-conscious culture, prioritizing vigilance and risk
management. This leadership-driven awareness is crucial for
encouraging employees to adopt and consistently maintain
effective cybersecurity best practices.

In fostering this awareness, SME owners and managers must
also view cybersecurity as part of their social responsibility.
Given the interconnected nature of business in today's global-
ized economy, a breach in one SME can have wide-reaching
effects, particularly if it is part of a larger supply chain. By
embedding cybersecurity into their organizational culture,
SMEs protect their interests and contribute to the stability and
security of their partners, customers and the wider economy.
This perspective positions cybersecurity as a strategic, ethical
and practical imperative for SMEs.

To effectively implement this cultural shift, SMEs must over-
come their financial and operational limitations by adopting
proportionate cybersecurity measures that align with their ca-
pabilities. Although SMEs may not have the resources of larger
corporations, they can still take meaningful steps to protect
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themselves. This could include regular employee training,
robust password policies and cybersecurity tools tailored to their
needs. Wilson and McDonald (2023) suggest that leaders who
adopt a long-term view and commit to building a cybersecurity-
conscious culture are better positioned to safeguard their busi-
nesses and contribute positively to the broader economy.

Organizational culture is a key determinant of how effectively
SMEs manage cybersecurity risks. Leadership plays a pivotal
role in defining and promoting this culture, setting the tone for
how cybersecurity is integrated into daily operations. By
embracing a proactive, socially responsible approach to cyber-
security, SME leaders can ensure the long-term sustainability
and competitiveness of their businesses while also protecting
their stakeholders and the broader economy from the cascading
effects of cyberattacks.

The preceding sections establish that FRM, FA and culture are
strategic resources. The critical insight is that DCs do not reside
in individual resources but in the firm's capacity to integrate and
reconfigure them (Teece 2007, 2018a, 2018b). Thus, an SME
develops cybersecurity DCs when it (a) uses forensic accounting
expertise and FRM monitoring and cultural vigilance to sense
emerging threats, (b) activates FRM response protocols sup-
ported by FA investigation and employee cooperation to seize
response opportunities and (c) updates FRM controls informed
by FA insights embedded through cultural learning to recon-
figure defences. This integrated system, not in any single
element, constitutes the dynamic capability for cyber resilience
(Helfat and Peteraf 2015; Schilke et al. 2018).

This framework advances beyond technology-centric cyberse-
curity models by positioning cyber resilience as an organiza-
tional capability rooted in a coordinated deployment of strategic
resources. The framework emphasizes internal capability
development over external tool acquisition, making it particu-
larly relevant for resource-constrained SMEs that must maxi-
mize returns on limited security investments (Arroyabe
et al. 2024; Sukumar et al. 2023). Moreover, each element aligns
with established DC literature: FRM provides the structural
scaffolding (organizational routines) emphasized by Eisenhardt
and Martin (2000); FA supplies specialized knowledge (micro-
foundations) highlighted by Helfat and Peteraf (2015); and
culture enables organizational transformation (adaptive capac-
ity) central to Wang and Ahmed's (2007) DC typology. Together,
they form a theoretically grounded, actionable framework for
SME cybersecurity assurance.

4 | Conceptual Contributions

This paper presents a novel, integrative conceptual framework
for cybersecurity assurance tailored to SMEs, combining orga-
nizational culture, fraud risk management and forensic ac-
counting. Although prior research has explored technical or
isolated approaches, this framework stands out by embedding
cybersecurity within core organizational capabilities and posi-
tioning it as a strategic, cross-functional asset.

4.1 | Cybersecurity as a Strategic Asset

A key contribution of this paper is reframing cybersecurity from
a reactive, compliance-based function to a proactive, strategic
asset. Unlike conventional approaches that treat cybersecurity
as a cost centre, our framework encourages SMEs to integrate
cybersecurity into business strategy, enhancing customer trust,
operational continuity and long-term competitiveness.

4.2 | Forensic Accounting as a Cyber Resilience
Enabler

Although forensic accounting is typically associated with
financial investigations, this paper advances its role as a DC that
supports cybersecurity assurance. By applying forensic methods
to detect anomalies, reconstruct events and quantify losses,
SMEs can strengthen the incident response and recovery, an
underexplored dimension in existing SME-focused cybersecurity
models.

4.3 | Organizational Culture as a Cyber Defence
Layer

The framework highlights organizational culture not just as a
supporting factor but as a core defencive resource. It promotes
leadership-driven awareness, accountability and employee
engagement in cybersecurity practices. This socio-behavioural
focus distinguishes the framework from technology-centric
models.

4.4 | Integrated Fraud Risk Management

The integration of fraud risk management into cybersecurity is
another distinguishing feature. Although many frameworks
address these separately, this paper emphasizes their interde-
pendence. SMEs can enhance resilience by embedding risk-
based controls, audits and employee training into both finan-
cial oversight and cybersecurity processes.

4.5 | A Multidisciplinary, Holistic Approach

Most importantly, this framework offers a holistic and multi-
disciplinary approach, bringing together finance, audit, risk,
culture and IT. This cross-functional collaboration is rarely
addressed in SME cybersecurity literature, yet it is essential
given SMEs' limited resources and siloed structures.

In summary, this framework transcends traditional or siloed
approaches by providing SMEs with an actionable, strategy-
driven model for cyber resilience, grounded in internal capa-
bilities rather than relying solely on external tools.

14 of 20

Canadian Journal of Administrative Sciences / Revue Canadienne des Sciences de I'’Administration, 2026

85USD17 SUOWILLOD BAERID 3|qed![dde 8u) Ag peuenob a1e SDIOE VO 88N JO S3INJ J0} ARG 1T BUIIUO AB]IM UO (SUORIPUOD-PUR-SLLLBYWD" A2 1MW ARRIq 1BUIIUO//SHNY) SUORIPUOD PUE S | U3 885 *[9202/20/62] U0 ARiq178uIIuO AB|IM ‘80Ue|BOXT 812D PUE L3ESH Joj 2Inisul uolieN ‘3DIN Ad TS00L'Sefo/z00T 0T/10pAL0D" A3 AReiq1ieul|uo//Sdiy woiy pepeojumod ‘T ‘9202 ‘06779E6T



5 | Conclusion

This paper proposes a novel framework for enhancing cyber-
security assurance in SMEs by integrating fraud risk manage-
ment, forensic accounting and a cyber-aware organizational
culture. Grounded in the resource-based view and dynamic
capability theory, the study repositions cybersecurity as a stra-
tegic organizational function rather than a purely technical
concern.

By identifying fraud risk management, forensic accounting and
organizational culture as strategic resources and by explicating
their integration as sources of dynamic capabilities, the frame-
work offers a more holistic and adaptive approach to cyber
resilience. This perspective addresses the limitations of tradi-
tional security models and provides a context-specific strategy
for SMEs navigating an increasingly hostile digital environment.
This study contributes to the growing literature on SME
cybersecurity by highlighting the importance of internal capa-
bilities that promote proactive threat detection, organizational
learning and sustained preparedness in the face of evolving
cyber risks.

5.1 | Practical and Policy Implications

This study provides a framework that offers a holistic and
adaptive approach to cyber resilience by outlining concrete
guidance for SME managers using illustrative examples. The
conceptual framework establishes fraud risk management,
forensic accounting and cyber-aware culture as strategic re-
sources that collectively enable sensing, seizing and reconfi-
guring capabilities. Although FRAM infrastructure primarily
supports rapid response mobilization (seizing), FA expertise
primarily enhances threat detection (sensing), and culture pri-
marily enables organizational adaptation (reconfiguring); these
resources function systematically, each contributing to all three
DC processes through their integration (Teece 2018a, 2018b).

This contribution offers practical guidance not only to SME
leaders but also to policymakers and practitioners seeking
concrete strategies to enhance cybersecurity in the SME sector.
These practices align with the DC approach which emphasizes
continuously adapting and reconfiguring organizational com-
petencies to tackle evolving threats. Hence, SMEs must be agile
in sensing new cyber-fraud risks, responding swiftly and
learning from incidents to improve resilience.

In resource-constrained SMEs, it is recommended that they
implement basic forensic accounting procedures such as period-
ically reviewing financial records for anomalies and training an
existing finance employee in forensic methods. This can adopt
cost-effective methods such as outsourcing occasional forensic
audits to consultants on an as-needed basis, or by using low-cost
software tools for anomaly detection, rather than maintaining a
full in-house team. Although SMEs face an inherent low-budget
challenge, they can leverage government-subsidized programs
or university partnerships to obtain forensic expertise at minimal

cost. Embracing forensic accounting leads to early fraud detection
and organizational learning. Investigations have the potential to
reveal control weaknesses or new fraud schemes, and these in-
sights should feed back into improved controls and training.

In order to strengthen fraud risk management, SMEs should
implement robust internal controls and clear fraud prevention
policies, drawing on established frameworks such as COSO, but
tailoring these frameworks to reflect their size, resources and
operational complexity. They can adopt segregation-of-duties in
accounting processes, using off-the-shelf accounting software
features to flag unusual transactions and scheduling regular
(quarterly or biannual) fraud risk assessments, with the help of
external advisors if internal skills are lacking. Because SME
staffs wear multiple hats which can make segregation difficult,
SME owners can provide an oversight on financial reports or by
rotating responsibilities. This means that simple in-house as-
sessments can reveal critical gaps and guide where to focus
limited resources. To overcome resource constraints, SMEs can
leverage external guidance and support.

A strong organizational culture of security is pertinent.
Cybersecurity is as much a culture as about technology, and
SME leaders must make security everyone's responsibility, not
just an IT issue. To enhance a cyber-aware culture, this paper
recommends that SMEs should cultivate cybersecurity aware-
ness among all employees. This can involve tangible measures
such as conducting regular and brief training sessions on
cybersecurity issues, and, importantly, leaders should set the
tone. SME owners/managers should visibly prioritize cyberse-
curity in meetings and policies. Employees’ buy-ins should be
encouraged by explaining the importance of cybersecurity in
protecting the survival of the business to motivate engagement.
Creating a culture of vigilance means that employees actively
watch for and report anomalies. This paper further recom-
mends that leaders should foster a no-blame environment for
reporting suspicious activities or mistakes so that personnel
feel empowered to raise concerns early. This means that se-
curity concerns must be reinforced continuously. Thus, by
embedding cybersecurity into daily operations, employees
become a human security system, and the SMEs can adapt
quickly to new threats.

Table 2 summarizes the practical recommendations. How SMEs
can implement the recommendations and the expected benefits.

Specifically, policymakers could consider implementing targeted
measures to address the unique vulnerabilities of Canadian
SMEs, such as offering tax incentives for businesses that adopt
fraud risk management systems, funding subsidized training
programs in forensic accounting and cyber-risk response and
creating shared cybersecurity resource centres that provide access
to tools, expertise and simulation environments.

By incorporating these recommendations into policy and prac-
tice, stakeholders can develop a more adaptive, inclusive and
effective cybersecurity assurance model that meets the evolving
needs of SMEs, particularly in Canadian and similarly struc-
tured economies. This study contributes to the growing
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TABLE 2 | Practical recommendations.

Recommendations

How to implement

Expected benefit

Establish a fraud risk
management program

Integrate forensic
accounting in oversight

Build a cyber-aware culture

Implement essential
technical safeguards

Leverage external security
expertise

Perform regular fraud risk assessments; establish
antifraud policies and internal controls

(e.g., segregate duties, dual approvals); prepare a
basic fraud response plan. Use external templates
or advisors if needed.

Schedule periodic forensic audits of financial
records; use data analytics tools to flag
anomalies; train finance staff in forensic
techniques or hire a forensic accountant for
investigations as needed.

Provides an ongoing cybersecurity and fraud-
awareness training for all employees; leadership
consistently reinforces security expectations;
runs periodic phishing email tests and maintains
open channels for reporting incidents

Enforce strong passwords and multifactor
authentication; keep software updated with
security patches; regularly back up important
data; use firewalls and anti-malware free or low-
cost security tools when possible.

When possible, outsource to management
security service providers for 24/7 monitoring
and incident response; consult cybersecurity/
fraud experts for perioding training, consider
cyber insurance to transfer risks associated with

Reduces opportunities for fraud and potential
losses; ensures a proactive, structured approach
to fraud prevention; improved stakeholder
confidence in the business.

Detects fraud and errors early, before they
escalate; provides evidence to support legal
action if needed; deters fraud through visible
oversight and scrutiny.

SME employees act as vigilant “human sensors”
catching and reporting threats that technical
controls might miss; faster response to incidents
limits damage; fosters an adaptive, resilient
workforce.

Mitigates common cyberattack and fraud vectors
(phishing, malware); limits damage from
breaches (data can be restored); improves overall
cyber hygiene with minimal financial
investment.

Access to specialized knowledge and round-the-
clock protection without hiring full-time staff;
improved ability to prevent and respond to
incidents; financial protection (insurance
payout) if a serious breach or fraud happens.

major incidents

literature on SME cybersecurity by highlighting the importance
of internal capabilities that promote proactive threat detection,
organizational learning and sustained preparedness in the face
of evolving cyber risks.
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