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Abstract article can be found at the end of the article.
The Technology Readiness Level (TRL) has been adopted since 2014
within the European Union (EU) as a metric to evaluate the maturity of
results from EU-funded research and innovation projects. This metric
is crucial for distinguishing between innovation actions aimed at early-
stage innovations and market-ready solutions. Ideally, EU-funded
research and innovation projects should lead to the development of
innovative concepts and technologies by EU industries, which in turn
enhance security capabilities within EU member states. However,
there is a notable challenge: the adoption rate of outcomes from EU-
funded security research and innovation projects is not as high as
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expected. The current TRL maturity assessment method is insufficient
in exposing the possible cause of the limited uptake by fully pointing
out where the development is lacking. The TRL's limitations include a
lack of comprehensive assessment from various perspectives
especially in the civil security research and projects, which is necessary
to bridge the gap, often referred to as the "valley of death," between
project results and their effective adoption. To address these
shortcomings, in the MultiRATE EU research project we propose a
holistic framework that enhances the TRL scale by adding additional
Readiness Levels (RLs) for a more complete evaluation of security
projects. These include the Societal RL (SocRL), Security RL (SecRL),
Legal, Privacy and Ethical RL (LPERL), Integration RL (IRL),
Commercialisation RL (CRL), and Manufacturing RL (MRL). In this white
paper, we explain the design process of this framework and discuss
insights on its implementation. Our aim is to integrate and align all
indicators and methodologies of these RL scales effectively,
considering the specific characteristics of each RL dimension.

Plain Language Summary

The Technology Readiness Level (TRL) is a tool used in the EU to
measure how mature new technologies are, especially those funded
by the EU. It's important for figuring out if these technologies are
ready for the market. However, many EU-funded security projects
aren't being adopted as much as expected. The current TRL method
doesn't fully explain why this is happening because it doesn't look at
all the necessary angles.

To fix this, the MultiRATE EU project suggests a new framework that
adds extra levels to the TRL. These new levels include societal impact,
security, legal and ethical considerations, integration,
commercialization, and manufacturing readiness. This more detailed
approach aims to better evaluate security projects and help them get
adopted more effectively. The white paper explains how this new
framework can be designed and implemented to improve the
adoption of these projects.

Keywords
MultiRATE, TRL, Holistic Readiness Level, Maturity Assessment,
Research and Innovation, EU Civil Security Domain

This article is included in the Horizon Europe
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Introduction

In the 1970s, the National Aeronautics and Space Administra-
tion (NASA) developed new methods for evaluating the matu-
rity of technologies and the associated risks of technology
development'. Initially, a seven-level Technology Readiness
Level (TRL) scale was introduced to determine whether a
technology was sufficiently mature for deployment in space.
This TRL scale has since been refined into the current nine-
level TRL scale*. This standardized method is widely used
by both the public and private sectors. In 2010, the European
Commission recommended the use of the TRL scale for
EU-funded research and development projects. As a result, the
research and development community adopted this scale in
2014 as part of the EU Horizon 2020 program for assessing
the development potential and results of the projects.

The TRL concept is relevant for Horizon Europe’s Pillars 2
and 3. Pillar 2 distinguishes between Research and Innovation
Actions (RIA) with lower maturity/TRL (4-5) and Innovation
Actions with higher maturity/TRL (6-7) requirements’. In
the European Innovation Council (EIC) programs in Horizon
Europe’s Pillar 3, focused on innovation, TRL requirements
are included in the different calls for the EIC grants*. The EIC
programs distinguish between three grants, depending on the
TRL:

e Pathfinder: For -early-stage technological develop-
ment in TRL 1 to 4, grant aiming to provide support to
further research and develop of emerging breakthrough
technologies.

e Transition: Assists technologies in phases beyond
proof of principle at TRL 3 or 4 to develop and validate
their feasibility towards an outcome TRL of 5-6.

e Accelerator: Aids innovations at a TRL 5-6 up to 8,
helping scale-up and introduce the innovation to the
market.

TRL is used in EU-funded research and innovation projects
to distinguish maturity levels and select appropriate grants
for concept and product development. Further applications of
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TRL within the context of EU-funded research projects
include the assessment of the maturity of the output of projects,
and the maturity growth of systems and solutions during
the research projects execution.

A TRL-9 product is expected to be a mature innovation ready
for industry and end-users. However, even after reaching
TRL-9, there is no guarantee that an innovation or solution
will be adopted by the industry for production or acquired
by end users. Especially for the EU civil security research
and innovation projects, a key challenge remains in improv-
ing the uptake of innovations’, mainly due to a fragmentation
of the market. EU security research and innovation projects
often face challenges in bridging the gap between project
outcomes and the maturity level needed for smooth indus-
try and/or end-users’ uptake, commonly referred to as the
“valley of death™’. This metaphor highlights the difficul-
ties in securing funding and support during the transition

period (Figure 1).

In advancing technological innovation, a Holistic Readiness
Level (HRL) calculator integrating multiple RL dimensions like
the one proposed in MultiRATE can provide a structured way
to evaluate specific aspects of readiness, offering granular
insights into progress and feasibility.

In this white paper we will take a closer look at which fac-
tors contribute to success and failure of the uptake of EU-
funded security cluster 3 program projects (Civil Security for
Society), the limitations of TRL and the MultiRATE approach
to overcome all these challenges. Specifically, we will explain
the considered seven RL dimensions (TRL, SocRL, SecRL,
LPERL, IRL, CRL, MRL) and the design factors to build the
holistic framework. We will discuss insights on its imple-
mentation considering that each RL scale comprises a set of
indicators and methodologies that must be integrated and
aligned for an effective holistic maturity assessment, considering
the specific characteristics of each RL dimension. Moreover,
an investment forecasting tool could help with the management
of security research projects and their resources by relat-
ing RL improvement and the required effort for that. Given

Valley of Death
u Existing SpaFe between opportunity Exis.tin.g _
E research discovery and product  /commercialization
© | resources development resources
é (technical
and market)
Discovery  Pre-NPD  Development Commercialization

Figure 1. The Valley of Death®’. Pre-NPD (New Product Development) involves the activities and decisions made after initial R&D but
before full-scale product development begins. (Figure © 2010 Product Development & Management Association. Figure reproduced with

permission from John Wiley and Sons, figure adapted from 7).
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the widespread use of TRL in recent decades, MultiRATE
proposes a TRL investment forecasting tool with a method-
ology that can extend to other RL dimensions as more data
becomes available.

Factors that limit uptake of EU research and
innovation project results in the security domain
The EU-funded security cluster 3 program addresses per-
sistent security threats, including cybercrime, and natural or
man-made disasters®. According to the Horizon Europe Strategic
Plan, the research and innovation actions in this cluster should
contribute to (1) reduce losses from disasters, (2) facilitate
travel for legitimate passengers and shipments into the EU
while preventing travel for non-legitimate ones, (3) tackle crime
and terrorism more effectively and (4) increase cybersecurity
and create more secure online environment®.

From evaluations of EU funded programs (7th EU Frame-
work, Horizon 2020)*'°, and from evaluations focused on the
security cluster'™* (PASR, Horizon 2020, Commission Staff
Working Document Study on the Factors Influencing the Uptake
of EU-Funded Security Research Outcomes) and scientific lit-
erature on the impact of EU funded research, several factors
emerge that contribute to hindering the uptake of EU-funded
security project results!+16:

e Market Fragmentation: Administrative responsi-
bilities, legal frameworks and operational practices, as
well as security challenges, differ considerably among
member states, which complicates the development
of universally applicable tools. In the crime and terror-
ism subdomains in particular, differences in national
legislations are an obstacle to uptake, as solutions
must be tailored to local requirements. This market
fragmentation hinders the wider adoption of successful
research project solutions across the EU>"".

¢ Quality of Information flows: The quality and quan-
tity of information sharing on EU-funded security
research innovations and results is often inadequate.
Additionally, a key barrier to uptake involves the sen-
sitive nature of certain security domains, making it
challenging to widely disseminate research outcomes>'”.

e Insufficient output maturity for wuptake: EU
funded research project results often do not reach the
level of development required for commercialisa-
tion by the end of the project. This leads to a need to
find funding for follow-up development while simul-
taneously it is too early for end-users to assess the
take-up of new technologies, systems, approaches and
knowledge>!1217,

e Lack of foresight and evolving end user require-
ments: The lack of long-term planning across multi-
ple security innovation domains may be a barrier to
uptake.

e Protection and clarity of IP rights: IP rights protec-
tion and clarity can be a barrier due to restrictions
on transferring IP between projects. Both academic
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literature and EC studies have similarly suggested that
IP rights can act both as a barrier and facilitator for
uptake.

e Challenges associated with public acceptance:
Uptake also implies the involvement of various stake-
holders, including direct involvement of practitioners
and industry, but also indirect recognition of the policy
sector for support and buy-in.

e Restrictions of an institutional market: The security
market is one of the few markets in which public sec-
tor authorities represent the primary (and sometimes
only legal) customers for solutions and technolo-
gies, creating unique challenges for uptake. This fac-
tor, in conjunction with a complicated regulatory
framework, makes adaption hard to predict due to
non-standard market dynamics and limited market
visibility.

In addition to these factors, there may be issues related to the
metrics used (mostly TRL) to measure the maturity of inno-
vations and track their progress. Inappropriate metrics may
lead to imbalances in critical aspects necessary for success-
fully navigating the R&D “valley of death”. Therefore, it is
important to examine the limitations of TRL.

TRL limitations

Although the TRL scale is used widely and has only mar-
ginally changed since its inception, several shortcomings
have been identified over the years. First, there is a lack of
precise definition of the individual levels. No sound defini-
tion of the individual levels has yet been fully explained and
exemplified, and a succinct definition of terminology is
lacking"'®. Olechowski et al.® found issues with the subjectiv-
ity of the TRL assessment and imprecision of the scale. Prob-
lems might emerge when RLs proliferate and are used without
a commonly agreed definition or when they are imple-
mented without the support of adequate tools and methods to
carry out a reliable assessment. A second issue is that tech-
nology hand-off is not considered. One of the main goals
of the original NASA TRL method, was to use the assess-
ment to get insight in the right moment for transferring
technology between departments within NASA to advance its
development efficiently. This Technology hand-off from one
party to another needs to be done at certain specific TRL lev-
els. Different types of organisations are needed at different
TRL levels. The EC TRL version does not address this prob-
lem, although the EU has established different fund types for
research and development at different TRL levels”. Another
issue with TRL is that TRL level differs from the context of
the foreseen application environment. A technology maturity
level needs to be considered within the context of the fore-
seen application. When different applications are foreseen, a
technology has multiple TRL levels concurrently”. Changes
in the application environment should lead to guidance on
the change of the TRL?.

TRL does not include any information on the possibil-
ity and difficulty of further developing a technology to a
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higher level, which would be useful to get insight into the risks
of that development's. It is now an assessment at one point
of time, and it does not give insight into the needed effort or
technological challenges to bring the TRL to a higher level®.
To solve this issue, the founder of the TRL scale, Mankins, pro-
posed to use the notion of “R&D degree of difficulty””. Other
aspects are the necessary costs to step to a next level. The
costs to step from one TRL level to another increase with the
maturity level. 90% of the costs will be spent to come from TRL
7 to TRL 9"2!. Costs are multiplied when transitioning from
TRL 5 to TRL 6 and then again to TRL 7'". Another issue is
that the TRL scale is often used for multiple purposes, which
might need different assessment aspects. The TRL scale
can have multiple purposes, like communication, providing
support to project planning or aiding investment decisions'.
For example, EU’s High-Level Group on Key enabling Tech-
nologies (HLG-KET) recommended using TRL as a tool for
assessing the results and expectation of the projects. The ques-
tion is if the TRL scale needs to be adjusted for each specific
purpose. For example, assessing eligibility to access specific
funding. For this purpose, in the Horizon 2020 program, addi-
tionally to a TRL assessment it also asked for mid to high TRL
programs to provide a business plan for future development'.

The TRL scale originates from NASA in the 60s/70s of the
previous century, when software did not play such a domi-
nant role within innovations as today. At the time that the TRLs
were conceived at NASA, hardware was emphasised sig-
nificantly more than software'®?2. The US-GAO argues that
evaluation of software is more challenging than evaluating
hardware because it lacks physical properties that can eas-
ily be characterised, measured and tested. Apart from tra-
ditional software applications, with the advent of machine
learning applications, the traditional TRL levels may no
longer apply.

For the assessment of the maturity of an integrated sys-
tem consisting of various components and/or technologies,
each with its own maturity level, the TRL method is less suit-
able. Although the higher TRLs mention the notion of system
maturity, implying a composition of multiple components
and/or technologies, still the levels offer limited insight into
integration, which is a key challenge faced by development
programs. The aspect of research solutions that will need
various technologies is not addressed'. Olechowski et al’®
found that integration and connectivity was found to be the
most critical challenge overall in applying the TRL levels.
System architecture connects different components within a
system through interfaces. The maturity of these interfaces
could be improved by coming up with new ways of connect-
ing components. This interface maturity is not covered in the
TRL framework®. This also raises the question as to which
components in a system need to be assessed to get an
assessment of the overall system. Is it necessary to assess
all the components? Or is it sufficient to restrict assessment
to the components of high technology risk? And what hap-
pens if one component is replaced in a system? Is it necessary
to re-assess all components? Or only the new component?
And what if the new component has a lower TRL than the
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original one. Does the entire system then become that lower
TRL?

The TRL scale is linear and does not consider the cyclical,
iterative, or non-monotonic nature of technology development?.
And how to handle step backs in development? EARTO
mentions that design flaws that emerge during initial manu-
facturing can throw back a technology to earlier stages of
development, for instance requiring more R&D to achieve
technological feasibility!. Moreover, TRL-9 does not mean
ready-for-the-market. For example, commercialisation RLs are
at a rather low level when TRL is 9'*%. In order to assess if a
technology is ready-for-the-market, aspects like manufactur-
ability and readiness of manufacturing technologies have to
be taken into account as well. Furthermore the readiness of an
organisation to implement the innovation!, as well as the ethical
and societal aspects ensure alignment of the technology with
the existing ethical and societal norms*.

The MultiRATE approach

In the past years, the European research community has iden-
tified that assessing correctly the RL is crucial as it ena-
bles a clear understanding of the technological maturity and
exploitation feasibility of research outcomes. Furthermore, it
aids in informed decision-making, effective resource alloca-
tion, and timely identification of promising technologies for
further development and implementation. In this context, the
ambition of the MultiRATE EU research project’’ is to develop
a holistic, homogeneous, and harmonized RL evaluation meth-
odology and calculator for R&D projects and solutions in the
security domain, which will be made available to the EU R&D
community. For an improved maturity assessment method,
from the above-described factors that currently hinder the
uptake of EU project and from the shortcomings of the current
TRL method, we have derived eleven design considerations for
MultiRATE:

1. Define RLs with clarity and precision: Ensure that
the method includes a comprehensive and precise
definition of each RL. This involves developing clear
terminology and structured descriptions for all RL
stages to address the ambiguity currently observed in
RL assessment methodologies.

2. Incorporate application environment as a factor:
Recognize that the maturity of a product can vary
depending on its application environment. Include fac-
tors such as language barriers, organizational contexts,
and procedural compatibility to reflect the variability
in RLs across different scenarios and stakeholders.

3. Customize the RL method for its intended pur-
pose: Tailor the method to specific objectives, such
as planning, investment decision-making, or progress
tracking. Ensure that the level of detail matches user
needs—neither overly simplistic nor excessively com-
plex—to maximize usability and relevance.

4. Account for organizational hand-offs in the RL
assessment: Integrate checks to ensure that the right

Page 6 of 12



type of organization or department is involved at each
RL. Addressing the technology hand-off process is
critical for smooth transitions between development
stages.

Include interoperability commitment as a crite-
rion: Incorporate a factor to assess the commitment
of stakeholders to harmonize technologies, processes,
and procedures. This is crucial to address barriers
that limit the widespread adoption of research out-
comes, especially in collaborative or multi-stakeholder
environments.

Evaluate how well the solution meets end-user
needs: Assess the extent to which the product satis-
fies the requirements and expectations of its end-users.
Products that fail to meet these needs cannot be con-
sidered mature, and this evaluation should include
an analysis of funding availability to measure added
value for end-users.

Factor in trust, knowledge, and engagement of end-
users: Include criteria to evaluate the level of trust,
awareness, and involvement of end-users and stake-
holders. These elements are essential to fostering
acceptance and uptake of the product.

Assess costs and risks of advancing RL levels: Pro-
vide insights into the expected R&D efforts, costs,
and risks associated with advancing the maturity level
of the product. This information supports informed
decision-making regarding further development.

Consider financial and procurement factors: Incor-
porate the availability of financial resources and the
presence of pre-procurement or procurement projects
into the method. Address how these factors influence
the demand for and development of security products.
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10. Include regulatory context as a driver: Factor in the
presence, absence, or evolution of relevant regula-
tions that drive the need for the product. Harmonized
regulations across regions can significantly enhance
product adoption.

11. Address licensing and IP rights: Assess the level
of agreement or effort required to resolve licens-
ing and intellectual property (IP) rights issues. These
aspects can present significant barriers to the uptake
of research outcomes and must be proactively

managed.

Following all these considerations, MultiRATE proposes seven
RL dimension scales, which can be used individually or com-
bined into a holistic RL scale (Figure 2), and an investment
forecasting module to estimate the costs needed to increase
RL maturity. Next, we introduce each of these artefacts and
our approach to designing and validating them.

Technology RL (TRL)

The TRL calculator developed within the scope of Multi-
RATE project aims to provide the European R&D community
and relevant European Commission Agencies with a meth-
odology for measuring how mature a particular technology is
in EU R&D project solutions. In MultiRATE, the TRL will keep
the widely used 9 TRL levels and the definitions already used
in EU R&D projects and will focus the efforts on developing
appropriate indicators per level for assessing a technology’s
stage of development while taking various aspects like research,
experimentation, and testing into account. Thus, TRLs will
increase when a technology develops from early idea phases
to fully operational solutions, demonstrating the technolo-
gy’s rising level of maturity and declining any foreseen risks.
The TRL framework developed by MultiRATE also incorpo-
rates software and Al development by emphasizing the evalu-
ation of intangible assets and their integration within complex
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systems, ensuring a comprehensive and adaptable readiness level
assessment. TRL framework will enable stakeholders to learn
more about the readiness of the technology for deployment
as well as practical application of hardware and/or software
solutions. MultiRATE’s TRL evaluation framework will
comprise four distinct indicator categories: Technology Prepara-
tion & Requirements, Documentation, Operability & Continu-
ity, and Evaluation & Usability. These categories serve as key
aspects for assessing the readiness and effectiveness of an
element.

Societal RL (SocRL)

The SocRL calculator assesses the level of adaptation of an inno-
vation (e.g., the use of a new piece of equipment, system, soft-
ware, methodology, or procedure within a context it has not
been used before) to be successfully adopted by society. Pre-
vious work has been carried out into societal readiness, with
the most well-known scale coming from Innovation Fund
Denmark®. However, the existing works on societal readiness
are fragmented and incomplete for the purposes of MultiRATE’s
proposed comprehensive assessment framework; additionally,
past research tends to focus on the areas of energy, decar-
bonisation, and sustainability®**’, and therefore more work is
needed to apply these societal considerations to the security
domain, where they are just as, if not more, relevant than ever.
The MultiRATE SocRL will include measures such as the
take-up and acceptance of an innovation by society. It will fea-
ture levels ranging from the initial identification of the societal
need, societal good, and associated readiness aspects of the
innovation in question, all the way up to finally proving its ben-
efit within society after launch on the market. It predicts the
readiness of and helps prepare an innovation along its journey
of adoption.

Security RL (SecRL)

MultiRATE’s SecRL calculator will allow users to assess the
security level of a specific element (e.g., product, system, or
process) and its assets, considering the threat environment and
implemented security measures. Designed as a progressive
framework, the calculator will evaluate indicators for each level,
ranging from security consideration aspects to operational secu-
rity validation aspects. It will determine the achieved security
level, calculating fulfilment percentages, and highlighting
areas for improvement, providing guidance on further steps to
enhance security readiness. This approach will provide users with
a comprehensive view of the overall security posture, facilitat-
ing informed decision-making and targeted strategies to effec-
tively mitigate risks faced by the element in its operational
environment.

Legal, Privacy and Ethical RL (LPERL)

MultiRATE’s LPERL is a specialised metric designed to evalu-
ate the alignment of a solution with legal standards, privacy
norms, and ethical principles. By addressing these related chal-
lenges proactively, the LPERL aims to ensure that legal and
ethical issues are adequately addressed during the develop-
ment phases. Therefore, the intended benefit of the LPERL cal-
culator developed in MultiRATE is to determine the degree of
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alignment with European values and rights, provide guid-
ance in LPE (Legal, Privacy and ethics) by design and pro-
mote responsible application of solutions. More specifically,
the purpose of the LPERL is to iteratively indicate (i.e. the tool
should be used multiple times during development and results
should be compared to each other) the ethical, privacy, and
legal readiness of products/outcomes, and raise awareness of
potential current and downstream issues in the evaluated aspects.
It will be developed as a modular questionnaire that is custom-
ized based on the features of the evaluated product/outcome.
Modules will consist of a general ethical module, law enforce-
ment module, personal data module (for non-law enforce-
ment applications), and an AI module. Each module will
consist of indicator questions that address ethical, privacy,
and legal aspects for different stakeholders and types of
technologies.

Integration RL (IRL)

The IRL is a metric for assessing the maturity of an element
(product, system, process) to be effectively integrated into a
larger or operational environment. This assessment framework is
designed to systematically examine the interactions and depend-
encies between various integration points, helping stakehold-
ers understand the current level of readiness for seamless
incorporation. One of the key benefits of the IRL is its role
in identifying potential risks and development areas requir-
ing further engineering work, thereby reducing the likelihood of
complications when integrating sub-elements into a broader
system. By doing so, it not only addresses immediate techni-
cal issues but also highlights areas that need attention to meet
system requirements. This allows for more informed deci-
sions on whether to integrate certain technologies, especially
in avoiding the inclusion of outdated systems, or those that may
not yet be fully mature. Additionally, it assists stakeholders in
determining the standards, documentation, and interoperabil-
ity needed for a successful integration, guaranteeing that tech-
nology capabilities match more general system objectives.
Overall, the IRL offers a structured approach to mitigate risks
and guide the maturation process of components and sys-
tems for smoother integration into complex environments.
Although there are existing works in the literature that establish
scales for assessing the level of integration readiness, among
which one of the most notable contributions is the approach
presented by’!, they are generally designed with a specific
objective in mind. As a result, they often lack the comprehen-
siveness required to support the holistic assessment framework
proposed by MultiRATE. This limitation highlights the need
for a more comprehensive and adaptable approach to effectively
address the diverse requirements of integration readiness.

Commercialisation RL (CRL)

Based on earlier work on CRLs, MultiRATE’s enhanced CRL
will be adapted to follow the Holistic Innovation Manage-
ment methodology. Utilising this methodology*>** the proposed
combined strategy will be followed for Intellectual Property
management, data management, dissemination, communica-
tion and exploitation throughout the lifecycle. This will be real-
ised with a multi-level assessment process. For each of levels,
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indicators will be offered, and their evaluation will deter-
mine the readiness for commercialisation of the element under
study. The indicators’ types include various aspects, includ-
ing Intellectual Property Management, Market & Competition
Landscape, Team/Consortium Expertise, Solution Definition/
Design/Development (including required certifications and regu-
latory requirements), Exploitation Plan, Manufacturing/Supply
chain (including end-user engagement). Overall, as explained
in 33 the enhanced CRL aims to support an exploitation team
in assessing their product’s readiness for the market, while
its indicators will also serve as guidelines to enrich the action
plan in every level, improve the product’s commercialisation
strategy, and consequently, the innovation adoption. By over-
coming all barriers, the element will gradually reach the final
CRL level and will therefore be ready for commercialisation.

Manufacturing RL (MRL)

The goal of the MRL is to support industrialisation manag-
ers and R&D teams in managing manufacturing risk and ensur-
ing the manufacturability of products in the transition from
R&D to production. Potential investors of a new product
can also benefit from having an accurate assessment of prod-
uct’s MRL. The MRL is a measure to assess the maturity of a
given product/system/process from a manufacturing perspec-
tive. In more detail, MRL offers decision makers a common
framework to assess the progress and the risks that are asso-
ciated with the manufacturing of an element under develop-
ment. Besides defining the level of manufacturing readiness,
MRL aims to highlight manufacturing, financial and opera-
tional gaps, and set the baseline for more efficient risk man-
agement and manufacturing feasibility. By embedding the
MRL within the broader MultiRATE readiness framework, the
project will ensure that manufacturing considerations are
comprehensively evaluated alongside other critical domains,
enabling a seamless transition from R&D to production while
supporting risk mitigation and informed decision-making across
all RLs. The MRL framework within MultiRATE will be based
on various indicator types, including Manufacturing proc-
ess, Supply chain readiness, Production capacity, Quality con-
trol and assurance, Manufacturing equipment and machinery,
Cost and efficiency, Training and workforce, and Regulatory &
compliance.

Holistic RL (HRL)

MultiRATE’s holistic RL (HRL) assessment aims at integrat-
ing the previously discussed RL domains, considering all the
specific characteristics of each of the RL domains. It allows
comprehensively evaluating the readiness of a product/system/
process from different perspectives providing granular insights
into progress and feasibility from a holistic perspective.
Current state-of-the-art methods for assessing the maturity of
concepts like systems, technologies, and organizations use a
holistic approach by integrating different maturity scales. Some
of these methods adopt the same number of levels for each
RL scale’**, while others do not*?*’. The former require a
design of the indicators that allows aligning directly the levels
of each RL scale (i.e., a 1-1 same level mapping), while the lat-
ter align the levels of different RL scales from a higher-level
perspective to assess the holistic maturity. Thus, the latter
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allow having RL scales with different number of levels. This
higher flexibility is more convenient for MultiRATE as the
considered RL scales are quite heterogeneous. Besides, our
goal in the design of the holistic methodology is to incorpo-
rate all RL scale indicators and methodologies but also pre-
serving the unique aspects of each RL domain. This means that
although we might consider some modifications in the RL scales
to harmonise them from the holistic point of view, we
should also keep their standalone usefulness.

Forecasting module

MultiRATE’s forecasting module aims to predict how much
funding is needed to increase an element’s RL or how many
levels RL will rise using a given budget. Research person
months (PMs) will be used over money as a measure, for accu-
racy and comparability, as they reflect human effort overcom-
ing the differences between EU states in wages or other costs.
Public datasets will be utilised to train the model effectively,
before using it on the gathered relevant data. Challenges to be
overcome include varying data recording across organisations,
introducing subjectivity, and standardisation difficulties. The user
will be able to input features related to effort and development
duration and distribution, receiving a visual 3D representation
of predictions based on PMs, time, and RL progression.

Development and validation methodology

The overall development methodology of MultiRATE will
be based on continuous development, testing and updat-
ing cycles. The establishment of a network of collaborators
for the project will serve as the cycle’s initial starting point. This
network will be composed of the project’s partners, networks
to which the partners belong, as well as specific businesses
from the commercial, public, and research sectors, covering
the whole EU R&D community. The network participants will
be the end-users of the project, providing significant input
regarding the requirements, the indicators, and the validation
process. Throughout the cycles, it will operate continuously
(Figure 3).

MultiRATE  will rely on the Design Science Research
Methodology (DSRM) to validate each of its artefacts. This
methodology enables a structured, objective, utility-based, and
end-user-centric approach. By conducting design and evaluation
activities in iterative cycles, we can elicit frequent feedback
and ensure continuous improvement. DRSM incorporates prin-
ciples, practices, and process models which are adequate to
conduct design science research in applied research disciplines,
whose cultures value incrementally effective solutions®®. The
design science paradigm seeks to create and evaluate “what is
effective” in the problem space®. The design-science paradigm
has its roots in engineering and the sciences of the artificial®“. It
is fundamentally a problem-solving paradigm®. More spe-
cifically, the process model adopted by MultiRATE is based
on the model developed by Peffers, et al*, presented in
Figure 4.

In addition to the DRSM methodology, a standardized certifi-
cation scheme for individual RL and HRL assessment is pro-
posed to normalize RL assessments across different evaluations
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and evaluators, ensuring their reliability and consistency. This
evaluation scheme establishes formal procedures to harmonise
the RL evaluations, ensuring alignment with the defined cri-
teria and methodologies. Additionally, the proposed certifica-
tion guidelines aim to support future RL assessment schemes
that may include various innovation development strate-
gies. The formalized assessment can be used either as a self-
assessment or as a third-party assessment practice, depending
on the requirements. The standardized guidelines have been
tested within civil security projects and stakeholders*.

Conclusions and discussion

MultiRATE proposes a holistic framework specifically designed
to enhance the maturity assessment method for security research
and innovation projects from the EU-funded security cluster
3 program. This framework integrates the well-known TRL
scale with additional RL scales such as SocRL, SecRL, LPERL,
IRL, CRL, and MRL. Additionally, MultiRATE introduces an
investment forecasting tool to manage research projects and
resources more effectively, relating RL improvement to the
required effort. This approach aims to address the limitations
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of the current TRL method, which often fails to fully
expose the reasons behind the limited adoption of outcomes
from EU-funded security research and innovation projects.
MultiRATE’s HRL assessment aims to integrate all these RL
domains, considering their unique characteristics, to evalu-
ate the readiness of all aspects of a product, system, or process.
This integration aims to provide granular insights into progress
and feasibility from a holistic perspective. By providing a
more comprehensive evaluation from various perspectives,
MultiRATE seeks to bridge the “valley of death” between
project results and their effective uptake, ultimately enhancing
security capabilities within EU member states.

Designing each artefact of the MultiRATE framework involves
addressing specific challenges to ensure a comprehensive and
effective HRL assessment. For the TRL, the main challenges
include developing appropriate indicators for each level,
ensuring consistency with existing EU R&D definitions, and
accurately assessing the maturity of diverse technologies,
including software development. This requires a deep under-
standing of technological development stages and the ability to
create indicators that reflect these stages accurately. The
SocRL faces challenges in creating a comprehensive frame-
work that addresses societal readiness across various domains,
ensuring societal acceptance and adaptation. This involves
understanding societal needs and the factors that influence
the adoption of new innovations. The SecRL, which does not
have precedents in the literature, must define from scratch
security indicators that cover a wide range of threats and
measures, ensuring the framework is adaptable to different contexts
and technologies. This requires staying updated with emerging
security threats and best practices. The LPERL needs to address
the complex and evolving legal, privacy, and ethical standards,
ensuring the framework is applicable to various technologies
and contexts, specifically adapted to the security domain. This
involves understanding the legal and ethical implications of
new technologies and creating indicators that reflect these con-
siderations. For the IRL, the main challenges include assess-
ing the readiness of interfaces and elements for seamless
integration into larger systems, identifying potential risks and
dependencies, and ensuring interoperability and documenta-
tion standards are met. This requires a thorough understand-
ing of how different components interact and the potential
technical issues that may arise during integration. For the CRL,
challenges involve evaluating market readiness, managing
intellectual property, and developing effective commercialisa-
tion strategies. This includes understanding market dynamics,
competition, and regulatory requirements, as well as ensur-
ing that the product or technology is ready for market
entry and adoption. The MRL faces challenges in ensuring

Open Research Europe 2025, 5:115 Last updated: 30 APR 2025

manufacturability, managing supply chain readiness, and address-
ing quality control and regulatory compliance. This involves
assessing the maturity of manufacturing processes, ensur-
ing that production capacity meets demand, and maintaining
high standards of quality and efficiency.

On the other hand, for the HRL that integrates all these RL
domains, the main challenge is how to do it into a cohesive
framework, ensuring flexibility and comprehensiveness, and
maintaining the unique aspects of each RL domain. This requires
balancing the integration of different domains with the need
to preserve their standalone usefulness and designing indi-
cators that allow for a seamless alignment of levels across
various RL scales. Additionally, it involves harmonizing the
methodologies and indicators from each RL domain to create a
unified assessment framework that provides granular insights
into progress and feasibility from a holistic perspective. Finally,
for the forecasting module, the challenges lie in predicting
funding needs and development progress accurately, standard-
izing data inputs, and addressing subjectivity in assessments.
This involves creating a reliable model that can accurately pre-
dict the resources needed for development and the potential
progress that can be achieved, while overcoming the variabil-
ity in data recording across organizations and standardizing the
input features.

Future work will focus on implementing these elements
by addressing the limitations identified in the TRL frame-
work, ensuring that each readiness level is accurately assessed
and aligned with the evolving needs and standards of the
European R&D community. DSRM and the network of col-
laborators can help overcome these challenges by guiding the
iterative development and validation of each element, while
providing valuable insights and feedback from experts across
various fields, ensuring a robust and comprehensive readiness
assessment framework.
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