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Threat Modelling with the GDPR towards a Security and Privacy
Metrics Framework for IoT Smart-farm Application

Steph Rudd and Hamish Cunningham
Department of Computer Science, University of Sheffield, Sheffield, U.K.
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Abstract: This paper considers a balance between privacy and security provisions for IoT devices constrained by pro-
cessing ability, energy consumption, and storage. Risk-driven testing is invoked in conjunction with the seven
GDPR principles towards a metrics framework suitable for such an energy-conscious network within the do-
main of IoT-oriented smart-farms. The resulting metrics framework demonstrates how the influence of privacy
can minimise processing requirements, whilst threat modeling assures security. The research concludes that
several redundant security provisions can be replaced with privacy alternatives that improve energy efficiency.

1 INTRODUCTION

With IoT the aim is always to reduce power - often
constrained devices rely on the limited power sup-
ply of batteries. Within the remit of IoT agriculture,
this aim extends to enable crop growth automatically,
without internet dependence, and supported by green
energy towards sustainably powering constrained de-
vices. Unfortunately, security implementation is a
threat to device lifespan. It is heavy in both power and
processing - a threat to the longevity of the environ-
ment, yet necessary to protect it from malicious and
accidental downfall. This research proposes a solu-
tion to the security and threat balance - how to reduce
the burden of security whilst protecting against down-
time using privacy functions pertinent to the Gen-
eral Data Protection Regulation (GDPR), and Soft
Systems Modelling (SSM), for a perspective beyond
cryptography metrics.

The outcome is a framework with agnostic appli-
cation to IoT environments exemplified in the field of
aquaponic smart-farming, with the following contri-
butions:

1. Content-driven: Vulnerabilities assessed on value
and impact enabled selectivity in protection.

2. Energy reduction: The framework prioritised
green-farming towards sustainability.

3. Worldview: SSM and GDPR provided valuable
insight into atypical threat factors.

4. Substitution: Privacy functions ranked by energy
use demonstrated GDPR application.

5. Additional attributes: Modelling using a world-
view enabled domain-specific data attributes.

The study begins with explaining the issues pertaining
to de facto standard Transport Layer Security (TLS),
and vulnerabilities of IoT. Next, related work consid-
ers modelling methods suitable for the environment,
risk-driven metrics and privacy substitution. Assess-
ment and scoring is then defined before the frame-
work is invoked for testing. The results demonstrate
great benefit of such a framework for modelling secu-
rity and privacy at the design stage by employing the
principles of TLS, SSM, GDPR and threat modeling,
but in a way to benefit and sustain IoT operations very
different to traditional security application.

2 PROBLEM BACKGROUND

The problem is separated into an overlap between se-
curity and privacy, nature and vulnerabilities of IoT,
and the paradox of TLS, as the de facto security
standard for both traditional and constrained environ-
ments.

2.1 Security and Privacy

The misconceptions pertaining to the domain of pri-
vacy are likely due to the long-standing definitions of
Confidentiality, Integrity, and Availability (CIA), be-
longing to security (Aminzade, 2018). Whereas secu-
rity definitions CIA relate to encryption, attestation of
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non-tampering, and proof of origin respectively, pri-
vacy definitions refer to the rights of a living subject
through anonymity, pseudonymisation, and tokenisa-
tion (Varanda et al., 2021). Anonymisation means the
inability to identify a living person amongst a data set
- a series of values exemplified by health data of a
group, for example, where many subjects will belong
to a group of age or gender, but none shall stand out as
an individual. Anonymisation is often used in statis-
tics for geography, health, demographics, and risk
factors like insurance. Pseudonymisation, compared
to anonymisation, does not alleviate data of all iden-
tifiable information - but reduces the link of a dataset
with the original identity of an individual.

Pseudonymisation and anonymisation as privacy
functions overlap with security, as they could mean
an encryption scheme, or a nickname with meaning to
operatives but not outsiders. They could also mean a
reference code, an artificial identifier indexed against
the real data in a central server. Tokenisation is also
similar to encryption, but often operates on a simple
substitution to disguise data such as credit card num-
bers. Tokenisation can therefore be ‘unlocked’ with-
out a key, particularly with well known credit card to-
kenisation algorithms used as part of the Cardholder
Data Environment (CDE) (El Alloussi et al., 2014), of
PCI DSS (Razikin and Widodo, 2021).

The approval of PCI DSS for use of cryptographic
alternatives such as pseudonymisation for sensitive
data, indicates that negation of heavily mathematical
functions is entirely safe, practical, and even encour-
aged under the governing bodies of financial regula-
tion. This work investigates where it is safe to substi-
tute security functions for privacy.

2.2 Nature and Vulnerabilities of IoT

IoT networks by nature are chaotic, constrained, and
heterogeneous - opposite of the capabilities and re-
sources of typical computers such as desktop ma-
chines and smartphones. However, particularly in
the case of microcontrollers (as opposed to micro-
computers), their constraint and simplicity provides
natural protection. In the way that a calculator
cannot be exploited through lacking architecture, a
microcontroller is naturally without Operating Sys-
tem (OS) or the problems that go with it. De-
velopments of microcontroller-oriented developments
such as Serial Peripheral Interface Flash File System
(SPIFFS) (Espressif, 2021a), Mongoose OS (Espres-
sif, 2021b), and the Arduino webclient (Microcon-
trollerslab, 2019), increase the threat landscape by
removing this natural robustness of IoT simplicity.
Attempting to transform machines comparable with

those of the 1990’s towards modern expectations,
weighs heavily on the storage and energy restrictions.
TLS is a reflection of such unreasonable expectations;
it is centralised, rigid, and contradicts notions of het-
erogeneous freedom and spontaneity. However, TLS
is strong, widespread, and available for most, if not
all, communications protocols.

2.3 Rigidity of TLS

As the long-standing de facto standard in online secu-
rity, TLS has carried ubiquity onto IoT, with libraries
for both software and embedded devices, and dedi-
cated hardware acceleration in some microcontrollers
such as the ESP32 (ESP32, 2021). However, the ben-
efits of TLS end at the convenience of ubiquity. De-
signing an agnostic security application to satisfy the
same standards as TLS would be quite a challenge,
particularly since the CIA functions are readily avail-
able. Therefore the challenge is not to reinvent TLS
security, but disrupt everything about it apart from
the ubiquitous functions - as a challenge centric to
carbon-neutrality and device longevity, this is moti-
vation enough to accept.

Now, TLS relies on invoking a channel to agree
on the authenticity of the server which a client wishes
to connect with. The client interrogates the server, to
ascertain it is who it claims to be, before agreeing to
send over any sensitive information such as username
and password credentials. Subsequently the server’s
identity is confirmed through the medium of an X.509
certificate, or more specifically, the Digital Signature
Algorithm (DSA) on that certificate, and then the se-
cure session begins. This is the way online transac-
tions have taken place for decades.

Now, if the network entities do not intend to use
web browsers, Certificate Authorities (CA), an OS,
SPIFFS, or any other complications pertaining to their
detriment, they do not need the certificate either. The
reason for this is, without a browser, the certificate
need not be kept, since it is for browser display behind
the TLS handshake. Without the browser, devices can
authenticate perfectly well using regular TLS func-
tions and without all the unnecessary infrastructure.
This deals with the centralised aspect that would oth-
erwise stifle equality and distribution throughout the
network.

To address energy consumption this is where risk
assessment becomes so valuable. Since the TLS chan-
nel must no longer be invoked due to removing the
centralised infrastructure, security functions can be
employed with disregard to the rules of that channel.
This allows freedom to employ CIA or privacy func-
tions on a very flexible basis. It is important to em-
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brace the standards and reasoning behind TLS, and so
related works on risk-driven assessment for address-
ing the energy-security-privacy balance shall now be
investigated.

3 RELATED WORK

Related work considers how a requirements analysis
of the smart-farm domain would be fulfilled, threat
modelling strategies, relevance of privacy under the
GDPR, and security under the CIA.

3.1 Domain Requirements

From a business perspective, production input com-
pared with output justifies domain viability. In the
context of a smart-farm, this balance is delicately
subject to the power vs processing tradeoff (Pavlović
et al., 2021); a paradigm in which microcontrollers
provide system monitoring and control ideally un-
der the jurisdiction of green energy. If that green
energy can supply all the energy required to fulfill
the paradigm of carbon-neutral or negative crop pro-
duction, the application is feasible, and if it can’t, it
isn’t. Since security application threatens resources
of constrained networks with such energy burdens,
Soft Systems Modelling (SSM) (Sarrala, 2021), is a
good place to scope basic requirements and eliminate
frivolous procedures.

The ‘seven stages’ is an activity model based
on domain context, achievable changes and action-
able points, whereas ‘two stream’ model refers to
logic-based analysis with cultural and political in-
fluence, similar to the ‘four main activities’ model.
The CATWOE model identifies people, processes and
environments which contribute to a situation, and
is the most appropriate approach given that security
should be tailored to an environment and its vul-
nerabilities. On this basis of environmental influ-
ences, other notable business models include SWOT
and TOWS; Strengths Weaknesses Opportunities and
Threats from internal and external direction.

3.2 Threat Modelling Strategies

There are several risk-driven methodologies for se-
curity at the systems design phase. STRIDE is the
most mature (Mauri and Damiani, 2021), and pro-
vides threat-specific variants to arrange property vi-
olations identifiable in Data Flow Diagrams (DFDs)
of the system design. An immediate problem with
STRIDE in the smart-farm domain is the presump-
tion of specific vulnerabilities according to the top

ten, which in a heterogeneous environment, may not
be applicable.

PASTA (Shin et al., 2021), describes a seven-stage
model of activities to combine business objectives and
technical requirements. It is attacker-centric, con-
siders governance, architecture and operations, and
may reflect the concerns of the domain better than
STRIDE.

LINDDUN (Robles-Gonzalez et al., 2020),
largely concerns privacy, with a systematic approach
influenced by DFD-illustrated entities, data stores,
processes and data flows. With reference to the
aforementioned overlap between privacy and security,
LINDDUN will be a valuable approach.

CVSS (Walkowski et al., 2021), provides a nu-
merical score of a vulnerability based on its charac-
teristics. The CVSS consists of three metrics groups
(base, temporal and environmental), and is often used
in conjunction with other threat-modelling methods.
CVSS is not useful for the smart-farm security appli-
cation design, but as part of a penetration test follow-
ing implementation, towards remediation. It will not
be used.

Persona non Grata (PnG) (Mantha et al., 2021),
considers the motivations and skills of human attack-
ers by characterising attackers as archetypes for sys-
tem misuse towards specific goals. Use case scenarios
are generally helpful in system design, and so this will
be a beneficial security application of such scenarios.

TRIKE, was created as a security audit framework
from a defensive perspective, understanding actors,
assets, intended actions and rules based on a DFD,
and then dividing each one into one of two categories
- elevation of privilege or denial of service. Since this
framework assumes that users are very active in the
system, it is irrelevant - the aquaponics system aims
for autonomy. The same disregard applies for the
VAST threat model.

3.3 GDPR and the CIA

Privacy by Design (PbD) has been proposed as a
Quantitative Threat Modeling Methodology (QTMM)
(Luna et al., 2012), by risk assessment based on
privacy-related attacks. The difference between
privacy-oriented assessment is that other forms of
threat modelling are largely agnostic of involved data
subjects (Sion et al., 2019). The GDPR sets 99 ar-
ticles and 173 recitals towards protecting the privacy
of personal and sensitive data for subjects - and pro-
cesses to attain that protection, with and without se-
curity functions.

Although the aquaponics system is largely de-
void of personal and sensitive data belong to human
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subjects (we shall assume the fish don’t mind), then
the usefulness of the GDPR pertains to assessing a
‘data-oriented’ or ‘content-based’ attack risk, and ide-
ally will result in substitution of security functionality
with the less mathematical privacy functionality. Fol-
lowing the GDPR principle of ‘necessary processing
of data and nothing more than absolutely necessary’,
the challenge is to reduce protected content, and pro-
cessing wherever possible.

GDPR privacy functions can be realised in several
ways:

• Data masking (Larrucea et al., 2021): refers to
disclosure of data with modified values. This
could be character shuffling, tokenization, en-
cryption, or character substitution - one of the
oldest forms of cryptography. Substitution is
where a value is exchanged for another value, to
make identification or reverse engineering diffi-
cult. This character set will be the same through-
out the policy, but may turn into a centralised pro-
cess.

• Pseudonymisation (Kangwa et al., 2021): data
de-identification that substitutes private identi-
fiers with false identifiers or pseudonyms. “John
Smith” could be changed to “Mark McConnell”,
but this would require some form of centralised
database.

• Generalisation or minimisation (Goldsteen et al.,
2021): the removal of data to prevent identifica-
tion, such as a house number of an address, so
accuracy of data remains whilst not being too spe-
cific.

• Perturbation (Broen et al., 2021): the use of
round-numbering and adding random noise to
modify a dataset. The set of values must be pro-
portionate to noise to avoid disturbance, making
this method quite complex.

• Synthetic data (Slokom and Larson, 2021): is
algorithmically-generated information with no re-
lation to the real case. These datasets represent
patterns from real data by invoking standard devi-
ation, linear regression, medians and other statis-
tical methods. It is of no use to our comparatively
simple model.

• Permutation (Barati et al., 2021): data swap-
ping or shuffling rearranges dataset attributes so
that they do not fit original information, often by
switching columns in databases.

4 ASSESSMENT METHODS

This section considers the purpose of the security ap-
plication with appropriate risk-based methodologies,
how objective scoring can be calculated given the
application parameters, and the influence of GDPR
compliance.

4.1 Addressing Purpose

The purpose of the security application does not re-
quire typical considerations (Ankele et al., 2019), and
the outcome will not be maximum security, granular-
ity of roles or rules enforcement. IoT demands an un-
usual assessment method; to reduce security as much
as safely possible for the longevity and autonomy of
the domain.

Privacy Impact Assessment (PIA), and Privacy
Threat Analysis (PTA), have been derived from se-
curity assessment models but do not consider privacy
systematically, and so LINDDUN was invoked to sat-
isfy this concern towards attributes Identification and
Authentication (IA) (Robles-Gonzalez et al., 2020).
Since IA are ubiquitous security procedures, the PIA
and PTA approaches exemplify objective measure-
ment, and how two entities can operate as a unit to-
wards data reduction.

Although LINDDUN describes the use of DFDs
to define a problem space, the smart-farm domain
should be considered by content in preference to pro-
cess flow. The reasons behind invoking metrics for
content are the same as GDPR but with the focus on
reduction of means rather than addition.

Data Protection Impact Assessments (DPIA),
form metrics based on business impact which will
then provide a risk score often requiring additional
protection to mitigate that risk. Generally this is
a positive approach - data can freely move around
email, desktop folders, and portal hierarchies tiered
by roles. The challenge with typical application is
therefore to compose an exhaustive overview of hu-
man activity and put in place as many preventative
measures as needed. In a smart-farm domain largely
operating by autonomy of sensors and without an OS
for human-oriented navigation, data cannot as easily
be accessed, manipulated, lost or duplicated. As a re-
sult, it would be more fruitful to list the content by
style of data dictionary and align privacy and security
laws to each attribute, than it would to compile addi-
tional processes.

Data dictionaries are useful to exhaust all the pos-
sible system attributes proposed for security applica-
tions, without limiting the potential for data flow later
on, this is because even as systems expand by network
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entities or sensors, ideally the security principles will
not change. There is no need to define a number of
maximum sensors as long as we know what type of
topology is appropriate, and we do not limit attributes
by a finite set. Security must be designed on the basis
of infinite network expansion, and this way of design-
ing is useful to ensure that scalability threats such as
the data cumulation of blockchain will never occur.

4.2 Objective Scoring

The Open Web Application Security Project
(OWASP), provides a risk rating template (OWASP,
2021), to objectively evaluate risk severity by multi-
plying likelihood of attacks from threat agents and
vulnerabilities, by impact on technical systems and
business continuity. Factor scores are ranked 1-9,
based on a ‘worst case scenario’, and are fulfilled by
the following criteria:
Estimating Likelihood: Threat Agent Factors.

• Skill level: How technically skilled the threat
agents are.

• Motive: How motivated the group is likely to be,
on desirability of reward.

• Opportunity: Resources and opportunities re-
quired.

• Size: The origin and position of threat agents
against the system.

Estimating Likelihood: Vulnerability Factors.
• Ease of discovery: How easy it was to discover

the vulnerability.

• Ease of exploit: How easy it is to perform the ex-
ploit.

• Awareness: The assumed knowledge of the ex-
ploit to the threat agents.

• Intrusion detection: How likely it is that the ex-
ploit will be detected.

Estimating Impact: Technical Factors.
• Loss of confidentiality: How much data could be

disclosed and how sensitive it is.

• Loss of integrity: How much the data could be-
come corrupted and how damaged it would be.

• Loss of availability: How much of the service
could be lost, and the vitality of that service.

• Loss of accountability: The traceability of the
threat to their origin.

Estimating Impact: Business Factors.
• Financial damage: Resulting financial loss from

an exploit.

• Reputation damage: The extent to which reputa-
tion damage would cause the business.

• Non-compliance: How much exposure non-
compliance would introduce.

• Privacy violation: The amount of resulting per-
sonal and sensitive information disclosure.

Resulting scores in low risk severity are not a con-
cern, and medium scores are considered tolerable
with monitoring, but high and critical results require
immediate attention. To expand this template for IoT
smart-farm application, additional factors and PbD
solutions should be considered based on the results
of the SSM testing; CATWOE, BATWOVE, SWOT
and TOWS.

4.3 GDPR Compliance

The GDPR (Chikukwa, 2021), is a set of requirements
composed of 173 recitals within 99 articles, to address
seven principles. Big data systems have addressed
GDPR requirements by mapping them to IT design
for compliance of collection, storage, and analytics
(Rhahla et al., 2021). The seven principles are out-
lined below with implications of smart-farm compli-
ance.

Lawfulness, Fairness and Transparency. When-
ever processing personal data, there must be a good
reason for doing so, and the user must have given con-
sent, be necessary to fulfil a legal obligation, for the
protection of vital interests of a natural person or a
public task for the interest of the public, and finally,
with proof of legitimate interest. Reasons for process-
ing must be transparent and reasonable.

Purpose Limitation. There must be a specific, ex-
plicit and legitimate reason for collecting this data.
This reason must be justified in a sense that there is
no alternative, and that data must be collected for this
purpose.

Data Minimisation. Only collect the smallest
amount of data possible for the purpose, additional
data is not permitted. For example, email subscrip-
tions should be limited to email addresses and not
names, phone numbers or addresses.

Accuracy. Accuracy should be ensured on collec-
tion and storage, which is the responsibility of the
collector.
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Storage Limitation. The length of time data is
stored must be justified. In the UK, the standard
for data retention is seven years. Integrity and confi-
dentiality Although integrity is always necessary and
consistent by definition between privacy and security,
confidentiality in a privacy sense does not necessarily
mean encryption of data, but to preserve the privacy of
an identifiable subject, whilst keeping it secure from
internal and external threat.

Accountability. This is the proof that an organisa-
tion is complying with the GDPR and actually doing
it - appropriate measures must be in place which su-
pervising authorities can request at any time. This can
be achieved by privacy by design and default.

5 METRICS AND RESULTS

Results of SSM are presented to outline the require-
ments of the application. From the CATWOVE and
TOWS, additional attributes were deduced, and the
data attributes listed by sensitivity. Security and pri-
vacy functionality was then ordered by energy con-
sumption, and finally the full metrics framework
demonstrated benefits of privacy and SSM design.

5.1 CATWOVE

CATWOE (Moumivand et al., 2021), and BATWOVE
(Ireland et al., 2012), were combined to produce Cus-
tomers, Actors, Transformation, World-view, Owner,
Victims and Environment (CATWOVE), as a frame-
work for defining business stakeholder perspectives.
From the resulting concerns of this analysis, attributes
can be considered for threat modelling and subse-
quently aligned with quantitative risk severity scores
and solutions.
Customers: Consumers, green interests, investors,
farmers, food retailers.
Actors: Researchers, engineers, plant and computer
scientists, green energy interests.
Transformation: Security energy consumption to
extend smart-farm battery life.
Worldview: Reducing security strength wherever
safely possible, based on data content.
Owner: The model ignores TLS recommendations
and instead uses ‘threshold’ security.
Victims: Each type of content must be considered,
and the TLS channel will not be used.
Environment: All content must be considered, and
TLS recommendations are ignored.

The security application intends to reduce energy
waste towards environmentalism for the benefit of

any system operating constrained devices. However,
there is a threshold approach to the security levels of
this solution, and that threshold is considerably lower
than TLS recommendations stipulate. The metrics
framework is designed to quantify the risks of such
threshold-based practice to justify safety.

5.2 TOWS

Strengths, Weaknesses, Opportunities and Threats
(SWOT), is a classic business strategy tool and TOWS
is a variant of the same acronym to extend SWOT
from an internal environment to an external one
(Javaid, 2021). The aim of this model is to draw
domain-specific attributes such as communication
ranges and architectural details, which will impact the
attributes of the metrics framework later on.
Internal Strengths: No browser, restricted internet
access, hardware-accelerated crypto functions.
External Strengths: Range of communications pro-
tocols, one-to-one device relationships in BLE.
Internal Weaknesses: Battery life, overheads of
cryptography, frequency of data transmission.
External Weaknesses: Lack of solar and wind in the
Northern hemisphere and at night.
Internal Opportunities: Selective use of cryptogra-
phy, data volume, privacy functions, protocols.
External Opportunities: Green energy - solar, wind,
piezoelectric etc for charging device batteries.
Internal Threats: Sabotage by authorised access,
downtime. External threats: Physical tampering, ma-
licious attempts at network downtime by protocols.

SO: Strengths to Maximize Opportunities. Pro-
tocols belonging to IoT such as BLE, MQTT and Lo-
RaWAN, are considerably lighter than the internet,
and drain battery life at a much slower rate. As a re-
sult, a combination of reducing computation by selec-
tive cryptography, utilising green energy can sustain
the network without mains electricity. In conjunction
with the carbon dioxide absorbed by crop production,
this can become a carbon-negative environment.

ST: Strengths to Minimise Threats. The use of
short-range communications protocols reduces the
threat landscape to that limited range. Use of the in-
ternet opens the network to threats of a global scale,
whereas the use of BLE for example, restricts the
threat to anyone outside of a 100m range at most.

WO: Minimise Weaknesses by Taking Advantage
of Opportunities. With the exclusive one-to-one
device relationships supported by BLE, the threat
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landscape becomes even smaller. Each device owns
its own public-private key pair and long-term relation-
ships promote the notion of infrequent authentication,
as relationships are static until the system fails. As a
result, the relationships stay the same, recognise each
other, and use little power in re-authenticating.

WT: Minimize Weaknesses and Avoid Threats.
This is about defensive strategies to minimise loss
rather than promote success. The notion of ‘adequate’
or ‘threshold’ security is emphasised here to main-
tain a good balance between power and computation,
where security is lowered as much as safely possible,
whilst battery life benefits as much as possible by suf-
fering from the least feasible computation.

5.3 Additional Attributes

IoT-specific attributes derived from the SSM study
were: Time to exploit: The longevity of the data in
the system. Physical range: The distance between
two devices of each protocol. Key length by time:
Key strength of relevant authentication keys.

5.4 Data Attributes

The ‘data dictionary’ was ordered by rank of sensitiv-
ity, where 1 was most sensitive, 10 the least:

1. Private keys: Private keys of the Public-Private
key pair of device authentication should be a long-
standing, impenetrable set for delivering data with
guaranteed confidentiality.

2. AES keys: These keys are not as long-standing
but should be capable of full confidentiality.
HMAC-SHA keys: This key ensures integrity and
authentication of each message.

3. Initialisation Vector (IV): This key is for harden-
ing session ciphers.

4. Instruction code: This does not require confiden-
tiality for the most part, but small amounts do.

5. Readings: These require integrity and authentica-
tion, but not confidentiality.

6. MAC address: This can be spoofed and should be
connected with other security.

7. IP address: This can be spoofed and should be
connected with other security.

8. Digital signatures: Proof of sender origin, and can
be transferred without any CIA.

9. Public keys: Intended to be public identifiers of
each device to decrypt transmissions.

5.5 Functionality Reduction

Functions of TLS can be applied individually and at
the discretion of an application that does not require
abiding by heavyweight regulations to function. This
is because a TLS channel will not be employed, but
the TLS library will. The challenge is first to deter-
mine the least energy-consumptive TLS application,
and then if privacy functions can be used for substi-
tution. Due to the vast number of TLS functions, ap-
plications, protocols and attack scenarios, it is most
straightforward to rank functions by strength and en-
ergy consumption, where the strongest is highest con-
sumption, but least risk severity. Using this method, a
similar outcome to the OWASP DPIA was produced:
Threat agent factors have been removed as it is good
practice to assume agents are motivated and skilled.

5.5.1 Security Application

This set considers what kind of basic protection the
data attributes require compared with what they are
worth as a reward from an exploit. It is a good way
of comparing typical TLS and internet applications
against IoT by applying TLS-standards to deduce a
result and comparing it against the IoT environment
to determine which properties could be lightened or
removed given the flexibility.

Table 1 describes protection requirements where
the difference between privacy and confidentiality
represent GDPR and encryption techniques respec-
tively. From an IoT perspective, readings need not
be fully protected, because it makes no difference if
threat agents can see them or not. It does however
matter that they are integrity-assured and with proof
of origin. Digital signatures can be delivered in plain-
text with zero protection, as they represent proof of
origin. In these examples, the two most common data
transmissions require no encryption - a huge energy
saving to the IoT system that is not available when
employing TLS.

Table 1: Protection: How much protection is required for
this attribute.

Severity
score

Attribute

1 Plaintext, no CIA or GDPR required.
2 Integrity and availability required.
3 Integrity, availability, and some privacy

required.
4 Integrity, availability, and guaranteed

confidentiality required.

Table 2 represents the value of the exploit reward
and correlates with how much security it should have
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by that value. Low value material need not employ
heavyweight protection, and ideally all data that can
be transparent should be to reduce costs. This table
differs from the first in a sense of motivation - whereas
any network implementer will be inclined to protect
data rigorously, if there is no motive to steal it, they
should be discouraged from doing so.

Table 2: Value: Value of exploited data on success.

Severity
score

Attribute

1 No value at all.
2 Value in conjunction with other data

exploits.
3 Reputation and business disruption.
4 Full downtime, financial reward or ku-

dos.

Table 3 is unique to IoT and was deduced from the
SSM earlier. Since most of the communications will
take place within a small and restricted environment,
the threat landscape is not representative of global ap-
plications, and this further reduces the need for heavy
security.

Table 3: Physical range: Accessibility of communications
protocol.

Severity
score

Attribute

1 1:1 relationships, up to 100m range.
2 1:1 relationships, up to 10km range.
3 M:N relationships, up to 1000 nodes.
4 M:N relationships, global range and

unlimited nodes.

5.5.2 Energy Consumption

This set considers how long data attributes are in use
compared against the security applied to them. It is
useful to compare TLS default features in energy con-
sumption against ideal IoT consumption. As a rule of
thumb, the more ephemeral the data, the less heavy
the protection need be - but TLS contradicts this by
applying top security for all transactions.

Table 4 describes the frequency of reprocessing
the security application of data.

Table 5 describes the symmetric, asymmetric, and
Elliptic Curve Cryptography (ECC), security tiers.
80-bit security is very easy to break and is not in-
cluded. 112-bit security has been deprecated by TLS,
but could be used for short-lived attributes such as
session key exchange prior to key derivation, or One-
Time Pads (OTP).

Table 4: Frequency: Of security processing of data.

Severity
score

Attribute

1 Weeks and months.
2 Days and weeks.
3 Hours and days.
4 Seconds and hours.

Table 5: Security strength: The level of security according
to TLS.

Severity
score

Attribute

1 None.
2 AES-112, RSA-2048, ECC-224, less

strong and less costly.
3 AES-128, RSA-3072, ECC-256, quite

strong and less costly.
4 AES-256, RSA-15,360, ECC-521, very

strong but very costly.

Table 6 describes the sensitivity of data against
business impact, and should be assessed on the as-
sumption that data has been attained for malicious in-
tent.

Table 6: Sensitivity: The intended exposure to the public.

Severity
score

Attribute

1 Designed to be public.
2 Not designed to be public but of no

consequence.
3 Designed to be private and could be

critical with other data.
4 Designed to be secret and will be criti-

cal.

5.5.3 Privacy Substitution

This set is intended to provide potential differences in
energy consumption by changing TLS settings. Low
outcomes demonstrate little difference in energy use,
but attention should be paid to medium, high and crit-
ical results, where a large amount of energy can be
saved.

Table 7 represents energy savings based on reduc-
ing encryption key strengths. At the time of writing,
an AES-112 key is safe for around 15 years, and AES-
128 is quantum-proof for considerably longer (Barker
and Roginsky, 2018). Coupled with the fact that a net-
work operating on such small range communications
such as BLE or LoRaWAN, smaller keys are safe for
application. In an environment where security is so
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strong and energy so critical, all efforts towards re-
duction can safely be made.

Table 7: Encryption: The amount of reduction available by
TLS standard.

Severity
score

Attribute

1 No reduction in encryption strength.
2 Reduce to bit-strength AES-192, RSA-

7680 or ECC-384.
3 Reduce to bit-strength AES-128, RSA-

3072 or ECC-256.
4 Reduce to bit-strength AES-112, RSA-

2048 or ECC-224.

Table 8 represents changes applied to data using
privacy functions, ranked by lowest energy (1), to
highest energy use (4).

Table 8: Privacy: Function substitution graded by strength.

Severity
score

Attribute

1 Pseudonymisation or tokenisation.
2 Data masking, substitution, or permu-

tation.
3 Plain text without privacy.
4 Data anonymised by removing at-

tributes.

Table 9 represents changes in data frequency,
where attributes such as device authentication can be
extended given the permanent nature of device rela-
tionships. This is a different scoring system to protec-
tion of data, where rather than short-lived data being
safer and cheaper, the reduction is placed on using it
for longer periods of time in order to process it less.

Table 9: Computation time: Frequency of security or pri-
vacy to data.

Severity
score

Attribute

1 Seconds and hours.
2 Hours and days.
3 Days and weeks.
4 Weeks and months.

5.6 Comparison Results

Generally, results of low are ideal, medium is accept-
able, high requires attention and critical equates to
running the system towards downtime given poor en-
ergy management.

Table 10 shows energy consumption using TLS:

Table 10: TLS results.

Data at-
tribute

Ref Security
appli-
cation

Energy
con-
sump-
tion

Privacy
substi-
tution

Private
keys

1 4 4 4

AES
keys

2 4 4 4

HMAC-
SHA
keys

3 4 4 4

IV 4 3.33 3.50 3.50
Instruction
code

5 3.33 3.50 3.50

Readings 6 3 3.25 3.25
MAC
address

7 3 2.5 2.5

IP ad-
dress

8 3 2.5 2.5

Digital
signa-
tures

9 4 3.25 3.25

Public
keys

10 4 3.25 3.25

Average
Score

- 3.567 3.375 3.375

Severity - Critical High High

5.6.1 Security Application

With TLS, security application is what it is, and there
is no flexibility - the data is either sent using TLS and
is under full protection, or no security is applied at
all. As a result, every result is under full protection.
The values vary, as some data ranges from public to
secret, and the range of technologies can change such
as MAC used for BLE. Range does not make a dif-
ference when using TLS, because the assumption is a
global scale network of unlimited nodes. All scores
return as high or critical.

5.6.2 Energy Consumption

Critical scoring has been saved by the nature of the
data, and not the actions of TLS. Readings and MAC
addresses owning public status lower the score of en-
ergy consumption, but it is still a high score, and that
means a short lifespan for battery or green-powered
networks.
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5.6.3 Privacy Substitution

The keys could all be reduced to recomputing every
few months to reflect the strength of AES. Reducing
the cipher to 112-bit would be beneficial; despite the
warnings from TLS that 112-bit is inadequate, it is
still safe for several years, and the threat landscape
is so small without a browser or global access, and
atypical communications protocols such as BLE.

In summary, TLS is very high in security and en-
ergy consumption, but also very high in mitigation op-
tions given the ability to make them.

Table 11 shows energy consumption using a de-
sign framework to model an IoT security application:

Table 11: Privacy by design results.

Data at-
tribute

Ref Security
applica-
tion

Energy
con-
sump-
tion

Privacy
substi-
tution

Private
keys

1 3 2.75 2.75

AES
keys

2 3 2.75 2.75

HMAC-
SHA
keys

3 2.33 2.25 2.25

IV 4 2.33 2.25 2.25
Instruction
code

5 2 2 2

Readings 6 1.33 1.25 1.25
MAC
address

7 1 1 1

IP ad-
dress

8 1 1 1

Digital
signa-
tures

9 1 1 1

Public
keys

10 1 1 1

Average
Score

- 1.8 1.725 1.725

Severity - Low Low Low

5.6.4 Security Application

The beauty of energy consumption, security and pri-
vacy by design is that the consumption can be as-
sessed before implementation. Here security appli-
cation is the highest consumption of energy because
the keys require full CIA, and without it there would
be full downtime. However, the nature of other data
has changed from full protection to optional privacy
(instructional code), and no confidentiality or privacy
(readings). The range of device communications has

also changed from a presumption of global threat to
a small network less than 100m between pairs of de-
vices.

5.6.5 Energy Consumption

Severity scores requiring encryption are higher than
others because encryption is computationally expen-
sive. The score is still an overall low, and leaves little
room for improvement.

5.6.6 Privacy Substitution

The keys could all be substituted with forms of
pseudonymisation or tokenisation, and with an ex-
tended lifespan given the strength of AES. Reduction
was not available for any attribute since the design in-
dicated a value and sensitivity assessment pointing to
the many attributes not requiring full protection. This
consistency is a good indication that security and pri-
vacy by threat-base modelling offers benefits to the
IoT environment.

In summary, the scores were low throughout, and
there was little energy reduction ability given the ben-
efits offered by the framework earlier on, whereas
TLS returned critical and high, the IoT network re-
turned low.

6 CONCLUSION AND FURTHER
WORK

The metrics framework has provided an effective way
to identify areas of security available for energy re-
duction using privacy functions. The following con-
tributions were made:

6.1 Content-driven

Vulnerabilities were based on assessing the content
of data attributes and transmissions. Selective secu-
rity was applied to the majority of data, saving large
amounts of energy where TLS would automatically
apply high-level security. A lot of data was discov-
ered to be of little value in plaintext, and so making it
transparent but retaining integrity assurance and mes-
sage authentication meant there is less attack motiva-
tion.

6.2 Energy Reduction

Whereas risk-driven methodologies aim towards de-
fense, this framework offers the novelty of security
reduction towards energy conservation. The biggest
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threat to an IoT environment is the constraint of power
and processing which reduce device lifespan. As long
as security is ‘adequate’ then extending the longevity
of the network is a priority. The metrics framework
demonstrated how energy reduction can be identified
by using risk modelling so that non-threatening secu-
rity is possible.

6.3 Worldview

The use of SSM allowed a wider analysis not typically
employed in security assessments. This was useful
to establish the benefits and concerns of an IoT do-
main away from protection needs, which in turn was
very useful for providing adequate protection without
superfluous energy use. Since the communications
protocols were so short in range compared to internet
use, and many of the transmissions were deemed low
value, the majority of computing could be alleviated.

6.4 Substitution

The use of GDPR allowed a list of available functions
not typically employed in security design. Since most
of the data could be generalised or pseudonymised
in whole or part, selectivity of standard TLS func-
tions was applied. Substituting security functions for
privacy functions reduced the energy consumption of
the domain enormously, and the metrics framework
demonstrated the areas in which substitution could
make high and critical differences to energy use.

6.5 Additional Attributes

Modelling using a worldview enabled domain-
specific data attributes. Attributes not normally con-
sidered in risk assessment for security applications
made a big difference in energy use. By consider-
ing the domain from a business perspective, attributes
such as range and the value of content during data
transmissions gave insight into how security functions
could either be reduced to privacy or removed com-
pletely. Although TLS does not provide the flexibility
to do this, the functions belonging to TLS can be ap-
plied to retain strength and ubiquity of security whilst
avoiding the high costs.

The framework was designed to have agnostic
application - future work could include health care,
blockchain and industry towards sustainability in re-
duced energy use.
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