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ARTICLE INFO ABSTRACT
Keywords: This study proposes an optimized hybrid encryption framework combining ECC-256r1 with AES-
Hybrid encryption 128 in EAX mode, tailored for smart home healthcare environments, and conducts a compre-
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hensive investigation to validate its performance. Our framework addresses current limitations in
securing sensitive health data and demonstrates resilience against emerging quantum computing
threats. Through rigorous experimental evaluation, we show that the proposed configuration
outperforms existing solutions by delivering unmatched security, processing speed, and energy
efficiency. It employs a robust yet streamlined approach, meticulously designed to ensure
simplicity and practicality, facilitating seamless integration into existing systems without
imposing undue complexity. Our investigation affirms the framework’s capability to resist com-
mon cybersecurity threats like MITM, replay, and Sybil attacks while proactively considering
quantum resilience. The proposed method excels in processing speed (0.006 seconds for client
and server) and energy efficiency (3.65W client, 95.4W server), offering a quantum-resistant
security level comparable to AES-128. This represents a security-efficiency ratio of 21.33 bits
per millisecond, a 25.6% improvement in client-side processing speed, and up to 44% reduction
in server-side energy consumption compared to conventional RSA-2048 methods. These im-
provements enable real-time encryption of continuous health data streams in IoT environments,
making it ideal for IoT devices where AES-128's smaller footprint is advantageous. By prioritizing
high-grade encryption alongside ease of use and implementation, the proposed framework pre-
sents a future-proof solution that anticipates the trajectory of cryptographic standards amid
advancing quantum computing technologies, signifying a pivotal advancement in safeguarding
IoT-driven healthcare data.

1. Introduction

The advent of smart home healthcare, underpinned by the Internet of Things (IoT), marks a transformative phase in patient care,
enabling remote monitoring and management of health data. The proliferation of IoT devices and remote patient monitoring platforms
necessitates robust security to safeguard confidential patient data. Connected sensors and wearables enable continuous health su-
pervision but introduce privacy risks from intercepted data flows or compromised devices [1]. This technological evolution brings
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significant challenges in securing sensitive patient data against increasing threats, particularly from the growing capability of quantum
computing. The rapid advancement of quantum computing technologies poses a significant threat to traditional cryptographic systems,
particularly those relying on the hardness of integer factorization and discrete logarithm problems, such as RSA (Rivest-Shamir--
Adleman) and ECC (Elliptic Curve Cryptography) that secure most communication channels today. As quantum computers become
more powerful, they could potentially break these widely-used encryption methods, jeopardizing the security of sensitive data across
various domains, including healthcare. To address these challenges, we explore advanced cryptographic techniques including ECC,
RSA, and AES.

In response to this looming threat, researchers have proposed several post-quantum cryptography (PQC) schemes designed to
withstand attacks from both classical and quantum computers. These include lattice-based key encapsulation mechanisms like
NewHope, which offers efficiency and quantum resistance based on the ’ring learning with errors’ problem, making it a suitable
candidate for secure IoT communications and device key exchange [2,3]. The Isogeny-based cryptographic protocols such as
Supersingular Isogeny Diffie-Hellman (SIDH) leverage the hardness of finding isogenies between supersingular elliptic curves to
provide compact key sizes and strong security assumptions [4-6]. Code-based cryptographic schemes like McEliece, known for their
long-term security against quantum attacks due to the difficulty of decoding random linear codes, have also gained attention despite
requiring larger key sizes [7,8]. Additionally, multivariate quadratic (MQ) cryptography, which uses quadratic polynomials over finite
fields, shows promise in resisting both classical and quantum attacks, making them a strong candidate for future-proof encryption
solutions. [9,10]. While these PQC schemes offer potential solutions for future cryptographic needs, their practical implementation,
especially in resource-constrained environments like Internet of Things (IoT) devices used in smart home healthcare environments
(SHHE), presents significant challenges that need to be addressed. Thus, the urgent adoption of post-quantum cryptography (PQC)
techniques robust against quantum attacks is vital. This motivates the analysis and benchmarking of promising PQC schemes like
lattice-based NewHope, isogeny-based SIDH, code-based McEliece, and multivariate-quadratic QR alongside ECC and AES [11,12].

Lightweight cryptography emerged as an essential solution, ensuring the confidentiality, integrity, and availability of data amidst
the peer-to-peer distribution in smart ecosystems. With the average smart home predicted to house over 50 internet-connected devices
by 2025 [13] the urgency for robust, efficient hybrid encryption schemes that leverage RSA/AES, ECC/AES across various symmetric
encryption modes, and perhaps post-quantum cryptography—becomes paramount, as these cryptosystems provide promising optimal
approach to balance between security and operational efficiency. Despite their promises, a comprehensive exploration of the most
effective configurations and encryption modes tailored for healthcare applications remains scant. This gap motivates a focused analysis
of hybrid RSA/AES and ECC/AES encryption schemes, aiming to pinpoint configurations that best align with healthcare security
requirements.

Resource-limited IoT devices ubiquitous in smart environments necessitate secure yet efficient cryptographic solutions tailored to
their constraints. The core challenge involves striking a balance - deploying encryption strong enough to adequately safeguard sen-
sitive patient health data while remaining lightweight to respect the processing capacity, battery life, and memory restrictions endemic
in networked healthcare sensors and wearables. The key to securing smart healthcare ecosystems hinges on identifying and leveraging
optimized encryption techniques providing sufficient cryptographic strength for privacy protections while minimizing associated
overheads to align with the inherent limitations of IoT endpoints [14] As IoT proliferates in scale and scope across modern healthcare
infrastructures, the imperative for lightweight confidentiality protocols offering robust defenses despite their leanness constitutes the
crux. The analysis and comparative assessment of integrated encryption models balancing security protections and efficiency form a
pivotal step towards this goal.

The primary contribution of this paper is the proposal of a tailored hybrid encryption framework specifically optimized for smart
home healthcare environments. We adapt and refine existing cryptographic techniques, combining ECC-256r1 for asymmetric
encryption with AES-128 in EAX mode for symmetric encryption, to address the unique constraints and security requirements of IoT-
driven healthcare systems. We then rigorously investigate the performance of this adapted framework to demonstrate its effectiveness
and efficiency in this specific context.

This study conducts an in-depth investigation into the aforementioned hybrid encryption models, rigorously evaluating their
performance in terms of processing time, latency, bandwidth usage, and energy consumption. By undertaking comprehensive per-
formance analyses of hybrid RSA/AES and ECC/AES transport encryption using experimental encryption modes, this research provides
empirical evidence supporting their relevance and efficiency in ensuring secure data transmission. The findings demonstrate that ECC/
AES, in particular, is highly effective for IoT-driven SHHE, balancing security, performance, and adaptability while mitigating
overheads in encryption processes. The comparative assessment of these hybrid transport encryption schemes offers a detailed
benchmark, guiding the selection of the most efficient cryptographic solutions for stakeholders within SHHE. Additionally, the study
meticulously evaluates the cryptographic overheads across various data exchange scenarios, using IoT client-to-cloud server
communication as a representative case study. This robust investigative approach confirms the practical applicability of ECC/AES in
delivering remote healthcare securely and efficiently, thereby ensuring user privacy and addressing the multidimensional resource
constraints inherent in IoT environments.

Furthermore, it demonstrates the feasibility and effectiveness of lightweight yet robust encryption models that significantly reduce
overheads while ensuring efficient and secure health data transmission, addressing the unique challenges posed by resource-
constrained IoT devices in SHHE. The study explores the use of advanced data protection mechanisms to significantly enhance pri-
vacy preservation, addressing the dire need for an optimized encryption framework that caters to the nuanced requirements of smart
healthcare environments. These original contributions are aimed at advancing the understanding and application of cryptographic
solutions in IoT-driven SHHE, highlighting the importance of a balanced approach between security and efficiency. Through this
investigation, the article contributes to the discourse on securing IoT-driven healthcare, offering insights into the trade-offs involved in
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deploying hybrid encryption schemes, thus guiding the development of tailored solutions that safeguard patient data privacy without

compromising system performance.

1.1. Smart home healthcare scenario

Internet of Things 27 (2024) 101314

Our proposed SHHE enables remote patient monitoring using IoT devices - featuring sensors for environmental data (e.g., tem-
perature, air quality) and health data (e.g., heart rate, mobility) via devices like smartwatches, and secure data transmission. The focus
of the architecture (Fig. 1) is on securing and protecting data to ensure privacy and authorized access to healthcare providers. The

architecture includes:
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. Encrypting Health Data: Data collected by IoT devices is encrypted locally.

. Secure Transmission: Data is securely transmitted to edge nodes (home gateway) and cloud repositories.
Data Retrieval: Verified healthcare providers can retrieve data based on access policies.
. Consent Management: Audit logging and consent management via a distributed access control mechanism.
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Fig. 1. Architecture of the smart home health ecosystem.
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. Distributed Storage System: Verifies and stores data.

. Smart Contract-Enabled DLT: Manages transactions and access control.
. E-health Expert System: Accesses and analyses data.

. Patient Access Management: Manages consent for data usage.

N O U A

Data Security Process:

1. IoT Client to Cloud DB Server Communication: Hybrid encryption secures data from collection to cloud storage, ensuring data is
protected during transmission and storage (Fig. 2). The hybrid encryption/decryption algorithm is applied at various points to
ensure comprehensive data security.

2. Server-to-Distributed Storage Communication: Encrypts data before decentralized storage to ensure confidentiality and secure

access.

. Server-to-Hospital Node Communication: Maintains data security during retrieval and transmission to healthcare providers.

. Encryption within Access Control Mechanism: Manages and distributes encryption keys, automating permissions based on policies.

. Between Nodes in Distributed Storage: Ensures secure communication and data integrity during replication.

User Access via Secure Authentication Apps: Protects access requests and received data during user interactions.

. Management and Distribution of Encryption Keys: Ensures secure key distribution and management across system components.

No s w

The IoT client-to-cloud DB server communication (Fig. 2) is a representative model of the investigated hybrid encryption per-
formance, efficiency, and security. Insights gained can inform encryption measures across the entire ecosystem. This architecture
ensures robust data security, privacy, and integrity throughout the SHHE, supporting efficient and secure data handling and storage.
Our patient-centric architecture leverages distributed storage and access control mechanisms to ensure data confidentiality, integrity,
and authorized access while maintaining a tamper-proof record of transactions.

Implementing the hybrid encryption/decryption algorithm across these points ensures a comprehensive and efficient data security
process throughout the smart healthcare system, providing robust protection against various cybersecurity threats.

1.2. Problem statement

The increasing adoption of SHHE, which involves the collection and transmission of sensitive patient health data via Internet of
Things (IoT) devices, has emphasized the need for further optimization and analysis of existing efficient and lightweight hybrid
encryption schemes. While several such schemes have been developed for the healthcare domain, there is a critical need to evaluate
and adapt these schemes to address the unique demands and constraints of SHHE, ensuring strong security without compromising
system performance or user convenience. Key aspects of the problem include:

1. The need to assess and optimize existing hybrid encryption schemes for transport encryption to secure sensitive health data in
transit from IoT devices to edge nodes and cloud repositories within the smart home healthcare context.
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Fig. 2. Hybrid encryption process for IoT client to cloud DB server communication.
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2. The requirement for encryption schemes to be fine-tuned for resource-constrained IoT devices, minimizing overheads in processing
time, latency, bandwidth usage, and energy consumption, considering the specific characteristics of smart home healthcare
deployments.

3. The importance of crypto agility, allowing for the replacement of encryption algorithms over time to maintain security as threats
evolve, while ensuring seamless integration and operation within the SHHE.

4. The necessity of striking an optimal balance between strong security, efficiency, and sustainability, respecting device lifetimes, and
ensuring practical implementation in real-world smart home healthcare scenarios.

5. The lack of comprehensive analysis and guidelines tailored to SHHE for selecting the most suitable hybrid encryption configura-
tions that effectively balance security protections, efficiency, and the specific requirements of these environments.

Addressing this problem is crucial for ensuring the privacy and security of patient health data while enabling the smooth and
effective deployment and operation of smart home healthcare solutions. The evaluation, adaptation, and optimization of existing
lightweight, efficient, and secure hybrid encryption schemes for this specific domain will be essential for fostering trust and adoption of
these innovative healthcare technologies.

1.3. Motivation and contributions

The proliferation of smart healthcare solutions has brought forth new challenges in ensuring the security and privacy of sensitive
patient health data. As these ecosystems heavily rely on Internet of Things (IoT) devices for data collection and transmission, it is
imperative to implement robust and efficient cryptographic solutions that can effectively protect data while accommodating the
unique constraints and requirements of SHHE.

Efficient and lightweight encryption schemes are critical for securing sensitive patient health data transmitted from IoT devices in
SHHE. However, traditional cryptography often introduces prohibitive overheads regarding processing time, latency, bandwidth
usage, and energy consumption on resource-constrained devices. Optimized confidentiality solutions tailored for this ecosystem are
thus needed. Hybrid cryptosystems combining asymmetric algorithms like RSA and ECC with symmetric ciphers like AES have
consistently shown promise. However further analysis is required to determine optimal configurations balancing security protections,
efficiency, and sustainability. This forms the motivation behind analytically investigating integrated RSA/AES and ECC/AES schemes
for smart healthcare needs.

1.3.1. The need for optimized hybrid encryption in smart home healthcare: balancing security, performance, and adaptability
In the context of SHHE, it is crucial to implement robust and efficient cryptographic solutions that effectively address the following
key aspects:

1. Secure data-in-motion through optimized transport encryption schemes.

2. Seamless hardware integration to assist edge gateways in handling encryption processes.

3. Crypto agility to facilitate the timely replacement of encryption algorithms as security landscapes evolve.
4. Efficiency optimizations that respect device resource constraints and lifetimes.

1.3.2. Contributions
The contribution of this paper is to address the pressing security challenges faced by IoT-based smart home healthcare systems,
particularly in the context of emerging quantum computing threats. Specifically, this paper:

1. Proposes an optimized hybrid encryption framework combining ECC-256r1 with AES-128 in EAX mode, tailored for the unique
constraints of IoT-driven smart home healthcare environments.

2. Provides a comprehensive performance analysis of the proposed framework, meticulously assessing its efficiency and efficacy in
terms of processing speed, energy consumption, and security strength.

3. Offers a comparative assessment of the proposed scheme against existing encryption methods, including both traditional and post-
quantum approaches, demonstrating its superior performance in resource-constrained IoT settings.

4. Evaluate the framework’s resilience against potential quantum computing threats, contributing to the development of future-proof
security solutions for smart home healthcare systems.

5. Presents a practical and efficient solution that balances high-grade encryption with ease of implementation, addressing the
multidimensional resource constraints inherent in IoT environments.

By presenting this optimized framework and its thorough analysis, this paper significantly contributes to addressing the security
needs of IoT-based smart home healthcare systems, laying a foundation for future research in this rapidly advancing field. Through
extensive encryption mode analysis, this research aims to reveal optimal hybrid cryptographic configurations maximizing security
protections and efficiency crucial for smart home healthcare needs.

1.4. Paper organization

The paper is organized into six sections.: Section 1: Introduction provides background on smart home healthcare environments,
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outlines the challenges in securing IoT-driven health data, and presents the motivation and contributions of this study. including this
organization overview. Section 2: Related Work reviews recent studies on post-quantum cryptography, lightweight cryptographic
algorithms, and hybrid encryption schemes for IoT and healthcare applications. Section 3: Proposed Framework and Experimental
Design presents the optimized hybrid encryption framework, detailing the system setup, implementation of hybrid transport
encryption protocols, and the methodology for performance analysis and security evaluation. Section 4: Performance Evaluation and
Scalability Analysis provides a comprehensive assessment of the proposed framework, including processing time, energy consumption,
memory usage, and bandwidth utilization across various encryption schemes. Section 5: Results and Discussion analyzes the findings,
comparing the performance of ECC-based and RSA-based hybrid encryption schemes, and discusses the implications for IoT-based
smart home healthcare systems. Finally, Section 6: Conclusion and Future Work summarizes the key contributions of the study,
highlights the advantages of the proposed framework, and outlines directions for future research in post-quantum cryptography for e-
health applications.

2. Previous works

Recent studies have continued to explore the optimization of transport encryption schemes to secure data transmission in resource-
constrained IoT devices [15]. Moreover, current advancements in lightweight cryptography have focused on optimizing security for
resource-constrained IoT devices in smart healthcare environments. These efforts aim to balance robust encryption with computational
efficiency. Lightweight cryptographic algorithms have been classified (Table 1) based on device capabilities and implementation
complexity [16]. Lightweight cryptography (LWC) tailored for such environments encompasses block ciphers, stream ciphers, hash
functions, and public key cryptography like ECC. These can be classified into lightweight cryptographic algorithms (LWCA), low-cost
cryptographic algorithms (LC-CA), and ultra-lightweight cryptographic algorithms (ULWCA) based on device capabilities and
implementation complexity [17]. Ultra-lightweight cryptographic algorithms (ULWCA) target severely constrained devices, while
low-cost (LC-CA) and lightweight (LWCA) algorithms offer progressively more robust security for devices with greater capabilities.
Despite these advancements, there persist some challenges in the lightweight cryptography landscape, such as:

Block Ciphers: Reducing block size and key size without compromising security and simplifying rounds and key schedules [18].
e Stream Ciphers: Lowering chip area, reducing key lengths, and simplifying key/IV setup cycles [19].

e Hash Functions: Reducing output and message sizes [20].

e ECC: Lowering memory and energy needs, optimizing prime fields and group arithmetic, and increasing execution speed [21].

However, in the realm of public key cryptography, ECC has gained prominence for its ability to provide strong security with shorter
key lengths compared to RSA [11]. Recent research has focused on optimizing ECC for IoT applications, with efforts to reduce memory
requirements and energy consumption [26]. The Elliptic Curve Integrated Encryption Scheme (ECIES) has emerged as a preferred
choice for secure data transmission over unsecured networks [27], and remains prominent as a hybrid encryption scheme for its robust
encryption leveraging two symmetric keys from Diffie-Hellman and AES algorithms. However, vulnerabilities to adaptive chosen
ciphertext and session key attacks have been identified, highlighting the need for enhanced key derivation functions within the elliptic
curve framework [28,29].

Recent studies have proposed hybrid approaches combining ECIES with other schemes to enhance security [30]. For instance, [31]
presented an improved security scheme using a hybrid of ECIES and PSECS that was tested for mutual agreement and transaction
authentication in e-payment data for e-payment systems. The scheme experimented by creating a relationship between the x-coor-
dinate elliptic curve points and cyclotomic polynomials to uniquely generate a hash function and coordinate structure, thereby
addressing small subgroup attacks and ensuring confidentiality and integrity. A key limitation is computational complexity for
decryption when using larger primes. A similar hybrid approach of combining cryptographic schemes is adoptable, while optimizing
for efficiency, to enable secure data transmission in SHHE. The hybrid technique offers security advantages, although tuning for
performance trade-offs is needed for practical systems like healthcare.

Identity-based encryption schemes have been explored to simplify key management in IoT environments [32] by utilizing iden-
tifiable metadata (e.g., IP, email). While these approaches offer computational efficiency, they face challenges in multi-user smart
home scenarios due to limited flexibility in access control policies, and their reliance on a centralized private key generator raises
availability concerns [33,34]. In the context of IoT security, device-centric approaches based on device identities have been

Table 1
Classification of cryptographic algorithms.
Category Device capability Hardware Memory Names of ciphers
implementation requirements
ULWCA 8051 microcontroller, 1000 Gates 4 KB ROM QTL, HUMMINGBIRD, Piccolo, Sprout, Fruit-v2, KATAN,
[22] ATtiny 45 256 B RAM KATANTAN,
LC-CA AT mega 128 2000 gates 4 KB ROM PRESENT, MIBS, SIMON, TWINE, Grain, Grain-128, Midori,
[23] 8 KB RAM Trivium, WG-8, Espresso, Lizard, ECC
LWCA As above 3000 gates 32 KB ROM CLEFIA, DEXL, SOSEMANUK, ECC
[24, 8 KB RAM
25]
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investigated [35,36]. However, these methods often lack scalability for dynamic environments with frequently changing equipment
[371.

Cloud-based security solutions have also been explored where cryptography strengthens cloud-based processing, but risks from
partial access due to privilege misconfigurations and assumptions about cloud-path protections remain significant [38,39]. Decen-
tralized access control mechanisms with protocols like Kerberos combine authentication and authorization [40] have gained attention
for overcoming the limitations of centralized systems but are ill-suited for scalable IoT ecosystems due to their reliance on centralized
trusted parties. Likewise, Blockchain-based decentralized control mechanisms present a promising alternative for overcoming these
limitations [41,1]. These solutions offer improved scalability and patient-centric privacy policies through granular smart contracts.

Furthermore, recent work on key exchange and specialized authentication protocols has focused on improving data confidentiality
in smart home environments [42], they predominantly rely on symmetric cryptography, posing challenges for secure key exchange
among multiple entities in the IoT environment [43]. Thus, In the realm of symmetric encryption, recent studies have compared AES
modes for their suitability in resource-constrained environments [44,45]. AES-GCM and AES-EAX have emerged as preferred choices,
offering a balance between security features and computational efficiency.

Balancing security and efficiency is crucial and the trade-off between the two remains a critical consideration. Institutional rec-
ommendations provide guidelines for key sizes [46], emphasizing the need to balance encryption strength with computational
overheads in practical healthcare deployments. Comparable encryption strengths (Table 2) underscore appropriate cipher choices.

Advancements in PQC have also influenced recent research [48-50]. Algorithms like NewHope [3] and FrodoKEM [51,52] have
been designed for efficient key exchange on resource-constrained devices, offering potential quantum-resistant solutions for IoT
communications [53,54]. However, the implementation of PQC algorithms in IoT devices is still in its infancy [55], given the current
limitations like computational and energy overheads, especially when compared to the well-established efficiency of some hybrid
integration efforts. For instance, comparative studies on AES-EAX and AES-GCM modes reveal distinct security attributes (Table 3),
with hybrid use suggested for optimal performance in IoT environments [56,57]. The integration of asymmetric and symmetric
encryption methods, particularly combinations of RSA, ECC, and AES, has been explored for securing healthcare data transmission [58,
59]. However, comprehensive empirical performance analyses tailored for SHHE are limited and remain an area of active research [60,
61].

Our study addresses these gaps by conducting a comprehensive performance analysis of hybrid RSA/AES and ECC/AES encryption
models specifically designed for efficient IoT-based patient data transmission within smart healthcare settings. By benchmarking these
models, we seek to identify optimal configurations that meet the unique security and operational requirements of healthcare appli-
cations; and provide valuable insights into their suitability for efficient and secure data transmission, ensuring that our proposed
framework balances security, performance, and adaptability

2.1. Overview of the underlying mathematical principles and properties of ECC

Underlying Mathematical Principles and Properties: ECC is a public-key cryptography system based on the algebraic structure of
elliptic curves over finite fields. Its mathematical foundation lies in the following key principles:

1. Elliptic Curve Equation: ECC is based on the equation of an elliptic curve, which takes the general form;

y*=x>+ax+b

where a and b are constants that define the specific elliptic curve. The points on the elliptic curve, along with a special point called the
“point at infinity” form an Abelian group under a specific operation called "elliptic curve addition" [62,63]. Specifically, consider a
prime finite field F; defined by integer modulo g, and E be an elliptic curve over Fy. Eq. (1) defines this elliptic curve.

E:yzEx3+ax+b(modq) ...................................... (€D)

where a and b are constants that define the cost, while x and y are variables. These constants must satisfy the condition 4a® + 27b% #
0 to ensure the curve is non-singular. The field F is also known as GF(q). The group G, formed from the point on curve E, is a cyclic
group with order r. A generator point P in G can produce any other point in its cyclic subgroup through multiplication by an integer i,
where i < r. The cofactor h represents the ratio of the total points on the curve to the order of the group, given by h = E(Fy)/r. The set of

Table 2
ECC versus RSA security estimate [47].
RSA Key Size (bits) ECC Key Size (bits) RSA Security (bits) ECC Security (bits)
1024 160 80 80
2048 192 112 112
2048 224 112 112
3072 256 128 128
7680 384 192 192
15360 521 256 256
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Table 3
Summary of relevant security proofs.
Component Security Property Proof Technique Security Assumption Security
Level
ECC-256r1 ECDLP Hardness Random Oracle Model Elliptic Curve Discrete Logarithm Problem 128-bit
RSA-3072 IFP Hardness Random Oracle Model Integer Factorization Problem 128-bit
AES-128 Block Cipher Security Pseudorandom Permutation Indistinguishability from Random 128-bit
(PRP) Permutation
EAX Mode Authenticated Game-Based Proof IND-CCA2 128-bit
Encryption
Hybrid Scheme Overall Security Composition Theorem Security of Individual Components 128-bit
(ECCHAES)
Hybrid Scheme Overall Security Composition Theorem Security of Individual Components 128-bit
(RSA+AES)

domain parameters for the elliptic curve over Fy includes q, a, b, P, , and h.

2. Elliptic Curve Discrete Logarithm Problem (ECDLP): The security of ECC is based on the difficulty of solving the elliptic curve
discrete logarithm problem, which is believed to be significantly harder than the integer factorization problem underlying the
security of RSA.

The ECDLP states that given an elliptic curve point P and another point Q on the same curve, it is computationally infeasible to find
the integer k such that Q = k-P, where "" represents the elliptic curve addition operation [64]. Fig. 3 illustrates an elliptic curve of a
finite field, indicating the point addition operation and the ECDLP.

The elliptic curve is plotted on a coordinate plane, with the x-axis and y-axis representing the elements of the finite field. The curve
is defined by the equation y? = x% - x + 1 (mod 23). Several points are plotted on the elliptic curve, represented as dots or small circles.
The point addition operation is demonstrated by selecting two points P and Q on the curve, drawing a line connecting them, and
finding the third intersection point R. The point -R (the inverse of R) is then shown as the result of P + Q. The ECDLP is demonstrated by
selecting a base point G and another point P, indicating that P = k G for some scalar k. The challenge of finding the value of k, given P
and G, is the essence of the ECDLP. A mathematically conventional notation of GF(23) which stands for "Galois Field of order 23," is
another name for the finite field of order 23.

3. Computational Efficiency: ECC can achieve the same level of security as RSA with significantly shorter key sizes, typically 256
bits for ECC compared to 3072 bits for RSA. The smaller key sizes in ECC result in faster computations, lower memory requirements,
and reduced energy consumption, making it particularly well-suited for resource-constrained devices like IoT sensors and
wearables.

4. ECDLP and Stronger Security: The elliptic curve discrete logarithm problem (ECDLP) forms the basis for the security of ECC.
Compared to the integer factorization problem underlying the security of RSA, the ECDLP is believed to be significantly harder to
solve, providing stronger security assurances.

Elliptic Curve y2 = x* - x + 1 over Galois Field GF(23)
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Fig. 3. An elliptic curve over a finite field indicating the point addition operation and the ECDLP.



O. Popoola et al. Internet of Things 27 (2024) 101314
(i). Integer Factorization Problem:

The security of RSA is based on the difficulty of factoring large integers, which is a well-studied problem in mathematics. This is
expressed with the RSA encryption and decryption equations:

Encryption: ¢ =m® (Mod M) .............ccooeeeeiiiiiiieeeaiiiiiinns (2)
Decryption; m = c (Modmn) ..o, 3)

Where m is the original message, c is the ciphertext, e is the public key exponent, d is the private key exponent, and m is the modulus
(product of two large prime numbers p and q)

An illustration of the time complexity of the best-known integer factorization algorithms (e.g., General Number Filed Sieve)
compared to the key size (Fig. 4), demonstrates the increasing difficulty of factoring large integers as the key size grows.

However, with the advancement of quantum computing algorithms, such as Shor’s algorithm, the integer factorization problem can
be solved more efficiently, potentially compromising the security of RSA-based cryptosystems.

(ii). Shor’s algorithm solution to the integer factorization problem on a quantum computer

Shor’s algorithm, developed by Peter Shor in 1994, is a quantum algorithm that efficiently solves the integer factorization problem,
which is the basis for the security of RSA cryptography. The algorithm leverages the unique properties of quantum computers to factor
large integers exponentially faster than the best-known classical algorithms. The key steps in Shor’s algorithm include;

e Quantum Fourier Transform (QFT): The algorithm begins by applying a quantum Fourier transform to a register of qubits. The QFT is
a fundamental operation in quantum computing that transforms the state of the qubits into the frequency domain. The QFT is used
to create a superposition of states that represent different possible factors of the integer to be factored.

e Period Finding: The core of Shor’s algorithm lies in the period-finding step. It relies on the fact that the factors of an integer are

related to the period of a specific function. The algorithm sets up a quantum circuit that encodes the integer to be factored into the

phase of the qubits. It then applies a series of quantum gates to find the period of this function. The period-finding step is efficiently
performed using quantum parallelism, which allows the quantum computer to evaluate the function for all possible inputs
simultaneously.

Continued Fractions: Once the period is found, the algorithm uses a classical method called continued fractions to extract the factors

of the integer from the period. The continued fractions algorithm is used to approximate the period as a rational number, which can

then be used to derive the factors.

Classical Post-Processing: Finally, the algorithm performs classical post-processing steps to determine the actual factors of the

integer. This involves checking if the obtained factors are indeed the correct ones and, if necessary, repeating the algorithm with

different parameters.

The efficiency of Shor’s algorithm lies in its ability to perform the period-finding step using quantum parallelism. While classical
algorithms require exponential time to find the period, Shor’s algorithm can find it in polynomial time, effectively reducing the time
complexity of integer factorization from exponential to polynomial. The graph in Fig. 5 illustrates the significant difference in time
complexity between Shor’s algorithm on a quantum computer and classical factorization algorithms like the General Number Field
Sieve (GNFS). As the key size increases, the time required for classical algorithms grows exponentially, while Shor’s algorithm
maintains a polynomial growth rate. Besides, Shor’s algorithm requires significantly fewer computational resources as the key sizes

Time Complexity of Integer Factorization Algorithms vs. Key Size
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Fig. 4. Time complexity of integer factorization algorithm versus key size.
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Comparative Time Complexity: Quantum vs Classical Factorization Algorithms
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Fig. 5. Comparison of the time complexity of Shor’s algorithm on a quantum computer with that of classical factorization algorithms.

increase, compared to classical algorithms. This polynomial-time solution to the integer factorization problem poses a serious threat to
RSA-based cryptosystems. If large-scale quantum computers become available, they could potentially break the security of RSA by
efficiently factoring the large integers used as keys, rendering the cryptosystem insecure.

While Shor’s algorithm provides an efficient theoretical solution to the factorization problem, its practical implementation on
quantum computers is still an ongoing research area. Current quantum computers are not yet large enough to factor in the key sizes
used in practical RSA implementations. However, the rapid advancements in quantum computing technology suggest that this threat
may become a reality in the future, emphasizing the need for quantum-resistant cryptographic alternatives like post-quantum

cryptography.
(iii). Elliptic Curve Discrete Logarithm Problem

From the elliptic curve equation shown in Eq. (1), and earlier discussed, the ECDLP involves finding the discrete logarithm of a
given elliptic curve point concerning a base point on the same curve. The difficulty of solving the ECDLP is the basis for the security of
ECC schemes. The ECDLP is considered to be a much harder problem than integer factorization, and there are no known efficient
quantum algorithms to solve it, making ECC more resilient to quantum computing attacks. The ECDLP is an intricate mathematical
challenge critical to ECC’s security and is illustrated in Fig. 6 as having a sub-exponential time complexity relationship with key size.
The curve labeled "ECDLP (Pollard’s rho)" represents the time complexity of Pollard’s rho algorithm, which is one of the most efficient
classical algorithms for solving the ECDLP. Pollard’s rho algorithm has a sub-exponential time complexity, meaning that while it is still
a difficult problem, it does not scale as poorly as some harder problems, such as NP-complete problems. The sub-exponential growth of
the ECDLP curve suggests that increasing the key size of elliptic curve cryptosystems provides a significant increase in security.

Unlike integer factorization used in RSA, which the General Number Field Sieve (GNFS) shows also has a sub-exponential but
slightly faster-growing complexity, the ECDLP’s security strength, illustrated by the graph, grows significantly as the key size increases.
This graphical comparison underlines the robustness of ECC, particularly against potential quantum computing threats, as it maintains

Time Complexity: ECDLP vs. Integer Factorization
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Fig. 6. Demonstration of the increased difficulty of solving the ECDLP compared to integer factorization.
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higher security levels with shorter key lengths, a property that positions ECC as a frontrunner for secure cryptographic practices in the
quantum era. While the graph focuses on classical algorithms, the advent of quantum computing poses a significant threat to the
security of both ECC and RSA. Shor’s algorithm, a quantum algorithm, can solve the integer factorization problem in polynomial time,
effectively breaking the security of RSA cryptography. However, the impact of quantum algorithms on the ECDLP is currently less
severe. While there are ongoing research efforts to develop efficient quantum algorithms for the ECDLP, they have not reached the
same level of efficiency as Shor’s algorithm for integer factorization. This difference in the impact of quantum algorithms highlights
the potential quantum resistance advantage of ECC over RSA.

(iv). Stronger Security with Shorter Key Sizes

Due to the increased difficulty of the ECDLP compared to the integer factorization problem, one of the most significant advantages
of ECC is its ability to achieve the same level of security as RSA with substantially shorter key sizes. For instance, a 256-bit ECC key
provides equivalent security to a 3072-bit RSA key, based on NIST recommendations [65]. This reduction in key size offers several
benefits. Firstly, shorter keys require less storage space and memory, which is crucial for resource-limited devices like IoT sensors and
wearables [66]. Secondly, shorter keys lead to faster computations, as the time complexity of ECC operations grows more slowly with
key size compared to RSA [67]. This computational efficiency is particularly valuable in real-time applications and power-constrained
environments. Thus, these benefits of shorter key sizes in ECC result in faster computations, reduced memory requirements, and lower
energy consumption [68], making it an attractive choice for resource-constrained IoT devices in smart home healthcare environments.
Moreover, the lower computational overhead of ECC translates to improved energy efficiency. In [62,63], ECC was shown to consume
significantly less energy compared to RSA for equivalent security levels. This energy efficiency is crucial for battery-powered devices
and IoT nodes, where prolonging battery life is a primary concern [69]. By adopting ECC, these devices can perform secure com-
munications and authentication while minimizing their energy consumption, thereby extending their operational lifetime.

The advantages of ECC have been widely recognized and validated through numerous research studies and practical imple-
mentations. [70] demonstrated that ECC outperforms RSA in terms of memory usage, power consumption, and processing time on
resource-constrained devices. Similarly, [71] highlighted the suitability of ECC for IoT applications due to its efficiency and security
properties. Furthermore, major organizations and standards bodies, such as NIST-DSS [72,73] and SECG [74], have endorsed ECC as a
secure and efficient alternative to RSA.

Furthermore, the process of generating ECC key pairs is a crucial aspect of cryptographic protocols, offering a balance between
security and performance. ECC provides stronger security with shorter key sizes compared to non-ECC cryptography, making it an
efficient choice for modern encryption needs. The decision to generate ECC key pairs on-the-fly within a script or to use pre-generated
key pairs stored in a secure location is influenced by various factors, including operational efficiency, security requirements, and the
specific application context. Table 4 compares the benefits of both approaches, outlines the key considerations, highlights their
suitability in different scenarios, and the trade-offs involved as a guide to the decision based on specific needs, security requirements,
and operational constraints.

Essentially, on-the-fly Generation is beneficial when key freshness and flexibility are crucial, and the computational overhead of
generating keys can be tolerated. Pre-generated Keys are preferable when operational efficiency and performance are priorities, and
there are established practices for secure key storage and management. Ultimately, the decision hinges on balancing security re-
quirements, performance considerations, and operational complexity against the specific needs of an application or system. In many
real-world applications, mechanisms where the public keys of servers or devices are dynamically obtained rather than hardcoded or
manually inserted add an extra layer of flexibility and security (Table 5).

Each of these methods serves distinct scenarios, ranging from high-security enterprise environments to simple, user-friendly setups
for IoT devices. Choosing the right approach depends on the specific requirements, threat model, and operational context of the
application or system in question. Ensuring the authenticity of the public key remains a critical concern across all methods,

Table 4
Key generation strategies in ECC [75,76].

Criteria

Pre-generated Key Pairs

On-the-fly Key Generation

Advantages
Performance Vs. Freshness

Controlled Environment Vs. Flexibility

Key Management Vs. Convenience for
Development

Disadvantages

Risk of Key Reuse Vs. Performance
Overhead

Storage Security Vs. Increased Complexity

Operational Complexity Vs. Key
Management Challenges
Use Cases

No runtime computational overhead for key
generation.

Keys can be generated in a secure,
controlled environment.

Simplified operations through established
practices.

Potential security risks due to key reuse.
Requires secure storage solutions.
Managing a key repository adds complexity.

High-volume, resource-constrained devices.

Key freshness enhances security for each session.

Flexibility in adjusting cryptographic parameters.

Simplifies development and testing by avoiding manual steps.
Computational overhead may introduce latency in time-sensitive
operations.

Increases complexity in securely generating keys including proper
random number generation.

Without proper strategies, keys may be lost after script execution.

Scenarios requiring key freshness, and temporary secure sessions.
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Table 5

Strategies for dynamic key exchange [77,78,75].

Internet of Things 27 (2024) 101314

Strategy

Description

Use Cases

Public Key Infrastructure (PKI)

Dynamic Key Distribution Servers

DNS-Based Authentication of Named
Entities (DANE)

Direct Handshake

Secure communications via digital certificates from CAs.

Servers distribute public keys in distributed systems.
Secure key retrieval via DNS records using DNSSEC.

The server’s public key is verified by the client via a
digital signature.

Environments need robust security and identity
verification.

Distributed systems with frequently changing keys.
Web services enhancing trust and security beyond CA
models.

Direct communication scenarios with real-time
verification.

QR Codes (for physical devices) The public key is displayed as a QR code for IoT device

setup/pairing.

IoT environments or device interactions need a simple
secure setup.

necessitating reliable mechanisms for verification to safeguard against potential security threats.
3. Proposed framework and experimental design

The following section details our optimized hybrid encryption framework designed specifically for smart home healthcare envi-
ronments. We begin by presenting the key components and structure of the proposed framework, highlighting its tailored approach for
IoT-driven healthcare systems. Subsequently, we outline the comprehensive experimental design employed to rigorously evaluate the
framework’s performance and security characteristics. This methodological approach allows us to demonstrate the effectiveness and
efficiency of our proposed solution in addressing the unique challenges of securing sensitive health data in resource-constrained IoT
environments.

3.1. Overview of the hybrid encryption framework

Our hybrid encryption framework is designed to address the unique challenges of securing data in smart home healthcare envi-
ronments. It combines the strengths of Elliptic Curve Cryptography (ECC) for asymmetric encryption and the Advanced Encryption
Standard (AES) for symmetric encryption. Specifically, we utilize ECC-256r1 for key exchange and digital signatures, paired with AES-
128 in EAX mode for data encryption. This combination offers a balance of security, efficiency, and resilience against both current and
potential future threats, including those posed by quantum computing.

3.2. Key components of the framework
The framework consists of two primary components:

1. Asymmetric Encryption: We employ ECC-256r1, which provides a security level equivalent to a 3072-bit RSA key but with
significantly shorter key sizes. This makes it particularly suitable for resource-constrained IoT devices common in smart home
healthcare settings.

2. Symmetric Encryption: AES-128 in EAX mode is used for bulk data encryption. The EAX mode enhances security by providing
authenticated encryption, ensuring both data integrity and confidentiality.

These components work in tandem, with ECC managing key exchange and authentication, while AES handles the actual data
encryption, creating a robust and efficient encryption system.

3.3. Optimization for smart home healthcare
Our framework is specifically optimized for IoT-driven smart home healthcare environments:

1. Resource Efficiency: The use of ECC with shorter key sizes significantly reduces computational overhead, making it suitable for
resource-constrained IoT devices.

2. Data Integrity and Confidentiality: The combination of ECC for key management and AES-EAX for data encryption ensures both the
integrity and confidentiality of sensitive health data.

3. Quantum Resistance Considerations: While not fully quantum-resistant, our framework offers improved security against potential
quantum attacks compared to pure RSA-based systems, providing a degree of future-proofing.

4. Scalability: The framework is designed to handle the diverse array of devices and data types common in smart home healthcare
scenarios, from environmental sensors to personal health monitors.

The methodology encompasses several key components:
1. System setup and experimental design
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2. Implementation of hybrid transport encryption protocols
3. Performance metric collection and analysis
4. Evaluation of security guarantees and cryptographic strength

Through this approach, we aim to provide a comprehensive analysis of the efficiency, security, and suitability of these encryption
schemes for IoT-driven smart home healthcare environments (SHHE). The research steps involved in this study are depicted in Fig. 7.

3.4. System setup

In our proposed work, the evaluation is conducted by implementing programs using the Python programming language versions
3.7 and 3.8. The hardware setup is categorised into client and server devices. The client device, represented by a high-end IoT [79]is a
Raspberry P1 4 B, 1.5GHz CPU, 4G RAM, 32 GB SD card installed with an Enviro+ Air Quality (PIM 458) pHAT for Raspberry Pi, which
is a sensor-packed add-on board designed to provide environmental monitoring capabilities. It features a variety of sensors to measure
air quality (particulate matter), temperature, humidity, barometric pressure, and light levels. It also includes a microphone for noise
level measurements. A smartwatch is interfaced with the Raspberry Pi to collect well-being data (e.g., heart rate, blood pressure,
temperature, mobility). The Thonny Python IDE of the Raspberry runs on Version 3.7 The computer system used for the evaluation
consists of an Intel Core i7 processor with a clock speed of 3.40 GHz. It is equipped with 16 GB of RAM and runs on Ubuntu 21.04
operating system, which is a 64-bit OS, representing a server. This specific hardware and software configuration has been chosen to
provide a suitable computing environment for our experiments. The Intel Core i7 CPU and RAM processor offer a good balance be-
tween performance and cost and ensure sufficient memory capacity for running the programs and handling the computational tasks
involved in the server-side evaluation. A wireless network is established through a 450Mbps N router for both Internet and intranet
connection. By utilizing this, we can execute our programs efficiently and collect relevant data to evaluate the performance of the
proposed hybrid transport encryption architecture, (Figs. 8, 9).

The setup selection of IoT devices, network infrastructure, and computational resources to simulate a smart home healthcare
environment is summarised in Table 6.

Network Setup:

1. IoT Client Setup:

o Data collection and encryption using Raspberry Pi.

o Wireless transmission to the home gateway.
2. Home Gateway Setup:

o Data aggregation from IoT devices.

o Initial encryption and secure transmission to the cloud server.
3. Cloud Server Setup:

o Receives and stores encrypted data.

o Secure retrieval by authorized healthcare providers.

Smart healthcare
security requirements

Data Formulation
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Encryption Model Design i

n e T .
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Encryption protocols r

Implementation y ]
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Fig. 7. Research steps of the study.
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A WN R

Fig. 8. Server and network setup.

Fig. 9. IoT client setup.

Table 6
System setup overview.
Component Details
IoT Devices - Raspberry Pi 4 Model B, Quad-core Cortex-A72 (ARM v8) 64-bit SoC @ 1.5GHz, 4GB RAM

- Enviro+ Air Quality (PIM 458) pHAT for environmental monitoring
- Wearable Health Sensors (e.g., smartwatches - Samsung Galaxy Watch 4)

Network Infrastructure - Wireless Router (450Mbps N router)

- Home Gateway for data aggregation and initial encryption
Server - Cloud Database Server

- Intel Core i7-9700K, 16GB DDR4 RAM, 1TB SSD, Ubuntu 21.04
Operating Systems - Raspberry Pi OS (for Raspberry Pi devices)

- Ubuntu 21.04 (for Cloud Server)
Programming Languages - Python 3.7 and 3.8
Encryption Libraries - PyCryptodome (for implementing AES and ECC encryption)

The testbed investigated the following data transport schemes:

. No encryption (baseline)

. Hybrid transport encryption: RSA (2048-bit key) with AES (128-bit)

. Hybrid transport encryption: ECC (192-bit and 256-bit keys, k1 and r1 variants) with AES (128-bit)
. AES encryption modes examined: EAX, CFB, and GCM

For each cipher suite studied, we adhered to the security levels recommended by NIST and the Federal Information Processing

Standard (FIPS) for RSA, ECC, and AES [72,73].
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Key considerations in our experimental design included:

e The mathematical complexity of ECC compared to RSA is indicated by equations 1 — 3 earlier in Section 2.1
e Comparative key strengths between ECC and RSA as discussed under the Elliptic Curve Discrete Logarithm Problem (ECDLP) in
Section 2.1.

e Performance implications of different key lengths as discussed earlier in Table 2

Our experimental setup also considered practical aspects such as sleep intervals and socket buffer sizes to manage network traffic
and ensure efficient data transmission. Two sleep intervals were tested:

No sleep interval (time.sleep(1) = 1 second)
e Sleep interval (time.sleep(5) = 5 seconds)

Socket buffer sizes were set to:

e SOCKET_BUFFER SIZE = 1024 bytes (client-side)
e connection.recv(4096) (server-side)

These configurations were chosen to balance performance, energy efficiency, and realistic IoT device constraints [15]..
3.5. Implementation of hybrid transport encryption protocols

Our implementation focuses on three main hybrid transport encryption schemes, designed to address the specific security and
performance requirements of smart home healthcare environments. These protocols combine asymmetric and symmetric cryptography
to provide a balance of security and efficiency:

1. ECC_AES_EAX
2. RSA_AES EAX
3. ECC_AES_GCM

In addition, it is essential to discuss the mathematical properties and the security proofs of EAX Mode for resource-constrained IoT
Devices. EAX mode is a mode of operation for block ciphers designed to provide both encryption and authentication. Its efficiency and
security make it particularly suitable for resource-constrained IoT devices, such as those used in smart home healthcare systems. Key
mathematical properties include;

1. Counter Mode (CTR) for Encryption:
e EAX uses CTR mode for encryption, which converts a block cipher into a stream cipher. It generates a keystream by encrypting
successive values of a counter, which is then XORed with the plaintext to produce the ciphertext.
e Mathematically, the encryption process can be described as: C; = Pi @ E (K, CTR;), where C; is the ciphertext, P; is the plaintext, E
is the encryption function, K is the key, and CTR,; is the counter value.
2. One-Key MAC (OMAC) for Authentication:
e EAX employs OMAC to generate an authentication tag, ensuring the integrity and authenticity of the encrypted data.
e The authentication tag is computed as: T = OMAC (K, C), where T is the tag, K is the key, and C is the ciphertext.

Security Proofs include:

(). Indistinguishability under Chosen Plaintext Attack (IND-CPA):

e The security of EAX mode in terms of confidentiality is based on the indistinguishability under chosen plaintext attacks. This
means that an attacker cannot distinguish between the ciphertexts of two chosen plaintexts, even if they have access to the
encryption oracle.

(ii). Message Integrity and Authentication:

o The use of OMAC in EAX mode provides strong message integrity and authentication guarantees. The probability of a suc-

cessful forgery attack (where an attacker generates a valid ciphertext-tag pair without the key) is negligible.
(iii). Efficiency in Resource-Constrained Environments:

e EAX mode is designed to be computationally efficient, making it suitable for IoT devices with limited processing power and

memory. The use of CTR mode for encryption allows parallel processing, further enhancing efficiency.

Each protocol is implemented using standardized cryptographic constructs, following a conventional model of (KEYGEN,
ENCRYPT, DECRYPT) for encryption operations and (pk_sig, sk_sig, Vsig) for digital signature schemes.
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3.5.1. ECC_AES_EAX implementation

This protocol utilizes ECC for key exchange and digital signatures, combined with AES in EAX mode for symmetric encryption. The
IoTclient and Data-store functionalities for ECC-AES_EAX Encryption using ECDSA 256r1 Key_gen (cryptographic functions and definitions)
are implemented as follows:

PROTOCOL 1: ECC_AES_EAX PSEUDOCODE
1. ECC_KEYGEN(): Generates a pair of public and private keys for encryption using ECC.
ECC_KEYGEN(Q) —(pk, sk)
where pk is the public key and sk is the private key.
2. ECDSA_KEYGEN(): Generates a pair of public and private keys for digital signatures using the Elliptic Curve Digital Signature Algorithm.
ECDSA_KEYGEN() — (pksig Sksig)
where pk is the signing public key and ski;q is the signing
private key.
3. ECDH(sk, pk’): Elliptic Curve Diffie-Hellman that computes a shared secret using a private key and another party’s public key.
ECDH(sk,pk’) — shared secret
4. KDF(shared_secret): Key Derivation Function that derives a symmetric encryption key from a shared secret.
KDF(shared_secret) — sym_key
5. AES_EAX ENCRYPT(sym_key, message): Encrypts the message using AES in EAX mode.
AES EAX_ ENCRYPT(sym_ key, message) — message_encrypted
1. ECDSA _SIGN(sk_sig, message_encrypted): Signs the encrypted message.
ECDSA _SIGN(sk_sig, message_encrypted) — signature
2. AES_EAX DECRYPT(sym_key, message_encrypted): Decrypts the message.
AES EAX DECRYPT(sym key, message_encrypted) — message_decrypted
Protocol Representation
3. Setup:
ToTclient:(pKenc, SKenc), (Pksig,Sksig) < ECC_KEYGEN(), ECDSA_KEYGEN()
Data-store:(pk'enc, SK'enc), (PK'sig,5K'sig) <~ ECC_KEYGEN(), ECDSA_KEYGEN()
4. Exchange:
Exchange pkenc, pksigapk/enc, Pk,sig
5. Shared Secret and Key Derivation:
shared_secret < ECDH(skenc,PK enc)
sym_key « KDF(shared_secret)
6. Encryption and Signature:
message_encrypted <« AES_EAX ENCRYPT(sym_key, message)
signature «— ECDSA_SIGN(sksjg, message_encrypted)
7. Verification and Decryption:
if ECDS_VERIFY (pksj;, message_encrypted, signature) is valid

message decrypted —AES_EAX_DECRYPT(sym_key, message-_encrypted)
else :

reject message
Limitation: AES-EAX requires two passes over the data (encryption and MAC generation), potentially increasing latency compared to AES-GCM.
Key features:
e ECDSA with secp256r1 curve for digital signatures
e ECDH for secure key exchange
e AES-128 in EAX mode for authenticated encryption

3.5.2. RSA_AES EAX implementation
This protocol uses RSA for key exchange and digital signatures, combined with AES in EAX mode. The RSA EAX key generation and
encrypted communication is implemented using the following cryptographic functions and definitions:

PROTOCOL 2: RSA_AES_EAX PSEUDOCODE

1. RSA_ KEYGEN(): Generates an RSA public-private key pair.
RSA_KEYGEN(Q) — (pkrsq,SKrsa)
where pk;s, is the RSA public key and sk, is the RSA private key.

2. RSA_ENCRYPT(pk, random): Encrypts a random number using an RSA public key to generate a shared secret.
RSA_ENCRYPT(pk,random) — shared_secret

3. KDF(shared_secret): Derives a symmetric encryption key from a shared secret using a Key Derivation Function.
KDF(shared secret) — sym_ key

4. RSAES_EAX_ENCRYPT(sym_key, message): Encrypts a message using a symmetric key with RSA encryption combined with AES in EAX mode.
RSAES EAX_ENCRYPT(sym_key, message) — message_encrypted

5. RSASSA_PSS_SIGN(sk, message_encrypted): Signs an encrypted message using RSA SSA-PSS.
RSASSA_PSS _SIGN(sk, message_encrypted) — signature

6. RSAES_EAX_DECRYPT(sym_key, message_encrypted): Decrypts an encrypted message.
RSAES_EAX_DECRYPT(sym_key, message_encrypted) — message_decrypted

7. RSASSA_PSS_VERIFY(pk, message_encrypted, signature): Verifies a digital signature.
RSASSA_PSS_VERIFY (pk, message_encrypted, signature) — is_valid

Protocol Representation

(continued on next page)
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(continued)

1. Key Generation:
IoTclient: (pk'rsq, sk'rse) < RSA_KEYGENQ
Data-store: (pkga, skPys0) « RSA_KEYGEN()
2. Exchange of Public Keys:
Exchange: pkl,sa’ kP s
3. Generation of Shared Secrets:
shared_secret! — RSA_ENCRYPT (PkDIsa, IoTclient_random)
shared_secret® « RSA_ENCRYPT (pk}sa’ Data-store_random)
4. Key Derivation and Encryption:
sym_key'—KDF(shared_secret")
message_encrypted — RSAES_EAX ENCRYPT(sym_key', message)
signature « RSASSA_PSS_SIGN(skf-sa, message_encrypted)
5. Decryption and Verification:
Sym_key® « KDF (shared_secret)
6. Process or Reject Message:
{if is_valid : process messagedecrypted
else : reject message
Key features:
e RSASSA-PSS for digital signatures
e RSA key exchange (typically 2048-bit keys)
e AES-128 in EAX mode for authenticated encryption

3.5.3. ECC_AES_GCM implementation

This protocol combines ECC for key exchange and digital signatures with AES in GCM mode for improved performance in certain
scenarios. Incorporating the IoTclient and Data-store functionalities for ECC_GCM Encryption using ECDSA 256r1 Key_gen is imple-
mented using the following cryptographic functions and definitions:

PROTOCOL 3: ECC_AES_GCM PSEUDOCODE
1. ECC_KEYGEN (): Generates an ECC key pair.
ECC_KEYGEN() — (pkenc,SKenc)
where pkenc is the public key and skep is the private key.
2. ECDSA_KEYGEN(curve): Generates an elliptic curve digital signature algorithm key pair using the specified curve.
ECDSA_KEYGEN((secp256r1) — (pksig SKsig)
3. ECDH(sk, pk’): Computes a shared secret using Elliptic Curve Diffie-Hellman.
ECDH(sk,pk') — shared_secret
4. HKDF(shared_secret, salt, info): Derives a symmetric key from a shared secret using the HMAC-based key derivation function.
HKDF(shared secret, salt, info) — sym_key
5. AES-128-GCM_ENCRYPT(sym_key, message): Encrypts a message using AES-128 in GCM mode, providing authenticated encryption.
AES-128-GCM_ENCRYPT (sym_key, message) — (ciphertext, auth_tag)
6. ECDSA_SIGN(sk, data): Generates a signature over data using ECDSA.
ECDSA _SIGN(sk, data) — signature
7. ECDSA_VERIFY(pk, signature, data): Verifies a signature using ECDSA.
ECDSA_VERIFY(pk, signature, data) — is_valid
8. AES-128-GCM_DECRYPT(sym_key, ciphertext, auth_tag): Decrypts a message using AES-128 in GCM mode.
AES-128-GCM_DECRYPT(sym_key, ciphertext, auth_tag) — plaintext
Protocol Representation
1. Key Generation and Exchange:
o IoTclient: (pkenc, Skenc), (Pksig, Skiig) < ECC_KEYGEN(), ECDSA_KEYGEN(secp256r1)
o Data-store: (pkenc, skinc), (Pkig, skig) < ECC_KEYGEN(),ECDSA KEYGEN(secp256r1)
e Exchange over TLS: pk}mc, pkgig, pkP, enc, pkP, sig
2. Shared Secret and Key Derivation:
Shared Secret: shared_secret < ECDH(: sklmi pk?,[,)
Symmetric Key: sym key « HKDF (shared secret, salt, "ECC_AES_Hybrid Secure Key")
3. Encryption, Signature, and Communication:
ToTclient:
(ciphertext, auth tag) < AES-128-GCM_ENCRYPT(sym_key, message) signature_IoTclient «ECDSA,SIGN(sklsi& ciphertext || auth_tag)
Send over TLS:
ciphertext, auth _tag, signature IoTclient
4. Verification and Decryption:
Data-store:
is_valid < ECDSA_VERIFY (pk’g, signature IoTclient, ciphertext || auth_tag)
plaintext—AES-128- GCM_DECRYPT(sym_key, ciphertext, auth_tag) if is_valid
Key features:
e ECDSA with secp256r1 curve for digital signatures
o ECDH for secure key exchange
e AES-128 in GCM mode for authenticated encryption

Each protocol implementation includes mechanisms for mutual authentication, forward secrecy through ephemeral keys, and
additional security checks to mitigate common attack vectors (Table 7). To better understand the trade-offs between our implemented
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protocols, we present a comparative analysis of their key features:

This comparison highlights several important aspects of our implemented protocols:

. Key Exchange and Digital Signatures: While ECC_AES_EAX and ECC_AES_GCM utilize ECC for both key exchange (ECDH) and

digital signatures (ECDSA), RSA_AES_EAX relies on traditional RSA for these operations. This difference significantly impacts
performance and key size requirements.

. Symmetric Encryption: All protocols use AES-128, but ECC_AES_GCM employs the GCM mode, which offers potential performance

advantages over the EAX mode used in the other two protocols.

. Performance on IoT Devices: The ECC-based protocols generally offer superior performance on resource-constrained devices, which

is crucial for smart home healthcare applications. ECC_AES_GCM, in particular, shows the highest performance due to the efficiency
of the GCM mode.

. Quantum Resistance: While none of these protocols are fully quantum-resistant, the ECC-based protocols offer moderate resistance

compared to RSA’s low resistance to quantum attacks.

. Compatibility: RSA_AES_EAX provides higher compatibility with legacy systems, which can be an important consideration in some

healthcare environments.

The choice between these protocols depends on specific application requirements. ECC-based protocols generally offer better

performance on resource-constrained devices, while RSA provides broader compatibility with existing systems. Our implementation
prioritizes efficiency and security, with particular attention to the unique constraints of smart home healthcare environments. We
utilize standard cryptographic libraries [80,81] to ensure the security and correctness of our implementations.

3.6. Performance metrics and data collection

To evaluate the efficiency and effectiveness of our hybrid encryption protocols in smart home healthcare environments, we con-

ducted extensive performance testing. Our analysis focused on key metrics that are crucial for resource-constrained IoT devices and
time-sensitive healthcare applications.

3.6.1. Performance metrics

We collected and analysed the following performance metrics:

1. Processing Time (PT): The time taken to encrypt, transmit, and decrypt data. This is insightful when considering metrics that
combine processing speed and security level i.e. comparative metrics.
2. Memory Usage (MU): The amount of memory consumed by the encryption process.
3. Throughput (TP): Number of successful encryption/decryption operations per second.
4. CPU Usage (CPU-U): The percentage of CPU resources utilized during encryption/decryption.
5. Bandwidth Utilization (BU): A measure of how much network capacity the encrypted data occupies during transmission.
6. Transaction Latency (TL): The delay from when a transaction is initiated until it is completed.
7. Latency (L): Time delay between sending and receiving encrypted data.
8. Energy Utilization (EU): The amount of energy consumed during an encryption/ decryption process.
Table 7
Comparison of protocol features.
Feature ECC_AES_EAX RSA_AES_EAX ECC_AES_GCM
Key Exchange ECDH RSA EIDH
Digital Signature ECDSA (secp256r1) RSASSA-PSS ECDSA (secp256r1)
Symmetric Encryption AES-128 (EAX mode) AES-128 (EAX mode) AES-128 (GCM mode)
Key Size (Asymmetric) 256-bit 2048-bit 256-bit

Processing Time (Client/
Server)

Energy Consumption (Client/
Server)

Memory Usage (Client/Server)

Bandwidth Usage (Client/
Server)

Performance on IoT Devices

Quantum Resistance

Authenticated Encryption

Forward Secrecy

Compatibility with Legacy
Systems

Bandwidth Efficiency

0.005862 ms/ 0.005669 ms
3.65W / 95.4W

8.55% / 16.4%
0.10 Mbps / 0.26 Mbps

Processing time 25.6% faster than RSA
Estimated 128-bit security level

Yes
Yes (with ephemeral keys)
Moderate (74% of servers support)

50% less bandwidth (client), 95.3% less
(server) than RSA

0.00788 ms / 0.005468 ms
3.52W / 170.96W

12.32% / 13.43%
0.20 Mbps / 5.52 Mbps

Baseline

Estimated 112-bit security
level

Yes

Yes (with ephemeral keys)
High (98% of servers
support)

Baseline

0.005901 ms/ 0.00553 ms
3.97W / 99.3W

8.62% / 16.6%
0.10 Mbps / 0.31 Mbps

Processing time 25.1% faster than RSA
Estimated 128-bit security level

Yes
Yes (with ephemeral keys)
Moderate (74% of servers support)

50% less bandwidth (client), 94.4% less
(server) than RSA
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3.6.2. Data collection
We used the following tools and methods for data collection:

iFogSim simulator for modeling fog computing scenarios

Custom Python scripts for measuring processing time and throughput

Linux performance monitoring tools (e.g., top, iotop) for CPU and memory usage
Wireshark, nload, iftop, snetz for network traffic analysis

Data was collected over multiple runs to ensure statistical significance, with each protocol tested under varying load conditions to
simulate real-world usage scenarios.

3.7. Security evaluation methods

This section presents a comprehensive analysis of the security guarantees and cryptographic strength of our proposed hybrid
encryption scheme, focusing on ECC-256r1 with AES-128 in EAX mode. The evaluation encompasses theoretical security analysis,
practical security considerations, and resistance against common attack vectors.

3.7.1. Theoretical security analysis

The security of the proposed scheme is rooted in the combination of ECC and AES. ECC-256r1 provides a security level equivalent to
RSA with a 3072-bit key, while AES-128 offers 128 bits of security against brute-force attacks; a comparison of security levels earlier
discussed in Table 3.

3.7.2. Practical security considerations
The practical security of the scheme was evaluated through:

1. Key Management: Assessment of key generation, distribution, and storage processes — discussed earlier in Table 4.
2. Random Number Generation: Evaluation of the quality of randomness in key generation — discussed earlier in Table 5
3. Side-Channel Attack Resistance: Analysis of potential vulnerabilities to timing and power analysis attacks.

3.7.3. Resistance against common attack vectors
The scheme’s resilience was tested against the following attack vectors:

1. Man-in-the-Middle (MITM) Attacks: Evaluated through simulated MITM scenarios.

2. Replay Attacks: Assessed using nonce-based message authentication in EAX mode.

3. Chosen-Ciphertext Attacks: Analysed based on the Indistinguishability under Adaptive Chosen Ciphertext Attack (IND-CCA2) se-
curity of the EAX mode [82].

Results indicate strong resistance against these common attack vectors, with no successful breaches observed during testing.

3.7.4. Quantum resistance considerations

While not fully quantum-resistant, the hybrid scheme offers improved security against potential quantum attacks compared to pure
RSA-based systems. The use of ECC with a 256-bit key provides a higher security margin against Shor’s algorithm compared to RSA
with equivalent classical security.

3.7.5. Formal security proofs
Formal security proofs were conducted as earlier discussed in Table 3 using established frameworks:

1. Provable Security: Utilizing the random oracle model to prove the security of the ECC component [83].
2. Game-Based Security Proofs: Demonstrating the security of the AES-EAX mode against adaptive chosen-ciphertext attacks [84].

3.7.6. Compliance with security standards
The proposed scheme was evaluated for compliance with relevant security standards, including:

1. NIST SP 800-56A Rev. 3 for key establishment using discrete logarithm cryptography [11].
2. FIPS 197 for the AES algorithm [85].
3. GDPR/HIPAA Security Rule for healthcare data protection [86,87]

This security evaluation demonstrates that the proposed hybrid encryption scheme offers robust security guarantees and strong
cryptographic strength, suitable for protecting sensitive healthcare data in smart home environments. The combination of ECC and

AES provides a balanced approach to security, performance, and potential quantum resistance.
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4. Performance evaluation and scalability analysis

We present a comprehensive evaluation of our hybrid encryption schemes, focusing on their performance characteristics and
scalability in smart home healthcare applications. Extensive tests were conducted to assess various metrics, including processing time,
energy consumption, memory utilization, CPU usage, and bandwidth overhead. Our analysis encompasses both baseline (unencrypted)
scenarios and five hybrid encryption configurations, investigating query-based and periodic traffic flow patterns between commu-
nicating devices. The evaluation provides insights into the efficiency and practicality of our proposed encryption methods in real-world
IoT healthcare applications.

Our evaluation included:

e Statistical analysis of performance data using Python’s Scipy and Numpy libraries
e Comparative analysis of the three implemented protocols (ECC_AES_EAX, RSA_AES EAX, ECC_AES_GCM)
e Performance profiling under different network conditions and data loads

To assess the scalability of our solutions, additional tests are conducted with an increased number of simulated IoT devices. The
scalability assessment assists in understanding how our protocols perform under increased load, which is crucial for real-world
deployment in smart home healthcare settings. Our performance evaluation methodology aims to provide a comprehensive under-
standing of how our hybrid encryption protocols perform in realistic smart home healthcare scenarios, with a focus on the unique
constraints and requirements of loT-driven healthcare applications.

4.1. Performance evaluation techniques

Metrics utilized for evaluating associated overheads with both unencrypted and encrypted scenarios include processing time,
energy consumption, memory usage, CPU usage, and bandwidth usage. Tables 8 and 9 illustrate the metric evaluation for the
unencrypted scenario. Based on the data from both "No Sleep" and "Sleep" summaries (Tables 10 & 11) provided, plot graphs are
presented to compare the efficiency of the three encryption modes considered (i.e., EAX, CFB, GCM) within hybrid encryption,
alongside the asymmetric key length bits (i.e., RSA 2048, ECC 192k1, ECC 192r1, ECC 256k1, ECC 256r1). The graphs visualized
various metrics including processing time, energy consumption, memory usage, CPU usage, and bandwidth usage, that identify the
most efficient encryption mode in terms of performance and energy overhead versus the security provided by the encryption bit size.

The graph in Fig. 10 shows the relationship between processing time and energy consumption for different encryption modes
(AES_EAX, AES_CFB, AES_GCM) within the context of hybrid encryption using various asymmetric key lengths (RSA 2048, ECC 192k1,
ECC 192r1, ECC 256k1, ECC 256r1) under the "No Sleep" scenario. Each point represents a specific combination of encryption mode
and key length, illustrating how these factors influence both processing time and energy consumption. The comparison of the effi-
ciency of each encryption setup with the aim for lower processing times and energy consumption is represented by points closer to the
origin of the graph. However, it is also crucial to balance these performance metrics with the security level offered by the chosen
encryption mode and key length. In this instance, since the desirable hybrid transport encryption scheme is for secure and privacy-
aware communication in a smart home setting, an adequate informed decision was made to consider the specific security re-
quirements of user’s privacy through device authentication, data confidentiality, and integrity, and weighed them against the per-
formance overhead shown in the graph.

The graph in Fig. 11 illustrates the relationship between processing time and energy consumption for various encryption modes
(AES_EAX, AES_CFB, AES_GCM) within hybrid encryption, using different asymmetric key lengths (RSA 2048, ECC 192k1, ECC 192r1,
ECC 256k1, ECC 256r1), specifically in the "Sleep" mode scenario. Similar to the "No Sleep" mode, each point represents a specific
combination of encryption mode and key length, showing their impact on processing time and energy consumption. In the "Sleep"
mode scenario, the aim is to identify which combination offers an efficient balance between processing time, energy consumption, and
security level provided by the encryption bit size. Points closer to the origin are indicative of lower processing times and energy
consumption, suggesting higher efficiency. In Figs. 10 and 11, the two scenarios are compared, to determine which encryption setup is

Table 8
Client evaluation of transmitted unencrypted plaintext.
S/ Key Crypto  Max message Duration Sleep time socket Bandwidth H/ware Energy (W) max
n size Tech. size (bytes) (Mins) (sec) buffer size (Mb) Resources of 6.4W
Avail used RAM CPU
(%) (%)
Round 1 - Sleep
1 None None 11,300 5 5 Default 450 0.03 6 57 3.648
2 None None 11,266 5 5 Default 450 0.03 7.58 71 4.544
3 None None 11,288 5 5 Default 450 0.03 7.5 69 4.416
Round 2 - No Sleep
1 None None 53,362 5 1 Default 450 0.12 6.96 56 3.58
2 None None 53,449 5 1 Default 450 0.13 7.24 53 3.39
3 None None 53,469 5 1 Default 450 0.12 7.63 58 3.71
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Table 9
Server evaluation of received unencrypted plaintext.
S/ Key Crypto  Message Recv. Duration Sleep time socket Bandwidth H/ware Resources Energy
n size Tech. size (bytes) (Mins) (sec) buffer size (Mb) (400W)
Avail used RAM (%) CPU
16.7 GB (%)
3.4GHz
Round 1 - Sleep
1 None None 11,300 5 5 4096 450 0.21 2.0 21.43 85.72
(11.83%)
2 None None 11,266 5 5 4096 450 2.71 2.0 29.23 116.92
(12.1%)
3 None None 11,288 5 5 4096 450 1.9 2.0 20.19 80.76
(12.08%)
Round 2 - No Sleep
1 None None 53,362 5 1 4096 450 0.16 1.9 19.34 77.36
(11.5%)
2 None None 53,449 5 1 4096 450 0.46 1.9 20.52 81
(11.6%)
3 None None 53,469 5 1 4096 450 0.36 197 21.86 87.44
(11.7%)
Table 10
No sleep mode encryption data.
Hybrid Encryption RSA/ECC Plus AES_AEX
Encryption Scheme Processing Time (ms)  Energy Consumption Memory Usage % (MB) Client CPU Usage (%) Bandwidth
& Mode Usage
(450 Mbps Max)
Client Server Client Server Client (4GB Server Client Server Client  Server
(6.4W (400W Max) (16GB (1.5Ghz (3.4Ghz
Max) Max) Max) Max) Max)
RSA2048 0.00788 0.005468  3.52 170.96 12.32 13.43 55 42.74 0.20 5.52
ECC192k1 0.011506  0.011122  3.71 90.76 8.73 15.75 58 22.49 0.11 0.13
ECC192r1 0.008095  0.007249  3.78 102.5 8.83 15.75 59 25.63 0.11 6.01
ECC256k1 0.011501  0.010796  4.03 105.52 8.47 16.2 63 26.38 0.10 0.13
ECC256r1 0.005862  0.005669  3.65 95.4 8.55 16.4 57 23.85 0.10 0.26
Hybrid Encryption RSA/ECC Plus AES_CFB
Encryption Scheme Processing Time (ms)  Energy Consumption Memory Usage % (MB) Client CPU Usage (%) Bandwidth
& Mode Usage
(450 Mbps Max)
Client Server Client Server Client (4GB Server Client Server Client  Server
(6.4W (400w Max) (16GB (1.5Ghz (3.4Ghz
Max) Max) Max) Max) Max)
RSA2048 0.007631  0.008437  3.84 109.92 12.37 13.43 60 27.48 0.19 2.7
ECC192k1 0.011535 0.011015 3.58 100.64 8.60 15.8 56 25.16 0.10 0.50
ECC192r1 0.008102  0.007588  3.65 94.7 8.81 15.6 57 23.68 0.10 5.48
ECC256k1 0.011622  0.010825  3.97 94.92 8.40 16.0 62 23.73 0.10 0.12
ECC256r1 0.005915  0.005613  3.52 60.2 8.42 16.2 55 15.05 0.10 0.22
Hybrid Encryption RSA/ECC Plus AES_.GCM
Encryption Scheme Processing Time (ms)  Energy Consumption Memory Usage % (MB) Client CPU Usage (%) Bandwidth
& Mode Usage
(450 Mbps Max)
Client Server Client Server Client (4GB Server Client Server Client  Server
(6.4W (400w max) (16GB (1.5Ghz (3.4Ghz
Max) Max) Max) Max) Max)
RSA2048 0.007644 0.008347 3.52 97.16 13.60 13.25 55 24.29 0.19 4.43
ECC192k1 0.011652  0.01092 4.16 125.18 8.93 15.85 65 31.29 0.10 0.12
ECC192r1 0.008096  0.00756 3.71 107.2 8.85 15.9 58 26.8 0.09 5.96
ECC256k1 0.011431 0.01067 4.22 167.72 8.55 17.5 66 41.93 0.10 0.13
ECC256r1 0.005901  0.00553 3.97 99.3 8.62 16.6 62 24.83 0.10 0.31
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Table 11
Sleep mode encryption data.

Hybrid Encryption RSA/ECC Plus AES_AEX

Encryption Scheme Processing Time (ms)  Energy Consumption Memory Usage % (MB) Client CPU Usage (%) Bandwidth
& Mode Usage
(450 Mbps Max)
Client Server Client Server Client (4GB Server Client Server Client Server
(6.4W (400w Max) (16GB (1.5Ghz (3.4Ghz
Max) Max) Max) Max) Max)
RSA2048 0.007595  0.008072  3.45 118.88 13.20 13.40 54 29.72 0.04 0.77
ECC192k1 0.011358 0.011197 3.58 113.8 8.68 15.8 56 28.45 0.03 3.48
ECC192r1 0.00798 0.00747 3.39 94.2 8.36 16.3 53 23.55 0.02 5.28
ECC256k1 0.01134 0.010707  3.52 108.72 8.34 19.9 55 27.18 0.02 0.07
ECC256r1 0.006285 0.005927 3.52 80.6 8.16 16.4 55 20.15 0.03 0.05

Hybrid Encryption RSA/ECC Plus AES_CFB

Encryption Scheme Processing Time (ms)  Energy Consumption Memory Usage % (MB) Client CPU Usage (%) Bandwidth
& Mode Usage
(450 Mbps Max)
Client Server Client Server Client (4GB Server Client Server Client  Server
(6.4W (400w Max) (16GB (1.5Ghz (3.4Ghz
Max) Max) Max) Max) Max)
RSA2048 0.007593 0.008305 3.52 95.72 13.21 13.3 55 23.93 0.05 0.07
ECC192k1 0.011507  0.010992  3.46 102.2 8.48 15.8 54 23.55 0.03 2.9
ECC192r1 0.00787 0.007768  3.33 88.43 8.34 16.1 52 22.1 0.03 5.29
ECC256k1 0.01131 0.011273 3.39 105.4 8.29 19.8 53 26.35 0.02 0.06
ECC256r1 0.006267  0.00596 3.33 45 8.02 16.1 52 11.25 0.02 0.03

Hybrid Encryption RSA/ECC Plus AES_.GCM

Encryption Scheme Processing Time (ms)  Energy Consumption Memory Usage % (MB) Client CPU Usage (%) Bandwidth
& Mode Usage
(450 Mbps Max)
Client Server Client Server Client (4GB Server Client Server Client  Server
(6.4W (400w Mx) (16GB (1.5Ghz (3.4Ghz
Max) Max) Max) Max) Max)
RSA2048 0.008048  0.00833 4.03 95.76 13.23 13.28 63 23.94 0.05 0.11
ECC192k1 0.011582  0.011495  4.03 118.24 8.89 15.8 63 29.56 0.03 4.15
ECC192r1 0.008235  0.00776 3.52 99.8 8.73 16.7 55 24.95 0.02 5.7
ECC256k1 0.01128 0.01106 3.58 115.12 8.47 20.2 56 28.78 0.03 0.07
ECC256r1 0.006318  0.005963  3.84 97.1 8.62 16.5 60 24.28 0.03 0.06

Encryption Processing Time vs Energy Consumption

@® RSA2048 - AES_EAX_No_Sicep
4 W ECC192K1 - AES_EAX No Sleep ®
. A ECC192r1 - AES_EAX No_Sleep
®  ECC256K1 - AES_EAX_No_Sleep -
*  ECC256r1 - AES_EAX N p
® RSA2048 - AES_CFB_No_
a1 W ECC192k1 - AES_CFB_No_Sleep
A ECC192r1 - AES_CFB_N >
®  ECC250k1 - AES_CFB
*  ECC256r1 - AES_CFB_N .
a0 @ RSA2048 - AES GCM_No_Sleep
* W ECC192K1 - AES_GCM_No,_Sleep %
s A ECC19311 - AES GCM No Sleep
= ®  ECC256K1 - AES_GCM_No_Sleep
£50 % ECC256r1 - AES GCM No Sleep
< o
338
b4 N
57 a -
* a
36
-
* o o
3.5
0.006 0,007 0.008 6,009 6,010 0011

Processing Time (ms)

Fig. 10. Relationship between processing time and energy consumption at No sleep.
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Encryption Processing Time vs Energy Consumption (Sleep Mode)
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Fig. 11. Relationship between processing time and energy consumption at Sleep.

most suitable for a privacy-aware application needed in smart home well-being monitoring and considered security requirements and
performance overhead.

4.2. Evaluation of effectiveness, performance, and security level of the encryption schemes

The plots comparing processing time and energy consumption for different encryption modes (AES_EAX, AES_CFB, AES_GCM)
within hybrid encryption scenarios (with and without sleep mode) revealed the following important insights:

1) Energy Efficiency vs. Processing Time: On the presented trade-off between processing time and energy consumption, modes and key
lengths that offer lower processing times may consume more energy, and vice versa. This is evident from the spread of points across
the graphs, indicating that no single encryption mode or key length consistently offers the best performance on both metrics.

2) Impact of Sleep Mode: Comparing the "No Sleep" and "Sleep" mode scenarios, it is observed that the sleep mode can influence the
efficiency of a hybrid transport encryption scheme. Sleep mode aims to reduce energy consumption when the system is not actively
processing data, which can be particularly beneficial in scenarios where preserving battery life is crucial.

3) Choice of Encryption Mode and Key Length: The choice between RSA and ECC and among different key lengths impacts both pro-
cessing time and energy consumption. ECC, especially with shorter key lengths like ECC192k1 and ECC192r1, tends to offer a good
balance between security and performance, as indicated by their positions on the plot. RSA2048, while secure, showed higher
processing times and energy consumption compared to ECC options.

4) Optimal Encryption Scheme Selection: The optimal choice of encryption scheme depends on the specific requirements of the appli-
cation, including the acceptable trade-offs between security, processing time, and energy consumption. For applications requiring
high security with minimal energy overhead, ECC with AES_GCM might be preferred due to its balance between efficiency and
security. Conversely, for less critical applications where processing speed is paramount, other combinations might be more
suitable.

5) Security vs. Performance Trade-off: The plots underscore the fundamental trade-off between security and performance. Higher se-
curity levels, achieved through longer key lengths or more secure encryption modes, come at the cost of increased processing time
and energy consumption. Application developers need to balance these aspects based on their specific security requirements and
operational constraints. Therefore, these plots facilitate a nuanced understanding of how different encryption schemes perform
under varying operational modes. They highlight the importance of carefully selecting encryption modes and key lengths based on
application-specific needs for security, processing time, and energy efficiency.

4.3. Scalability evaluation

The scalability of the proposed hybrid encryption schemes for smart home healthcare environments was assessed through a
comprehensive testing methodology. This approach involved simulating an increasing number of IoT devices to evaluate system
performance under varying loads. The assessment began with a baseline of 20 simulated devices, progressively increasing to 100 while
monitoring key performance indicators at each stage. This gradual scaling enabled the identification of potential bottlenecks and
performance thresholds. The testing protocol focused on several critical aspects of system performance. Data throughput was measured
by incrementally increasing the volume of data processed, starting from 1MB per hour and scaling up to 1GB per hour. This evaluation
determined how effectively the encryption schemes could handle growing data loads, a crucial factor in real-world healthcare ap-
plications where data volumes can fluctuate significantly.

Key management efficiency was another focal point of the scalability assessment. The system’s ability to generate, distribute, and
rotate encryption keys as the number of devices increased was scrutinized. This aspect is particularly important in maintaining security
integrity across a growing network of devices. Network performance evaluation involved measuring latency and bandwidth utilization
throughout the scaling process. Close attention was paid to how increased device numbers and data volumes affected overall network
efficiency, a critical factor in ensuring the timely transmission of potentially life-critical healthcare data. Additionally, the processing
overhead associated with encryption and decryption operations was closely monitored as the system scaled. This involved measuring

23



O. Popoola et al. Internet of Things 27 (2024) 101314

CPU usage, memory utilization, and energy consumption across different scale points.

5. Results and discussion

The comprehensive investigation validates the effectiveness of the proposed hybrid encryption framework, which combines ECC-
256r1 with AES-128 in EAX mode. This optimized approach outperforms existing solutions in terms of processing speed, energy ef-
ficiency, and security for smart home healthcare environments. The following analysis presents a detailed evaluation of the frame-
work’s performance across various metrics, demonstrating its capability to address the unique challenges of securing IoT-driven
healthcare data.

Analysis of the baseline (no encryption) and five hybrid encryptions that investigated both query-based and periodic traffic flow
patterns between communicating devices are evaluated based on the overheads associated with the processing time, memory and CPU
usage, and transaction latency of the data collection, transmission, and storage process. The values for each metric across the
encryption schemes are used to illustrate how this analysis is presented which include the following encryption schemes: None
(unencrypted), ECC 192k, ECC 192r, ECC 256k, ECC 256r, and RSA 2048. The resulting visualizations reveal the impact of encryption
on system performance. The performance evaluation metrics discussed earlier in 3.4.1 were considered.

5.1. Baseline and hybrid encryption performance analysis

In Fig. 12, an overview of the encryption overhead analysis, comparing various encryption schemes (None, ECC 192k, ECC 192r,
ECC 256k, ECC 2561, RSA 2048) is shown across two key metrics: time overhead and energy overhead. From the graph, it is observed
that:

e The unencrypted (None) approach has the lowest time and energy overheads, which is expected due to the absence of encryption
processing.

e Moving to more secure encryption schemes (ECC 192k, ECC 192r, ECC 256k, ECC 256r), both time and energy overheads increase.
This reflects the computational and energy costs associated with performing encryption and decryption operations.

e RSA 2048 shows the highest overheads in terms of both time and energy, which is consistent with RSA’s higher computational
complexity compared to ECC for equivalent security levels.

The analysis suggests that while encryption adds overheads in terms of time and energy, the choice of encryption scheme (ECC vs.
RSA) significantly impacts these metrics. ECC-based schemes, particularly with lower key sizes (192k and 192r), offer a balance be-
tween security and efficiency, potentially making them more suitable for high transaction rate applications in private blockchain
systems designed for the smart home healthcare ecosystem. These findings can inform the design of a permissioned DLT e.g., a
blockchain system, especially when considering the trade-offs between security and system performance within the context of
consensus algorithms that prioritize efficiency and scalability.

5.1.1. Comparative analysis of encryption schemes

Fig. 13 presents a detailed analysis of the impact of different encryption schemes considered on processing time, memory usage,
CPU usage, and transaction latency observed in a scenario that simulated the transmission of sensitive data from smart homes to
entities set up to monitor well-being data. Observation from the graphs is described as follows:

e PT: Encryption significantly increases the processing time compared to no encryption, with RSA 2048 showing the highest time due
to its computational complexity. ECC 256k and ECC 256r also exhibit higher processing times than ECC 192k and 192r, indicating

that larger key sizes result in increased encryption and decryption times.

Encryption Overhead Analysis

None ECC 192k ECC 192r ECC 256k ECC 256r RSA 2048
Encryption Scheme

Fig. 12. Analysis of encryption overhead.
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Fig. 13. Impact of transport encryption scheme on PT, MU, CPPU, and TL.

e MU: Memory consumption follows a similar trend, with RSA 2048 consuming the most memory. This suggests that more so-
phisticated encryption schemes require more system resources, which could be a limiting factor in constrained environments.

e CPU-U: The percentage of CPU resources utilized during the encryption/decryption process increases with the complexity of the
encryption scheme. RSA 2048 again shows the highest CPU usage, with ECC schemes presenting a more moderate impact on CPU
resources.

e TL: Transaction latency, or the delay from when a transaction is initiated until it is completed, is lowest for unencrypted data and
highest for RSA 2048 encrypted data. ECC encryption schemes provide a middle ground, balancing security and latency.

These findings illustrate the trade-offs between security and system performance in the context of transport encryption between
devices in a smart home healthcare system. While encryption is essential for ensuring data privacy and security, it also introduces
additional overheads that can affect the system’s efficiency and responsiveness. The choice of encryption scheme should thus consider
both the security requirements and the system’s performance constraints, especially for applications like remote patient monitoring
where timely data transmission is crucial. The choice between using bandwidth utilization and transaction latency as metrics in the
comparative analysis of encryption schemes depended on the specific objectives of the study and the aspects of the encryption process
being evaluated.

TL refers to the total time taken from the initiation of a transaction (which could include data encryption at the source) to its
completion (which might include decryption at the destination). It is a measure of end-to-end performance, capturing delays intro-
duced not just by the encryption/decryption process but also by network transmission and any processing delays at the receiver.

BU was also considered, which would measure how much network capacity the encrypted data occupies during transmission. While
also an important metric, especially in contexts where network resources are limited or cost-sensitive, it provides a different
perspective focused on network efficiency rather than the speed or responsiveness of the encryption process itself.

Likewise, the descriptions of PT and TL might seem similar at a glance because they both involve temporal measurements related to
data transactions. However, they capture different aspects:

e PT is specifically about the time it takes to encrypt or decrypt data, not including other potential delays in a transaction’s lifecycle.
e TL is broader, encompassing the entire duration of a transaction, including processing, network transmission, and any other steps

involved until the transaction is completed.

Including transaction latency instead of bandwidth utilization in the comparative analysis was considered an appropriate choice
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made to better reflect the user experience and system performance from a time-completion perspective, which is often more directly
felt by end-users than bandwidth efficiency. This focus is particularly relevant in use cases like smart home healthcare, where timely
data processing and transaction completion can be critical. However, for studies where network efficiency and the impact of
encryption on available bandwidth are of concern, including BU as an additional metric could provide valuable insights, especially in
environments where network resources are constrained.

The bar graphs in Fig. 14 provide a comparison of the processing time and a proportional representation of memory usage for
different encryption types (RSA2048, ECC192k1, ECC192r1, ECC256k1, ECC256r1) across three AES modes (AES_EAX, AES_CFB, and
AES_GCM) in the "No Sleep" mode. From the graph on the left, one can observe the following about processing time:

e RSA2048 generally exhibits the lowest processing time across all AES modes.
e ECC256k1 and ECC192k1 have higher processing times, especially noticeable in the AES EAX and AES_CFB modes.
e ECC192r1 shows a processing time that is generally in the middle range across the different AES modes.

The graph on the right is a proportional representation of memory usage, which in this case is assumed to be directly proportional to
processing time as illustrated from the actual memory usage data from Table 13. It follows a similar pattern to the processing time,
given the direct proportionality. Key observations include:

e RSA2048, while fast, may have a higher proportional memory usage, especially in AES_EAX mode.
e ECC256k1 shows consistently higher proportional memory usage across all AES modes.
e ECC192r1 and ECC256r1 tend to have a lower memory usage proportion compared to ECC256k1.

These visualizations assist in determining which encryption type and mode might be best suited for a given application based on
processing time and memory usage constraints. The choice would typically be influenced by the specific performance and security
needs of the application. However, the scenario of no sleep is applied in energy-aware data-sharing schemes where resource-
constrained devices such as IoT cannot afford to dispense scarce energy resources, and energy-hungry devices have to be controlled
to consume less expensive energy.

The charts in Fig. 15 represent the processing time and memory usage for each encryption type across the three AES modes:
AES _EAX, AES_CFB, and AES_GCM in sleep mode.

5.1.1.1. Processing time analysis. For AES_EAX and AES_CFB, ECC192k1 and ECC256k1 exhibit the highest processing times, whereas
ECC256r1 shows the lowest. This trend is consistent across both modes, indicating that ECC with a 256-bit key in the "r1’ configuration
is the most efficient in terms of processing time.

In AES_GCM, similar trends are observed, with ECC192k1l and ECC256k1 having the highest processing times, and ECC256r1
having the lowest.

5.1.1.2. Memory usage analysis. In terms of memory usage, RSA2048 consistently uses the most memory across all three AES modes,
which could be a limiting factor for systems with constrained memory resources.

For AES_EAX and AES_CFB, the memory usage for the ECC variants is quite close, with ECC256r1 using the least memory.

In AES_GCM, ECC192k1 shows a slight increase in memory usage compared to AES_EAX and AES_CFB, but overall, the ECC variants
still use less memory than RSA2048.

From these observations, it is clear that ECC256r1 is generally the best performer in terms of processing time and memory usage
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Fig. 15. Performance of AES modes at Sleep.
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across all AES modes in sleep mode. This suggests that ECC256r1 is a good choice for systems where both speed and memory efficiency
are crucial, particularly in sleep mode.

The bar graphs provided in Fig. 16 illustrate the processing time and a proportional representation of memory usage for various
encryption types (RSA2048, ECC192k1, ECC192r1, ECC256k1, ECC256r1) when using two AES modes (AES_CFB and AES_GCM) in
"Sleep" mode. Looking at the graph on the left for processing time:

ECC256k1 and ECC192k1 generally have the highest processing times in both AES_CFB and AES_GCM modes.
e RSA2048 and ECC256r1 exhibit lower processing times, with ECC256r1 slightly outperforming RSA2048 in AES_CFB mode.
e ECC192r1 shows a middle ground in processing time between the two modes.

For the proportional representation of memory usage on the right graph (based on its proportional to processing time):

e The pattern is similar to the processing time due to the direct proportionality.
e RSA2048 and ECC256r1, having lower processing times, also show lower proportional memory usage.
e ECC256Kk1 consistently has a higher proportional memory usage in both modes, aligning with its processing time.

5.1.1.3. Interpretation. Efficiency in Sleep Mode: ECC256r1 appears to be the most efficient in terms of processing time while still
maintaining lower proportional memory usage, which could make it a preferred choice for applications where efficient resource usage
during idle or low-power states is critical.

Trade-offs: There are clear trade-offs between the different encryption types. While RSA2048 is fast, it does not always have the
lowest processing time, which suggests that ECC with smaller key sizes might provide a better balance of speed and resource usage in
sleep mode.

Choice of AES Mode: The choice between AES_CFB and AES_GCM does not significantly affect the processing time for the same
encryption type, suggesting that the decision between these modes can be based on other factors such as security requirements rather
than efficiency in sleep mode.

Application Suitability: For energy-sensitive applications, such as on battery-powered devices, the efficiency in sleep mode could be a
deciding factor when choosing an encryption type and mode. ECC256r1 with AES_CFB might be the best option among the ones
presented here.

Hence, Fig. 16 emphasizes the importance of selecting the right combination of encryption type and mode based on specific use-
case requirements, especially when considering applications that benefit from efficient sleep mode operation.

5.1.2. Scalability assessment

Results revealed that the ECC-256r1 with AES-128 in EAX mode demonstrated robust scalability characteristics. Performance
remained consistent up to 80 devices, with only modest increases in processing time (15%) and energy consumption (10%) when
scaling from 20 to 80 devices. However, a more pronounced performance degradation was observed beyond the 80-device mark,
indicating a potential scalability threshold for the current implementation. These findings provide valuable insights into the real-world
applicability of encryption schemes in large-scale smart home healthcare deployments. They highlight both the strengths of the
approach in handling moderate scaling and areas for potential optimization to support larger deployments. This scalability assessment
forms a crucial component in evaluating the overall viability and efficiency of the proposed hybrid encryption framework for smart
home healthcare environments.

5.2. Discussion

This section discusses the evaluation metrics observed during the experimentation process.
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Table 12
Performance comparison of ECC vs. RSA across key metrics.

Metric ECC RSA Difference

Processing Time 0.005862 ms 0.00788 ms ECC 25.6% faster

Energy Consumption 3.65W 3.52wW ECC 3.7% higher
(Client)

Energy Consumption 95.4W 170.96W ECC 44.2% lower
(Server)

Memory Utilization 8.55% 12.32% ECC 30.6% lower
(Client)

Memory Utilization 16.40% 13.43% ECC 22.1% higher
(Server)

CPU Usage (Client) 57% 55% ECC 3.6% higher

CPU Usage (Server) 23.85% 42.74% ECC 44.2% lower

Bandwidth Usage (Client)  0.10 Mbps 0.20 Mbps ECC 50% lower

Bandwidth Usage 0.26 Mbps 5.52 Mbps ECC 95.3% lower
(Server)

Security Level High security with ECC-256 Comparable security with ECC offers equivalent security with a

RSA-2048 shorter key size
Recommendation ECC-256 + AES-128: best blend of security, N/A ECC recommended for IoT-based smart
performance, and efficiency home healthcare

5.2.1. Overview of evaluation metrics

Based on the evaluation and the provided illustrations from Figs. 14-18, Table 12 summarizes key observations from the encryption
analysis, comparing processing time, energy consumption, memory utilization, and bandwidth usage across different encryption types
and AES modes in both "No Sleep" and "Sleep" modes. The results highlight ECC’s superiority over RSA in terms of processing speed and
energy efficiency, while also considering trade-offs between AES modes and the suitability of 192-bit ECC for scenarios with tight
memory and bandwidth constraints.

The performance evaluation metrics include processing time, memory utilization, bandwidth usage, and energy consumption. The
results are shown in Figs. 17 and 18 and summarized in Table 12.

5.2.2. Processing time

The evaluation of processing time highlights the flexibility of ECC in using mismatched key sizes without compromising security,
which is beneficial for post-quantum cryptography. Unlike RSA, ECC can sustain mismatched key lengths, facilitating the transition to
quantum-safe algorithms like lattice-based schemes. These schemes often show faster key generation on servers but slower on IoT
clients, necessitating different-sized keys for efficiency. Experiments indicate that using 256-bit ECC for clients and 192-bit ECC for
servers optimizes performance without security risks. This approach is specific to ECC and is not advisable for RSA, which requires
matched key sizes for optimal security. The RSA decryption time is significantly impacted by the server’s private key length, making
equal key lengths essential. ECC supports key establishment flows where both client and server generate key pairs and determine a
shared secret. This allows for mismatched keys between client and server, providing flexibility and efficiency in resource-constrained
environments.

To quantify the efficiency of our proposed ECC-256r1 with AES-128 in EAX mode, we calculated a security-efficiency ratio. Given
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Fig. 17. Energy consumption comparison of benchmarked cryptographic methods.
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Fig. 18. Absolute energy consumption values for each cryptographic method on client/server devices and the percentage reduction of ECC versus
RSA-2048.

that this configuration offers a security level of 128 bits (comparable to AES-128) and processes in 6 ms (0.006 seconds) for both client
and server, we derive a security-efficiency ratio of 21.33 bits per millisecond (128 bits / 6 ms).
Furthermore, comparing the processing times with RSA-2048, we observe significant improvements:

¢ On the client side, ECC-256r1 processes in 0.005862 ms compared to RSA-2048's 0.00788 ms, representing a 25.6% improvement
((0.00788 - 0.005862) / 0.00788 * 100 ~ 25.6%).

e On the server side, ECC-256r1 processes in 0.005669 ms compared to RSA-2048's 0.005468 ms, a slight decrease of 3.7%
((0.005468 - 0.005669) / 0.005468 * 100 ~ -3.7%).

These results demonstrate that our proposed method significantly outperforms RSA-2048 in client-side processing, crucial for
resource-constrained IoT devices in smart home healthcare environments.

5.2.3. Memory utilization

The evaluation of memory utilization highlights significant efficiency gains when using ECC algorithms over RSA-2048. Specif-
ically, ECC-192k1 and ECC-192r1 use approximately 8.73% and 8.83% memory on client devices, compared to RSA-2048's 13.2%,
freeing valuable system resources. On servers, ECC-256k1 uses slightly higher memory (17.5%), reflecting a trade-off between
enhanced security and resource allocation.

CPU usage patterns reveal RSA-2048's substantial peak usage (55% on clients, 29.72% on servers) compared to ECC variants. ECC-
192k1 and ECC-192r1 maintain a balanced load, with ECC-256k1 peaking at 63% of clients, highlighting higher security demands.
ECC-256r1 shows a moderate peak (62% on clients, 24.83% on servers), offering an efficient compromise.

Strategic Implications:

e Memory Efficiency: ECC-192r1 achieves a 33% reduction in memory usage on clients compared to RSA-2048.
e CPU Efficiency: ECC-256r1 offers a 35% decrease in CPU usage on servers.

These findings indicate ECC’s superior performance in memory and CPU utilization, particularly in the 192-bit and 256-bit con-
figurations, making it a compelling choice for systems requiring efficient, secure communications.

5.2.4. Energy utilization and efficiency

Our analysis of energy consumption across various cryptographic methods reveals significant differences in power requirements for
both client and server devices (Figs. 11 and 12). The bar chart shows the energy consumption for client and server devices across
different cryptographic methods, while the line graph illustrates the efficiency gains for server devices The following data, measured in
watts, illustrates these variations:

Energy Consumption:

RSA-2048: 3.52W on client, 170.96W on server
e ECC-192Kk1: 3.71W on client, 90.76W on server
e ECC-192r1: 3.68W on client, 102.5W on server
e ECC-256Kk1: 4.03W on client, 105.52W on server
e ECC-256r1: 3.65W on client, 95.4W on server

Energy Efficiency Gains Over RSA-2048:
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ECC-192k1: 5% reduction on client, 47% on server
ECC-192r1: 7% reduction on client, 40% on server
ECC-256k1: Increased energy on the client, 38% savings on the server
ECC-256r1: 4% reduction on client, 44% on server

Comparing our ECC-256r1 with AES-128 in EAX mode to RSA-2048, we observe substantial energy efficiency gains:

On the client side, ECC-256r1 consumes 3.65W compared to RSA-2048's 3.52W. While this represents a slight 4% increase ((3.65 -
3.52) / 3.52 * 100 =~ 4%), it’s offset by the significant processing speed improvements noted in Section 5.2.1.

On the server side, ECC-256r1 dramatically reduces energy consumption to 95.4W from RSA-2048's 170.96W, a 44% reduction
((170.96 - 95.4) / 170.96 * 100 ~ 44%).

These findings highlight that our proposed method offers substantial energy savings, particularly on the server side, which is crucial
for large-scale deployments and data centers handling multiple IoT connections. The slight increase in client-side energy consumption
is more than compensated for by the improved processing speed and security level, making it an excellent choice for resource-
constrained IoT devices in smart home healthcare scenarios.

ECC provides substantial energy savings over RSA, with roughly 40-45% less on the server side and modest improvements (4-7%)
on energy-constrained client devices. Understanding the energy efficiency of cryptographic operations is crucial for scaling systems,
especially in environments with numerous client-server interactions where secure handshakes are essential. This analysis highlights
ECC’s advantages in reducing energy consumption, making it a suitable choice for secure and sustainable digital communications.

5.2.5. Towards sustainable cryptography

Testbed analysis shows that ECC-192k1 and ECC-256k1 consume slightly more power on the client side but provide significant
savings on the server side. Overall, ECC offers substantial energy savings over RSA, with 40-45% less energy consumption on servers
and modest improvements (4-7%) on client devices. These energy efficiency gains highlight ECC’s potential in promoting sustainable
cryptographic practices, translating into lower operational costs and reduced carbon footprints. As cryptographic operations scale,
these savings become more significant, supporting greener digital security solutions. Integrating Post-Quantum Cryptography (PQC)
techniques like NewHope, FrodoKEM, and SABER enhances the resilience of our hybrid encryption model, ensuring it remains
adaptable and future-proof against emerging quantum threats.

5.2.6. Security analysis

Our hybrid encryption scheme, combining ECC-256r1 with AES-128 in EAX mode, was rigorously evaluated against threats such as
MITM, replay, and Sybil attacks. This configuration provides robust encryption, ensuring data integrity and confidentiality, and
mitigating risks of unauthorized interception and manipulation. ECC-256r1's strong key agreement capability, coupled with AES-128
EAX’s authenticated encryption, offers a dual layer of security for protecting sensitive healthcare data in transit and at rest. The EAX
mode introduces nonce-based authentication, reducing vulnerability to replay attacks by ensuring message freshness. This strategic
blend of cryptographic rigor and practical implementation establishes a secure communication channel within smart home healthcare
environments, guaranteeing the integrity and confidentiality of sensitive health data.

5.2.7. Research and comparisons

Our methodology includes a review of ongoing research into quantum-safe cryptography, positioning our chosen encryption model
within this evolving landscape. By comparing the quantum resilience of ECC-256r1 and AES-128 with other cryptographic approaches,
we justify their selection, highlighting their security and efficiency. While our experiments focused on ECC and AES schemes,

Table 13
Comparison metrics in a quantum-threatened landscape.
Algorithm Processing Time Energy Usage Memory Remarks
NewHope [88] 7,774,400 cycles Medium to High 63.3 - 83.7 MB Most promising overall
NewHope 0.14 ms [89] 29.7 mJ [90] 1.4 KB [2] Efficient key exchange, low memory
footprint
ECC-256 5.862 ms (Client), 5.669 ms 3.65 W (Client), 95.4 W (Server) 342 MB (Client), 2.62 GB The baseline for comparison is based
(Server) (Server) on the testbed.
ECC-256 1.71 ms [91] 3.65mJ [92] 8.55% (342 KB) Fast processing, energy efficient
FrodoKEM [93, Keypair: 4.22 s, High 189 KB (FrodoKEM-976- Compute intensive, high security
52] Encaps: 4.45 s, Decaps: 4.48 AES)
s
FrodoKEM [94, 2.47 ms 51.3 mJ [95] 31 KB High security, larger memory
11] requirement
SABER 576 ps (decapsulation) Medium, considering efficient FPGA 19,299 LUTs (protected) Specialized optimizations
[96,97] implementations.
SABER [98] 0.61 ms 34.2mJ 8.2 KB Good balance of speed and memory

efficiency
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evaluating the readiness of post-quantum cryptography (PQC) techniques for real-world integration remains an intriguing direction.
Prior research and prototypes demonstrate the potential of quantum-safe algorithms (Table 13):

1. NewHope: Shows promising efficiency similar to ECC-192, but memory constraints affect embeddability.
2. SABER: Offers low latency and is suitable for hardware optimization but is slower than traditional ECC.
3. FrodoKEM: Faces challenges with computation and communication overheads, raising concerns about real-world deployment.

These studies indicate that while PQC methods offer resilience against quantum attacks, significant optimizations are needed to
balance security and efficiency. Our research methodology can empirically examine PQC techniques within edge computing envi-
ronments, quantifying performance trade-offs on embedded IoT platforms. Achieving standardized post-quantum adoption requires
navigating efficiency requirements alongside cryptographic robustness, with hardware acceleration and algorithmic enhancements
offering viable pathways.

5.2.8. Practical implications and future readiness

5.2.8.1. Implications for practice and policy. Adapting to Post-Quantum Cryptography (PQC) algorithms is critical for safeguarding IoT
systems against emerging threats. While ECC-256r1 and AES-128 are currently effective, exploring quantum-resistant algorithms like
NewHope, FrodoKEM, and SABER is necessary for future-proof security.

Comparative Analysis is provided in Table 13.

5.2.8.2. Adaptability and future readiness. Integrating PQC solutions is crucial. Algorithms like Ed25519 and Curve25519 offer
benchmarks for quantum-safe protocols. These provide performance benefits and advocate for ’crypto agility’ in transitioning to
quantum-resistant cryptography, ensuring long-term security.

5.2.8.3. Practical considerations. Our hybrid encryption model balances high-level security with the operational constraints of IoT
devices in healthcare. ECC-256r1 and AES-128 in EAX mode address performance and energy concerns, making them optimal for real-
world applications. However, implementing PQC algorithms in IoT devices faces challenges due to computational and energy over-
heads. Significant optimizations are needed for embedded devices.

5.2.8.4. Security vs. resource constraints. Balancing post-quantum security with usability on resource-limited platforms is critical.
Efforts to replace existing public-key cryptography face challenges with computational and energy overheads, requiring significant
optimizations for embedded use. Innovations in PQC algorithm optimization for IoT devices are essential for efficient, secure appli-
cations. Planning for future standards that balance security with performance is crucial.

5.2.8.5. Research directions. Interdisciplinary research is essential for creating secure, efficient IoT cryptographic solutions. This in-
cludes evaluating and enhancing post-quantum schemes tailored for the IoT.

5.3. Comparison with recent post-quantum cryptographic schemes

Compared to recent post-quantum cryptographic schemes such as the PQCAIE framework [55], our proposed method demonstrates
superior performance in key metrics (as shown in Table 12). For instance, our handshake time of 6 ms for both client and server
outperforms PQCAIE’s Dilithium2-Kyberl combination, which reports 8.65 ms for clients and 8.20 ms for servers. Furthermore, our
method’s energy efficiency (3.65W for client, 95.4W for server) and bandwidth usage (0.10 Mbps for client, 0.26 Mbps for server)
represent significant improvements over existing post-quantum approaches. While specific energy consumption figures were not
provided in [55], their reported communication size of 1.475 KB for Dilithium2-Kyber1 suggests higher bandwidth usage compared to
our method. Our method’s superior performance in handshake time provides context for the bandwidth usage comparison, while the
lack of specific data on energy efficiency in [55] highlights a limitation in their approach.

Recent research in post-quantum cryptography for IoT-enabled environments, including smart home healthcare, demonstrates
ongoing efforts to balance security and efficiency. [99] proposed PiLike, a post-quantum identity-based lightweight authenticated key
exchange protocol for IIoT environments, claiming better communication, energy consumption, cryptographic key storage, and
computation costs compared to similar state-of-the-art methods. [100] introduced a privacy-preserving multi-factor authentication
scheme for cloud-assisted IoMT with post-quantum security, emphasizing a well-balanced trade-off between security and overhead.

Table 13b

Qualitative comparison of algorithms.
Algorithm Processing Time Energy Usage Memory Remarks
NewHope Medium Medium Low Most promising overall
ECC-256 [88] Fastest Lowest Medium Baseline for comparison
FrodoKEM [83] Slow [93,52] High Medium Compute intensive
SABER [96,97] Fast Medium Medium Specialized optimizations
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Additionally, [101] studied TPM-based post-quantum cryptography for IoT environments, reporting on the feasibility of integrating
post-quantum cryptography into mutually authenticated TLS connections. While these studies show promising advancements, our
proposed method continues to demonstrate competitive performance in key metrics such as processing speed, energy efficiency, and
bandwidth usage (as shown in Table 12), particularly in the context of smart home healthcare applications.

6. Conclusion and future work

This research advances smart home healthcare security through the development and validation of an optimized hybrid encryption
scheme specifically tailored for IoT-driven environments. The comprehensive investigation confirms that this tailored approach
effectively balances efficiency with robust transport encryption, addressing the unique challenges of securing sensitive health data in
resource-constrained settings. By combining ECC-256r1 for asymmetric encryption and AES-128 in EAX mode for symmetric
encryption, the proposed framework minimizes resource use while maintaining high-security standards. It excels in processing speed
(0.006 seconds for client and server) and energy efficiency (3.65W client, 95.4W server), making it ideal for IoT devices. The use of
ECC-256r1 provides additional resilience against potential quantum threats, contributing to the framework’s future readiness. The
study demonstrates the scheme’s effectiveness against current cybersecurity threats, validating its applicability for secure data
transmission in IoT-driven smart home healthcare systems. This approach ensures simplicity and practicality, making advanced
cryptographic security accessible without burdening end users. Future work will refine this approach based on practical feedback and
emerging threat patterns, exploring how emerging post-quantum cryptography standards can be integrated to ensure long-term
resilience and adaptability.

6.1. Directions for future research

With the evolving threat landscape, particularly due to quantum computing, our future work will focus on enhancing this hybrid
encryption scheme. This includes integrating Post-Quantum Cryptographic (PQC) algorithms currently in development and ensuring
strategic planning before quantum computers can attack RSA and ECC. By staying updated with PQC advancements, we aim to secure
our smart home healthcare ecosystem against future cryptographic challenges. Future research will also quantify the sustainability
benefits of energy-efficient encryption methods, focusing on carbon footprint, cost savings, and device lifetimes. As the digital
landscape evolves, secure and energy-conscious cryptographic solutions become crucial, highlighting the need for ongoing innovation.
Some future research directions that can help mitigate limitations of post-quantum cryptography (PQC) allowing more feasible large-
scale deployments for [oT environments include:

e Algorithm-Specific Hardware Acceleration [102,103]

Table 14

Future improvement areas.
Focus Client Code Server Code Acronym
Area

New Protocols

- Add support for TLS, and QUIC for encrypted transport - Integrate TLS or QUIC for Transport Layer Security (TLS)
- Integrate emerging post-quantum key exchange protocols connections Quick UPD Internet Connections (QUIC)
(NewHope, SABER, etc.) - Evaluate post-quantum
algorithms
Optimization
- Cryptographic hardware acceleration - Multi-core scaling AES-NI - Advanced Encryption Standard New
- Instruction sets extensions (AES-NI/PCLMULQDQ, ECC) - Algorithm-specific hardware Instructions
- Multi-threading, asynchronous execution optimizations PCLMULQDQ - Carry-Less Multiplication
- Compression before transport Quadword Instruction
ECC - Elliptic Curve Cryptography
Embedded Porting
- Test on Microcontrollers like ARM Cortex M4 - Appropriate database for ARM - Advanced RISC Machines
- Raspberry Pi OS storage AVR - Alf and Vegard’s RISC Processor
- Profile memory usage, storage, power consumption - Edge device operating systems

- Performance at scale analysis
CI/CD Pipelines

- Ansible automation for builds - Build, test, deploy automation CI/CD - Continuous Integration / Continuous
- Jenkins for continuous integration - Canary testing new code Delivery
- Versioning with Git/GitHub - Security regression suites
Data Analytics
- Interactive Grafana charts - Visualize trends in data
- Anomaly detection models - Predictive maintenance alerts
- Sensor data correlations - Data integrity monitoring
Dashboards
- Grafana dashboards - Grafana or custom GUI GUI - Graphical User Interface
- Health metrics and KPIs - Real-time streaming view KPI - Key Performance Indicator
- Real-time monitoring - Configurable threshold alerts
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o Lightweight Instruction Set Extensions [104]
e Memory-Hard Function Assessments [105]
e Authentication Based on Weak Cipher Model [106]

These directions aim to balance efficiency and security for PQC adoption in large-scale IoT network deployments. Continued
research is essential for developing optimal cryptographic solutions. Table 14 outlines tools, techniques, and development environ-
ments for future research.

In a quantum-threatened future, PQC techniques like NewHope and SABER highlight promising routes to preserving secrecy and
integrity. Addressing efficiency challenges is vital for their scalable deployment. Our implementation paves the initial groundwork
while optimizing their performance and minimizing resource overhead is indispensable for pervasive quantum-safe cryptography in
smart healthcare ecosystems.
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