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Abstract

Protecting private data in smart homes, a popular Internet-of-Things (I0T) application, remains a significant data security and privacy
challenge due to the large-scale development and distributed nature of 10T networks. Recently, smart healthcare has leveraged smart
home systems, thereby compounding security concerns in terms of the confidentiality of sensitive and private data and by extension the
privacy of the data owner. However, PoA-based Blockchain DLT has emerged as a promising solution for protecting private data from
indiscriminate use and thereby preserving the privacy of individuals residing in loT-enabled smart homes. This review elicits some
concerns, issues, and problems that have hindered the adoption of blockchain and 10T (BCoT) in some domains and suggests requisite
solutions using the aging-in-place scenario. Implementation issues with BCoT were examined as well as the combined challenges BCoT
can pose when utilised for security gains. The study discusses recent findings, opportunities, and barriers, and provide recommendations
that could facilitate the continuous growth of blockchain application in healthcare. Lastly, the study then explored the potential of using
a PoA-based permission blockchain with an applicable consent-based privacy model for decision-making in the information disclosure
process, including the use of publisher-subscriber contracts for fine-grained access control to ensure secure data processing and sharing,
as well as ethical trust in personal information disclosure, as a solution direction. The proposed authorisation framework could guarantee
data ownership, conditional access management, scalable and tamper-proof data storage, and a more resilient system against threat
models such as interception and insider attacks.

Keywords: 10T, smart home healthcare, PoA-based permissioned blockchain, authorisation framework, fine-grained access control, interception, privacy model,
consent



1. Introduction

The application of the Internet of Things (1oT) in Smart Homes (SH) presents a significant challenge in terms of data security and user privacy, owing to
the vast scale and distributed nature of 10T networks. loT-enabled homes i.e., SH, comprising a network of uniquely identifiable connected devices, are capable of
automatically acquiring implicit data [1]. Such data include sensor data from loT devices in the environment surrounding the homeowner, data obtained through
applications installed in mobile devices, or information gleaned from server log files that register the details of the network interactions between the homeowner
and controller services (e.g., IP addresses). These 10T systems are capable of auto-organizing, sharing data and resources, and acting and reacting to environmental
changes, with or without human intervention. 10T deployment in smart homes is increasing levels of comfort and convenience in daily living. For instance, 10T-
enable homes are integrable with digital healthcare facilities to benefit from smart healthcare using edge devices such as tablet PCs or PDAs installed with well-
being monitoring applications, and in some cases, wearable technologies are installed to collect and share physiological data from home occupants in a
transformative manner e.g., aging-in-place (Fig. 1). This approach often enables continuous healthcare to individuals by linking the home to mobile, and in-clinic
health monitoring [2]. Sensing devices could be utilised in medical healthcare 10T-CPS to collect patients' routine health and physiological [3, 4] information
classified as private [5]. However, the Internet of Health Things (I0HT) has emerged and leveraged the real-time access protocols of the Internet to provide comfort
in well-being monitoring while also posing security challenges in data confidentiality and in preserving patient privacy [6].
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Challenges faced in smart healthcare include those of compromised devices, unauthorized access to personally identifiable information (PII), and the
inability of homeowners to selectively disclose their information, thereby leading to concerns of indiscriminate exposure of sensitive and contextual information.
The heterogeneous environment of 10T systems contributes to security and privacy challenges encountered in SH systems [8, 9]. The value chain of data
management, consisting of data acquisition or collection, processing, storage, and usage, requires privacy protection using enabling technologies, as these present
target surfaces, susceptible to attacks. The increasing number of internet-dependent devices in smart homes has led to a rise in privacy threats and attacks [10].
Such attacks can reveal sensitive information about homeowners, compromising their lifestyle and well-being. As privacy norms dictate, users should have control
over their data, rather than complete withdrawal or non-disclosure. Users should be able to selectively disclose information and exercise control over who sees it.
While privacy infringement can sometimes be acceptable when the eventual disclosure of the information is beneficial to the data owner e.g., in smart healthcare
services where the data of monitored persons in smart homes collected using medical sensors are revealed to an eHealth expert systems to ensure their safety and
well-being [11] [12] [13] [14] [15, 16] [11-16]. Moreover, intangible benefits of ethical disclosure of personal information for medical research, therapy logistics
and design, marketing purposes, etc., could be supervised and controlled based on informed consent and acceptance [17], and the tenure of use as agreed by data
owners [18, 19]. The increasing number of 10T devices in smart homes, such as wearables and nearables, has led to growing concerns over privacy and security
risks. More so, when smart things are getting smarter and more vulnerable due to their small form factor and resource constraints which made conventional intrusion
detection and protection schemes applicable directly to them. Moreover, in the health realm, where complex data are used to produce values that enhance human
health, it has been established that standard strategies for addressing health data privacy problems are insufficient for protecting users’ privacy. To lay some
emphasis on user privacy and confidentiality of data, sensitive and private data will be defined and used interchangeably in the smart home healthcare scenario
being discussed regarding personally identifiable information and their ethical disclosure.

The definition of sensitive and private data associated with ethical disclosure being discussed is as follows:

The terms "sensitive data" and "private data" are often used interchangeably, but there can be subtle differences, especially in the context of data privacy regulations,
cybersecurity, and ethical standards. In the context of smart home well-being monitoring (Fig. 2), both terms are highly relevant, and understanding their
implications is crucial for data management, protection, and compliance with legal standards.

e Private Data: “Private data" refers to information that is meant to be kept confidential within a defined group or setting. In a smart home context, this
could be any data collected by smart devices that the user or household members would not want to share with the wider public. This can include general
information like personal preferences in music or room temperature, schedules, or even shopping lists.

e Sensitive Data: "Sensitive data" is generally a subset of private data but refers specifically to information that, if disclosed, could potentially cause harm
or pose a risk to the security or rights of an individual. Sensitive data often includes information related to health, racial or ethnic origin, political opinions,
religious beliefs, or sexual orientation, among others.

In the realm of smart home well-being monitoring, sensitive data might refer to detailed health data, like information about an individual's chronic conditions,
mental health, medication schedules, or biometric data (e.g., heart rates, blood pressure, sleep patterns). In smart home well-being monitoring, systems often collect
a vast amount of data, some of which are intensely personal and potentially sensitive. For example:

e Biometric data collected by health monitors could be considered both private and sensitive, as unauthorized access could not only violate privacy but also
potentially lead to identity theft or health insurance fraud.

¢ Information on an individual's daily routines or living habits could be private data, as it's information that the resident wouldn't want to be shared publicly
but isn't necessarily sensitive, as it might not pose a direct risk if disclosed.



Given the potential overlap and differences, companies behind the design and deployment of smart home devices are yet to employ strict data security measures
and follow relevant regulations (like GDPR in Europe, HIPAA in the USA for health-related information, or other local data protection laws) to ensure that both
private and sensitive information is adequately protected against unauthorized access, disclosure, or other forms of data breaches. Furthermore, the management
of such data should be transparent to the user, providing clear options for consent, and the ability to control what data is shared and with whom, ensuring the ethical
handling of personal and sensitive information. Full compliance with these regulations requires privacy by design or other means of supporting the user of 10T
devices [14] to secure their valuable personal information.
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Fig. 2. Functionalities of a smart home healthcare scenario applicable for monitoring the elderly [11].

1.1. Strategies for loT Data Protection

The 10T Core: A fundamental software component or service used in an loT (Internet of Things) environment is referred to as the 10T Core. Sometimes refers to
specific products or services, but the general idea is that an 10T Core is central to connecting, managing, and securing the multitude of devices in an loT system.
As a central engine, it connects and controls devices, with tenets such as security emphasised as an important characteristic, ensuring the deployment environment
is secure (Fig. 3). The "core" in these services generally refers to the essential capabilities they provide in the context of 10T systems such as:



e  Connectivity and control services: These are features that allow 10T devices to connect to the Internet or other networks and be managed remotely.
e  Security: This is crucial, as 10T devices can be vulnerable to hacking and other security threats. The loT Core often provides features to ensure secure
device connections and data transfers.

o Data processing and integration: 10T devices generate vast amounts of data, which need to be processed, analyzed, and potentially integrated with other
systems or databases.

o Device monitoring and management: This includes the ability to monitor the status of devices, update their firmware or software, and troubleshoot issues
remotely.

"loT Core" services are fundamental components in l0T architectures, providing the necessary infrastructure to connect, manage, secure, and integrate 10T devices

atscale. Table 1 illustrates the need to secure the complex software/hardware that supplies 10T functionalities. The tenets can be applied to the processing of private

and sensitive data in the smart home healthcare ecosystem such as personal and well-being data collected are given the required protection to avoid non-transparency
of usage.
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Fig. 3. Inside an 10T Core.

Table 1
IoT Core description.
Component Description
Device Registry Device registry of what is connecting to the user and how to identify those devices. This is stored in a table.
Security Most importantly about how to ensure the device is allowed to connect to the user and that the device is communicating according

to protocol i.e., prevent authorised disclosure of information.




Messaging Messaging, at the heart, illustrates the transmission of messages back and forth (full duplex) to these devices. Requires having a
very scalable and efficient Message Broker in the heart of the 10T Core.

Integrations The need for simple integrations into other services outside of the core. These are things that the clouds provide such as integrations
into databases, Al engines, into enterprise systems; or at the edge, integrations are needed into SCADA equipment, MES equipment,
etc.

Edges The edge concept has now been built in 10T Core. The ability to orchestrate these edges requires working with them to move
processing between edge and core.

Monitoring The need to be able to monitor the performance of the core, monitor the performance of devices, and monitor the overall health

of how the system operates.

Blockchain Technology (BCT): Blockchain is a type of distributed ledger technology (DLT), and this technology relies on distributed technology with built-in
confidence mechanisms to ensure data integrity to share both data and business processes. Certainly, blockchain is now introducing a new evolutionary cycle to
database management development and it can be adopted as a solution for the ethical disclosure of personal data in a smart home healthcare setting. Blockchain is
more than just a database that stores and verifies transaction data. Although blockchain was originally conceived to address gaps in the current architecture of
financial systems, these limitations affect identities, currencies, and contracts. Likewise, blockchain architecture is also designed for security. Its security features
include the immutability and fault tolerance of the database ledger, and the public key infrastructure (PKI1) which secures the digital assets of individual blockchain
users. Nevertheless, there have already been some high-profile hacks of blockchain systems, and newer blockchain networks are implementing creative ways to
mitigate ongoing risks. Research efforts on addressing associated risks will be discussed extensively in the later section of this study. However, the adoption of
blockchain application is on the increase as shown in Fig. 4, and several consensus algorithms (Fig. 5) has evolved from the traditional PoW to fit into the security
demand of domains that require blockchain to benefit from its tenets of CIA.
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Fig. 4. Evolution of Blockchain. Fig. 5. Some Consensus Algorithms in BCT [21].



Permissioned blockchain implementation presents a viable solution due to blockchain's internal mechanisms which are designed to ensure data security
and provide privacy through cryptography and consensus algorithms. These built-in mechanisms convert data transactions into hashes to compose blocks. Such
blocks follow each other sequentially in what can be described as a chain. This architecture is supported by cryptography and ensures the integrity of the ledger.
Although nodes in a permissioned blockchain hardly trust each other, their identities are authenticated, allowing the system to apply more efficient protocols for
withstanding Byzantine failure than in a permissionless blockchain. A combination of lightweight cryptographic algorithms and secured privacy techniques has
been a key enabler in the development of blockchain and its emerging applications. Hence, issues of data privacy are progressively being tackled in blockchain,
providing data confidentiality and immutability, and making the desirable security attribute in private BCT duly applicable in the health sector [22] [23] [24] [25]
[22 -25].

This current study discusses the evolution of blockchain beyond virtual currencies where other technologies such as smart contract management, NFTSs,
and the digitization of commercial and organizational registries have been integrated. Smart contracts can be written on the blockchain and executed by all nodes
on the block. Table 2 illustrates the different categories of blockchains, with differences in their Speed of Consensus, Trusted Authority, and the number of TAs
required. All categories of blockchain (BC) share common properties such as the usage of a decentralized P2P network for transactions, digital signature
requirements, and reliance on consensus to sync the replicated distributed ledger of transactions across the blockchain network (BCN).

Table 2
Blockchain Classification.
Types Description No. of TA SoC Scenario
Private Blockchain Write privileges under the control of an 1 Fast Information management and sharing
organisation within an organisation
Public Blockchain Anyone can be a participant and it is accessible 0 Slow Global decentralized scenarios
globally
Consortium Blockchain Controlled by pre-selected nodes within the > Slightly ~ Businesses among a selected
consortium Fast organisation

A useful advantage of a permissioned blockchain is the possibility of implementing it as both a private-permissioned blockchain where it presents high scalability
and a public-permissioned blockchain in which medium scalability is achievable as against low scalability in the public permissionless blockchain (Fig 6).
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Fig. 6 Blockchain type matrix [26].

This review therefore suggests a combination of 10T security techniques and permissioned blockchain to propose a permissioned BCoT authorization
framework, emphasizing secure data exchange and distribution among loTs and computing nodes. Hybrid cryptography techniques are utilised to ensure privacy
preservation, a potential solution to indiscriminate disclosure of private data in smart home healthcare delivery. An overview of blockchain categories and
development ecosystem is further illustrated in Fig. 7 and explained in Table 3. The permissioned approach is beneficial due to increased privacy control, higher
transaction rates, scalability, and little or no gas cost requirement, although there are arguments on the counter-intuitiveness of private and permissioned blockchain
to the goal of decentralization [27]. Blockchain is built on asymmetric key encryption, hash values, Merkle Tree, and P2P networks. Thus, blockchain allows
decentralized transactions to take place and acts as an unchangeable record. Recently, BCT has emerged as a potential solution for secure, trusted, efficient storage,
and data sharing [28]. The long-term factor supporting the excellent fit of blockchain and 10T integration in the smart healthcare realm [29] is the decentralised
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nature and distributed network of the technology. However, the computational intensity and high energy consumption of traditional consensus mechanisms in BC-
based systems in securing data processes e.g., Bitcoin, uses 707 kilowatt-hours per transaction [30] makes it unsustainable nor scalable.
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Fig. 7. Overview of DLT Structures and Aspects of DLT Ecosystem as adapted [31].

Table 3

Comparison between Permission and Permissionless BCNs.

Permissioned

Permissionless

Permission is required before participation
Participants are well-known to others

The number of participants is limited

Data security is offered

Instant consensus predictability
Transaction rate is high (good throughput)
Highly scalable

Vulnerable to participant's collusion
Enable finality of data

Anyone can participate

Participants not known

Unlimited number of participants
Offers less data privacy

Weak consensus inevitability
Transaction rate is low (low throughput)
Scalable

Vulnerable to 51% attack

No finality of data (51% attack)




1.2. BC-Enabled loT

A framework that integrates data management in lIoT devices with a lightweight blockchain implementation using the Proof-of-Authority (PoA) consensus
mechanism is considered in this paper. PoA algorithm provides a considerably low computational, latency, and energy overhead during the data secure process,
and is suitable for resource-constrained 10T devices. Moreover, the introduced framework offers higher security levels since distributed networks rarely suffer from
asingle point of failure, while asymmetric cryptography disallows unauthorized access aimed toward data fabrication, modification, and manipulation. Furthermore,
the structure supports access management, device binding, fine-grained access control, and data ownership. Implementation of a Smart Contract adds another level
of control that maintains rules, authentication, and communication between the participating nodes of the system design. Earlier studies suggest that POA can handle
SH communications at high transaction rates with validation performed by randomly selected trustworthy, non-high-performing, inexpensive nodes, thereby
eliminating earlier energy-hungry, computationally intensive Proof-of-Work and share-based Proof-of-Stake [32]. The proposed framework provides an ethical
data access approval that is acceptable to all participating nodes, where access request to the 10T devices within home network components is considered the basic
element of permissibility that could prevent data leakage and uphold the privacy of individuals under observation.

The connection of smart devices through blockchain enables distributed devices to act autonomously as these devices generate enormous amounts of dynamic and
unstructured data, and these data being IoT’s true value need to be protected. Hence, BCT can potentially douse security concerns of lack of data usage transparency,
traceability, and reliability posed by IoT data collection processes in smart home systems. Authors in [33] mentioned the utilization of Hyperledger Fabric’s chain
code as an instance of smart contracts in permissioned BCNs where the majority of permissioned blockchains employ a deterministic consensus mechanism that
can easily achieve fast consensus among the authenticated users [34]. Fig. 8 illustrates the layered implementation of a permissioned blockchain.
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1.3. Authorisation Scheme through Permissioned Blockchain-enabled Smart Home Healthcare of Things

This review discussion is on an authorization framework and user-centric privacy control scheme based on smart contracts and permissioned blockchain.
The goal is to prevent unauthorized data collection and disclosure while allowing users to specify their privacy preferences. The focus is on confidentiality, which
is one of the three basic security requirements (CIA), that explores the use of blockchain as a viable DLT to ensure data immutability, transparency, traceability,
and auditability. The proposed approach is not limited to smart home healthcare systems but applies to several loT-enabled applications.

The proposed framework aims to apply blockchain technology to address data security challenges in smart home healthcare systems. The challenges include
the lack of fine-grained access control and data ownership schemes, which often lead to credential stuffing and insider attacks [35, 36]. The framework proposes
the use of a PoA-based permissioned blockchain and smart contracts assigned to each node for role-based access control and data management. The second
challenge is the lack of data transparency and auditability, which can be mitigated through blockchain's ability to provide a transparent and auditable regime for
data collection and storage in a private network. The main objective of the use of a permissioned blockchain is to establish transparency in the sharing of sensitive
information such as medical records or behavioural data. However, this transparency should be balanced with privacy preservation, as the degree of information
disclosed is directly proportional to the quality of care received. Therefore, a justifiable relationship must be established between blockchain features of data
immutability, transparency, traceability, and privacy [37]. In a smart home healthcare system, the information disclosed is stored in both on-chain and off-chain
locations, with details such as timestamp, degree of disclosure, authorised recipient, the purpose of sharing, and information content being recorded. The content
of the information is often encrypted and can only be decrypted by the authorized recipient.
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The implementation of permissioned blockchain can help to reveal cases of medical service denial, abuse, or negligence in healthcare delivery. Through the
auditing processes, maltreatment, inappropriate behaviour, or lack of professionalism can be made transparent, as authorised network participants can monitor who
gets what based on their role in the blockchain ecosystem. The immutability and traceability of data transactions in the blockchain also allow for the establishment
of a reputation-based system, where each entity has a separate smart contract to regulate data sharing. Overall, transparency in permissioned blockchain must
constantly be redefined in the context of privacy preservation, and the use of blockchain in healthcare should be accompanied by transparent and ethical use of
behavioural, implicit, and physiological data.

The third challenge is the failure of the use of appropriate tamper-resistant data storage facilities. The traditional database management system (DBMS) is
unable to protect against database breaches, data manipulation, and corruption due to the limited database operation for persistent storage the CRUD configuration
(Create, Read, Update, and Delete) offers. Blockchain technology's immutability and append-only feature make it more secure through the implementation of the
CRAB model [38] for persistent storage applications. The four basic operations of CRAB (Create, Retrieve, Append & Burn) are more efficient and better suited
for data storage schemes with data privacy preservation motives. In smart home healthcare delivery, keeping private data in off-the-chain storage instead of on-
the-chain is recommended for data scalability because blockchain data storage capability, by default, is limited. A permissioned or closed blockchain is also viable
to complement the tamper-resistance property of blockchain data. The data ownership/provenance scheme applied makes it relatively easier to delete personal data
based on an individual's request through a process called forking. Overall, exploiting blockchain characteristics of decentralization, immutability, and asset
management is central to this solution delivery.

The use of both on-chain (blockchain) and off-chain (IPFS) storage can improve data flow management and scalability. Private and sensitive data can be stored
in IPFS while only transaction-related data i.e., hashes of encrypted data is stored on-chain. This increases the number of transactions that can be accommodated
within a block.

1.4, Motivation

Existing systems lack adequate access control for the disclosure of sensitive and private data. In most cases, the consent of the data owner is rarely
considered, thereby making data ownership, sovereignty, and provenance barely attainable. For instance, a lack of fine-grained access control and data ownership
schemes often lead to credential stuffing and insider attacks [35, 36]. Furthermore, discussions on integrable privacy models as a means of achieving privacy by
design into most authorisation framework for ethical disclosure of private data in a smart home system without any introduction of noise [23] or undue randomness
into data in transit has not gained sufficient attention. An authorisation framework that is best suited for resource-constrained 10T nodes and at the same time
computational and energy efficient and underpins net zero initiatives is also desirable in the pervasiveness of loT in the smart healthcare domain. This motivates
the investigation of a new authorisation framework for ethical disclosure of private data in a smart home healthcare ecosystem using a combination of publisher-
subscriber smart contracts and PoA-based permissioned blockchain as a service.
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1.5. Contributions

The main contribution of this paper is how the combination of lightweight solutions e.g., transport encryption scheme for 10T, PoA-based blockchain, and specific
smart contracts built on a consent-based privacy model (privacy by design) can play a crucial role in improving privacy preservation techniques in the smart
healthcare, through their use as a recipe of an authorisation framework. The specific contribution of the research is as follows:

» Towards considering the several security issues such as data confidentiality, integrity, authentication, etc., and minimizing the associated computation and
communication overheads in loT-enabled smart homes for well-being monitoring, we examine the best fit hybrid transport encryption schemes of elliptic curve
cryptography (ECC) and Advances Encryption Scheme (AES). This is based on a remote user mutual authentication scheme for the 10T environment that establishes
authentication between home sensors and home gateway, as well as between the home gateway, IPFS, and eHealth monitoring nodes. This will also be the
underlying encryption technique utilised in the blockchain.

This paper puts forward a consent-based privacy model, as a decision-making recipe for ethical disclosure of the homeowner’s sensitive or private data during the
continuum of care.

» A PoA-based permission blockchain is outlined in this paper as the underlying security provision for supervised transparency, traceability, immutability, and
auditability of sensitive and private data emanating from the smart homeowner being monitored and placed on a care plan (continuum of care).

* A publisher-subscriber smart contract model is described in this paper for fine-grained access control to ensure disclosure of information that benefits the data
owner, that is, the homeowner, and all information stakeholders in a transparent manner.

Lastly, the study discussed the extensive threat model evaluation for privacy preservation.

Using the approach of content analysis, this study highlights the growing interest in the academic community and identifies three key research areas:

(i) 10T and Blockchain implementation in smart home applications for data security gains.

(if) 10T and Blockchain implementations for secure data storage and management of private data in smart home-based healthcare services.

(iii) 10T and Blockchain implementation for privacy preservation in digital healthcare systems (internal consortium/secure disclosure of transparent private data of
the smart home user.

Another contribution of this survey is summarised as follows:

1) Discussion of the benefits and applications of integrative BCoT for smart healthcare.

2) Introduction of the conceptual authorisation framework from Blockchain-enabled IoT in (i) Smart home well-being monitoring (ii) data storage and management
(i.e., electronic health record-EHR and medical health record-MHR management), and (iii) digital healthcare system analysis and diagnosis, where the Blockchain
network can guarantee ethical disclosure of information that is beneficial to information stakeholders i.e., data subject/publishers and subscribers in the smart home
healthcare ecosystem.

3) Highlighting the challenges and opportunities that require implementation in the digital healthcare domain by researchers.

1.6. Research Aim

This study aims to address security and privacy concerns in smart home healthcare systems by proposing an authorization framework using permissioned
BCT. The research questions cover various aspects of data security and privacy, such as access control mechanisms, secure data storage, and threat evaluation. The
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study aims to examine security threats to data privacy in smart homes, design a middleware for access control using BCT, and validate the system's performance.
The potential impact of the study is significant, as it addresses the growing concern of loT-based attacks on vulnerable groups [39, 40] and proposes a consensus-
based transaction endorsement equipped with a privacy preservation model and data ownership to control selective disclosure of personally identifiable information.
The proposed model could be applied across all smart home settings.

In this paper, the specific research question raised, examined, and proffered with solutions are:

RQ1 — How suitable are existing transport encryption techniques in tackling emerging interception threat models targeted towards depriving users of privacy due
to unethical disclosure of personally identifiable information when resource-constrained l0T devices are used in the smart home healthcare delivery ecosystem?
RQ2 — How can a consent-based privacy model be implemented for decision-making in the ethical disclosure of sensitive or private data?

RQ3 - How can loT, Blockchain technology, and smart contracts be exploited to design an authorisation framework for ethical disclosure of private data during
the acquisition and transmission of data in smart home healthcare delivery processes that could improve users' privacy?

Considerations to include consent-based access control to safeguard against the illegitimate collection of private data; and the storage approach applicable to ensure
secure storage of such data in a smart home healthcare ecosystem.

The direction to follow in proffering a solution to this problem is to control and protect:
1) The data acquisition, collection, monitoring, and sharing process,
2) The location(s) where and how the collected data is stored, and
3) To issue information to stakeholders with smart contracts for fine-grained access control to publish, subscribe, and use such data (i.e., nodes that can
acquire, monitor, and store private data).

The questions above are further examined through a thematic analysis of related work. Each theme section provides research outcomes and areas that can be
developed.
The potential impact of the research is as follows:

e The scenario of the elderly in a smart home is essential in a society with an aging population.

e Telemetry is a foremost preventive care method rendered over the air (remotely), attackers can take advantage of vulnerable 10T's and nodes.

installed across the P2P ecosystem if they are not secured.

e A consensus-based transaction endorsement will enable selective disclosure of data owner’s (the elderly) information within the smart home healthcare
ecosystem. In the absence of this purpose, there is most likely to be an abuse of information, whether deliberately or unintentionally.

1.7 Organisation

The remainder of the paper is structured as follows. Section 2 is a detailed literature review that explains the recent security and privacy challenges and
outlines related work that adopts BCoT in smart home healthcare systems, including the current state of the art, focusing on their contributions compared with this
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work. Discussion of viable solutions through a descriptive authorisation framework, privacy model, and evaluation procedures are presented in section 3. Finally,
section 4 presents the conclusion, the paper’s limitations, and possible future research.

2. Literature Review

The issue of data privacy and security in healthcare data sharing is a significant and concerning topic, particularly in the context of Machine-to-Machine
data transfer protocols. Consequently, numerous reviews, research studies, and investigations have been conducted to address this problem and offer effective
solutions in the healthcare domain. This research work tries to mitigate the persistent challenges and ensures the protection of sensitive healthcare data. In this
section, some of the research papers written to address these issues in diverse domains including in healthcare will be surveyed and analyzed, extracting the findings
made, the limitations experienced, the techniques employed, evaluation methodologies, and characteristics investigated in their respective research works.

2.1. Challenges and problems with smart home healthcare schemes and BCoT adoption
There are various risks associated with introducing blockchain technology to most domains. The following are the most encountered risks: strategic risk,

information security risk, operational and IT risk, key management risk, data confidentiality, and security risk. Thus, different sectors should be prepared to
encounter these risks and should implement a higher level of risk management [41]. However, types of risks in blockchain can be further categorised into three
main risks, namely, standard risk, smart contract risk, and value transfer risk.

Health record maintenance and sharing are one of the essential tasks in the healthcare system. In this system, loss of confidentiality leads to a passive
impact on the security of health records whereas loss of integrity leads can have a serious impact such as loss of a patient’s life. Therefore, it is of prime importance
to secure electronic health records. For instance, the health records are represented by Fast Healthcare Interoperability Resources standards and managed by Health
Level Seven International Healthcare Standards Organization [41]. Centralized storage of health data is attractive to cyber-attacks and constant viewing of patient
records is challenging. Therefore, it is necessary to design a system using efficient decentralised data management technologies that helps to ensure authentication
and also provide integrity to health records.

Delivering health care to people has become revolutionized due to technological advancement such as seen in the smart home application where individuals
live independently, are assisted, or aging in place with the help of embedded systems and medical devices; these emerging technologies are not without their
challenges [42, 43, 44, 45, 46, 47, 48] [42-48]. The incorporation of different health sensors, handheld devices (PDAs), and Internet access to drive them, has
proven to be of great potential for the significant improvement of the quality of service and experience in remote health care. Instances of 10T devices used in
physiological sensing for monitoring vital and behavioural signs are emerging and constantly gaining popularity. For instance, the growth of the Body Sensor
Networks (BSN), a network of sensors, wearables, nearables, and controllers in the smart home environment is attributed to the proliferation of 10Ts. Smart home
residents' or patients’ health information constitutes the private data being transmitted over the air using BSN and stored in database servers. Therefore, in the
presence of adversarial behaviour, the 10Ts as data publishers, and storage facilities are potential attack surfaces and are all vulnerable to varying degrees of
interception threats. In addition, security attacks on communication channels e.g., interception, or malware injection into software applications running sensing
devices could compromise devices, grant unauthorised access to transparent data on the data publisher-subscriber network, allow indiscriminate collection or
infusion of incorrect data to the data collection process (i.e., data modification or fabrication). Eventually, this can result in a wrong diagnosis, treatment, or
unethical disclosure of personal data revealing the lifestyle and well-being of smart home healthcare system users. Therefore, an efficient data protection strategy
fosters interoperability along the value chain of digital healthcare systems to reliably support the continuum of care in the smart home healthcare ecosystem.
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A viable solution is the integration of 10Ts data processing with the secure data storage possible with the use of BCT. However, the slow adoption of loT
and Blockchain integration (BCoT) in managing user privacy in the digital healthcare domain is due to several reasons which include strict guidelines on patient
privacy rights as regards their consent on personal information sharing, resource constraints on the deployment of robust transport encryption on IoTs such as
wearables, and limited information on the underlying techniques applicable for ascertaining privacy, classification of approach — private or public, and
misconceptions on data management in BCT, making the combination of BCoT debatable as a solution to data security and privacy preservation in the smart
healthcare sector.

Navigating the trade-off between openness and privacy of user information represents a significant obstacle to the adoption of permissionless blockchain
for medical purposes. Although blockchain technology is not without its associated challenges, issues categorised in Fig. 9, are being investigated by the active
research community on Blockchain adaptation, resulting in a gradual increase in the rate of adoption due to its potential widespread application domain. For
example, there is an ongoing discussion on the possibility of implementing private permissionless blockchains [49]. It is argued that deploying a smart contract on
a permissionless private network automatically creates a private (side) chain associated with that contact.

Moreover, the advantages, expansion, and use of Blockchain technology in healthcare applications have posed significant research challenges that
necessitate further exploration.

SECURITY

INTEROPERANILITY Challenges
& \

) . . SCALABILITY
STANDADISATION associated with

BLOCKCHAIN
SIZE

Fig. 9. Classification of problems associated with implementing Blockchain technology in healthcare applications.
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Some recent challenges stem from the environment of open data and transparency observed in Blockchain. This contributes to emerging concerns that
resulted in the slow adoption of BCT aside from the challenges with conventional consensus algorithms that are not energy efficient or eco-friendly. The benefits
of blockchain classification i.e., with variants of permissionless, permissioned, and hybrid, are currently exploited to implement data security in many sectors
including the healthcare domain. When properly implemented, Blockchain technology could be a useful solution to unauthorised information disclosure in digital
healthcare applications and limitations that adversely affects data confidentiality, protection, sharing, usability, interoperability, and real-time medical data updates.
The combination of Blockchain with Al, ML, and Federated learning for protecting personal data, authenticating 10T device information through transport
encryption of sensitive medical data, secure data storage, etc., is a confirmation of the efficacy that Blockchain features can complement to achieve. In essence, an
adequate procedure for the implementation of a lightweight authorisation framework, that is consent-centric and combines CIA (confidentiality, Integrity, and
availability) security algorithms with access control mechanisms, that could guarantee ethical disclosure of private data, is also achievable with Blockchain
technology. Summaries of recent related reviews that discussed challenges, opportunities, adoptions, and key contributions of Blockchain technology are illustrated
in Tables 4 and 5.

This paper focuses on how blockchain is explored to achieve the transparency of data collection processes and monitor the purpose of the use of collected
data to adequately preserve user’s privacy. This involves integrating and optimising the architecture of l10T-enabled smart homes and blockchain specifically for
healthcare-related applications, that is, in providing supervisory control on data acquisition, secure data access and storage, and digital healthcare monitoring
systems). This paper discusses the pros and cons of blockchain-enabled smart home systems for well-being monitoring and healthcare delivery. The paper also
classifies the technologies’ potential applications under this domain and introduces a conceptual authorisation framework built on the synergy of 10T in smart
homes, smart contracts, and blockchain applications to different domains in healthcare. In addition, a systematic analysis of previous papers published on
blockchain-based intervention in the health-related domain is provided.

Table 4
Challenges and opportunities of BCT in the healthcare sector.

Direction of discussion Highlight Ref
Stakeholders Perception On smart healthcare system stakeholder perspective. [50] [51] [52] [53] [54] [55] [56]
Fit-for-purpose Approach ~ On data management, provenance, and security. [57] [58] [59] [60] [61] [62] [63]
Trustworthiness On trust, scalability, and governance. [64] [65] [66]

Privacy and Authorisation ~ On confidentiality, system transparency, privacy- [67] [68] [69] [70] [64] [71] [72]
preservation, and secure data management and storage [73] [66] [74] [75] [59] [76] [77]

i.e., of EHR and EMR.
Technology Integration On ecosystem interoperability and resource constraints. [78] [70] [79] [80] [81] [82, 83]

Remote Monitoring On applications for observing patients securely. [68] [69] [84] [71] [66]

Intelligent Sharing On transactional data intelligence, data sharing, and [72] [69] [66] [79] [59] [85] [86]
mutual authentication.

Control Techniques On data ownership and access control. [66] [75]

Efficient Logistics On drug tracking, secure pharmaco-logistic, integrity, and  [68] [87] [58] [71] [88]
anti-counterfeiting,

Distributed Storage On secure storage of data in a distributed environment. [89] [66] [90] [91]
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Table 5
Adoption of BCT in the healthcare sector.

Direction of discussion Highlight Ref

Integrity Framework Merger of technologies to achieve data immutability and [92] [93] [94] [95] [96] [97] [98]
accuracy. [99] [100]

Regulatory Framework  Openness, transparency, anonymity, confidentiality, and [101] [94] [95] [102] [96] [97]
security of user’s information. [103] [104] [105] [106] [107]

Scalable Framework Transactional throughput, latency, information sharing, [108] [93] [109] [110] [111] [101]
traceability, trust, and distributed storage. [112] [95] [102] [96] [113] [114]

[115] [116]
Privacy Framework Privacy-preservation, access control, and interoperability. [117] [23] [110] [118] [94] [96]

[98] [119] [104] [120] [121] [122]
[123] [124] [125] [82, 83]

Access Control Fine-grained access control, smart contract, decentralised [126] [127] [109] [112] [118] [94]

Framework secure identity authentication, verification, and monitoring.  [96] [73] [103] [105] [128] [129]
[130] [131]

Service Availability Storage requirement, resource constraints management [98] [132]

Framework

This work Authorisation framework for ethical disclosure of private

data in smart home healthcare using permissioned
Blockchain as a service

2.2. Related Work

Several studies in the field of smart home security, mostly focused on challenges experienced by vendors, implementers, and users when adopting the loT
in smart homes, and measures taken to address them. Emerging research has proposed various stand-alone architectures and frameworks to secure 10T devices in
smart homes while others proposed a combination of technologies to enhance the security of devices and guarantee data protection; with issues around device,
communication, service, and applications connected to devices identified as areas where the main security and privacy challenges in smart connected homes are
experienced [8, 9]. Moreover, several papers discuss common security issues of l1oT-enabled smart homes such as privacy, inter-compatibility, authentication, and
secure end-to-end connection in the presence of adversarial behaviour, and argue that secure end-to-end cryptographic framework could be the elusive panacea.
The privacy framework proposed by the National Institute of Science and Technology (NIST) stated five core functionalities for achieving data privacy [133]
which include data control, communication, identification, governing data, and data protection. It was further argued that privacy could be defined as freedom from
intrusion and possession of the ability to control personal data, while security refers to data protection against unauthorized access to user data [134]. Some even
go as far as relating “Confidentiality” (which is a property of data) to “Privacy” (which is a property of an individual).

In handling privacy issues, all phases of the data value chain are to be considered, including acquisition/collection, analysis, storage, and usage. Two
possible practical solutions are to implement privacy by design, and privacy-enhancing technologies [135]. Techniques often discussed to ensure privacy as
illustrated in Fig. 10 include:

i). Security, encryption, anonymization, and accountability controls (data provenance, policy enforcement, granular access control, accountability, and auditability).
ii). Ownership, consent management, transparency, and control (privacy preferences, consent, sticky policies, personal data stores).
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Furthermore, smart home system assets shown in Fig. 11 require intrusion detection and prevention against threats to the triad of CIA with emphasis on network
and channel security as well. Mostly, recommendation techniques involve protecting the OSI seven layers to strengthen the security, tackle open internet connection
issues, and reduce the risk of compromising a device on the smart home network [136], but traditional security measures are computational and storage intensive,
energy-unfriendly for resource-constrained I0Ts in smart homes.
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Fig. 11. Security Threats and Information System Assets in Smart Home.

Therefore, resource-friendly approaches for securing P2P network entities in the smart home ecosystem are beneficial to this study, and several related
works are available in this regard. Specifically, the motive for using blockchain as a service is on the premise that the technology is built by providing asymmetric
key encryption, hash values, and Merkle Tree in P2P networks as denoted in Fig. 12.
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Fig. 12. Asymmetric Cryptography and Merkle Tree of blocks in the Blockchain [137].

In essence, the background study as illustrated in Fig. 13 examines lightweight methodologies and approaches that made use of cryptography primitives,
access control techniques, artificial intelligence algorithms, blockchain technology, and references to other DLTs as these are state-of-the-art technologies utilised
in tackling privacy deprivation concerns encountered in smart homes ecosystem. Furthermore, research agencies such as the Open Web Application Security
Project (OWASP) [138] have identified privacy, insufficient authentication/authorization, lack of transport encryption, and poor physical layer security among the
top ten vulnerabilities for 10T. Functional components of 10T reference architecture emphasized [139] identity management, authentication, authorization, key
exchange and management, trust, and reputation, while major thrust area in the field of 10T security includes authentication, access control non-repudiation apart
from confidentiality, integrity, and availability. Using cryptographic primitives all of these objectives can be performed. Confidentiality and integrity of the
information can be achieved by cryptography. But traditional cryptographic methods require a large allocation of resources limited power supply, and limited
battery life.
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Fig. 13. Scope of related research work investigated.

2.2.1. Ethical analysis and synthesis in 10T security

There have been several attempts to address privacy issues anchored on ethics, mostly in the smart home context [140] where there are growing concerns
about how collected data is used. This has been examined from a legislative viewpoint [141, 142], as well as from a technological standpoint. Authors in [143,
144,145, 146] [144 -146] discussed privacy as what is ethically defendable in the context of the application. Specifically, [145] elaborated the architectural blueprint
using legal concepts to propose the data subject’s consent on personal identifiable information (PII) as a matter of control rather than trust and emphasized the
principle of best practice for privacy by design (Art. 25 GDPR) using blockchain’s hybrid cryptography to ensures individual data sovereignty and shared

22



transparency. The drawback is that the approach emphasized the non-legal argument which makes Blockchain data anonymous by reference, thereby making a
consensus-centric, smart contract-enabled permissioned blockchain implementation a viable solution for securing private and sensitive data from the threat of data
interception.

Government policy on public safety does not fully accommodate individual data ownership vis-a-vis data security and user privacy. Existing
methodologies on privacy preservation struggle to protect citizens’ data because some legislations support backdoor activities of government agencies (e.g., NSA)
in the name of providing public security [144]. Cybersecurity Improvement Act emphasized loTs should be patchable, devoid of known security vulnerabilities,
and updatable, to forestall variants of Dyn’s attack occurrence where ISPs experience a major Denial-of-Service (DoS) attack by an army of compromised loT
machines. Likewise, normative ethical considerations proposed in [119] focused on device manufacturers i.e., Original Equipment Manufacturers (OEMs), and
stakeholders both on microscopic and macroscopic levels but had little or no consideration for end user's perception through end -user participation. Normative
ethical consideration is proposed as a means of identifying the true human good (rightness and wrongness of actions) in software process enhancement and smart
factories. Application of Teleological (consequentialist ethics) and Deontological ethic principles and theories are to serve as normative guidelines ab initio, with
the recommendation of some defensible ethical obligations in smart factories deployment by stakeholders/protagonists. To make these comprehensively applicable
in Consumer 10T, these exemplary and fundamental ethical considerations and recommendations will be adopted for privacy by desig n approach in this study.
Authors in [147, 148, 149] emphasised the importance of ethics relating it to the transparency on the use of collected data based on the e-consent issue by the
data owner as the reason for wanting to employ a DLT such as blockchain which has variants of consensus algorithm that make it applicable in the
healthcare domain.

In [150] ethical considerations were discussed under two factors, i.e., those concerning privacy, social support, and autonomy; and the technology
aspects of user context, usability, and training. The findings conclude that the older adult community is more likely to adopt assistive systems when the
technology applied is personalised toward their needs, protects their dignity and independence, provides user control, and does not isolate them. Therefore,
recommendations were made to researchers and developers of assistive technologies to assist those ageing-in-place in the adoption process [20]. Such
recommendations bother on the following:

e Provision of interfaces via smart devices to control and configure the monitoring system with feedback for the user,
e Inclusion of various sensors/devices in designing a smart home solution to make it easier to integrate into daily life,
e Defining policies about data ownership.

2.2.2.  Lightweight Cryptography (LWC) Primitives in 10T and Use Cases

Traditional cryptography techniques have played essential roles in ensuring data confidentiality and Integrity. Several research efforts have gone into
adapting transport encryption schemes with resource constraints 10T devices (wearables) and BSN (nearables) used in digital healthcare delivery for the continuum
of care. Moreover, asymmetric key encryption, hash values, and Merkle Tree or a binary hash tree are foundational and fundamental concepts to most distributed
ledger technologies especially Blockchain in a P2P network. In [138] lightweight cryptography (LWC) primitives where Advanced Encryption Scheme (AES)
and Elliptic Curve Cryptography (ECC) were highlighted as ultra-lightweight schemes suitable for resource-constrained systems. Consequently, BC
implementations leverage hybrid cryptography in [151, 152, 153, 154, 155, 156] [151-156] to utilise lightweight symmetric techniques such as AES and Data
Encryption Standard (DES); with emphasis on ECC as a more efficient LWC asymmetric approach and a suitable alternative to RSA because it requires a much
smaller key size to provide the same degree of security for privacy by design, identity-based stateful encryption scheme, searchable encryption protocols, and
unique data-dependent keys respectively. These methodologies achieved individual data sovereignty and shared transparency, computational efficiency that boosts
secure communication, confidentiality, privacy-preserving encrypted queries, and the principle of least privilege. Authors in [157] revealed that primitive RSA is
too hefty for 0T devices while ECC is lightweight but susceptible to replay and MITM attacks. Moreover, [158] argued that the use of LWC could assist in dealing
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with traditional security, trust, and privacy issues in BCoT computing architecture for securing digital healthcare data and infrastructure. In [159], a privacy-aware
PKI-based system developed for permissioned Blockchain proposed a digital certificate publishing scheme that assisted in preserving the privacy of user identity
and provision of legitimate authorization. Discussion in [160] focused on the lack of security and resource efficiency as the two most important hindrances of large-
scale application of any authentication scheme in the 10T network, making it difficult to find robust schemes appropriate for implementation in 1oT networks. A
three-factor ECC-based lightweight remote user authentication scheme for 1oT networks was proposed to provide a legal mutual authentication between the remote
user, sensor node, and gateway. An ECDH-based secure session key is established between the user and 10T node while authentication is done before the data
collection via the gateway. The security analysis and formal verification performed using the AVISPA tool prove the resilience of the scheme against cryptographic
attacks and demonstrate its lightweight compared to previous related schemes.

Arguments surrounding the integrity and confidentiality of medical information in the loMT platform, an integration of 10T with medical systems used in
medical applications for real-time diagnosis, remote patient monitoring, and real-time medicine prescriptions, etc., are of interest. The scenario is similar to that of
a healthcare smart home in [161] which proposed a framework that encouraged ageing-in-place for the elderly via a caring network i.e., remote patient monitoring.
The LWC-based data hiding (LWC-DH) system was proposed in [162] as a technique for attaining the security of patients” medical records to guarantee information
confidentiality in loMT by combining the LWC approach with a steganography model that ensures both secrecy and concealment to secure medical data. Elliptic
curve cryptography (ECC) was used to encrypt even medical data while the odd ones with Feistel block cipher (FBC) cryptography. Lastly, the encrypted messages
were hidden using redundant discrete wavelet transforms (RDWT) based steganography. The approach performed superior to contemporary schemes in terms of
peak signal-to-noise ratio (PSNR), structural similarity index measure (SSIM), and mean square error (MSE) with better robustness, imperceptibility performance
and low computation time as compared to traditional cryptography methods.

However, these aforementioned approaches did little to demonstrate an authorisation framework used for information disclosure and inherent control
exercised by users which emphasised privacy by design, but only utilised a private key generator (PKG) which is an appealing single point of failure, presents
issues of insecure key exchange among multiple entities in the presence of adversarial behaviours and had restricted application to non-sharable sensitive data
respectively as limiting factors. Furthermore, suggested tactics in [163] proposed quality attributes for architecting loT systems supported by Blockchain based
on functional and non-functional security requirements. In line with this suggestion, hybrid cryptography was implemented using RSA-1024, AES-256, etc., for
smart contract-enabled asymmetric or symmetric encryption, in combination with hash and digital signature algorithms such as SHA-256, ECDSA-SECP256K1
to ensure data confidentiality and integrity respectively in [121, 164] [165, 166, 167, 168, 169, 170, 171, 172,173, 174] [165-174].

2.2.3.  Access control-based Authorisation Schemes in 10T and Use Cases

Several approaches have been proposed to optimise access control schemes in smart home environments, which often involve many loT devices with
varying levels of trustworthiness. One approach that has been explored is the use of a private local Blockchain for access control of 10T devices in smart homes
[165]. While this approach has the potential to provide distributed trust and privacy, it introduces latency due to the overlay tier and may be vulnerable to exploitation
of transactions with public keys that are stored off-chain. Another approach involves repurposing Blockchain into a non-trust-based automated access control
moderator that requires no trusted third party (TTP) and is associated with an off-chain key-value store, such as a Distributed Hash Table (DHT), for storing user's
data, including location data [169]. However, this approach also has limitations, including the use of POW consensus, which is computationally intensive and time-
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consuming, and may not be suitable for resource-constrained smart home environments. In [175], a profile-based access control model (PrBAC) was proposed to
minimise the issue of access control in a cloud environment. Before this implementation, Data Owners (DO) are required to be online always to supervise and
oversee the permission granted to the user who wants to access data from a cloud server. With PrBAC, the data decryption key request-response process results in
a secret key/password being issued to the user for the first and only time to gain access rights, making it unnecessary for the DO to be online always. Other benefits
of the scheme reduced significantly the data access cost, and data access time, and minimised data redundancy. However, there is a huge scope of work to improve
the confidentiality and security of the system. Moreover, the scope of the authorised framework for ethical disclosure of private data during patients’ remote
monitoring in the smart home healthcare ecosystem precludes the use of a cloud environment for the storage of sensitive well-being data. Instead, an IPFS that
exhibits a similar ACID property and exhibits a relational off-shore versus on-chain relationship with Blockchain is more beneficial for the privacy-awareness
concerns of this study.

In this context, the present review explores the Blockchain architecture that uses a lightweight consensus mechanism to securely manage data-sharing
processes of resource constraints 10Ts used in the smart home systems [170]. The examined PoA consensus algorithm is beneficial as it would handle transactions
amongst the nodes in the smart home healthcare ecosystem at a higher rate, due to the absence of the mining process [168]. High scalability is achieved since
blocks are generated in predictable sequence taking into consideration the number of validators, which are also pre-approved, thus allowing for greater efficiency
and a higher throughput rate. The scenario presents a use case where the home node proposes a transaction, and some trustworthy nodes e.g., the storage or
monitoring nodes, are randomly chosen (based on their reputation) to validate the transaction. The validator has the right to create blocks and add transactions to
them as the Blockchain network builds up. Since the validation process is simplified, this algorithm only requires a limited number of block validators to maintain
the network. Moreover, the use of inexpensive/high-ended nodes since mining is not required removes other complexities such as computational intensiveness
observed in traditional consensus algorithms such as PoOW and PoS. A beneficial trade-off possible with PoA is in sacrificing some characteristics of decentralization
inherent in blockchain with gains of low overheads resulting in high transaction processing speed, high scalability, lower energy spends, and eco-friendliness as
illustrated in Table 6.

The proposed solution assumes a scenario of adversarial behaviors within data generation, acquisition, collection, and transmission processes in a smart
home healthcare ecosystem. It introduces lightweight transport cryptographic scheme systems for signing, authenticating, and verifying transactional data among
network participants. Adequate algorithms would be designed for both off-chain and on-chain storage where incremental data and their hash values will be
respectively. The framework offers several advantages, including the ability to achieve distributed trust and privacy, handle high transaction rates, and reduce
energy consumption and computational requirements. Further research is needed to explore the feasibility and effectiveness of the proposed approach in real-world
smart home environments.
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Table 6

Comparison between PoW, PoS, and PoA Consensus Algorithms

Evaluation Parameter

POW

POS

PoA

Security

Incentive
Equipment

Energy consumption
Validation latency of
transactions

Identity of the nodes

Scalability

Performance (throughput)

Management of nodes
Frameworks/platforms

51% of the computing power is
susceptible to attacking the network
12.5 bitcoins and transaction fees of
the product block (gas fee)
Computationally Intensive (requires
computer power)

High

High latency (about 10 minutes)

Public, fully decentralized

Excellent (thousands of nodes),
Vertical

Low transactions and Performance,
Limited due to the possibility of
forking the BC

Accessible
Bitcoin

51% of the network’s wealth is
susceptible to attack it
Transaction fees of the product
block

Does not require powerful and
expensive hardware

Moderate

About six seconds to validate a
block

Random according to its wealth

Excellent (thousands of nodes),
Vertical

Comparatively lower
transactions and Performance.
Limited due to the possibility of
the BC fork

Accessible

Ethereum, Peercoin

More centralisation, and risk of
attack
Not applicable

Does not require powerful and
expensive hardware

Low

Excellent, as it corresponds to
network latency

Identity is a basic criterion for
validator selection i.e., identity-
as-a-stake.

Unlimited and considerably
scalable, Horizontal

High transactions and
Performance.

Excellent, due to tens of
thousands of transactions per sec
Authorised

VeChain, Hyperledger fabric

Attribute-based access control utilised smart contracts for location sharing [176], and data privacy was achieved. The approach resulted in much lower
computation overhead which met the set objective, except for query inefficiency (i.e., indirect query of Blockchain data), a challenge introduced by the
misappropriation of on-chain/off-chain storage of transaction data. Permissioned Blockchain based on Practical Byzantine Fault Tolerance (PBFT) consensus
algorithm and ECIES/AES in [167] provided traceability and privacy protection of access policy, both Blockchain and group signature were integrated to
anonymously authenticate group members alongside the use of Message Authentication Code (MAC) to efficiently authenticate home gateway. However, fine-
grained access control could not be achieved, and besides, PBFT employs PoW-like complex computations, where the efficiency degrades due to the high
communication overhead that increases exponentially with every extra node in the network. Furthermore, Blockchain’s smart contracts used ECDSA for
verification and anonymity, but it rarely provided the identification assurance desired.

Another proposal implemented a publisher-subscriber algorithm [177] for notification to enhance a protocol for data access through smart contracts among
providers and consumers of data in the eHealth realm because of the sensitivity of medical data. Only the response time (mining time), i.e., systems response time
variation against the rate of transaction, was explicitly considered as a factor of performance evaluation of this approach among many other elaborate performance
evaluation metrics such as packet and energy overhead that could ascertain the efficacy of such a proposal. Access control-based authorisation schemes in loT
[178, 179, 180, 181, 182, 183, 184] [178-184] proposed use cases in smart homes where authentication protocols/services were used to grant authorisation, access
tokens, and tickets to build a system that ensures data security and user privacy. Blockchain was used for authentication i.e., user authentication scheme using
Blockchain-enabled fog nodes where fog nodes interface to Ethereum smart contracts to authenticate users to access 10T devices. Such an authentication system
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came with an overall system architecture, that is overloaded with the key role of different system participants i.e., Admins, End-users, SC, Fog nodes, 10T Devices,
and Cloud.

Some other authorisation schemes used soft security mechanisms through rule and attribute-based access control such as belief and confidence score [183]
for fine-grained access control to thwart insider attacks due to device sharing and the existence of complex social and trust relationships between entities. However,
an external attack is more prominent due to the likely spread of the heterogeneous user entities that subscribe remotely to request personal transactional data of
smart home subjects. Furthermore, the focus on trust rather than control is inadequate in the presence of adversarial behaviour, where only the data owner is judged
to be the only entity that is not ‘honest-but-curious’, that is, the only trusted actor. Some other Auth schemes are mostly used and are efficient but utilise centralised
authorisation schemes which makes them susceptible to a single point of failure (SPOF) attacks such as DOS.

2.2.4. Al solution Concept for securing loT Edge devices

Artificial Intelligence (Al) solution concepts were proposed in [155, 185, 186, 187] for enhancing data security and privacy preservation in loT-enabled
ecosystems including smart home systems. In securing loT edge devices, the Al Cyber Kill Chain model [185] was utilised with modules to detect, attribute, and
identify stages of the attack life cycle. This solution is capable of handling/dealing with new threats or current versions of existing ones, including interception
threats to data confidentiality. Despite the 84.7% success rate among peer techniques, the focus was on the edge layer and the evaluation metric was thematic.
Various forms of interception threat could be detectable in the perception (sensing) layer of smart home devices as demonstrated but privacy concerns transverse
the entire ecosystem of devices, communication, and services in smart homes. In Ambient Assisted Living [186], a solution that combined 10T technologies and
machine learning to provide services that are context-aware and personalised, where anonymisation and data sharing were examined to develop a privacy-preserving
model using machine learning and differential privacy. The privacy-preserving deep learning mechanism provided flexible anonymisation and data sharing, with
evaluation methods that used various real and synthetic datasets. The technique, though exemplary in application, presented a passive control over user data privacy.
Moreover, the application of differential privacy relates more to the public sharing of data and the non-interactive zero-knowledge proof concept.

Context-aware data allocation/controller mechanism via Fuzzy logic (Al) is utilised in [164] to effectively calculate the Rating of Allocation (RoA) value
and extract each 10T data request based on multiple context parameters i.e., data, network, and quality used as threshold measurement, to assist with on-chain
versus off-chain allocation decisions, focused in real-world healthcare application. Evaluation of the data allocation mechanism suggested improved network usage,
latency, efficient Blockchain storage allocation to on-chain or cloud databases, and reduced energy consumption. However, the approach is best described as a
reactive data allocation mechanism for calculating the RoA value, a dynamic and adaptive controller on how self-adaptive mechanisms and Al are needed to
provide user privacy. An intelligent BCoT integration proposed in [28] presented a layered conceptual framework for smart applications to provide data reliability,
privacy, and scalability by introducing an intermediary layer in the 0T ecosystem. The continuous stream of data generation, acquisition, manipulation, distribution,
processing, and encryption among loT devices is secured using a hybrid or private Blockchain network. The whole trusted data exchange and efficient storage
involved the secure processing of all transactions with the introduction of a validator node in a P2P network.

Consequently, emerging studies in digital healthcare delivery have investigated the concept that combines blockchain, Al, and machine learning techniques
[188, 189, 190, 191, 192] [188 -192]. Smartly secured data privacy-preserving health monitoring in children [188] utilised blockchain to provide data security and
avoided non-repudiation services while different ML algorithms were used to obtain the acceptable output with accuracy and performance measures; proposed a
secure healthcare system using ML-based scalable Blockchain framework [189], examined Blockchain-Al implementation to securely store digital health records
e.g. EHR (Electronic Health Records) and EMR (Electronic Medical Records) in eHealth systems [190, 193], maintain the source record to protect and preserve
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the identity of patients, uncovered different ways of sharing a decentralized view of health information to improve medical accuracy, health, and prevent health
disorders [194]. Evolving loT-Al technologies in [191, 192] examined the potentialities of privacy-aware smart healthcare informatics. Blockchain-based federated
learning (FL) in [195, 196] allowed for smarter simulations, lower latency, and lower power consumption while maintaining privacy at the same time to build a
more reliable and robust loMT model. Precision Healthcare (PHC) ineffectiveness due to challenges regarding low opt-in rates of patients was addressed with a
Blockchain-enabled PHC ecosystem.

To fend against the resurgent threats posed by attackers, cyber-security professionals in [197] exploited Al methodologies that made use of the Ant Colony
Optimization Convolutional Neural Network (ACO-CNN) mechanism. With the CNN algorithm, invaders and normal qualities were detected more successfully.
More exact features were provided while subjecting chosen qualities to a training and testing approach, and performance metrics such as specificity, false alarm
rate, recall, and accuracy were used for evaluation. With the developed framework, cyberattacks are detected more accurately by better-identifying intrusions and
tracking attacker behaviour in the healthcare sector with more excellent performance. However, despite the numerous assault detection technologies and approaches,
network infiltration is still unavoidable. Thus, a combination of advanced optimization with classification algorithms and future iterations of this approach is
required to successfully detect more threats.

2.2.5. Blockchain as a service for 10T security and use cases

loT, or the Internet of Things, represents one of the latest significant developments in the evolution of the internet. While it is not the final evolution, it is
a major step in the ongoing transformation of the internet. 10T represents the next phase in this evolution. It involves connecting physical objects, devices, and
sensors to the internet, allowing them to collect and exchange data. This connectivity enables real-time monitoring, automation, and the integration of the digital
and physical worlds. 10T has found applications in various domains, including smart homes, healthcare, manufacturing, agriculture, and transportation. While loT
is a significant advancement, it is not the endpoint in the evolution of the internet. Technologies such as 5G, edge computing, artificial intelligence, and Blockchain
are also contributing to the ongoing evolution of the Internet. These technologies are likely to further enhance the capabilities and reach of the internet, enabling
new forms of connectivity, automation, and data processing. In essence, 10T is a significant step in the evolution of the Internet, but it is not the final evolution.
The Internet continues to evolve with the integration of new technologies and innovations that expand its capabilities and potential.

10T finds extensive applicability in numerous areas of healthcare. It helps patients get better treatment and medical facilities to function more competently.
loT in healthcare also enables machine-to-machine communication, information exchange, and interoperability which makes the delivery of healthcare effective.
I0T can collect, report, and analyse the data in real-time thus removing the need to store the raw data. Applications in real-time monitoring via connected devices
can save lives in emergencies like heart failure, diabetes, asthma attacks, etc. Other instances include, smart continuous glucose monitoring (CGM) and insulin
pens (CGM) is a device that helps to continuously monitor blood sugar levels for several days, by taking many readings. Smartwatches are used to monitor
depression, every year lots of people take treatment for depression. These watches detect depression levels and suggest what needs to be done for depression. This
application assesses and monitors a patient’s depression level and stores data in a cloud which enables psychologist to understand the patient’s problem by
monitoring from a distant place. Health data is one of the most valuable data and is highly sensitive. Therefore, patients’ data are classified as personal or private
data and are to be securely collected, stored, and accessed only by authorised personnel. Also, the issue of ethical disclosure comes in when the data owner's consent
is sorted, programmed into the collection process, and managed through fine-grained access control by all information stakeholders to prevent indiscriminate use
of patients’ private data.
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Blockchain is catalysing the transformational change in Industry 4.0, providing unparalleled security, authentication, asset traceability, access control
through smart contract exchange, and ease of information exchange [198, 199]. Originally developed for cryptocurrency transactions, its usefulness has expanded
through platforms such as Ethereum, which supports smart contracts and introduced a wide range of usability for private permissioned blockchain. These contracts
consist of autonomous scripts that run on the blockchain, eliminating third-party intermediaries and reducing human-induced errors [200]. Such improvements
ensure that communications are secure and transparent. Furthermore, the existence of multiple blockchain systems facilitates the integration of these smart contracts,
moving Industry 4.0 into a new era of efficiency and trust [201, 202]. Blockchain integration in industry 4.0 is a game changer, revolutionising the centralised
nature of various ecosystems by providing innovative infrastructure for developing robust distributed loT-based applications including smart ecosystems in
healthcare [203], finance, supply chain, cities, manufacturing, governance, agriculture, transportation, grid [204], education, e-Commerce, etc. The evolutionary

adoption of blockchain applications in these sectors and their respective maturity trajectories from 2008 to 2023 are depicted in Fig. 14 and 15. Two of these sectors
are dgluly discussed.
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VeChain in [205] is an instance of Blockchain usability in Industry 4.0. e.g., in the smart supply chain, manufacturing, and transportation. It introduces a
value-seeking process for enterprise solutions i.e., a value chain that begins with provenance through ownership and authorisation to value exchange. Use cases of
VeChain Toolchain integration are as follows:

1) Provenance for food & beverage supply chain e.g., Walmart China Blockchain Traceability Platform (2019).

2) Anti-counterfeiting and digitization for high-value products e.g., LVMH portfolio Luxury Maison (2016).

3) Digital vehicle passport: Stored and secured critical data on the VeChain blockchain across the entire lifecycle of the automobile. Examples include:

a) VerifyCar: BMW Group and VeChain's collaborative mission to counter odometer fraud in the secondary market. Use-case extendable to track the entire

the health of individual cars by involving manufacturers, authorized repair shops, insurance companies, and financial institutions to upload, share, and verify data.
b) BYD, a leader in electric vehicle production, adopted the VeChain automobile lifecycle management solution which integrates mileage, electricity, and gas
consumption data with the VeChainThor blockchain. Such information is used to compute the carbon emission reduction and reward the driver with carbon credits.
To this effect, vehicle operators with carbon credits based on their vehicles’ driving performance and carbon reduction are rewarded through the digital low-carbon
emission ecosystem scheme. Hence, a solution with tools that introduces a blockchain-based ecosystem targeted at reducing the global carbon footprint. This is a
use-case against climate destruction, where the footprint captured is recorded on the VeChainThor blockchain and made available to clients interested in
participating in the initiative.

The white paper report in [206] demonstrated that the lightweights of Proof-of-Authority (PoA) consensus protocols in private permissioned blockchain
are adaptable and suitable for the present study. It illustrated the value chain of provenance, ownership, and authorisation. Value exchange could mitigate issues of
unauthorized identification (Sybil attack) as a threat to confidentiality in the smart home authorisation scheme. PoA-based Blockchain is not a censorship-resistant
solution as observed in PoW-based Blockchain implementation where mining assists in validating transactions in a decentralized manner and is important for the
integrity of a permissionless Blockchain where users are anonymous. Similarly, in Hyperledger, a permissioned Blockchain, nodes known to be trustworthy are
assigned mining rights, and this is a beneficial concept to this study. POA consensus mechanism is an ideal choice because of its high transaction rate to secure
processes and use less energy. The privacy benefit of a permissioned distributed ledger is usable and applicable to the PoA consensus algorithm.

Blockchain is emerging as a beacon of hope in the realm of smart healthcare, addressing age-old challenges of secure medical record storage and privacy
protection. With the need to always protect sensitive patient data, Blockchain provides an immutable, localized platform to ensure data integrity [207]. Moreover,
its identity and management mean that only authorized personnel can access specific medical records, protecting patient privacy. Such improvements not only
facilitate health care but also increase trust between patients and health care providers [208]. As the healthcare industry grapples with data breaches and privacy
concerns, Blockchain’s role in fostering a secure and patient-centric ecosystem is increasingly important. A use case is seen with ICON which was used to
implement the largest Healthcare blockchain consortium in Korea, that is, Precision Medical Hospital Information System (P-HIS), which is joined by major
domestic hospitals, with loopchain providing the underlying blockchain technology [209]. The goal of this is to build a permissioned network to share precision
medical data securely, with a target to broaden the scope of medical data distribution globally through global networks, including OHDSI (Observational Health
Data Sciences and Informatics). This consortium aims to build a safe and transparent distribution system of medical information based on blockchain, ensure
interoperability between different hospital systems, manage access rights to data and records reliably, and promote the introduction of cryptocurrencies to the
ecosystem. Other use cases of ICON include the capital market, insurance, university [210], and ICONLOOP, an expert in blockchain services in Korea in
partnership with AWS [211]. Moreover, as shown in Fig. 16, the blockchain adoption journey is increasingly progressing to a reasonable level of maturity as new
frontiers are been broken by researchers in this domain to tackle unresolved challenges including interoperability, survivability, manageability, and energy
efficiency

31



2021 and beyond

adoption

2018-2020 ‘ Accelerated

Adoption
movement

2016-2017

2014-2015 Crossing
‘ the chasm

Maturity of Blockchain technology

2012-2013 Blockchain
‘ buzzyears
2009-2011 ‘ Beyond
cryptographers
Foundation
days

v

Increase in sector investment and adoption.

Fig. 16. Blockchain adoption journey [212]

Tactics suggested in [163] proposed quality attributes for architecting loT systems supported by blockchain-based on functional and non-functional
security requirements. It reiterated architectural decisions to consider in 10T systems supported by blockchain such as distribution of computation and storage (e.g.,
on-chain or off-chain), and BC Configuration (types of BC, data structure, and consensus protocol). It also identified gaps such as lack of focus on the following:
architectural support for some quality attributes, integration of BC and 10T, etc., and threat types to validity e.g., external, internal, construct, and conclusion
validity. Although no experimental testbed was used to shed light and evaluate the identified architectural tactics in terms of their most important trade-offs and
dependencies, the principles enumerated will be of immense benefit to the current research in prototyping BC storage for transactional data and smart contract
implementation.
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In response to the challenges of security and privacy in 10T, researchers have explored the use of localized (private) blockchain technology as a viable
solution. This approach offers several advantages, including the ability to safeguard data and transactions, as well as improve 0T security assessments, data
integrity, and user privacy [213]. In particular, the POA consensus algorithm is suitable for use in permissioned (hybrid) blockchain mechanisms as well. The
application of such a tactically orchestrated consensus algorithm has been identified as an effective means of improving privacy preservation when Blockchain-
based solutions with low overheads are required in smart home applications [163, 205, 206]. Unlike other consensus algorithms such as PoW, PoS, and PBFT, PoA
algorithms are lightweight, censorship-resistant solutions with an inherent value chain of provenance, ownership, and authorization which further underscores its
potential for securing smart home data transactions. Overall, the use of private blockchain technology and PoA consensus algorithms represent promising solutions
to the security and privacy challenges associated with smart homes and 10T.

HomeChain in [167] utilized a permissioned BC based on PBFT consensus and Elliptic Curve Integrated Encryption Scheme (ECIES), an encryption
standard based on the asymmetric key encryption algorithm, to ensure the confidentiality of the transmitted message. To further provide traceability and privacy
protection of access policy, both Blockchain and group signature were integrated to anonymously authenticate group members alongside the use of a message
authentication code (MAC) to efficiently authenticate the home gateway. The scheme chains all request records from group members, including revocation requests
from the group manager to the BC, thereby applying Blockchain immutability and group signature traceability to make records tamper-proof as a measure of
reliable behaviour auditing. Moreover, privacy protection of access policy is possible without the use of an access control policy table but through a revocation list
to revoke the rights of malicious users. The technique implemented in HomeChain regarding privacy preservation is similar in scope but was performed using the
Practical Byzantine Fault Tolerant (PBFT) Consensus Algorithm, which employs PoW-like complex computations, with a model that works efficiently only
when the number of nodes in the distributed network is small due to the high communication overhead that increases exponentially with every extra node in
the network; and is susceptible to Sybil attacks, and does not scale well because of its communication overhead (i.e., with all the other nodes at every step).
The current study suggests a PoA consensus algorithm and ECC asymmetric encryption processes, which are more lightweight and handle data ownership of
sensitive and private data more securely. Furthermore, the POA consensus family i.e., based on Identity-as-a-stake, provides high performance and fault tolerance
[30] more than PBFT.

Patient-centric access control in [214] utilised a combination of a private key, public key, and blockchain for remote patient monitoring, although with the

downside of high computational and energy costs. Authors in [215] discussed the vital fusion of BC-loMT as two emerging technologies integrated into a
decentralised access control system with offers of privacy and security for the medical data of patients. Authors in [216] proposed a novel scalable framework
shown in Fig. 17, that integrated 10T network with permissioned (Ethereum-based) blockchain in healthcare to address potential privacy and security threats for
data integrity. Smart contracts handled device authentication, authorization, access control, and data management; off-chain data storage increased the overall
scalability and privacy concerns of the model.
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Fig. 17. Instance of Framework for BCoT Integration [216]

A risk analysis of the threats of Blockchain [217] investigated the role of blockchain in safeguarding health data, identifying related risks of blockchain
technology implementation in the eHealth sector through an empirical study borne out of an extensive literature review, several authors’ arguments, and examined
discoveries. The study observed through semi-structures qualitative interviews the emerging concept of enhancing the Health Information Systems for storage and
access control of health data for the continuum of care along the patient path, through the application of blockchain technology for Electronic Health Records,
where existing centralisation of stored health data which represents a single point of failure and trust is adequately replaced with a secure decentralised approach
built on consensus mechanisms and immutable chains of blocks for validating and securing data transactions. In line with seeking user opinion and perspective to
enhance the concept of data security and privacy by design suggested in [146], eleven risks or threats to data integrity on blockchain systems identified by
interviewees include amongst others poorly written smart contract code and misuse of the private key. The analysis revealed that only a permission Blockchain
(private or consortium) seems appropriate for EMR/EHR implementation, Implementation recommendations suggest that storage and sharing of data can be handled
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using off-chain storage such as IPFS, web3 storage, DHTS, etc., to add an extra layer of data integrity, while fine-grained access control is achievable through the
implementation of multiple smart contracts to fulfill the EHR requirements. Thus, blockchain allows us to keep track of each patient’s medical treatments, distribute
data to relevant and authorized parties, and store the audit log. In addition, the study revealed that most threats arise from incorrect or incomplete data leading to
insufficient data integrity. However, the disadvantage of high computational power requirements and scalability constraints are considerable threat factors in
implementing traditional blockchain implementation in eHealth. Moreover, contrary to the limited view of the six interviews, a higher number of highly qualified
participants would increase the number of identified threats and inaccuracy of some users’ perceptions due to the language barrier.

The application of Blockchain in healthcare (BoHT) in [218, 219, 220, 221, 222, 223, 103, 224, 225, 226] [218 -226] revealed the dynamics of security
and privacy frameworks possible with the integration of smart contracts, machine learning, signature algorithms, and consortium Blockchain architecture to protect
the process for the collection, tracking, and storage of medical records pertaining to smart home healthcare systems. A summary of related works where the
Blockchain-l1oT framework has proposed privacy enhancement in healthcare record management using several emerging technologies is presented in Table 7.
These innovations rely on the use of Blockchain and/or smart contracts as an integral building block for achieving various security objectives. The Internet of
Things, on the other hand, has brought about dynamic growth in the digitisation of healthcare systems which enabled remote well-being monitoring and data
collection procedures. Moreover, the 10T research space is increasingly attracting research interest that proposes the integration of various lightweight security
techniques that could maintain the confidentiality and integrity of patients’ personal and sensitive data from unauthorized tampering. Blockchain, digital signatures,
smart contracts, multi-factor user authentication, etc., are emerging technologies being researched to secure 10T platforms and by extension smart homes equipped
with sensors to render digital healthcare services. Table 8 is a comparison of related work and recent contributions to security objectives of privacy-preserving
schemes within the 10T application domain.

Table 7
Comparison of related work

Blockchain-based

Ref. Architecture Application Adversarial SS STT EE FT TAI CPA AAAC VIITU TP Limitations
Domain Model

[117] Permissioned - Hyperledger Electronic N v N P AA VI No specific threat model addressed
Fabrics Smart Contracts Health Record

[23] ANCILE framework and Electronic P AAC Vil computationally intensive, arduous
Advanced Cryptography - Health Record verification
Ethereum Smart Contracts

[227]  Permissioned - Ethereum Electronic v \l cP A P computational complexities.
Smart Contracts Health Record

[228]  Permissionless - MIT's Medical Health v \/ P AC N The consensus algorithm used is not
publication on public BC Records known

[229]  BC-loT Federated Learning -  Medical Health v CP AA VIU Transacting nodes are not uniquely
Smart Contracts-based Records identified.

[134] 10T, Cloud/Fog, Machine Secure External attack CP v 1l P4 lacks performance, and P4Runtime
Learning, BC Embedded is vulnerable to MIIT attacks and

Living channel flooding.
[230]  Malware Recovery (MalRec) NN \ cP AA 1] N Data verification is slow, the process

backup policies enforcement
framework - Hyperledger
Fabric, Smart Contract

could compromise the data’s privacy

35



[231] Private BC Benchmarking Private BC Considered three consensus
framework BLOCKBENCH Analytics algorithms for workload performance
- BC evaluation framework evaluation with little emphasis on
privacy-related security requirements
[177] Private - Ethereum Smart Home Interception \/ CP AAC TU P PoC, and Consensus Algorithm not
publisher-subscriber Smart Sensitive Data specified
Contracts (eHealth realm)
in
[232] Consortium, Group Electronic v CP Deficient in handling the ownership of
signature, and asymmetric Medical private and sensitive data
encryption. - PBFT & ';Ai%olfcdasl an:g
Hyperledger Fabric Bata.
[167]  Group signature, and Authentication Impersonation, v R A PoC, Deficient in fine-grained access
Message Authentication System for DDOS, control
Code - Smart Contract, Smart Homes Modification,
PBFT Replay, MIIT
Attack
[233]  Permissionless, Merkel tree Decentralized N P ITU y Unable to ensure efficient storage and
structure — Ethereum, smart Smart integrity
contracts Healthcare
System (DSHS)
[6] Permissionless, IoHT Realm Myriad of \/ PA | Inaccessibility of data due to
Certificateless (ECC) Attacks e.g., inefficient data storage techniques.
Impersonation,
Sybil, Replay
attacks
Abbreviation Property
SS Secure Storage
STT Scalability and Transaction Throughput
EE Energy Efficiency —
FT Fault Tolerance v Property satisfied
TAI Traceability/Auditability/Irrevocability X Property not satisfied
CPA Confidentiality/Privacy/Anonymity Alphabet  Indicating the security feature
AAAC Authentication/Authorisation/Access Control Property not specified or not applicable
VIITU Verifiability/Integrity/Immutability/Tamper-resistance/Unforgeability
TP Transparency/Provability

Blockchain-based cont'd
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Ref. Architecture Application Adversarial SS STT EE TAI CPA AAAC VIITU TP Limitations
Domain Model

[234] Smart Home-based 10T-BC Smart Home v S P AAC Evaluation of latency awareness and
(SHIB) - Smart Contract, Environment energy spending not taken into
Ethereum consideration

[235] Permissionless (ELIB) - loT-enabled v \ X P A I Inefficient energy consumption
Certificateless cryptography smart home
(CC), Distributed environment
Throughput Management
(DTM) scheme

[236]  Lightweight Scalable (LSB)  Smart Home Resilient to 8 N v y A \/ P Performance understanding based on
- Distributed Time-based Setting relevant cyber PoC
Consensus algorithm (DTC) attacks

[237] Differential Privacy-based Smart Home Side channel, R V P v | P Loss of data and inaccuracy
(DP-SGD), Attribute-based Systems Modification,

Access control, Edge DoS, data
computing. - Private mining,
Ethereum Smart contracts, linking attacks
ML Algorithm,

[238]  Permissioned, PoA-based Healthcare DDos, NN R y VI Lacks data filtering mechanism and
10T, IPFS - Smart contracts System - Impersonation, real-time data analysis interface.
Ethereum Disease Message

Management forgery, MIIT

[239]  Consortium - privacy- Analysis Adversary- PA A3C \/ Y The review acknowledged the
preserving reputation framework for dishonest exclusion of authorizability
systems privacy- participants

preserving
reputation
systems

[240] BC privacy-preserving Abnormal \/ TT PA P Smart contract not implemented
reputation framework behaviour
(BPRF) - Group Signature (e.q., fake
Algorithm, Smart Contract reports), Sybil

attack

[241]  BC privacy-preserving Healthcare Collusion, CP A \% It only considered medical certificate
Distributed Application Document phishing, and mutual authentication via access
(DA) to create and maintain Management masquerade, control not achieved
healthcare certificates Sybil

[213]  Private (Local) - Smart Home NN CPA  AA Limited Access Control
Decentralised Private BC Systems Implementation

Abbreviation Property —
SS Secure Storage v Property satisfied
STT Scalability and Transaction Throughput X Property not satisfied
EE Energy Efficiency Alphabet | Indicating the security feature
FT Fault Tolerance Property not specified or not applicable
TAI Traceability/Auditability/Irrevocability
CPA Confidentiality/Privacy/Anonymity
AAAC Authentication/Authorisation/Access Control
VIITU Verifiability/Integrity/Immutability/Tamper-resistance/Unforgeability
TP Transparency/Provability
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Blockchain-based cont'd

Ref. Architecture

Application Adversarial SS STT EE FT TAI CPA AAAC VIITU TP Limitations
Domain Model
[147, Blockchain - Smart Contract Clinical trial Interception v T P AC ITU T Though aimed at privacy by design,
148, Integration in Clinical Trial complex data P implemented based on PoC using a
149] Data Security workflow fake experimental study
encoding
[166] Blockchain-Based Multi- secure location- P AC VIIU Fnode (verifier) must not collude with
Level Location Secure sharing scheme s
Sharing Scheme. query inefficiency of light Location
Demand (LD) nodes,
PoW used to test the robustness of the
scheme is computationally intensive.
Abbreviation Property v Property satisfied
Ss  Secure Storage X Property not satisfied
STT Scalability and Transaction Throughput Alphabet | Indicating the security feature
EE Energy Efficiency Property not specified or not applicable
FT Fault Tolerance
TAI Traceability/Auditability/Irrevocability
CPA Confidentiality/Privacy/Anonymity
AAAC Authentication/Authorisation/Access Control
VIITU Verifiability/Integrity/Immutability/Tamper-resistance/Unforgeability
TP Transparency/Provability
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Table 8

Signature-based Systems

Ref. Architecture Application Adversarial SS STT EE FT TAlI CPA AAAC VI- TP Limitations
Domain Model TUI--
IT

[242] LSITA framework Healthcare, IoT  Interception A logistic regression function
Neural Network — E- Communication used was sparsely done
ECDH

[93] Hash-based Message Healthcare 10T A The consensus algorithm
Authentication Code & threat evaluation made
(HMAC) DS and BC’s unknown
Smart Contracts

[2] Federated Learning Smart Lacks incentive
(FL) and Ring- Healthcare mechanism
signature (FRESH)- Systems
Certificateless ring
signature schema
(ECC)

[151] Blockchain-enabled sandbox for Insider/external AC blueprints for developers’
GDPR-compliant close attack solution compliance with
approach collaboration the principle of Privacy by

between Design (Art. 25 GDPR).
computer

sciences and

legal studies

[160] ECC-based three-factor ~ Smart device, Cryptographic A Exclusion of the gateway
remote user 10T Service attacks from data publishing is a
authentication scheme security risk, limiting

access control

[152] identity-based and Lightweight chosen plaintext A Focused mainly on
stateful encryption Encryption attack (i.e., IND- intruder attacks on
without complex Scheme LES CPA secure) resource-constrained
certificate handling for Smart home devices

system

[243] Advanced Lightweight Remote Health MITM, DOS, AA Evaluation of noise
Privacy-Preserving Monitoring Replay, consideration in PUF
using PUF-based impersonation unknown as well as storage
authentication protocol attacks location of sensitive

information

[183] context-aware, Home loT Insider threat v multiuser home loT
behavior-based Systems environment with user-
authorization centric anomalous request
framework detection by the insiders

not considered

[244, Keyless Signatures Hash-base e- \ privacy of small data

41, Infrastructure health record chunks through federated

245] Blockchain (KSIBC) management cloud missing



[246] Enhanced Lightweight loT KC, MIIT, Replay, TT | CP A VI P Testbed limitation versus
and Secure environment DOS, real-world loT
Certificateless Eavesdropping, environment
Authentication Impersonation
Scheme (ELWSCAS)

Abbreviation Property
SS Secure Storage N Property satisfie_d )
STT Scalability and Transaction Throughput X Property not satisfied
EE Energy Efficiency Alphabet Indicating the security feature
FT Fault Tolerance Property not specified or not applicable
TAI Traceability/Auditability/Irrevocability
CPA Confidentiality/Privacy/Anonymity
AAAC Authentication/Authorisation/Access Control
VIITU Verifiability/Integrity/Immutability/Tamper-resistance/Unforgeability
TP Transparency/Provability
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2251 Blockchain and the Battle Against Climate Destruction

In achieving net zero emissions by 2050, energy-efficient solutions are being offered by blockchain technology researchers. An open issue that has continuously
hampered the adoption of blockchain technology is energy inefficiency. A concerted effort is ongoing to achieve an acceptable trade-off between performance and
energy use, thereby making a blockchain that depends on mining to reach consensus (e.g., PoW) unsuitable for adoption considerations in any sector. Blockchain,
after almost 15 years of growth and development has emerged as another disruptive technology that has further increased the energy spending experienced with
the advent of the 4™ industrial revolution (Industry 4.0), driven by corresponding advancements in the 1T sector. In tandem with stages of industrial and digital
transformation over the years, the Internet (web) has evolved significantly (from the 1980s to the 2020s) to what it is today, having gone through about five stages
of technological integration (Fig 18). In considering the challenges of data integration, blockchain integration has contributed significantly to architecture and
philosophies that shape the design of web products, providing various degrees of data security and management solutions to several emerging data-driven economies
globally at a cost-energy spend. Consequently, data centre network energy spending is on the increase, accounting for 40% [1] excluding other hardware
infrastructure, in an industry that has just about the highest energy consumption rate at par with the aviation sector, if it has not been surpassed [248, 249]. In a
similar fashion to VeChain implementation in the automobile industry, authors in [250] deployed an architecture that utilised the Ethereum blockchain platform
using a smart contract for business process improvement in the transportation sector thereby decreasing traffic congestion, reducing travel costs, and limiting energy
consumption. The proposes a decentralized and secure cab-sharing system that provides ride-sharing services eliminating TTP, and by this means ensures the
privacy of the driver’s or rider’s information, e.g., personal details, travel price, transit details, etc. The goal of the system is to secure user credentials through an
algorithm that ensures verifiability, confidentiality, and unidirectionality features, and prevents collusion attacks; deploy a reputation score system with effective
logistic matching performance to manage admin-user relationships; and reduce computational and communication overheads to ensure efficient system
performance. Though the authors recommend the proposed encryption algorithm for implementation in domains such as 10T, big data, and healthcare, the design
framework lacks an adequate authentication mechanism to complement the verifiability process in the proposed cab-sharing system. Moreover, the admin is a
prominent attack surface, posing a SPOF threat. It is worth mentioning that though this study system is aimed at decreasing traffic congestion vis-a-vis reducing
carbon emissions, lowering the carbon footprint in the blockchain industry is still a grave concern. Having recognised these concerns, there have been efforts within
the industry to address the environmental impact. The ongoing transition to alternative consensus mechanisms, like Proof of Authority (PoA) or Delegated Proof
of Stake (DPoS), which are less energy-intensive, is beginning to catch the attention of prospective users.

_1980s _1990s _2000s _ 2010s _ 2020s

~ Data L Functionality ¥ service ¥ Microservices S Blockchain
Integration Integration Integration Integration Integration

Fig. 18. Evolutionary trend from Data integration to Blockchain integration

The latest evolution of the Internet is the Internet of Things (10T) and thereafter Internet of Everything (IoE). 10Ts have been adopted in many sectors for data
acquisition, data analytics, supervisory access control, automation, robotics (110T), etc. 10T and blockchain integration (BCoT) is a paradigm that has fostered
Blockchain implementation in applications such as smart homes, smart healthcare, smart irrigation, smart traffic, autonomous vehicles, etc. All ranges of 10T
devices (low, middle, or high-ended) are regarded as resource-constrained [251] in terms of energy, storage, and processing capability, and as such their integration
requires a whole new thinking on energy management. However, these vast distributed connected devices could cumulatively consume a great deal of energy.
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Having the right balance of performance versus energy consumption when implementing data security algorithms is essential. Resource-constrained 0T is
suspectable to attacks due to the lightweightness of encryption schemes they can accommodate as opposed to the traditional cryptographic methods which employ
high-ended and expensive hardware to achieve. This concept of robust hardware architecture made the traditional Blockchain performance savvy bit energy
inefficient measuring cumulative energy spent in decentralised finance applications, a reputable source of studies and reports that specifically measure and analyze
Bitcoin and Ethereum's energy consumption is the Cambridge Bitcoin Electricity Consumption Index [252]. Table 9 illustrates the historical Bitcoin and Ethereum
network daily and annualized electricity consumption obtained from the Cambridge Blockchain network sustainability index.

Table 9

Instances of Blockchain Network Power Demand [252]

Cryptocurrency Energy Rating/Time  Theoretical lower Estimated Theoretical upper
bound bound
Bitcoin network Daily (GW) 8.73 14.18 25.09
power demand Annualised (TWh) 76.56 124.27 219.94
Ethereum network Daily(kW) 269.39 830.59 1984.62

power demand
Annualised (GWh) 2.36 7.28 17.40

The transformative potential of blockchain technology promises more than just financial advancements; it holds the key to addressing some of the world's most
pressing challenges, such as climate change [253]. However, the significant energy consumption of blockchains, especially those using the PoW consensus like
Bitcoin, has been a cause for environmental concern [254]. Current estimations suggest that Bitcoin's energy consumption rivals that of some countries [255],
leading to concerns about its sustainability amidst the global push for reduced carbon emissions. This has sparked ongoing research and debates among experts,
advocates, and developers on transitioning from PoW-based blockchains to more energy-efficient consensus algorithms, such as Proof of Authority (PoA) [256,
257] or even considering alternative Distributed Ledger Technologies (DLTSs) like Holochain [258, 259]. PoA-based authority master nodes in [260] can reduce
energy consumption and enhance data security whereas a blockchain-based trust mechanism not only reduce energy issue but provide high-quality services such
as security and data privacy in I10T.

In the quest for net-zero emissions, the blockchain sector's current energy consumption cannot be ignored. Bitcoin’s PoOW consensus algorithm consumes
707 KWh per transaction_[261, 30] and this is not sustainable and scalable. The broader adoption of DLTs in industries like healthcare, automotive, and supply
chain [262] means that the cumulative energy usage can be substantial. Recognizing this, networks such as Ethereum are transforming to shift from energy-intensive
PoW to Proof of Stake (PoS) [263], a more energy-friendly consensus mechanism. Such initiatives align with global carbon emission reduction targets and the
broader goal of achieving net-zero emissions [264]. These shifts are not merely technical adjustments but resonate with the global urgency to combat climate
change [265, 266]. However, the path to a greener blockchain is not limited to consensus algorithm modifications. Comprehensive approaches, integrating
renewable energy sources [267], and promoting energy-efficient blockchain applications, are essential. For instance, while Bitcoin's energy consumption is often
highlighted, many are unaware of the significantly lower energy requirements of networks using PoA, like certain configurations of Hyperledger Fabric [268]. By
juxtaposing the energy consumption of PoW (Bitcoin-like), PoS (Ethereum-like), and PoA (Hyperledger Fabric-like) systems (Table 10), a clearer picture emerges,
emphasizing the potential of transitioning to more sustainable DLT configurations [269].
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Note as a clear disclaimer: The data used in Table 10 and graph in Fig. 19 are hypothetical and are meant for illustrative purposes. Actual energy consumption
figures might differ based on numerous factors. However, the Cambridge Bitcoin Electricity Consumption Index [252] presents an actual energy consumption
monitoring process that preludes that of PoOA. Moreover, Fig. 20 is another realistic visualization produced by the UCL Centre for Blockchain on energy
consumption comparison chart [270]. Proof of Authority (PoA) is inherently more energy-efficient than PoW, but quantifying the exact energy consumption for a
PoA-based blockchain is challenging, and it would vary based on the specifics of the implementation, the hardware used by the validators, the network's overall
activity, and other factors. There is no widely recognized and dedicated site similar to the CBECI that tracks energy consumption specifically for PoA-based
blockchain systems. Most of the discussions around blockchain energy consumption focus on PoW because of its significant energy demands. PoA, being more
energy-efficient, does not attract the same level of scrutiny or detailed tracking. Some individual projects or chains that utilise POA might provide their energy
consumption estimates or benchmarks, but these would be specific to that particular chain and not a general measure of POA's energy consumption.

Table 10
Comparison of energy consumption of different consensus mechanisms
Consensus Mechanism Estimated Energy Consumption (TWh/year)
Proof of Work (Bitcoin-like) 120
Proof of Stake (Ethereum 2.0-like) 5
Proof of Authority (Hyperledger Fabric-like) 0.05

Fig. 18 illustrates the energy consumption trends of different consensus mechanisms from 2010 to 2022:

e PoW (Bitcoin-like): As shown in red, the energy consumption for PoW mechanisms has seen significant growth, plateauing in recent years. This reflects
the massive energy requirements of networks like Bitcoin, which rely on PoW.

e PoS (Ethereum 2.0-like): The blue line shows the energy consumption for PoS mechanisms, which, while growing, remains significantly lower than PoW.
Ethereum's ongoing transition to PoS is a notable example of this shift towards more energy-efficient consensus mechanisms.

e PoA (Hyperledger Fabric-like): The green line represents PoA, which consumes minimal energy compared to PoW and PoS. It has been stable over the
years, indicating a consistent, low energy footprint.

This visualization underscores the need for the blockchain industry to steer towards more sustainable consensus mechanisms, especially as DLTs find more

extensive applications across various sectors. By adopting energy-efficient solutions, the blockchain ecosystem can contribute significantly to global efforts against
climate destruction.
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Fig. 19. Illustration of energy consumption trends of different Blockchain consensus mechanisms from 2010 to 2022
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Fig. 20. Energy consumption comparison chart [270]
Courtesy: UCL Centre for Blockchain Technologies)

Metrics used to measure the energy efficiency of blockchain algorithms compare the Energy Consumption per Transaction (ECT) — the amount of energy required
to process one transaction on the blockchain, and the Energy Consumption per Second (ECS) - the amount of energy consumed by the network in one second, to
evaluate how much energy is wasted or conserved by different algorithms. For instance, estimates of the ECT and ECS of Bitcoin's algorithm (PoW-based) and
that of Ethereum’s algorithm (PoS-based) can be computed from the Bitcoin Energy Consumption Index (BECI) and the Ethereum Energy Consumption Index
(EECI) respectively. Alternatively, online calculators or simple formulas usable to compute the ECT and ECS of different algorithms include:

e For ECT of Bitcoin's algorithm: ECT = ECS/ TPS
Where ECS is in kilowatt-hours (kWh), and TPS - the transactions per second processed by the network.
e To calculate the ECS of Bitcoin's algorithm: - ECS=H*P / E
Where H is the hash rate in tera hashes per second (TH/s), P is the power consumption per hash in joules (J), and E is the energy efficiency in joules per kilowatt-
hour (J/kWh).
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2.2.5.2 Comparison of Blockchain with other DLT applications - Holochain

Recent advancements in distributed ledger technologies (DLTs) have prompted researchers to explore novel approaches to ensure data privacy and security
in the healthcare sector. While blockchain remains the most widely recognized DLT, characterized by its immutability and decentralized consensus mechanisms,
its limitations have become apparent, especially in contexts demanding high scalability and more granular data sovereignty [269]. These concerns have led to the
rise of Holochain, an emerging technology that adopts an agent-centric approach, whereby each participant maintains their chain, thus allowing for more scalable
and adaptable solutions [271]. Holochain's design does not necessitate global consensus, potentially offering enhanced efficiency and reduced energy consumption
compared to traditional blockchain systems [272].

Furthermore, the healthcare sector, characterized by its need for secure, real-time data sharing and stringent privacy standards, stands to benefit from the
unique features of Holochain. Sensitive patient data, requiring stringent access controls, may be better managed through Holochain's agent-centric model, ensuring
that only authorized entities can access specific datasets [273]. Additionally, Holochain's modularity can support varied healthcare applications, from patient record
management to real-time monitoring [202]. While blockchain's merits, particularly in terms of data integrity and transparency, remain undeniable, researchers and
practitioners need to consider the potential of Holochain as an alternative or complementary solution in the quest for optimizing healthcare data privacy and security
[275, 276]. Advantages of Holochain over Permissioned Blockchain with Proof of Authority (PoA) for Smart Home Healthcare Ecosystem:

i). Scalability: Holochain is designed to be more scalable than traditional blockchains. Since it does not require global consensus, there is no need for every
node to process every transaction. This can be advantageous in a smart home scenario where numerous devices may be making frequent data updates.

ii). Energy Efficiency: Holochain does not employ energy-intensive consensus mechanisms like Proof of Work (PoW). Although it is compared to PoA,
which is also more energy-efficient than PoW. Homochain’s lack of a need for consensus at all can be seen as a plus in terms of energy usage.

iii). Data Sovereignty: Holochain emphasizes agent-centricity, meaning each participant (or device) in the network has its chain. This can ensure that
devices in a smart home can have their data histories, ensuring more granular control over data.

iv). Modularity: Holochain allows for the creation of different 'hApps' or Holochain applications, which can be useful for different functionalities within a
smart home system.

V). No Cryptocurrency Requirement: Unlike many blockchain systems, Holochain doesn't inherently require a cryptocurrency to function. This can be useful
in scenarios where token economics might be complicated or not necessary for the intended application.

In considering Holochain for secure data management in smart healthcare systems, it is well known that Holochain is gaining attention as an alternative to
blockchain for various applications, including those related to privacy and security. Here is why it might be worth considering for a healthcare system:

i). Fine-Grained Access Control: Holochain's architecture allows for detailed and specific rules about who can access what data and when. This can be
crucial in healthcare, where specific patient data might need to be shared with certain professionals but not others.

ii). Data Redundancy: Holochain's DHT (Distributed Hash Table) ensures that data is redundantly stored across nodes, which can add resilience to the system.

This might be crucial for critical healthcare data.

iii). Interoperability: Holochain's modular approach can be advantageous for integrating various healthcare systems or platforms.

iv). Data Authenticity: Since every agent has its chain, it is easier to verify the source and authenticity of data, which is crucial in healthcare scenarios.
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V). Less Centralization: While PoA blockchains can offer efficiency and scalability, they might also introduce central points of control or failure.
Holochain's design minimizes centralized control.

However, it is worth mentioning that every technology has its trade-offs. Therefore, for specific use cases, a permissioned Blockchain with POA might
offer benefits in terms of established infrastructure, easier integration with existing systems, or specific security guarantees. When considering any technology for
such a critical application, it is vital to conduct thorough research, testing, and validation to ensure it meets the required needs and standards. In developing an
authorisation framework, fine-grained access control [169, 177] was achieved using a publisher-subscriber smart contract to ensure privacy, trust, and decision-
making in Blockchains. Therefore, implementing a PoA-based and smart contract as a 2-in-1 approach to ensure consent-based disclosure of private information
could be more beneficial than relying solely on Holochain for all the privacy-preservation requirements in the smart home healthcare ecosystem. Using a publisher-
subscriber smart contract model atop a blockchain that implements the PoOA consensus algorithm can indeed offer fine-grained access control, and in many cases,
this might be an excellent solution. The advantages (Fig. 21) and potential challenges of such an approach include:

Advantages:

i). Consent-Based Disclosure: Smart contracts can be coded to ensure that access to specific data requires explicit consent from the owner (publisher) of the
data. This provides a clear mechanism for consent-based disclosure.

ii). Transparency and Immutability: The use of blockchain ensures that all interactions (such as granting or revoking access) are recorded on an immutable
ledger. This can be particularly important for auditability and traceability in healthcare scenarios.

iii). Established Infrastructure: Many enterprise blockchain solutions that use PoA already have infrastructure, tooling, and libraries in place to facilitate the
creation and management of smart contracts.

iv). Security Guarantees: PoA blockchains can offer specific security guarantees due to their consensus mechanism, and if managed correctly, they can
mitigate the risk of malicious actors.

V). Integration with Tokens: If needed, tokenized incentives or payments can be seamlessly integrated into the publisher-subscriber model on a blockchain.

Potential Challenges:

i). Scalability Concerns: While PoA blockchains can handle a higher transaction throughput than, say, POW systems, they might still face scalability issues,
especially if the smart home healthcare ecosystem has numerous devices producing a large volume of data transactions.

ii). Centralization Risks: PoA systems introduce validators or authorities that have the power to validate or deny transactions. This can introduce central
points of control or failure.

ii). Complexity: Implementing a publisher-subscriber model with all the necessary privacy and consent features on a blockchain might be complex and require
rigorous testing to ensure no vulnerabilities.

iv). Potential Latency: Depending on the implementation and the number of authorities in the PoA system, there might be a latency in recording and validating

transactions, which could be a concern in time-sensitive healthcare scenarios.
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Holochain in Comparison:

Holochain's agent-centric approach inherently provides each agent (or device) with its chain, making consent-based sharing more intrinsic to its design. However,
it is a newer technology compared to many blockchain solutions, and its adoption in critical applications like healthcare would require thorough vetting.
Therefore, the suggestion of using a 2-in-1 approach with a publisher-subscriber model on a PoA blockchain is certainly valid and might offer the right balance of
transparency, control, and security for a smart home healthcare ecosystem. However, the best choice often depends on the specific requirements of the system,
including factors like transaction volume, required response times, and the existing technological infrastructure. Both blockchain and Holochain have their merits,
and a hybrid approach, or even using them in tandem, might also be worth exploring.
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Fig. 21. PoA characteristic of scalability and high transaction throughput
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2.2.5.3 Hybrid approach — Blockchain and Holochain

Combining the strengths of both blockchain and Holochain can yield a robust system, especially in a domain as critical as healthcare, that is, in the smart
home healthcare ecosystem as regards privacy preservation of healthcare users and their data security. Here are some methodologies to consider:

1. Layered Architecture:
e Blockchain Layer: This layer can be used for storing critical, immutable records like patient consent forms, treatment history, or medication logs. The
blockchain's strength in transparency and immutability can be leveraged here.
e Holochain Layer: This layer can manage more dynamic and frequent data updates, like real-time health metrics from wearables or smart devices.
Holochain's scalability and agent-centric approach can ensure real-time data processing without overburdening the system.
2. Dual Validation:
For highly sensitive operations, both systems can be used to cross-validate transactions.
e A transaction (like granting access to medical records) is first validated in the Holochain network.
e  Once validated, it is recorded in the blockchain for added immutability and traceability.
3. Decentralized Identity Management:
e Blockchain: Use blockchain to manage decentralized identities of patients, healthcare providers, and devices. This ensures a tamper-proof identity system
with clear audit trails.
e Holochain: Use Holochain to manage permissions, access controls, and dynamic data sharing based on these identities.
4. Data Segregation:
e Blockchain: Store summarized or aggregated data, which can be useful for research, public health insights, or statistical analyses without revealing
individual data.
e Holochain: Store detailed, individual-level data, ensuring only authorized entities can access specific granular data.
5. Smart Contract Coordination:
e Blockchain: Implement smart contracts to automate consent-based data sharing, payments, or other predefined actions in the healthcare ecosystem.
e Holochain: Validate and execute the outcomes of these smart contracts in real-time, using its efficient processing capabilities.
6. Backup and Redundancy:
e Blockchain: Use as a backup system to periodically store snapshots of critical data from the Holochain network. This ensures data longevity and a recovery
mechanism.
e Holochain: Handle the real-time, dynamic operations and data flows of the healthcare ecosystem.
7. Token Integration:
e Blockchain: If there is a need for token-based incentives, payments, or penalties, this can be managed on the blockchain layer.
e Holochain: While Holochain does not inherently require a token system, it can recognize and respond to token-based actions initiated on the blockchain.
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8. Interoperability Bridges:

e  Develop bridges or middleware that allow smooth data and transaction flow between the blockchain and Holochain networks. This ensures the two systems

can effectively communicate and collaborate.

9. Data Encryption and Security:

e Blockchain: Implement strong encryption for data stored on-chain, ensuring only authorized entities can decrypt and access it.

e Holochain: Use its agent-centric model to ensure data sovereignty and fine-grained access controls, complemented by encryption for added security.
10. Audit and Compliance:

e Blockchain: Regularly record audit logs and compliance checks to the blockchain, ensuring a tamper-proof history of all system activities.

e Holochain: Used to manage and execute real-time compliance checks, automating many aspects of healthcare regulatory adherence.
In essence, the methodologies revolve around leveraging the strengths of each system where they shine best and ensuring they complement each other. Such a
hybrid approach requires careful design, thorough testing, and continuous monitoring to ensure the privacy and security of healthcare users and their data. Moreover,
a private Blockchain scheme (PoA-based) is highly favored for the combination of these two technologies to drastically reduce likely complexity that could result,
including energy efficiency.

2.2.5.4 Blockchain Risks and Mitigating Techniques

There are various risks associated with introducing blockchain technology to most organizations. The following are the most encountered risks: strategic
risk, information security risk, operational and IT risk, business continuity, supplier risk, key management risk, data confidentiality, and security risk. Thus,
organizations should be prepared to encounter these risks and should implement a higher level of risk management. The three main domains of risk are as follows:

Standard risks:

The stage at which the institution aims to adopt blockchain technology, the choice of the network in which the participants must be, and the constraints in the
products being developed in the existing platform are covered under strategic risk. As blockchain technology reduces the period of processes involved in the
business, the business continuity plan should ensure minimal response and recovery time even if it fails. Blockchain technology provides security for the transacting
data whereas it does not guarantee any security against a particular account. An additional concern could be the execution of this new technology along with legacy
systems, along with maintenance and improvisation of parameters such as scalability and accountability.

Smart contract risks:
Business processes, legal, and other financial details are bound to the blockchain, which depends on the external Oracle base for its operation. Therefore, any attack
on the Oracle base will be a significant issue.

Value transfer risks:
The major property of blockchain technology is that there is no central authority, and the architecture is decentralized; therefore, the transfer of value can be done
among different peers without any hindrance. These risks need to be efficiently managed to harness the advantage of blockchain technology.
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2.3 Solution Direction

Based on the existing literature review and their solution, it is identified that a dynamic model of privacy that provides a pattern of computing data
transaction process as expected by nodes designated for data acquisition (collection), storage, and remote monitoring using appropriate blockchain technology has
not been considered in decision making for ethical disclosure of private data in the smart home digital healthcare ecosystem. This assessment is based on the
analysis of various data security and privacy concerns arising from the need to limit the transparency of sensitive data in transit to only authorised parties through
a model that dictates the actions of data publishers and grants due access to data subscribers on a need-to-know basis.

Therefore, the motive of this review paper is to suggest a solution direction where an authorisation framework can be applied to ensure ethical disclosure
of private data in a smart home installed with digital healthcare 10T that collects and send data over the air. The emphasis of ethical disclosure is on the transparency
of use (purpose) of the collected private data to guarantee both data confidentiality and user privacy. The framework is broken down into the following dimensions:

e approach for securing private data against threat model,

e architecture of approach,

e privacy model for decision-making in Blockchain implementation,

o performance evaluation of the approach towards privacy preservation.

Ethical usage of data should be factored into privacy and security discussions, more so, when data generated data needs to be protected because it is 10T's
true value in the scenario of smart home application. Ethical concern on privacy preservation based on the consent of home residents (i.e., data subject) is
encapsulated in the smart contracts to implement, as this will grant due permission to the use of the data based on the purpose of use. The compliance with the
purpose of use, the purpose of use, and the use pattern will be visible and transparent to all stakeholders through the traceability feature of the utilised blockchain,
the consensus algorithm, and the smart contracts deployed. Informed consent and acceptance of the data/information to collect, store, monitor, and share among
parties (i.e., data subscriber or consumers) are determined by the publisher-subscriber model of smart contract, and access to the data request is granted based on
the role of each participating nodes, concerning the data to share, whom to share with, the tenure of sharing, reasons/when to opt-out or stop sharing; and what to
remain secret. Hence, this brings the concept of privacy and secrecy under one umbrella, the umbrella of smart contracts, to support emerging techniques for data
ownership, sovereignty, and provenance required to promote the adoption of blockchain in domains such as healthcare.

However, some concepts have suggested the use of Perfect Forward Secrecy [160] and Zero Knowledge Proof [277] in the privacy preservation of sensitive
data, and the possibility of using smart contracts to achieve a similar feat when deployed as an authorisation protocol. In light of this comparison, Perfect Forward
Secrecy (PFS) and Zero-Knowledge Proofs (ZKPs) are cryptographic principles used to enhance privacy and security, but they serve different purposes and operate
in different ways. In Table 11 are some key differences and their relationship with smart contracts in terms of privacy preservation and authorization protocols:
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Table 11
Differences and relationship between PFS, ZKP, and Smart Contract

Perfect Forward Secrecy (PFS)

Zero Knowledge Proofs (ZKP)

- Refers to protocols where compromise of a session key does not compromise past or
future session keys. For instance, it ensures that a session key derived from a set of
long-term keys cannot be compromised if one of the long-term keys is compromised in
the future. Essentially, even if an attacker gains access to the server's private key, they
cannot decrypt past communications.

- Typically uses ephemeral key exchanges to derive unique keys per session.

- Protects past encrypted data even if long-term keys are compromised.

- Does not hide metadata like who is communicating

Usage Scenario: commonly used in secure communication protocols(Sadhukhan),
including those used for secure web browsing, emails, and messaging.

Smart Contracts as an Authorisation Protocol:

- Allow one party (prover) to prove knowledge of some information to another party
(verifier) without revealing the actual information, i.e., beyond the fact that the
statement is true. The 'zero-knowledge' aspect refers to the fact that the verifier gains
no knowledge about the aspects of the statement, except that it is true.

- Uses cryptographic methods to essentially “encrypt” the sensitive data into a proof.
- Can be used to preserve the privacy of all data, not just exchanges.

- Hide metadata as well as data contents.

Usage Scenario: ZKPs are used in various applications, including authentication
systems and blockchain transactions (Kayvan/Jims), to preserve privacy. E.g., Zcash,
a cryptocurrency, uses ZKPs to allow users to verify transactions without revealing any
information about the amount, the sender, or the recipient.

- PFS could be implemented by deriving session keys on-chain from ephemeral key
pairs.

- PFS protects past communications

- Smart contracts are one way to achieve PFS

- While smart contracts can enforce certain aspects of key management, the typical use
case for PFS is in the transmission of data, which is a function more closely associated
with communication protocols than with smart contracts.

- ZKP is better suited to prove identities and credentials in zero knowledge.

- ZKP allows selectively revealing information like access rights, without exposing
entire user profiles or transactions.

- ZKP can hide all sensitive data

- ZKP methods are better suited for fully private authorization

- Smart contracts can be written to conduct certain types of ZKP, especially on
blockchains that support more complex cryptographic operations. This is particularly
relevant for privacy-preserving blockchains or for conducting confidential transactions.

- Functionality: Smart contracts are self-executing contracts with the terms directly written into code and stored on the blockchain. They automatically execute actions when

predefined conditions are met, without requiring intermediaries.

- Suitability: Smart contracts could be used to facilitate or enforce privacy-preserving mechanisms by stipulating those certain protocols or methods be used within transactions.
However, the smart contract itself is not what provides PFS or ZKPs, rather it would be the cryptographic methods that the smart contract stipulates or enforces.

- In essence, while PFS and ZKPs are cryptographic mechanisms for securing data and ensuring privacy, smart contracts serve as facilitators or enforcers of predefined rules.
Smart contracts can be designed to integrate or interact with PFS and ZKPs by embedding these conditions into their code, thus leveraging the benefits of these cryptographic
principles in a decentralized and transparent manner. However, the implementation of such features requires a deep understanding of cryptography, as well as a blockchain

platform that supports these complex operations.

The features and functionality of the suggested smart contract and permissioned BC-based architecture depicted in Fig. 22 are capable of tackling certain
challenges in healthcare applications such as in data confidentiality, sharing, usability, interoperability, and real-time medical data updates; thereby delivering
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improved secure data management and privacy preservation scheme. A similar approach implemented in [278] utilised Hyperledger Fabric to securely and scalably
manage data acquisition, storage, and monitoring process of home residents’ sensitive data to preserve their privacy, deliver efficient permission management
among stakeholders for enhancing collaborative clinical decision support and comprehensive continuum of care via the smart home system.
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Fig. 22. Identifiable features of blockchain for improved privacy preservation in a smart home healthcare system.

The proposed solution addresses concerns in the areas of:

e Acquisition of data from residents, monitoring, and intervention at home using loT devices.

Decentralized data management and storage to avoid data manipulation issues, mistrust among network participants, and SPOF.
Privacy and security aspects of the overall smart home ecosystem during the cross-continuum of care.

[ )
The solution strategies of this paper are summarized as follows:

i). At first, this research introduces a user-centric interoperable authorisation framework that allows residents to have control over data management processes in a
smart home's healthcare scenario to maintain the security, privacy, and integrity of their well-being data. This framework could utilise Hyperledger fabrics, private
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Ethereum, or blockchain implementation using the PoA consensus algorithm as a decentralised data distribution technique. Moreover, permissioned distributed
ledger solutions can as well utilise Hyperledger composer and store well-being data in IPFS to achieve scalability in the proposed private blockchain network. The
decentralization feature of this framework ensures no SPOF, transparency of data usage, and integrity of data along its value chain of transaction within the

participating nodes.

I1). The well-being transactions are hashed, encrypted, and stored on the IPFS off-chain storage, while the location of the storage in the IPFS is turned into hashes
to compose blocks. Such blocks follow and are linked to each other sequentially in what can be described as a chain of blocks - blockchain. Moreover, the IPFS is
a form of a distributed hash table (DHT) used to maintain the scalability efficiency, and integrity of the Blockchain. IPFS (InterPlanetary File System) and
blockchain both offer decentralized storage solutions, but they differ in their fundamental design, purpose, and storage patterns. Below (Table 12) is a descriptive
analysis of the storage management, retrieval, and transfer distinctions between IPFS (often used for off-chain storage) and blockchain (on-chain storage)

Table 12

Storage distinctions between IPFS and blockchain

Criteria

Blockchain (On-chain)

IPES (Off-chain)

Purpose and Design

Storage Patterns

Immutability and Persistence

- Primarily designed to create an immutable ledger of
transactions.

- Ensures data integrity and authenticity through cryptographic
means.

- Utilizes consensus algorithms to validate and agree upon the
state of data across nodes.

- Data is stored in blocks, linked together cryptographically to
form a chain.

- Every node on the network stores a complete copy of the
blockchain, making it highly redundant.

- Due to redundancy and the need for consensus, on-chain storage
is expensive and slow, making it unsuitable for large files or high
volumes of data.

- Data stored on the blockchain is immutable; once recorded, it
cannot be altered or deleted

- High durability and persistence due to the distributed and
redundant nature of the network.

- A peer-to-peer distributed file system designed to
make the web faster, safer, and more open.

- Focuses on content-addressable storage, where data is
retrieved by its hash rather than its location.

- Does not have a built-in consensus mechanism like
blockchain

- Data is broken into blocks, and each block is addressed
by its cryptographic hash.

- Nodes store only the content they're interested in, plus
some indexing information to help locate data.

- Data retrieval is done using its hash, allowing for
faster, peer-to-peer data fetching, ideal for large files or
data sets.

While the content-addressing ensures that the data has
not been tampered with, there is no inherent guarantee
of data persistence. If no node on the network holds a
piece of data, it could be lost.

Systems like Filecoin aim to incentivise storage on
IPFS, thereby providing more durability guarantees.
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- Blockchain's expensive on-chain storage costs often lead implementers to store only essential transaction data on-chain.

Usage in Combination - For larger datasets or files (like images, documents, etc.), a common pattern is to store the data on IPFS and then store the
IPFS hash of that data on the blockchain.

- This provides a balance between the immutability and authenticity guarantees of the blockchain and the more efficient and
scalable storage of IPFS.

Therefore, while both blockchain and IPFS offer decentralized solutions, their storage patterns and use cases differ significantly. Blockchain excels at creating an
immutable record of transactions, while IPFS offers a more scalable solution for storing and retrieving larger datasets or files.

iii). The design emphasizes a user-centric approach with data ownership and provenance where the data subject (home resident) has complete access control over
their data, and grants access permissions to the authorized stakeholders. Access-right to transactional data is based on smart contracts that encapsulate agreements
inculcating deontological normative ethical regulation to derive an acceptable consent with proof of acceptance from data subject for data sharing and monitoring,
leading to more resilient systems against data interception or leakage.

Hence, this study introduces an authorisation framework that exploits features of blockchain to ensure 10T data access protection vis-a-vis user’s privacy during
the well-being monitoring process where physiological and environmental data in a smart home are securely managed.

3. The Solution Methodology

Providing the requisite solution to challenges faced that could warrant adopting emerging technologies such as blockchain, cryptographic, Al-
based, and authorisation schemes in the 10T ecosystem is majorly influenced by the scenario and the prioritization of security concerns to alleviate. Managing
trade-offs encountered when certain evaluation metrics are put in place to achieve significant security and privacy benefits is of utmost importance and the focus
of this paper. Moreover, the evolution pathway of smart home concepts in [7] is vast, and to secure the related technologies and services in this pathway, e.g., in
smart healthcare, this paper presents a “privacy-by-design” procedure to achieve an authorisation scheme through a framework, and thereby complement earlier
work cited, including several others who have utilised blockchain-based approaches for securing transactional information systems.

3.1. System Development Approach

This proposed tactic suggests an emerging research method that is applicable and could further interpret existing methods. The solution approach
complements scientific theories, concepts, and models on how to protect data management processes in smart home systems, identity the components responsible
for collecting, storing, and sharing sensitive data of residents, and devise means to ensure the confidentiality of data and user’s privacy is preserved. Hence, a data
ownership and access control scheme are functional requirements. To design a requisite framework of lightweight key exchange and access control systems, an
agile prototyping approach with iterative processes consisting of prototyping-feedback-improvement modules is considered to reach the basic goal of providing
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overall system functionality. Stages include Planning, Analysis, Design, Deployment, and Implementation with mnemonic ‘PADDI’. In this design process, end-
user participation is needed to determine the desired level of privacy preservation. The methodology of this research contains:

1). Introduction of suitable lightweight transport encryption among nodes responsible for data acquisition, storage, and monitoring on the private blockchain
implementing a PoA consensus algorithm.

2). Derivation of a privacy model to design an authorization framework.

3). Design of a publisher-subscriber smart contract for fine-grained access control.

3.2. Defining the Scenario

To proffer a solution to the unresolved diverse issues of data protection and user privacy in loT-enabled homes, a potential case study scenario of a smart
home with a digital healthcare facility installed to remotely monitor and offer instant/prompt care assistance to occupants (also referred to as smart home healthcare
system) is specified to adequately identify the needed components and processes. Such a home is equipped with numerous connected wearables and nearables, i.e.,
activity and environmental sensors to remotely monitor the well-being of an elderly resident. Wearables such as smartwatches are used to track all key health
metrics [279] and allow continuous collection and recording of the data streams of physiological parameters, i.e., movement of occupants, and relevant
environmental variables [280].

In essence, the datasets of interest are typically described as follows:

e Element: The data subject being monitored (on which data are collected, and stored), a resident or inhabitant smart home; IPFS and eHealth Expert System.

e Variable: An attribute/characteristic of interest for the element e.g., lifestyle or well-being data.

e Observation: The set of measurements defining collected data for a particular element e.g., Set of Personal Activity Data (SOPAD) and Environmental
Data (ED) being collected and exchanged between authorized parties i.e., healthcare providers (i.e., doctors, hospitals, pharmacies, laboratories, health
insurance companies, etc.)

loT devices collect, share data and resources; act and react to environmental changes, with or without human intervention. Therefore, discriminatory disclosure
and use of the resident’s information is possible. Data leakage of their well-being status during the process of data acquisition, monitoring, or storage should be
prevented. Thus, the solution direction is tailored to resolve the following research questions:

Q4: How can the monitored resident ensure that their set of personal sensitive data and data collected from their private environment sent outside their home is
only accessed by authorized parties (e.g., authorised storage nodes and a stack of carers in the monitoring nodes) and that sensitive data is not altered for any
maliciously by a third party?

Illegitimate collection of smart home users’ sensitive (health) data comes under questioning and is to be addressed alongside safeguarding and securely sharing
the home user’s data with healthcare providers (i.e., doctors, hospitals, pharmacies, laboratories, health insurance companies, etc.)

Q5: How can the transparency of the use of the data collection be ascertainable, and made beneficial to the data owner in terms of service delivery i.e., care offered
and received?
The purpose of collection of the monitored data should be justified through a transparent process that reveals the use of the data including the processing techniques,
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disclosure terms, who the data subscribers are and their usage pattern, and the benefit of sharing such sensitive information to the data owner.

The direction to follow in proffering a solution to this problem is to protect the data acquisition process, and the location where the collected data is stored, provide
shared transparency of data processes and define entities with an acceptable authorisation that can subscribe to and use the data through a contractual agreement
i.e., smart contracts.

3.3. Framework Description

To handle issues relating to deprivation of privacy, all stages of the data value chain are considered, including acquisition/collection, storage, processing,
and use. In addition, two possible solutions by practice, namely: privacy by design, and privacy-enhancing technologies [135] are investigated. The former is a
concept that takes place before the development of a product or service and signifies the integration of privacy protection into both technology (devices, networking
platforms, etc.) and regulatory policies (privacy impact assessments); while the latter permits embedding enhanced privacy technologies to avoid personal data
compromise, rebuild trust among users and service providers. To this effect, a dynamic model of privacy that provides a pattern of computing data transaction
process as expected by nodes designated for data acquisition (collection), storage, and remote monitoring using permissioned PoA-based blockchain technology
will be employed in decision making for ethical disclosure of private data in the smart home digital healthcare ecosystem. The hierarchical structure and distributed
trust mechanism considered with this approach are viable solutions that could maintain blockchain compatibility with the specific requirement of IoT for the
provision of data security and users' privacy in the context of smart homes. In essence, the framework is viewed from three interrelated dimensions (Table 13).

Firstly, through an architecture that defines the composition of the role-based peer-to-peer logical network of participating nodes, implementation
techniques of the lightweight hybrid encryption scheme, the data distribution technique of the PoA-based blockchain, and execution of authorisation protocol.

Secondly, deploy an approach for scalable storage technique that supports ethical disclosure of sensitive data. Using IPFS/blockchain is a means of utilising
the synergy of these two technologies to handle large amounts of sensitive data in a secure, transparent, and efficient manner that reduces redundancy and ensures
data availability. To ensure controlled disclosure, otherwise referred to as ethical disclosure, smart contracts on the blockchain can govern who has access to the
data stored on IPFS. This way, the disclosure of sensitive data is controlled and automated, and the permissions can be transparently verified on the blockchain.
Transparency of the use of data is evaluated with a decision-making model for privacy designed for the proposed blockchain implementation that uses an
authorisation-based consensus algorithm (PoA).

Lastly, an approach for performance and threat evaluation to prove the resilience of the proposed authorisation scheme is introduced. Thus, the proposed
authorisation framework classification aims to ensure the ethical disclosure of the private data of a smart homeowner using BCoT is depicted in Fig. 23 and
described as follows:
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Table 13

Inter-related dimensions of the proposed authorisation framework

Security Features

Technique

Benefit

The architecture of the approach

Approach for scalable data storage and
fine-grained access control

Approach for performance and threat
evaluation

-Node Composition: Publisher,
Subscriber and Client Nodes
-Lightweight hybrid encryption
scheme between nodes. ECES
mode of ESDSA/ECDH and AES-
EAX
-PoA-based blockchain data
distribution technique

-Permissioned BC Technology
(On-chain DB Storage)

-Inter Planetary File System IPFS
(Off-chain DB Storage)

-Smart Contracts

Performance - Evaluation Metrics
(latency, time, energy)
Resilience Testing — Shellcode
injection
Privacy Assessment - LINDDUN
and STRIDE

-Logical connection of nodes based on role i.e., the home gateway is the
data publisher, while the IPFS and monitoring node are data subscribers.
-Efficient transport encryption of sensitive data transaction data between
publisher and subscriber nodes using secure hashing, and digital
signature for data authentication and verification.

-Pre-authentication of nodes, selection of validating nodes based on
trustworthiness. E.g., for the encrypted sensitive data stored on the
blockchain, access to the decryption key can be limited to the authorised
nodes only based on the implemented privacy model.

- Each block contains a cryptographic hash of the previous block, a
timestamp, and transaction data.

- Makes blockchain suitable for the recording of events, medical records,
and other records management activities, such as identity management,
transaction processing, documenting provenance, etc.

- Content-addressed storage model, which means the content itself is
addressed by the hash of the file, making the network more efficient,
secure, and decentralized.

- Each file and all the blocks within it are given a unique fingerprint
called a cryptographic hash.

- Controlled disclosure of sensitive data based on e-consent authorisation,
on top of the blockchain to govern who has access to the data stored on

IPFS.

-To determine the overheads that could delay the response time to secure
data in transit.

-To determine the performance to detect and respond to interception
threat.
- To utilise LINDDUN’s six steps which provide a systematic approach
to privacy assessment.
- Evaluate resilience to know threats using the STRIDE mnemonic
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Fig. 23. Authorisation framework classification for ethical disclosure of personal data in a smart home healthcare ecosystem using smart contract-based

blockchain.

|_| Privacy Assessment - LINDDUN and STRIDE
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3.3.1  On the Architecture of Approach

The network topology of the smart home healthcare ecosystem is designed based on a data publisher-subscriber model (Fig. 24). A logical network of
peer-to-peer nodes is established for the PoA-based blockchain network where a hybrid cryptography scheme is applied for secure data exchange, and a
reputation-based consensus algorithm for the distribution of personal data transaction among the nodes on the blockchain. The arrangement of the BC is such

that:

The 3 Nodes have a copy of the ledger of blocks.

Data transactions within the blocks are encrypted with complex algorithms.
Secure transport of P2P transactions through lightweight encryption key exchange.
Unauthorized Node(s) are unable to intercept or alter data.

IPFS

Homeowner
(Auth_node)

Medication 9 Sleep

y £ k=

Storage
Node

Blockchain

EEG Robotics
Infection

E-health Expert
System

!

B 5?‘) E_‘

Doctors Researchers

Consumers

Fig. 24. A layout of BC in smart home healthcare service delivery identifying the gateway to the Blockchain, the owners (data subject), and the

authorized subscribers (e-health and storage nodes) to access the private data.
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3.3.1.1 Network Composition

The overview of the proposed smart home ecosystem and the setup of the BCN are duly discussed. As illustrated in Fig. 25, the three nodes describing
the smart home healthcare scenario considered in this study are as follows:

IPES Peer

Infinite Data Storage

) J
- IPFS Database
) X C Client Node
ath 4 Subscriber Peer
N A W oy

Publish & Retrieve
Signature

B e P "
Publisher (Gateway) :4’4 - ki’.‘ ) ) -~ =
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Medical & Env. Sensors %%, \ ~_ Se /AR AR

Subscriber | Subscriber?  Subscriberd "
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%- L 97:, On-chain DB & Main Smart Contract R Subscriber Peer
,,,,,, . - Data Display
i Publisher Peer Shares Certificates e-health Expert Monitoring: Analyse
i (Home Node) Y System Nodes Support
H |~ L @
Data Acquisition .0 0
ab ab &

Supervisory Control
Validator/ Authorizer

Fig. 25. Authorisation Framework made up of Nodes (Home Gateway- Publisher; IPFS, Client Node, and e-Health Expert System - Subscribers)

(i) Smart Home (Publisher Node): - contains low-end IoT Devices i.e., wearable sensors for remote health monitoring [281] and environmental sensors, that
generate infinite data within the smart home. The home gateway, a high-end 10T device aggregates all data collected and publishes the data to the permission BCN.
This setup is to overcome the network constraint of connected objects (low-end 10Ts) in a smart home not able to directly connect to the BCN due to their limited
processing capacity and energy power. Thus, the introduction of an intermediary high-end edge category of 10T [251], called the gateway connects the smart home
to the BC. The data owners, the monitored elderly persons living in smart homes can access this data as well.
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These individuals would have specified earlier on through an e-consent a set of authorised persons or organisation permitted to access their data. Table 14 illustrates
the 10T devices to use in the data acquisition process and information stakeholders (actors).

Table 14
Smart home actors and data collection process
Datatypes
SoPAD ED
Actors Description Symptoms Monitored Sensor Ambient Sensor
Monitored
Data subject — in SH whose P11 (well-being data) is to be selectively Body Composition e.g., BMI* BIA* Sensor Temperature, BMP280
Elderly homeowner disclosed, a fully trusted entity and owns a PDA. & BMR*
Samsung Watch4 Pressure
Data Collectors low- end 10T devices (sensors) ECG* Samsung Watch4 Air Quality MQ 135Gas Sensor
Data Publishers High-end loT nodes (HG, Rasp Pi4); semi-trusted Movement Samsung Watch4 Humidity Envi & AQ RaspPi
Data Subscribers Requester(s) of home data; semi-trusted Heartbeat Rate Samsung Watch4
Air Quality
Smart Contracts Defines authorisation policies among participants for fine-  Gait Appraisal Samsung Watch4 Camera Rasp Pi Camera
grained access control Module VV2.1.
Consensus Nodes on the BCN: Home Gateway (HG), IPFS, eHealth
participants Expert Stack, Clients (Apps)
Legend

*BMI Body Mass Index

*BMR Basal Metabolic Rate

*BIA Bioelectrical Impedance Analysis
*ECG Electrocardiogram

A major contribution of this study borders around the non-transparency of the use of collected private data, which becomes an ethical concern when the
purpose of usage is undefined, and the subscribers/consumers of such data are unknown. Therefore, mechanisms that allow data owners to monitor who has access
to their data and to regulate who has this access are paramount. The privacy scheme and transparency features of permission blockchain are more of a centralised
approach to data management rather than decentralised, and therefore be seen to be counterintuitive. However, the transparency of data management processes is
of utmost importance in this scenario. A meaningful disclosure comes with a desired level of access control that permits as much data as is needed to authorised
parties only. In such a way, the user’s private data is adequately preserved while necessary information is revealed to data subscribers, a win-win situation for the
data owner. Similarly, data anonymity could conceal the identity of the data owner, meaning the confidentiality of personal data, when anonymised, is equally a
justifiable means of preserving the privacy of user data. However, the application of statistical models in emerging studies has revealed how relatively easy it is to
reidentify an individual from a supposedly anonymised dataset, even when such datasets are incomplete [282].

Ethics is of concern when personal data are collected and are to be protected to avoid non-transparency of how they are used. Privacy is the option to limit
the access others have to the data owner’s information e.g., on PIIl. The question is, what happens if the confidentiality of private data in a smart home system
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cannot be guaranteed? Private data may be under the threat of interception without the knowledge of the smart home user (i.e., device, communication, storage,
and services could become compromised). Confidentiality is the specific security requirement considered in addressing the data security and user privacy concerns
in our scenario.

Thus, smart contracts application to such a scenario extends and leverages BC solution earlier introduced i.e., contracts are hosted on the Blockchain. The
contract is a collection of code and data (occasionally referred to as functions and state) which is deployed using cryptographically signed transactions on the BCN;
and is/are executed by nodes within the BCN. All nodes that execute the smart contract are expected to derive the same results from the execution, and the results
of execution are recorded on the blockchain [33]. In defining the requisite access control technique for this smart home healthcare ecosystem which includes
specifying the formal relation between data owners and data subscribers, smart contracts are considered as the cornerstone of the proposed BCoT architecture.
Consequently, three types of contracts are defined for this scenario.

(ii). Off-chain database storage (Storage Node): - is the distributed storage service provider for infinite data with an efficient and similar storage schema relational
to Blockchain data storage scheme, and as a peer connection on the permission BCN. However, the storage node can also be identified as a data subscriber.

(iii). eHealth Expert System (Subscriber Node): — This peer represents caregivers and affiliates that subscribe to the smart home data publisher and IPFS to monitor
private data. Examples of actors in this domain include clinicians, therapists, pharmacies, health insurance agencies, relatives, and any other party granted
permission to access the data publisher directly or query IPFS storage for data. This subscriber node(s) is also a node on the permission BCN and is pre-
authenticated. The subscriber’s smart contract defines the access level privilege a particular data subscriber is authorised with. Electronic health (eHealth) comprises
the fields of telemedicine, eHealth in prevention, health promotion and care, eHealth and economics, digitalisation of information and content, and eHealth for
research and health reporting [217]. Thus, the main fields of IT, telehealth, and health management are depicted in Fig. 26. The IT leverages blockchain for a secure
business process management of data in the two other fields, making it a crucial component of the value chain of care rendered through the health sector [82, 83].
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Fig. 26. Illustration of the fields of e-Health expert system, adapted [217]

(iv). Clients: — these are device or service applications connected to the subscriber nodes or directly to the permission BCN. Clients are subscribers as well
participating in data requests and access transactions from both the sensors via the gateway, the off-chain, and on-chain storages.
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3.3.1.2 Proposed Cryptography Scheme

Blockchain implementations leverage hybrid cryptography. The use of efficient transport encryption on sensitive data (i.e., SOPAD and ED) emanating
from wearables to the home gateway is crucial in ensuring the integrity of the integrity of the in-house data collection process. Moreover, lightweight hybrid
encryption schemes are needed to guarantee the desired confidentiality, integrity, and availability of data in transit. Elliptic Curve Cryptography is well suited for
this scenario as it provides a wide range of flexible and efficient encryption schemes for resource-constrained 10T environments. The elliptic curve integrated
encryption scheme (ECES) integrates ECC asymmetric and symmetric cryptography to ensure scalable transport encryption with minimal overheads. ECDSA of a
reasonable key length can be used to generate key pairs and provide digital signatures for authentication and verification, ECDH to enable the secret key
establishment through key agreement and derivation (e.g., HMAC-KDF, a hash-based message Authentication Code -key derivation function), and implement
EAX(Encryption-Authenticate-Translate) or GCM (Galois Counter Mode) mode of AES, since these two modes are most preferred for the inherent authenticated
encryption, confidentiality and integrity they provide. The combined use of ECC and AES allows for the security benefits of both public-key and symmetric
encryption. ECC provides the secure key agreement, ensuring that even if an attacker observes the exchanged public keys, they cannot deduce the shared secret.
Once the shared key is established, AES provides a fast, scalable, and efficient encryption of data. Fig. 27 illustrates the lightweight user authentication scheme
[160]process logic for sending encrypted activity level data (gyroscope and accelerometer data) from a smartwatch to the home gateway (data publisher), in the
presence of adversarial behavior i.e., the home is semi-trusted.

The need to protect the personal activity data (SOPAD) of the elderly is of interest for the following reasons:
i). Fall Detection: Accelerometers are widely used for fall detection algorithms. Falls are a significant concern for elderly individuals and detecting them promptly

is essential for their safety and well-being. Accelerometers can detect rapid changes in acceleration, which are indicative of a fall event.
ii) Daily Living Activities: Accelerometers can help monitor the performance of daily living activities such as walking, climbing stairs, or sitting down.
Understanding these activities is essential for assessing an individual's mobility and well-being.

To maximize data insights, a combination of both accelerometer and gyroscope data is often used. By integrating data from both types of sensors, a more
comprehensive understanding of the elderly person's motion and activities can be obtained. For example:

- Accelerometer data can provide information about the intensity of physical activities, such as walking or climbing stairs.

- Gyroscope data can help assess gait quality, detect abnormalities in posture or balance, and identify potential risks of falling

Furthermore, integrated data from both sensors can enable more accurate activity recognition, improve fall detection algorithms, and provide a

richer context for understanding the elderly person's movements and well-being. While gyroscopes are valuable for detecting rotational movements and can be
useful for gait analysis in specific scenarios, they are not as directly relevant for general activity monitoring in a smart home setting.

In summary, for monitoring the well-being of the elderly in a smart home setting using a Samsung S4 watch as a wearable, the accelerometer data will provide
more data insights and be more practical for activity recognition, fall detection, and overall activity monitoring.
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Fig. 27. Lightweight user authentication scheme for 10T using ECC.

Having ensured data transactions within the smart home, it is important to perform the same for the peer-to-peer data transfer among nodes on the
blockchain network architecture. Aside from the ECC/AES key exchange and data encryption-decryption between the three specified nodes, the data stored on the
blockchain can be encrypted to add a layer of privacy protection. Sensitive health data can be stored in encrypted form, and access to the decryption keys can be
limited to authorized parties only. This is one of the several crucial roles a Proof of Authority (PoA)--based blockchain can play in providing an authorization
framework for ethical disclosure of private data in the scenario of a smart home healthcare system for the well-being monitoring of an elderly person. This data
encryption and privacy preservation technique decreases the likelihood of the information within records being accessible by unauthorized actors provided the
private keys of BC network participants are not misplaced or compromised. Stolen, lost private keys or misplaced contract calls in permissionless blockchain used
in cryptocurrencies such as Bitcoin, Ethereum, etc., have led to high-profile hacks in the blockchain systems [283, 284] where “Poly Network breach would be
among biggest heists to target cryptocurrency industry”. However, due to the traceability and transparency feature in blockchain, reversal of the stolen asset was
possible after security researchers said they had identified a trial of digital clues left by the hackers. In addition, SlowMist, a blockchain security firm, confirmed
it managed to identify “the attacker’s mailbox, IP, and device fingerprints through on-chain and off-chain tracking” [285]. Due to the transparency of the blockchain
and the use of blockchain analytics, laundering or cashing out stolen crypto assets is extremely difficult [286].

Consequentially, newer blockchain networks are implementing creative measures to mitigate ongoing risk. In essence, the implementation of PoA-based
BC is not entirely immune to consequences of loss of a private key or its compromise, only that the likelihood of occurrence is lower since all nodes are pre-

67



authenticated and validating nodes or approved accounts that approve transactions and create blocks are reputable, well-known to other nodes, and are trusted
entities on the network. A grave repercussion in the case of loss of private key by the validators which they use to sign off on transactions and blocks is loss of
trust. PoA-based BC effectiveness depends on the trust placed in its validators. If a validator's key is compromised, it could lead to a loss of trust in the network,
as users may no longer believe in the validator’s ability to secure their keys and, by extension, the network. In addition, the centralisation in PoA BC can create a
single point of failure, and the loss or theft of a private key can be a significant systemic risk. On the flip side, the more centralised, permissioned nature of POA
blockchains may allow for swifter response and intervention in the case of a compromised key. The governing entities could potentially freeze the account associated
with the lost or stolen key, or the network participants could agree to ignore or roll back fraudulent transactions, depending on the governance rules.

However, in permissioned blockchains, there might be advanced key management systems in place, with multi-signature protocols or hardware security
modules (HSMs) to provide extra layers of security. These can prevent a single point of compromise from having system-wide effects. While the theft or loss of
private keys is a security concern in both permissionless and permissioned blockchains, the nature of a PoA-based system creates unique challenges and
opportunities. The more centralized control allows for rapid response but also places significant responsibility on validators to safeguard their private keys. As
such, the security protocols, key management systems, and governance policies around key compromises are critical components of maintaining a secure PoA-
based blockchain network.

The P2P PoA-based BCN proposes to employ an ECES hybrid encryption scheme more suitable for scalable data transactions i.e., in terms of the message
size limitation observed in RSA when padding schemes (OAEP) are used with SHA256, to leverage on the deterministic and high rate of transaction in the PoA-
based blockchain. Moreover, the deprecated use of 1024-bit RSA keys in 2010 by NIST due to an increase in computational power and advancements in
cryptanalytic techniques, made the once-considered secure key length vulnerable to cryptographic attacks. Instead, the industry standard recommendation for
security-sensitive applications is a transition to longer key lengths, such as RSA 2048-bit or the equivalent ECC 224-bit ECC to ensure a higher level of security
against potential cryptographic attacks. For instance, some key considerations of RSA and ECC are:

- ECC relies on the elliptic curve discrete logarithm problem, which is mathematically harder than RSA's integer factorization problem. This allows ECC to
achieve the same security with much shorter keys.

- A 192-hit ECC key has a strength of around 96 bits, compared to a 3072-bit RSA key which provides about 128 bits of strength.

- 96 bits and 128 bits are considered close enough in strength for most practical purposes.

- Recommendations often match a 192-bit ECC key with a 3072-bit RSA key as offering a comparable security level.

- NIST recommends both 3072-bit RSA and 192-bit ECC keys through 2030 for sensitive information.

- For even shorter ECC keys like 160-bit, a 2048-bit or 3072-bit RSA key is typically considered comparable.

Therefore, for a security level roughly equivalent to a 192-bit ECC key, RSA would need to use a significantly longer key size of around 3072 bits. The large
RSA size required makes ECC more efficient for many use cases.

ECC (Elliptic Curve Cryptography) and AES (Advanced Encryption Standard) are two cryptographic primitives, which are typically used for public-key
cryptography and symmetric encryption, respectively. In addition, AES encryption modes such as EAX, GCM, CBCC, OFB, and CFB have been applied to
complement ECC to provide a viable lightweight hybrid cryptographic solution in resource-constrained networks. However, the RSA limitation of having a
maximum message size that can be encrypted especially when using SHA 256 with OAEP is often encountered especially in a situation where the smart home
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healthcare ecosystem has numerous devices producing a large volume of data transactions. In practice, when aiming for “privacy by design" in transport
encryption, GCM or EAX are block cipher schemes considered suitable and secure when implemented correctly since the two modes use similar security
evaluation descriptors e.g., the underlying encryption mode, authentication mechanism, and nonce. The choice between them might be influenced by factors like
performance, library support, and specific requirements of the application.

Choosing a key size for cryptography is of the utmost importance. The key length does not affect the encryption/decryption speed significantly. The
performance is more dependent on the underlying processor performance. However, there are some points to consider regarding key lengths for transport
encryption. Longer keys are more secure but slower. So, for instance, RSA 4096-bit keys are more secure than 2048-bit keys, but 2048-bit operations will be
faster. For optimal security, transacting device keys should be equal. Using mismatched key lengths can potentially weaken security in some cases. For a
2048/4096 mismatch, the security level will be limited by the weaker 2048-bit client key. So, there is no real benefit in the server using a 4096-bit key. For client-
server RSA encryption, typically the client encrypts data with the server's public key and the server decrypts with its private key. The client key length does not
directly affect encryption/decryption speed in this flow. The server's private key length determines the decryption time. So, a 4096-bit server key will have slower
decryption than a 2048-bit server key. In summary, the 2048 client / 2048 server will have faster performance than the 4096 client / 4096 server. 2048 client /
4096 server provides no real security benefit over 2048 client / 2048 server.

In [169], ECDSA with secp256k1 was implemented for the key pair generator, signature, and verification algorithm, and SHA 256 as a cryptographic
hash function. The k1 curves are a specific class of Koblitz curves used in ECC implementation that have some special properties desirable for cryptographic
implementations. But k1 variants have only been standardized for some key sizes. SECP256k1 - 256-bit Koblitz curve is of interest, and 256-bit ECC keys are
considered special and widely used in cryptography for reasons such as:

- 256-bit is a sort of "sweet spot" for balancing security, performance, and interoperability.

- A 256-hit ECC key provides a very high-security level of around 128 bits of strength. This is sufficient security for the foreseeable future.

- 256-bit ECC keys are much faster in software than equivalent strength RSA keys (3072 bits or higher).

- 256-bit ECC is widely standardized and supported across platforms and protocols.

- The secp256r1 and secp256k1 curves were specially designed for optimal performance and security at 256 bits.

- secp256k1 is used extensively in Blockchain and cryptocurrencies like Bitcoin and Ethereum due to its speed and security.

- 256-bit security is the minimum recommended by NIST for US government applications beyond 2030.

- Going higher than 256-bit only provides marginal security improvements while impacting performance significantly.

In summary, 256-bit ECC combines versatility, performance, and future-proof security. It offers a balance suitable for a wide range of cryptographic applications.
The standardization and special curves at 256-bit also make it efficient to implement. These advantages make 256-bit keys very popular for ECC across the
industry.

SECP: SECP (Standards for Efficient Cryptography Group) provides standardised, secure, and interoperable elliptic curves that are optimised for the efficient
implementation of public-key cryptography schemes like ECDSA and ECDH. SECP has the R1 and K1 variants.

- SECP curves are carefully chosen and vetted for cryptographic security and implementation efficiency.
- SECP256K1 uses a Koblitz curve. The discreet logarithm problem on Koblitz curves is theoretically harder, providing higher security.
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- SECP256k1 is designed specifically for efficient high-security digital signatures, especially for Blockchain. It belongs to the SECP family of standardized curves
by SECG.

- SECP256Kk1 has distinct mathematical properties optimized for digital signatures rather than encryption. SECP256Kk1 is defined over a 256-bit prime field.

.- SECP256k1 provides strong security with 128 bits of strength. Comparable to 192-bit SECP or 224-bit prime field curves.

-So SECP256k1 has some specialized use cases, but SECP256rl is meant for general elliptic curve cryptographic implementations such as in traditional
cryptography or protocols like TLS.

The k1 curves are a specific class of Koblitz curves that have some special properties desirable for cryptographic implementations. But k1 variants have only been
standardized for some key sizes. The relevant k1 curves are:

e SECP160k1 for 160-bit Koblitz curve.
e SECP192k1 for 192-bit Koblitz curve.
e SECP224k1 for 224-bit Koblitz curve.
e SECP256k1 for 256-hit Koblitz curve.

The rl curves on the other hand are more general-purpose elliptic curves over prime fields. The rl variants exist for more key sizes. Common SECP curves that
are widely used for ECC include SECP160R1, SECP192R1, SECP224R1, SECP256R1, SECP384R1, and SECP521R1. The SECP curves are standardised and
widely supported in cryptographic libraries and protocols like TLS, SSH, SIMIME, etc.

3.3.1.3. Distribution Technique

The implementation of a POA consensus algorithm proposed does not require mining, therefore, high-performance nodes are not required to spend
computational resources to solve complex mathematical puzzles as shown in Fig. 28. This consensus algorithm does not involve any form of mining incentives
beyond rewarding nodes with access-right to transact data once the legitimate of the request is proven as defined in their associated contract based on their reputation
and the efficient utilization of roles with the BCN. In addition, these characteristics in POA provide a high transaction rate, high performance, and fault tolerance.
Other benefits of PoA include:

(i) The right to generate new blocks is awarded to a node with proven authority to do so and has passed a preliminary authentication.
- Built-in identity attestation
(i) The interval of time at which new blocks are generated is predictable, i.e., performed in sequence at appointed time intervals by authorized nodes,

leading to the increase in the speed at which transactions are validated.
- POA Network can do up to 30,000 TPS with <3 second finality.

- Higher transactions per second (tens of thousands of TPS)

- Predictable block times (sub-second)

- Transaction finality - blocks are deterministic, not probabilistic.

70



(iii) tolerance to compromised and malicious nodes.

(iv) Only selected trustworthy nodes known as validating nodes can generate new blocks, and their list is stored in the BC registry.

(v) Validating nodes maintain the BCN (distributed ledger), and the order of nodes in the list of validators determines the sequence in which new blocks
are generated by nodes.

(vi) Energy consumption is far lower than mining-based chains.
- Lower energy use without mining

Thus, PoA can offer higher performance and finality guarantees due to its permissioned nature and authority-based consensus. But there are centralization tradeoffs.
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3.3.2  Onthe Approach for Scalable Data Storage and Fine-grained Access Control

Interception is a major threat to confidentiality, data privacy, and by extension an adversarial model that grants unauthorized access to an individual’s
private data. To ensure users’ privacy in the smart home healthcare scenario presented, supervised authorisation is provided using a combination of secure and
scalable data storage mechanisms, and role-based smart contracts (Table 15).

Table 15
Proposed data storage and access control mechanism for the smart home healthcare ecosystem
Technology Description
Permissioned BC Technology - Each block contains a cryptographic hash of the previous block, a timestamp, and transaction data.
(On-chain DB Storage) - Makes blockchain suitable for the recording of events, medical records, and other records management
activities, such as identity management, transaction processing, documenting provenance, etc.
Inter Planetary File System — IPFS - Content-addressed storage model, which means the content itself is addressed by the hash of the file,
(Off-chain DB Storage) making the network more efficient, secure, and decentralized.
- Each file and all the blocks within it are given a unique fingerprint called a cryptographic hash.
Smart Contracts - Controlled disclosure of sensitive data based on e-consent authorisation, on top of the blockchain to
(Fine-grained access control) govern who has access to the data stored on IPFS.

3.3.2.1 P2P Permissioned BCT (On-chain DB Storage)

In the permissioned BCN proposed, all nodes are pre-authenticated, which is like it is in a controlled corporate intranet, limiting participation to specific
parties or nodes, and allowing for fine-grained controls [33]. This type of BCN is often deployed for a group of organizations and individuals, typically referred to
as a consortium, and such is considered for the public eHealth expert system in this study.

3.3.2.2 Inter Planetary File System (off-chain DB Storage)

InterPlanetary File System (IPFS) is a P2P network for storing and sharing data in a distributed file system using a Distributed Hash Table (DHT) and is
designed to work together with existing Blockchain protocols. Though not specifically built on Blockchain, it uses content-addressing to uniquely identify each
file within the global namespace that connects IPFS hosts. These contents are accessible via peers located globally and can relay and store information. IPFS
discover information using content address (identify content by what is in it) rather than the information location [287]. The basic principles of IPFS use the concept
of unique identification through content addressing, content linkage using directed acyclic graphs (DAGSs), and content discovery utilising distributed hash tables
(DHTSs).

The hash of the personal data storage location is kept on the BC while the actual encrypted data is stored off-chain on the IPFS decentralized storage. For
instance, newly generated well-being data from any sensor (i.e., SOPAD) and those from the environment (i.e., ED) are occasionally forwarded through the publisher
(gateway) to the IPFS (off-chain) storage. The gateway also broadcasts a message containing the hash pointing to the location of data stored on the IPFS to the
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Blockchain (On-chain store). Thus, the IPFS is used as a secure decentralised data storage hub for sharing generated sensitive data emanating from a data subject
in the smart home. This two-storage association is exploited to maintain the security and privacy of data collected within the smart healthcare ecosystem.

3.3.2.3 Smart Contract

This solution proposes the use of Smart Contracts to maintain rules, authentication, and communication between the different nodes and parties in the
healthcare smart home system. Smart contracts are associated with each of the blockchain network participants to allow for fine-grained access control based on
the management of private data in the smart home healthcare ecosystem. The smart contracts are described as follows:

(i). Publisher Contract Description: - This contract will first be specified before a user (his) subscribes to the system and connects their SH gateway to the BCN.
Since all nodes in a permission BCN are pre-authenticated, a unique 1D mapped to his blockchain address is received once the publisher contract is accepted. The
list of the 10T devices to connect to the blockchain must also be specified using names for ease of access and identification of the generated data. In addition, the
type of sharing mechanism to manage the publisher-subscriber association and the list of permissible addresses to access data i.e., addresses of authorised
subscribers to the data, are to be specified.

The publisher’s smart contract comprises the data subject’s consent which allows any subscribing party to request a subset of or a full SOPAD and ED.
This service allows the data subject to decide on how to react to requests, and which subsets of personal data they have agreed to share or want to share. The smart
contract manages each request type of SOPAD/ED a data publisher provides to subscriber parties. The third party (subscriber) initializes contact with the publisher’s
smart contract once, requesting a certificate for future access to the SOPAD/ED. Upon the data subject's consent to the subscriber’s request, an up-to-date SOPAD/ED
can then be subsequently requested just in time whenever it is needed for processing.

The publisher smart contract provides the SOPAD/ED instantaneously once the certificate of the subscribing party is valid. Hence, it is no longer necessary
to store the actual personal data of the subscriber.

(ii). Subscriber Contract Description: - This second contract should contain the address of the subscriber(s) in the blockchain, and the list of publishers to which it
subscribes and should also state the specific list of sensors to subscribe to. The sensors are to be chosen by type, name, or the use of a wildcard to select all the
available sensors associated with a certain publisher. This happens to be the critical component of the publisher-subscriber procedure since the generated data can
be filtered before sending it to a subscriber based on the information recorded in this contract.

(iii). Client Contract Description: - The client contract is the third contract, serving as a mapping contract between normal nodes, or clients connected to the
blockchain, and their respective subscriber contracts. The client’s name is used here for ease of communicating with one another through a front-end application.
This name is also mapped to the corresponding address in BC. For instance, the client connects to the IPFS node whenever it is requested by the end user, using
the hash code to fetch the data generated by the sensor.

The proposed smart contract is expected to meet the following minimal requirements:
*The smart contracts are to have an interface that handles the initial request of a certificate for future requests of a SOPAD/ED.
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« The smart contract should have access to a securely hosted decryption function, which will provide the function Dec(X) = Enc (SOPAD/ED), where X is the
element of Enc (SoPAD/ED)

The data owner is a single source that provides the smart contracts capable of decrypting the SOPAD/ED in question. This ensures they get a notification whenever
SoPAD/ED is processed.

This functionality is handled by a BC functioning as an immutable access log. Described below is a model for the minimal interface for a smart contract to allow
a subscriber to request a SOPAD/ED of the data subject and ensure they are notified whenever any of their SOPAD/ED is revealed to any subscriber.

* Request_Certificate (SubscriberID, Reason_For_Request)

*» Request_SoPAD/ED (Certificate, Requested_Subset_Of SoPAD/ED)

* Access to BC for Dec(X), where X is the element of Enc (SOPAD/ED)

+ Check_Validity_Of_Certificate (Certificate) checks if the requesting subscriber is allowed to be granted access to the SOPAD/ED based on the certificate provided
with the request.

The data subject utilises the BCoT to ascertain high availability while maintaining full control over their data. To guarantee that copies of SOPAD/ED are
up to date once the hash of SOPAD i.e., H(SOPAD/ED) has changed, the timestamp in the SOPAD/ED can be modified whenever it is requested. This is simply
because changing only the timestamp (without interfering with related personal data) results in a different hash forcing the subscriber to file a new request against
the data publisher smart contract, should such a subscriber want to process an up-to-date SOPAD/ED. Thus, any processing of SOPAD/ED without the consent (or
with prior request) of the data subject is easily identifiable because such a dataset is outdated. This mechanism assists in identifying subscribers who store personal
data without the data subject’s consent. Thus, for efficiency, the publisher smart contract could also inform the subscriber if a previous request of a SOPAD/ED is
still up to date.

Therefore, to withdraw a once-given consent, changing the hash H(SoPAD/ED) and invalidating the subscriber's certificate will suffice. Moreover, for
every smart contract, a separate key pair is generated for security reasons, thereby making it possible to invalidate the public key supposing the private key for a

particular SOPAD/ED is compromised. Fig. 29 illustrates the model of the publisher-subscriber contracts, with the workflow explanation.
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a)

//5PDX-License-Identifiel

Contracts with hardcoded participant address

: UNLICENSED

pragma solidity ©.8.19;

//pul
cont:

*/

cont:

blisher contract
ract publisherContract{

//this is a variable that saves the publisher address
address public publisher;

//a mapping of authorized nodes. My thought is that this will contain addresses of the nodes participating in the blockchain
mapping (address => bool) public authorizedNodes;

//this maps adresses to the things some addresses can do(i.e functions to call/interact with)
mapping (address => Permission) public permissions

//a variable to store the incoming ipfs hash
string public dataHash;

//a hardcoded example address for testing
address public participantl = ©x5B38Da6a701c568545dCFcBO3IFCBE7S5F56beddCa;

//a structure that defines permission types, whether to view or store data
enum Permission {
ta,
store_data
//manage_contract

¥

//events to monitor important occurrences(as definded by me)
event hashUpdated(string indexed);

event permissionGranted(address indexed);
/*a constructor is executed once.

this constructor should setup the authorized nodes,
and give permissions to participating nodes

g
sonstructor()
thorizedNodes[participantl] - true;
permlsslcns[msgaende-—] = Permission.store_data;
permissions[participantl] = Permission.view_data;
publisher = msg.sender;
¥

//this function lets the publisher give view permission to other addresses
function updatePermissionToView(address participant) public onlyPublisher {
permissions[participant] = Permission.view_dat
emit permissionGranted(participant);

¥

//this address updates the hash from time to time. Only the latest hash is saved
function updateHash(string memory newHash) public onlyPublisher hasPermissionToStore(
dataHash = newt.
emit hashUpdated(newHash);

¥

//a modifier is used to restrict some addresses from calling this function
modifier onlyPublisher() {
require(publisher == msg.sender

¥
modifier hasPermissionToStore()

{
require(permissions[msg.sender] == Permission.store_data);

this contract inherits from the publisher contract in order to access some important functions.

ract subscriberContract is publisherContract {

/*this is used to access the ipfs hash s(or‘ed 1" the publisher contract.
I have used the ‘hasPermi modifier to access control,
so that addresses without permission cannot cau this function

event dataRequested(address indexed, uint);

functsen getDatatash() public hasPermissionToView returns(string memory) {
mit sender, block. s

return dataHash;

//this is a function that returns the kind of permissions that an address has, whether to view or store data
function checkPermissions() public view returns(Permission) {
return permissions[msg.sender];

}
modifier hasPermissionToview() {

require(pe [msg.sender] == ion.view_data);
}

b) Contract with dynamic addition and verification of participants

// SPDX-License-Tdentifier: UNLICENSED
pragna solidity ©.8.19;

contract AccessControl {
address public owner;
mapping(address => bool) public authorizedNodes;
mapping(address => uint8) private permissions;

enum PermissionType { None, View, Store } // Added None for better permission management

event PermissionUpdated(address indexed participant, PermissionType permission);
event HashUpdated(string newHash);

modifier onlyOwner() {
require(msg.sender == owner, "Not contract owner

3

modifier authorizedToStore() {
require(PermissionType(permissions[msg.sender])

PermissionType.Store, "Not authorized to store")

3

modifier authorizedToView() {
require(PermissionType(permissions[msg.sender]}

PermissionType.View, "Not authorized to view");

3

constructor() {
ouner = msg.sender;
// The owner of the contract has the ability to store data by default
permissions[ouner] = uint8(PermissionType.Store);

b

function setPermission(address participant, PermissionType permission) public onlyGuner {
require(participant != address(®), "Invalid address");
require(permission != PermissionType.None, "Invalid permission”);

permissions[participant] = uint8(permission);
emit PermissionUpdated(participant, permission);

3

// New function to revoke permissions
function revokePermission(address participant) public onlyOwner {
require(participant |- address(0), "Invalid address”);

permissions[participant] = uint8(PermissionType.None);
emit PermissionUpdated(participant, PermissionType.None);

3

function getPermission(address participant) public view returns (PermissionType) {
return PermissionType(permissions[participant]);

J/ ... other functions remain the same

3

contract DataContract is AccessControl {
string private dataHash; // Data should be private and accessible only via function

function updateDataHash(string memory newHash) public authorizedToStore {
require(bytes(newHash).length > @, "Data hash cannot be empty”);
dateHash - newHash;
emit HashUpdated(newHash);

function getDataHash() public view authorizedToView returns (string memory) {
return dataHash;

Fig. 29. Model of the publisher-subscriber contracts
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a) Contracts with hardcoded participant addresses:

This code defines two smart contracts, “publisherContract™ and “subscriberContract’, where “subscriberContract™ inherits from “publisherContract™. These contracts
are meant to manage permissions for nodes in a blockchain network, specifically concerning viewing and storing healthcare data within a smart home healthcare
ecosystem. The system is designed to ensure that data is ethically disclosed only to those entities that have the appropriate permissions. The breakdown is as
follows:

1). publisherContract:

= State Variables:
- “publisher’: Stores the Ethereum address of the publisher (the entity that deploys the contract).
- “authorisedNodes™: A mapping to keep track of which addresses (nodes) are authorized.
- “permissions”: A mapping from addresses to their specific permissions. Permissions are represented as an enum, which can be either “view_data” or
“store_data’.
- “dataHash™: A string that is meant to hold an IPFS hash, representing the location of data stored off-chain.
- “participantl’: An example participant's address for testing purposes.

= Events:
“hashUpdated: Triggered when the IPFS hash is updated.
“permissionGranted": Triggered when permission is granted to a participant.

»  constructor:
- Initializes the “publisher™ with the address of the contract creator ("msg.sender’).
- Sets an example “participantl” as an authorized node and assigns permissions to the “msg.sender™ and “participantl’.

= Functions and Modifiers:
- “updatePermissionToView : Allows the publisher to grant an address permission to view data.
- "updateHash™: Allows the publisher to update the “dataHash™ variable (IPFS hash). This function can only be called by the publisher and the address with the
“store_data” permission.
- “onlyPublisher™: A modifier that restricts function access to only the publisher.
- “hasPermissionToStore™: A modifier that checks if the message sender has permission to store data.

2). subscriberContract:
This contract inherits from “publisherContract™ and thus has access to its state variables, events, and functions.

=  Event:
- “dataRequested: Triggered when data is requested, logging the requester's address and the timestamp.
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= Functions and Modifiers:
- “getDataHash™: Function that returns the current data hash; it checks if the message sender has the necessary permission to view data.
- “checkPermissions™: Allows an address to check what permissions it has.
- "hasPermissionToView : A modifier that checks if the message sender has permission to view data.

An explanation of the workflow of the publisher-subscriber contracts is as follows:

- The publisher deploys the “publisherContract’, and during deployment, the constructor sets the publisher's address and initializes permissions for the publisher
and an example participant.

- The publisher can grant "view" permissions to other addresses using the “updatePermissionToView" function.

- The publisher can update the IPFS hash, which represents the healthcare data, using the “updateHash™ function. This hash might refer to patient data, healthcare
records, etc., stored securely on IPFS.

- Participants in the network can then interact with the “subscriberContract™ to request the data hash (if they have view permissions) and check their permissions.
- Access control is enforced through modifiers, ensuring that only authorized participants can access specific functions based on their roles and permissions.

Security Considerations:

- The contract currently uses an example participant's address hardcoded into the contract, which is non-ideal for a production environment. Dynamic addition and
verification of participants are better suited for a production scenario.

- The permissions are currently set in the constructor and can be modified through “updatePermissionToView'. A more comprehensive system for managing
different permissions levels, possibly including a way to revoke permissions is expedient.

- The system's reliance on correct address input is crucial. Adequate off-chain security measures will ensure that addresses correspond to the correct, authenticated
participants.

- The contract lacks functions to remove permissions or to update the list of authorized nodes. In addition, emergency stop (“circuit breaker") patterns could be
implemented for added security.

For real-world applications, especially concerning sensitive healthcare data, it is worth mentioning that rigorous security audits, testing, and contract code reviews
will be performed before deployment.

b) Contract with dynamic addition and verification of participants
The breakdown of a dynamic and applicable smart contract model, with a focus on the “AccessControl™ and “DataContract” is as follows:

These contracts aim to manage permissions for nodes in a blockchain network, specifically for viewing and storing healthcare data within a smart home healthcare
ecosystem. The dynamic design ensures that data is ethically disclosed only to those entities that have the appropriate permissions, with enhanced security,
flexibility, and data privacy provisions.
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1). AccessControl Contract:

= State Variables:
- “owner’: Stores the Ethereum address of the owner — the account that deploys the contract.
- “authorisedNodes™: A mapping to keep track of which addresses (nodes) are authorized, this remains unused in the provided code and could be removed or
implemented as needed.
“permissions’: A private mapping from addresses to an integer representation of their specific permissions, which can be None (0), View (1), or Store (2).

= Events:
“PermissionUpdated’: Triggered when the permission of a participant is updated (set or revoked).

=  Modifiers:
- “onlyOwner’: Ensures that only the contract's owner can execute the function it's applied to.
- “authorisedToStore™: Ensures that the function can only be executed by an address with the 'Store' permission.
- “authorisedToView : Ensures that the function can only be executed by an address with the "View' permission.

= Constructor:
- Sets the contract's deployer as the owner and assigns them the 'Store' permission by default.

= Functions:
- “setPermission’: Allows the owner to grant a specific permission (View or Store) to an address. It checks for valid input and triggers the "PermissionUpdated"
event.
- “revokePermission: Allows the owner to revoke any permissions assigned to an address, setting it to 'None', and triggers the "PermissionUpdated” event.
- “getPermission’: Returns the permission type of a specific address.

2). DataContract (inherits from AccessControl):

= State Variable:
“dataHash’: A private string meant to hold an IPFS hash, representing the location of data stored off-chain. It is made private to ensure controlled access.

=  Event:
"HashUpdated': Triggered when the IPFS hash ("dataHash") is updated.

= Functions:
“updateDataHash™: Allows an address with 'Store' permission to update “dataHash’. It requires that the new hash is not empty and triggers the "HashUpdated™
event.
“getDataHash™: Returns the current “dataHash™ value but only for addresses with "View' permission.

An explanation of the workflow of the publisher-subscriber contracts is as follows:

- The contract owner deploys the “AccessControl™ contract. By default, the owner has 'Store' permission.
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- The owner can then set or revoke permissions for participants using “setPermission” and “revokePermission’, providing flexible and dynamic access control. The
changes in permissions are publicly logged through the “PermissionUpdated™ event.
- Once participants have the appropriate permissions, they interact with the "DataContract:
o Participants with 'Store' permission can update the IPFS hash using “updateDataHash", which holds the off-chain data (potentially sensitive healthcare
information). The update is logged through the "HashUpdated™ event.
o Participants with 'View' permission can access the current data hash using “getDataHash", ensuring they only access data they are authorized to view.
- The system ensures data privacy by keeping “dataHash™ private and making it accessible only through controlled functions.

Security Considerations:

- The updated contract enhances security by allowing dynamic permission management and enforcing strict access control to critical functions.

- It introduces input validation and error messages, providing clearer insights into any issues that participants encounter.

- The contract ensures data privacy by making the data hash a private variable.

- Despite these improvements, rigorous testing and a professional security audit are still paramount, especially when dealing with sensitive healthcare data.

This dynamic contract code version promotes a more secure, flexible, and privacy-focused approach to managing permissions and data access in the smart home
healthcare ecosystem. However, continuous improvement and adherence to best practices are vital in maintaining robust security and functionality.

In comparing the two approaches for designing an applicable publisher-subscriber contract, the dynamic addition and verification of participants is better suited,
and here are the key changes and improvements over the hardcoded version:

For encapsulation of access control:
o Introduction of a dedicated AccessControl contract to handle permission-related logic, improving the modularity and readability of the code.

For improved permission management:
e Added a None type to the PermissionType enum to represent the absence of permissions explicitly.
o Introduced a setPermission function to dynamically set permissions for an address.
e Added a revokePermission function to remove an address's permissions, enhancing the security and flexibility of permission management.
e Permissions are now directly mapped to an enum type, removing ambiguity and improving readability.

For data privacy:
o Made dataHash a private variable, ensuring it is only accessible through the getDataHash function, which includes appropriate access control checks.

For validation and error messages:
e Added requirements checks with descriptive error messages to ensure that functions are called with valid arguments.

For event enhancement:
e PermissionUpdated event now also emits the type of permission granted or revoked.
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It is worth mentioning that smart contract codes require thorough testing, auditing, and potentially more features depending on the use case requirements, such as
different levels of access control, sophisticated permission management, and emergency stop mechanisms. Moreover, the principle of least privilege could be
considered i.e., grant only the permissions necessary for participants to perform their tasks.

More importantly, because this scenario involves medical data, compliance with healthcare regulations and data privacy standards like HIPAA or GDPR should
be taken into consideration.

3.2.3  On the Strategies for Evaluating the Solution’s Performance
To effectively evaluate the performance of the proposed authorisation framework, some evaluation metrics could be considered.
3.2.3.1 Performance Evaluation

The permission BC-based framework is proposed for providing and ensuring improved data security and privacy in the smart home setting through a
lightweight hybrid encryption scheme as earlier described. In addition, though the PoA consensus algorithm does not perform mining, the BC-based architecture
is likely to still incur slight computational and packet overhead on the nodes for the processes involved. To provide an appreciable evaluation at this stage, two
different and logical traffic flow patterns classified as periodic and query-based could be implemented to evaluate these overheads [165, 236]. The evaluation
metric of the packet, time, and energy overheads is applicable for performance evaluation. To assess the security resilience, scalability, and storage query efficiency,
the overheads of the PoA-based BC architecture can be compared to those recorded from a baseline scenario that handles data transaction of SOPAD/ED without
any tangle form of transport encryption, which includes using a traditional DBMS. However, the focus should not only be on low overheads but on other trade-
offs to achieve significant security and privacy benefits.

3.2.3.2 Resilience Testing Procedure

This test is required to assess the resilience of the authorisation security framework. Threat models such as interception attacks often threaten the
confidentiality and integrity of data, and by extension deprives smart homeowner of their data (SOPAD/ED) privacy. Therefore, to investigate the performance
efficiency of the proposed authorisation framework towards ensuring privacy, the use of cryptoanalysis is performed when testing the resilience of the proposed
security framework in securing private data. On one hand, a Shellcode injection (i.e., via malware and botnet) can be launched into the system through a simulation
that mimics an infected PDA that has been used on a public Wi-Fi infrastructure. The code injection attacks employed are to assess if the pattern of data collection
and transport within the smart home healthcare ecosystem can be eavesdropped on before a brute force attack is used to intercept data, and if possible, modify the
data before an off-chain or on-chain storage. Another attack scenario is to gain access to steal the private keys used for signing data in transit or gain access to
search exposure/misplaced contract calls. Lastly, the smartwatch can be compromised through a corrupted version of the API developed for collecting the activity
level data. A malicious prompt for an update of the app if executed, could infect the watch with a botnet. The home Wi-Fi is semi-trusted, but it can be assumed
that an HTTPS protocol is configured as the transport service for sending data to the home gateway from the watch and indoor environment sensor, at least to
alleviate further fear of interception within the home network, including insider attack. The code injection attacks can be used to simulate targeted interception
attacks on the smart care home ecosystem to compromise devices, infiltrate networks, truncated services or applications (i.e., for interruption attack/DDQOS), or
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masquerade as an authorised entity. End-to-end encryption (E2EE) ensures that data is encrypted from the point of collection (e.g., the smartwatch) to its final
destination (e.g., IPFS or the eHealth expert node). This encryption should persist while data is in transit through intermediate points like the home gateway. Testing
the resilience of E2EE involves attempting to intercept the data at various points in its journey and verifying that it remains unintelligible due to encryption.

Cryptanalysis is the study of analyzing information systems to study the hidden aspects of the systems. It is used to breach cryptographic security systems
and gain access to the contents of encrypted messages, even if the cryptographic key is unknown. In other words, cryptanalysis is the art of deciphering encrypted
data without access to the secret key used to initially encrypt the data. The experience in the cryptanalysis domain has revealed that evaluating the security level of
a cryptosystem involves not only understanding the mathematical concept but also the application of the best possible cryptographic attacks on such cryptosystem
to test its resilience by using the best available techniques [288]. Therefore, with the application of an appropriate attack on the resource-constrained platform, the
security limits of the studied cryptographic algorithms can be determined, and this allows for recommendable adjustments to be made to the corresponding
parameters of the proposed algorithm. In essence, cryptanalytical tasks in the scenario of study will be tailored towards constrained systems and those not high-
end, requiring massive computations but rather nodes fitting the characteristics of the POA consensus algorithm for privacy preservation in smart home settings.
Furthermore, Public Key Infrastructure (PKI) and Key Management can be implemented to test a robust PKI to ensure that only the intended recipients can decrypt
the data. This can include using digital certificates for authenticating the communicating parties. This test procedure can make the key exchange mechanism robust
and resilient to attacks like Man-in-the-Middle (MiTM), where an attacker might try to impersonate one of the nodes. Table 16 illustrates some exploited
vulnerabilities in DLT, including those related to theft/loss of private keys.

IPFS Security checks can be performed to make certain that any sensitive data is encrypted before being stored on IPFS. While IPFS provides content
addressing and tamper-proofing, it does not natively encrypt data. It is equally important to test the access controls of the IPFS node and ensure that data cannot be
accessed by unauthorized parties. A thorough audit and testing of the smart contracts code could also ascertain smart contract security. This should include known
vulnerabilities like reentrancy attacks, overflow/underflow bugs, etc. Additionally, given the concern with data interception, safeguards should be in place to make
sure contract logic does not inadvertently expose sensitive information, and only permitted addresses can execute certain functions. Wi-Fi security, network
segmentation within the home, penetration testing, and blockchain node security are possible ways to perform resilience evaluation to toughened networks that
parade private data.

Furthermore, input validation approaches such as whitelisting validation (inclusion or positive validation) and blacklist validation (exclusion or negative
validation) are applicable. However, blacklist validation is favored since signature algorithms (binary patterns) not allowed to gain access to the smart home system
are pre-defined. In this way, the proposed secure framework should be resilient enough to detect, attribute, and identify stages of interception attack life cycle, and
deal with new or current versions of existing threats. Moreover, the elements within the publisher-subscriber-client smart contract algorithm contain the privacy-
aware fine-grained access control mechanism expected to exclude smart home actors/ entities that do not follow protocol. A privacy model underpins this concept
and will be presented during the privacy assessment criteria.
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Table 16
Recent blockchain attacks and exploits

Top Five Blockchain Attacks Loss and “in-actions” Five DLT Vulnerabilities
Wormhole — February 2022, Solana Platform $326M, fund returned in24hrs Exitscam
Bit Mart — 2021, Ethereum Platform $150,000 asset, Hacked Private Key 51% Attack — majority attack,

- Control of more than 50% of the hashing power
on a blockchain.

Poly Network - August 2021 $ 600m, misplaced “ contract call” Defi — Decentralised Finance
intercepted. Hacked private key returned by - P2P system using smart contracts in
some anonymous decentralised blockchain networks.
MT Gox, 2011 — February,2014 Up to $4.7 billion, the greatest Bitcoin Exchange Hack
exchange robbery, MT Gox bankrupted - Social engineering hacks and persuasion tricks.
Liquid Global — August 2021, Japanese $97M unauthorised user(s) access to wallet, Phishing
Cryptocurrency Exchange > 78% of damage due to Ethereum-based
asset

3.2.3.3. Procedure for Privacy Assessment.

Given the complexity of the smart home healthcare ecosystem system and the paramount importance of privacy, particularly in the context of healthcare
data, there is no single testing procedure that can act as a panacea. However, a comprehensive approach that combines various methodologies could provide a
robust defense strategy. Among these, Privacy Impact Assessment (P1A) stands out as a particularly effective tool for identifying and mitigating privacy concerns
in information systems, especially when used in combination with other methods like LINDDUN and STRIDE.

Privacy Impact Assessment (PIA) is a systematic assessment that identifies the impact a design might have on the privacy of individuals and sets forth
recommendations for managing, minimizing, or eliminating that impact. While PIA itself is a broad framework, it can be particularly effective when tailored to the
specific needs of your healthcare ecosystem. Methods that can be adopted to structure a PIA are as follows:

i). Description of the Information Flow: This clearly describes how information is collected, stored, used, and shared in the system. It includes data from the

smartwatch, through the home gateway, within the blockchain, and in off-chain storage (IPFS). This also includes understanding who has access to what data,
under what circumstances, and what controls are in place to prevent unauthorized access.
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ii). Identification of Privacy Risks: This identifies risks to individual privacy by considering how information is managed throughout its life cycle. This includes
risks from unauthorized access, disclosure, alteration, and destruction. The LINDDUN framework is suitable here because it is designed to uncover privacy threats
in software systems.

iii). Assessment of Privacy Risks: This is applied to assess the potential impact of risks on the privacy of individuals. It considers both non-technical and technical
aspects, including how data encryption, smart contract logic, or blockchain access controls might fail or be circumvented.

iv). Mitigation Strategies: This involves developing strategies to mitigate each identified risk. The process could include technical measures, such as enhancing
encryption or access controls, and non-technical measures e.g., establishing policies for how data should be handled or shared.

v). Documentation and Compliance: This involves documenting the process and outcomes of the PIA, ensuring compliance with relevant health data protection
regulations (e.g., GDPR, HIPAA). Such documentation can be vital for regulatory compliance and for communicating privacy practices to stakeholders.

vi). Regular Review: Since privacy risks can evolve, the designed system can as well. Therefore, it is necessary to regularly review and update the PIA to handle
new threats, vulnerabilities, or changes in the smart home healthcare system.

The use of a PIA in conjunction with threat modeling tools like LINDDUN and STRIDE can provide a comprehensive view of privacy risks. While LINDDUN
is focused on privacy, STRIDE provides a broader view of security threats. Using both can assist in ensuring a wide range of potential issues are being
considered.

In implementing these methodologies, collaboration with stakeholders, including cybersecurity experts, legal advisors, healthcare professionals, and patient
advocates, can enhance the effectiveness of privacy protection measures and adoption. The goal is not just to protect data from interception or unauthorized
access, but also to maintain trust among users and stakeholders by ensuring that the system respects and upholds individuals' privacy rights.

A combination of LINDDUN and SRIDE is suggested as a means of evaluating the threat model of the secure authorisation framework designed for our
scenario. Fig. 30 depicts the threat analysis of both models with the LINDDUN framework more focused on the provision of extensive procedural and knowledge
support to systematically tackle privacy threat elements and for the elicitation and mitigation of privacy threats in software application systems. LINDDUN’s
methodology consists of 3 main steps: (1) Model the system, (2) Elicit threats, and (3) Manage threats. The six steps of this privacy assessment tool are categorised
into problem and solution spaces.

SOLUTION SPACE

PROBLEM SPACE

|

6. Select
corresponding
PETS

2. Map
privacy
threats to
DFD
elements

3. Identify
threat
scenarios

S. Elicit
mitigation
strategies

4. Prioritize
threats

1. Define DFD

Fig. 30. Overview of LINDDUN [189]
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LINDDUN is mnemonic for Linkability, Identifiability, Nonrepudiation, Detectability, Disclosure of Information, Unawareness and Noncompliance. These six
steps provide a systematic approach to privacy assessment, but disclosure of information is the primary focus considered to handle privacy concerns as well as data
security examined in the course of this study. Moreover, as a suitable and alternative privacy assessment criterion, identity spoofing, data tampering, information
disclosure and elevation of privilege are specific threats violating authentication, integrity, confidentiality, and authorisation among others when examined using
STRIDE for threat evaluation. Table 17 further illustrates the applicability of STRIDE.

Table 17
Illustration of STRIDE application to privacy assessment
Mnemonic Threat Security Violated Threat Description

S Spoofing Authentication Identity pretense, masquerading e.g., Sybil attack.
T Tampering Integrity Data, software or network modification, fabrication.
R Repudiation Non-repudiation Denial of actions, honest but curious behaviours.
| Information Disclosure Confidentiality Unauthorized information access.
D Denial of Services Availability Exhausting resources required for services provision or theft of resources.
E Elevation of Privilege Authorisation Granting unauthorized access.

3.4. Decision-making Scheme to Enhance a Privacy-preserving Smart Home Healthcare System

A dynamic model of privacy that provides a pattern of computing data transaction process as expected by nodes designated for acquisition (collection),
storage, and monitoring using underlying PoA-based blockchain is considered in decision-making for ethical disclosure of private data in our smart home healthcare
scenario. This solution assessment is based on the analysis of various data security and privacy issues encountered when transporting sensitive data in loT-based
smart home systems. To this effect, the anticipated authorisation framework for the ethical disclosure of private data approaches the deprivation of user privacy
from the perspective of data leakage or lack of data confidentiality.

To proffer solutions to privacy issues, all phases of the data value chain are considered, including acquisition/collection, storage, and use. Proponents of
privacy preservation in [135, 290] suggested two practicable solutions e.g., privacy by design, and privacy enhancing technologies (PET). However, an approach
that adopts the concept of privacy by design/default is a better fit for the smart home healthcare system. Authors in [291] studied and proposed a similar
implementation that integrated privacy protection into both technologies such as computer chips, networking platforms, and organizational policies i.e., in privacy
impact assessments. Therefore, a precise privacy model is considered to preserve data privacy while maintaining the utility of the system. In a similar manner, [23]
utilised differential privacy to ensure the confidentiality of viewable data in a privacy-preserving framework for access control and interoperability of electronic
health records, but the differential privacy scheme added noise to the blockchain’s transactions, thereby, limiting the transaction scalability of the blockchain from
storing data on-chain. Hence, a decision-making model for privacy preservation is proposed as an integral component of the underlying smart contract-enabled
blockchain implementation.
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3.4.1.  Process Model for Data Classification in Smart Home Healthcare System

In discussing a model for ensuring the security of private data within a smart home healthcare system. The system's process hinges on two primary
components: Permissibility and Authorisation-level, which are determined by the data owner. This security model is inherently stochastic, meaning it is probabilistic
and considers the randomness and unpredictability of certain variables. The process is broken down as follows:

a). Independent Variables (X): These are factors classified as 'Permissibility, which are further divided into two categories:

i). Set of Personal Activity Data (SOPAD): This could include any data related to the personal activities of the elderly individual residing in the smart
home, such as their activity level data (most especially those that a smartwatch can collect e.g., accelerometer and gyroscope data), daily routines, health
data, personal preferences, etc.

ii). Environmental Data (Ambient Data): This encompasses data related to the environment of the smart home, possibly including temperature, pressure,
humidity, lighting, air quality (AQ), gas, sound levels, etc.

These independent variables influence the level of access granted to different entities trying to interact with the data owner's private information.

b). Dependent Variable (Y) - Authorisation-level: This represents the level of access granted and is influenced by the independent variables. It is categorized into
three levels:

e Access
e Store
e  Monitor

This dependent variable is binary, meaning each level can either be allowed (1) or denied (0), representing the data owner's decision to permit or refuse the
respective actions on their private data.

The relationship between the independent and dependent variables is examined using a Multinomial Logistic Regression model. This model is particularly suitable
because the dependent variable is categorical with more than two categories, and the outcome is binary. The model estimates the probabilities of the different
possible outcomes of a categorically distributed dependent variable, given a set of independent variables.

In summary, one can say logit regression references the binomial distribution and estimates the probability (7r) of an event occurring (Y=1) rather than not occurring
(Y=0) from a knowledge of relevant independent variables e.g., (ki[Accelero_data], ko[Gyro_data], and ks[AQ_data]). Maximum Likelihood (MLE) is an iterative
process used to estimate regression coefficients. Therefore,

7t is for Probability that Y = 1, and
1- 7 for Probability that Y =0
then the logistic model is:
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The logistic model described is as follows:

2 = f(X) =log (=) = Bo + B:X (1)

Where:

e Qs the log-odds (the logarithm of the odd n/(1-m)),

e 7 is the probability of the event occurring (Y=1),

e X represents the independent variables,

e B, and B, are the coefficients to be estimated in the model

Thus, if the antilog (exponential operator) e is applied to both sides of equation (1), we get the value of the odd:
0 = eIOg(ﬁ) = eﬂo +B1X (2)
Taking the antilog gives the odds ratio, not the probability, but it is related to the probability and changes in a predictable way with X, the independent variable.

The final logistic model expression used for prediction is:
e[30+[31x1+[32x2+<--+[3nxn

Y = ®)

1— eBO+B1x1+B2x2+ -+Bnxn

where Y is the predicted probability that the event of interest occurs.

The decision-making regarding privacy preservation is then based on modeling the expected security of private data, considering the behavior of each node in the
network. The expectation is binary: either deny (0) or allow (1) access. The "privacy" for each node in a blockchain network (BCN) is evaluated using a sigmoid
function, which considers the number of allow and deny actions a node performs. This is encapsulated in the equation:

Privacy,gi) = z (@)

1+ e—a(#allow—#deny)
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In this equation 4;

. Privacy,(f) represents the privacy model for every node,
e o is a parameter of the model (potentially relating to the sensitivity of the response to changes in the difference between allow and deny actions),
o #allow — #deny represents the net trustworthiness measure of a node, based on its previous actions.

This model thus provides a dynamic and probabilistic assessment of each node's privacy level in the network, which can be used to make informed decisions
about data security and access permissions in the smart home healthcare system.

The decision is to know how we can effectively model the relationship between permissibility and authorisation-level variables by modeling the expected security
on private data that is suggested from the behavior of each node in the future as authorisation policies are put in place. The behaviour of authorisation-level in the
future has only binary outcomes to either deny (0) or allow (1) access. The expected value of privacy of personal data is a probability P since it involves a binary
random variable. This probability is approximated by considering the number of allow and deny actions a trustworthy node performs and then utilize a sigmoid
function to squash it into a probability. Thus, for every block i which decides the node weight to select the allow or deny transaction, the privacy model for every
node of the permissioned BCN is re-evaluated. Hence, the following:

* A new dynamic measure of privacy is proposed which represents the expected value of privacy in each node (n) for every block (i) that predicts the
probability of a node behaving well in the future. This is simply the estimate of the probability P where allowable transactions that follow protocol are
rewarded with access rights and is explained by the sigmoid function.

*  The sigmoid function plays an important role in the context of logistic regression, where logistic regression is a technique to predict the outcome of binary
classification problems.

* Inthis study, the multinomial logistic regression model explains the relationship between functional input X as factors of permissibility as an independent
variable; and single dependent variable Y for authority level which has 3 levels namely acquire (access), store, and monitor transactions of the data
subject, and each level has a binary outcome, i.e., to either allow (1) or deny (0) the transaction.

»  The sigmoid function plays the role of an activation function by taking the weighted sum of the functional input factors and outputs the probability value.
For any value of x, the sigmoid function will output a value between 0 and 1.

*  The limits of the power of the exponential in the multinomial logistic regression model are expressed in equation 3; and using the sigmoid function,
equation 3 can be squashed into equation 4.

»  For the sigmoid function, the profile of the limits of the sigmoid function is utilised to re-evaluate the privacy model of every node as seen in equation 4:

With this procedure, the BCN attaches more importance (e.g., gives more weight) to trusted nodes that decide and validate transactions by either allowing or
denying them. Table 18 is a summary of the proposed privacy model description.

87



Table 18
Summary of the system process model for data classification to demonstrate the planned privacy preservation process in the presented scenario.

Model Actions
Functional input data (X) are factors of permissibility: identified as independent variables categorised into SOPAD and AD
(Y) represents authorisation-level: identified as a single dependent variable, categorized into three levels, namely store, access, and

monitor transactions of data subjects.
- Each level has a binary outcome, i.e., to either allow (1) or deny (0) the transaction.

Regression Analysis: used to describe the nature of the relationship between (X) and (Y) above

Logistic (logit) Regression: to test if changes in the predictor variables (X) of permissibility are associated with changes in the
response variable (Y) of authorisation-level.

Regression coefficients estimated using Maximum Likelihood Estimation (i.e., iterative

process): - estimates the probability (T[) of an event occurring (Y=1) rather than probability (1 - 11') of not

occurring (Y=0), having knowledge of relevant independent variables (kj,k, and ks).

The logistic model is:

J 2 =0 =Y =log(:) = B +BiX @
the value of the odd:
antilog (exponential operator) e applied to both sides of eqn (1) -
Where f, is now the value of the odd when X =0 0 = elog (ﬁ) = Po+BiX @
Multinomial logistic regression model (log of odd ratio) is the specific regression analysis
for understanding variation in the probabilities for examining the system process of oBO+B1x1+B2x2+-+pBnxn ?3)
permissibility and access-right and expressed as: Y = 1 oPOFPIXI+P2X2+ -+ pnxn

— e

Sigmoid function: we re-evaluate the privacy model of every node as:
- to make predictions for data security and decision-making in BC.
- by counting the number of allow and deny actions a trustworthy node, n, performs; the Privac (i) _ 1
sigmoid function is used to squash(summarizes) it into a probability. i.e., Y 14 ¢~ #allow-fideny) (4)

Privacy < Resources(n)
Where a is the step size

4. Conclusion

The article performed a critical review of unresolved issues and open challenges faced on data security and user privacy in loT-based applications such as
in the smart home healthcare system, a combination of both smart home and smart healthcare. Smart healthcare is a potential use case where the security requirement
analysis and authorisation framework have been proposed to provide the requisite solution. The examined technique considered the adoption of blockchain

88



technology as an underlying service to improve data integrity, and to deploy a privacy model borne out of consent (e-consent) and acceptance of the data owner to
enhance data distribution and transaction validation performed within the PoOA consensus algorithm process that validates transactions and creates blocks; an
efficient lightweight hybrid encryption scheme fit for resource constrained environment to provide data confidentiality and by extension users privacy; provide
efficient, decentralised and secure data storage and fine-grained access control through smart contracts to ensure ethical disclosure of private data in smart home
health ecosystem. Moreover, the paper also reviewed opportunities and solutions that focused on the integration of IoT and blockchain (BCoT) with other
technologies to prevent data interception and leakage and ensure privacy preservation in several domains with similar data security concerns to that of smart
healthcare. In several use cases, the adoption of blockchain was useful, efficient, and suitable. However, it is necessary to continue to test out if the healthcare
domain requires the integration of blockchain or not, due to the volatility of relevant health data protection regulations (e.g., HIPAA, GDPR), which at times
requires a whole new thinking. Moreover, privacy concerns in healthcare require stringent ethical analysis, approval, and documentation since privacy risks can
evolve, thereby provoking new regulatory compliance for communicating privacy practices to stakeholders.

Specific problems addressed in the research questions investigated in this article revealed the need for an authorisation framework that implements a
permissioned PoA-based blockchain as a building block and a privacy model for decision-making within the blockchain network to support ethical disclosure of
private data in the healthcare realm. Publisher-subscriber smart contract algorithm is also introduced to ensure access control from the context of patient
empowerment and information stakeholder engagement. Moreover, several approaches toward implementation can be done using different features of blockchain
to achieve the aims desired in RQ 1-5. The suggested approach leverages publisher-subscriber contracts for access control. In addition, the classification of
permission authority, specific layers of smart contracts, control authority, ethics, and governance rules across multiple healthcare services is explorable and
extensible for future work. Ongoing research work aims to provide more findings from test-bed implementation.

In conclusion and further critiquing blockchain DLT, one of the most frequently asked questions when presenting blockchain technology is "When will
this technology be widely used?." In some ways, the technology is already well-established. Blockchain-based cryptocurrencies are an undeniable force within
the payment world, with  a  market value of several billion dollars and multiple well-funded exchanges. They have been a success even
if they may eventually be replaced. Most firms and sectors can continue to thrive even if they do not implement blockchain into their operations. Aside from that,
this review highlights cases that are not limited to payment services or digital currencies. People are concerned about blockchain 2.0 implementations and
how they will affect their sector, as well as the possibility that competitors will incorporate these technologies more quickly, putting them at a disadvantage. On
the other hand, organisations do not want to invest in a volatile trend, so the fact that prestigious firms are investing heavily in these technologies is a testimony to
their relevance. The most pressing question is not if but when blockchain resources will progress from being cutting-edge technology to enterprise-ready
solutions. It is too soon to speculate; however, it is worth considering that blockchain solutions will have many applications. Every business is unique and requires
different tools, and it is almost guaranteed that no “one-size-fits-all" blockchain system will ever exist.

Investment in blockchain technology, albeit coming mainly from private sources, is expected to increase and be extended by governmental
initiatives. Blockchain has brought together many of the brightest and most enterprising individuals across different sectors, transforming into a shining hub of
enterprising and technological advances. It connects three of the greatest fields of our time: technology, currency, and democracy.
Its power for transformation means that individuals like ourselves can achieve more control over our information, data, and, ultimately, our lives. This is what
democracy is supposed to look like in the Information Age. In a world where internet companies are monopolizing our online identities, blockchain may be able
to empower users to take back this perceived lack of control. However, we should be prepared for the insecurities that it might bring with it.
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