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ABSTRACT

Multimedia transmission over wired and wireless (hybrid) networkisdseasingly neededs new
services emerge antybrid networks become moreliverse and reliable Quantifying quality of
multimedia applications transmittedover hybrid networks isvaluabke for measuring network
performanceand itsoptimisation For video, lhe processnvolvesexaminingthe imagesthat make
up the videq by quantifyingdistortion, noise, andcomplementing them withtraffic parameters
characterisedy packet delaygelayvariation {itter) and percentage opacket losgatio (%PLR)

Processing alleceivedpackets to evaluate the quality of received application is computationally
intensive. The study developed a nemulti-input adaptive sampling method that allowed a subset
of transmitted packets to behosenaccording tovariationsin three synchronised traffic parameters
inputs. The methodintegrated fuzzy logic and regression modelling of traffiarametersand
adaptivelyadjusted thenumber of packets selectddr processing

Statistcal andneural networks methodswere developedto evaluate qualityof service (QoS) for
video streaming and/oice over Internet Protocol (VolP) transmitteder hybrid networks. The
traffic parameters for QoS evaluations were delay, jitter &BLRThe work involvedBayesian
classification angbrobabilistic neural network (PNNjased methodgo processtraffic parameters
QoS This allocation conformed to the International Telecommunication Union (ITU)
recommendations Owerall, the performance of Bayesianmethod was better than PNN when
determining QoS for Vol addition, the developed methods wereiccessfullysed in practical
tests toanalyse QoS in the wiless standards IEEE 802.11ac and IEEE 802.11n.

QoS reflectprovides information thaindicatesthe extent thetraffic parametersfor an application
are within the expectedounds However the user's perception of the received application is also
relevant This evaluation can be performed through quality of experience (QoE) an&gsigideo,
QoE considers issues such @&mage distortion and noise that in this study were quantifiedy
structural similarity indexmeasure(SSIM peak sjnal to nose ratio (PSNRJnd image difference
(ID). A modular fuzzpgicbasedsystem thatindividuallydetermined QoS and QoEhen combined
them to determine the overall quality of a wireldgstransmitted video was developed. The
performance of tle devised vide quality evaluatiorsystem was compared againtte subjective
evaluation performed by 25 participants (i.e. mean opinion scores) and consistestlts were
observed.A further evaluation othe video qualityevaluation systenwas carriedoy comparing &
results against recently reported video quality assessment methatbwn as the spatial efficient
entropic variation quality assessmentAgain,comparable results were obtaindoetween the two
methods. TheQoE evaluations were carried out both in a netw laboratory andover an
institutional network.

The study resulted in developmeatmultiinput adaptive sampling methodnd artificialintelligence

and statisical based QoS and Qefzaluationmethods.The proposed schemes improved the QoS

and QoE assessments fanultimedia applications.The devised adaptive samplingmodel in
comparison with random, stratified and systematic ragfaptive sampling methods was more
effective as it represented the traffic more precisélyedevelopedtwo probabilistic QoS methods
showed consistency in their classifications. Both models successfully classified the received VolP
packets into their corresponding low, medium, and high QoS typesghermore,QoE with image
partitioning approacthasimproved QoE evaluation gzartitioned image approaghovided more



accurate resultghan full image approachThe proposedintegration approachof three multimedia
parametes SSIM, PSNR and ilDproved accuracy obverall QOE assessmentompared tosingle
parameter approaches



DEDICATION

| dedicate this work to:

{ My mother and father, for theiprecioussupportduring all my lifewho devoted their life
for our success.

{ My lovely wifefor unconditional loveand enormous support.
{ My kids Reham, Ehab, Firas and Ranim who make evelyedatiful.

{ My sister, brothers, and frienddor their love, support and inspirations.



ACKNOWLEDGMENTS

In the name of Allah, the Most Gracious, the Most Merciful.

All thanks toAlmighty ALLAH for giving me the guidance and the strength to achieve my aim of
obtaining PhD degree.

I would like to express mgppreciation andhanks to my director of studies, Prof. Reza Saatchi, for
hisenormoussupport,comments andvaluableguidan@ on manyaspectduringmy PhD study.

The study was funded by Sheffield Hallam University Vice Chancellor PhD Studentship. The receipt of
this studentship made this work possible and therefore this very valuable assistance is gratefully
acknowledged.

Speial thanks to Sheffield Hallam IT department for being very helpful and supportive. Special
thanks toSHUnetwork laboratorysupervisors.



LIST OF PUBLICATIONS

Journal articles

Salama, A., and Saatchi, R. (2020). Quality of ServicéElBE 802.11 ac and 802.11 n
Wireless Protocols with Applications in Medical Environments. In Advances in Asset
Management and Condition Monitoring (pp. 13U368). Springer, Cham.

Salama, A., and Saatchi, R. (2019). Evaluation of Wirelessly Transmiitkzb Quality
Using a Modular Fuzzy Logic System. Technologies, 7(3), 67.

Salama, A., and Saatchi, R. (2018). Probabilistic classification of quality of service in
wireless computer networks. ICT Express, 5(3),-163.

Salama, A., Saatchi, R., and Burke, (2018). Fuzzy Logic and Regression Approaches for
Adaptive Sampling of Multimedia Traffic in Wireless Computer Networks. Technologies,
6(1), 24.

Salama, A., Saatchi, R., and Burke, D. (2017). Adaptive sampling for QoS traffic parameters
using fuzzy sysim and regression model. Mathematical Models and Methods in Applied
Sciences, 11, 21220.

Chapter in Book

Salama, A., Saatchi, R., and Burke, D. (20B8aptive sampling technique using regression
modelling and fuzzy inference system for network tratfic CUDD, Peter and DE WITTE,

Luc, (eds.) Harnessing the power of technology to improve lives. Studies in Health
Technology and Informatics (242DS Press, 59899,

Conferences

Salama, A., Saatchi, R., and Burke, D. (20Bdaptive sampling techniguesimg regression
modelling and fuzzy inference system for network tcaffn: http://www.aaate2017.eu/,
Sheffield,United Kingdom(In Press)

Salama, A., Saatchi, R., and Burke, D. (2017, August). Adaptive sampling technique for
computer network traffic pameters using a combination of fuzzy system and regression
model. In 2017 Fourth International Conference on Mathematics and Computers in Sciences
and in Industry (MCSI)Corfu, Greece(pp. 206211). IEEE.

Salama, A., Saatchi, R., and Burke, D. (2017¢dDeber). Quality of service evaluation and
assessment methods in wireless networks. In 2017 4th International Conference on
Information and Communication Technologies for Disaster Management-ONDT
Munster, Germany(pp. 1-6). IEEE.



TABLE OF CONTENTS

TABLE OF CONTEINT S . ..ottt e e e e e ettt e e e e e e e e e e e e et bbb e e e e eeeas Vi
GLOSSARY TERMS. ...ttt ettt ettt e e e e e e e e e e e e e e e e e e e e s s e s s s s e e aa bbb bbbt bbbt b beeseeeeees XVi
(O gF=T o] (=1 g I T a1 o o 11 Tod 1T} o S 1
1.1 ReSEArch MOLIVALIONS. .......cccuiiiiiiiiiie ittt e e 1
1.2 Reseath AIM and ODJECHVES........ccoiiiiiiiiii e 5
1.3 Study's CONIDULIONS.......ooiiiiiiiieee e 6
1.4 THESIS OrQanIZALION. ......ceiiiiiiiiiiiiiee e ettt e e e e s s st e e e e e r e e e e e s snnbrneeeeeeans 7
Chapter 2 LIterature REVIEW.........ccoie it e e e e e e e e e e e e e aaaaaaaaaaaaeaas 9
P2 R [ 011 (o To [F Tt i o] o H TP TP PPPPPPPPPRON 9
2.2 Sampling Approaches for Measuring QOS.........uuuuiiiiiiiiiiiiiiiiiieeeeeeeee e 10
2.2.1  The concept Of SAMPIING.......c.cvuiiiiiiiiii e 10
222 Norradaptive SAMPIING.......cceviiiieee e 11
2.2.3  AdAPLVE SAMPIING.....eeiiiiiiiiiiiii e e e 12
2.2.4  Sampling usage in teChNOIOGIES..........ccooeiiiiii e 13

2.3  Network QoS and QoE Evaluation Approaches...........ccccccc e, 15
2.3.1  ConCept Of QUAIILY.....ceeveeiiieeiieeieeee e 15
2.3.2  Concept of quality of experience in telecommunications.........cccccccvvvvvveeeeenennn. 16

2.4  Subjective and Objective QOE AppProaches.........ccccuviiiiiiiiiiiiee e 17
2.4.1  SUDJECHIVE APPrOACNES........c.eiiiiiiiee et 17
2.4.2  ODbJeCtiVe apPPrOACNES.......cuuiiiiiiiieiiieeeeeeeee e 17
2.4.3 Integrated QOS/QOE APPrOaChES..........ccooiiii i 20

2.5  Atrtificial Intelligent and Network QQS............ooviiiiiiiiiiieie e 21
2.6  Probabilistic Approaches and Computer NetWOrKS..........covvvviiieiieeeeee e 22
2.7 Network Evaluation APPrOaChES............uiiiiiiiiiiiiiiee ettt 23
2.7.1 Network NS2 simulation and NetEm emulation testbed...............cccccooviiiiennen. 24

2% S T U 010 = T Y 2 25
Chapter 3 Relevant Theory and Background...........cooo e 26
3.1 QoS Requirements of Multimedia ApPlICAtIONS...........ccoovviiiiiiiiiee e, 26
3.2 Network Traffic Parameters..........cooiiiiiiiiiie et 27



3.3 Quality of Experience (QOE)..........cooiiiiiiiii i a e e e 28

331 Multimedia traffiC...........ueriiiiii e 29
3.3.2  SUDJECHIVE QOE......iiiiiiiieii it 29
3.3.3  ODbjective QOE ... 30
3.4 Main Audio and VIAE0O SEIVICES........ccoiiiiiiiiiiiieiiiiiie st 31
3.4.1  Video formats/containers and COUECS...........cuurirriiriiriiiiiieiiire e 32
3.4.2  VidEO rESOIULION....ceiiiiiiie ittt 33
3.5 VOIP COMPONENLES....coiiiiiiiiiiiiiiii e e e e e e e e e e e e e e e e eeeeeas 33
3.5.1  VOIP Sigaling ProtOCOIS.......ceiiiiiiiiiiiiiiiee et 35
3.5.2  The function of session initiation ProtoCol (SIP)........cccouiiiiiiiiiieeeiiiiiieeeee s 35
3.5.3 Realtime transport protocol (RTR).......coooooiiiiiiii s 36
3.6 Wireless LAN (WLAN) OVEIVIEWL........ccociieciciiititiittrsrreseeeeeee e e e eesaeaaaaaeaaaeaaaaeeaaeens 37
3.6.1  Wi-Fitechnology evolution and market StatUS............uuuvieiiiiiiieiiiiiiieiiieeeeeeeeee 37
3.7  Atrtificial Intelligent TEChNIQUES..........ooiiiiiiiiiiii e 38
3.7.1 FUZZY [OQIC ..ttt e e e e e e e e 38
3.8  Probabilistic ClasSIfierS.........ccoveriiiiiiiiiiieciieceee e A0
3.8.1 C [ BZ B it 40
3.8.2  Probabhlistic neural NEIWOIK.............c..eiiiiiiiiiiee e 41
3.9 NEWOIK TOOIS. ...t e e e e e e e e e e e aaes 43
3.9.1 NetEm (Network EMUIALOL)........ccoiiiiiiiiiiie e 43
39.2 Network time ProtoCOI NTPR.........oiii i 44
3.9.3  WIreShark SOftWAIE..........ueiiiiiiiii it 44
3.9.4 VLC MEAIa PlIayer... ..o 45

1 700 0 T YU o o T Y/ P .1
Chapter 4 MethOdOIOY.........uueeiiiiiiiiiiii et e e e e e e e e e e e e e e e e aaaes 46
ot R [ o1 1 (o To (U Lot 1 o] o PP PUPPPPPPOPPPPPPPPPPTN 46
4.2  Network Evalation APPrOacChES........ccuuviiiiiiiiiiiiiiee et 46
4.3 Network SImulation NS2.........cooiiiiiie e 48
431 Network topology IN NS2.......eeeeeee e 49
4.4  Network Emulation (NetEmM) Testhed.... ..o 51
4.5 Real Large Institutional NetWOIK............ueiiiiiiiiiiiiee e 53



4.6 Traffic CaPIUNNG......coiiiiiiiee e e e e e e e e e e e e e e e e e e e e 54

4.7  Real time Transport ProtoCol (RTR).......cooiiiiiiiiiiiiieiiieeee e 54
4.8  Network Time ProtOCOI NTR.......cooiiiiiiiieee et 55
4.9 IPEIT SOMWAIE. ....eeeiiie et e e e e e e e e e e e e s r e e e e e e a e 55
4.10 Statistical Package for the Social Sciences TPRSS.........covovieoeeeieeeeee e e 55
I T ST 0 [ 10 = Y 5SS 55
Chapter SViulti-input Adaptive Sampling Technique for Multimedia Traffic............................ 56
5.1 INETOTUCTION . ...cc ittt e e e e e e e e e e e r e e e e e s e neeeeeeeans 56
5.2 RElAIEA WOTK....ooiiiiiiiie et e e e 57
5.3  Adaptive Sampling Method............cooiiiiii e 57
5.4  Implementations of Conventional SampliNg...........cevveviiiiiiiiiiiiii 65
5.5 Measurements of Sampling Traffic Parameters and Sampling Analysis.................| 66
5.6 PART A: Simulation Network TOPOIOGY ... ..uueeiiiiiiiiiiieeeeciiiee e 67
5.6.1  Simulation network results and diSCUSSION..............eevieeiriiiiiiiieee e 68
5.7 PART B: Emulated Testbed Network TOPQLOGY..........cccurvrrrieeiiiiiiiiieee e eee e 71
5.7.1  Emulated testbed results and diSCUSSIQN.............ccoiiiiiiiiiiiieiiiiie e 71
LR S T YU 1 0010 1= Y 79
Chapter 6 Development of Quality of Service Evaluation Methods for MolP........................... 81
6.1 INETOTUCTION. ..ottt e e e e e e e e e e e e e b n e e e e e eeans 81
6.2 RElAIEU WOTKS. ... ..ttt e e e e s e e e e e e e aae 81
6.3 PART A: Probabilistic Classification of QoS in Using Emulated Testbed................ 82
6.3.1 Bayesian ClassifiCatiQnl..............coooiiiiiiiieeree e 82
6.32 Probabilistic neural NEIWOIK ..............oooiiiiiiiie e 84
6.3.3 YT {gToTo (o] (0T |V PP UEUPUPRURRURR R 86
6.3.4  BayesSian MEthOM..........ouiiiiiiiiiiiiee e e e 88
6.3.5  Probabilistic neural network PNN method...........ccvvvviiiiiiiiiiiiieeeee s 89
6.3.6 RESUIS AN AISCUSSION.......ciiiiiiiiiiiiie ettt e e e 89
6.3.7 Interpretation Of reSUIIS ... e e e 92

6.4 PART B: Investigation to Quality of Service Behaviors of VolP Over IEEE 802.11ac and
S0 )22 5 1 PP UPPP T PPPPPPP 98

6.4.1 MEENOTOIOGY. ... ettt ettt e e e e 98

viii



6.4.2  The operations of approachs...........ccoociiiiiiii e 100

6.4.3 RESUIS @Nd AISCUSSION.......ccoiiiiiiieie et r e e e 100
6.5 SUMIMIANY ...ttt r e e e e e e e e e e e e aaeeeas 109
Chapter 7 Video Transmission Quality of Service andElgggrience Evaluation in Hybrid Computer
INBIWOTKS ...ttt ettt e e b et e e b e e e et e e e a e e e e e e e e s 111
4% S 1411 (0T [ Tox 1T o T PP P PP PP PPPRPPPI 111
7.2 Related STUIES......eeiiieiiiiee e e e e s e e e e e e 113
S I /(=11 g ToTe (o] oo VAP PP PPPPPPPRPPRN 115
7.3. 1 WIirelesSs NEtWOIK SET UP......oiiuiiiiiiieeeeiiiiiee ettt e e e 115
7.4  Mechanism for video quality evaluation.................ccceee e 116
7.4.1 Implementation of the FISL.........cc.cciii e 118
7.4.2 Implementation Of FIS2..........ouiiiiee e 120
7.4.3 Implementation Of FIS3.........oo e 122
7.5  RESUILS ANd DISCUSSIONS. ......cetiiiiiiiiiiiiiiee ettt e e e e s e e e s s e e e e e s sibbr e e e eeeaaans 123
75.1 Network QOS DY FISL......uuiiiiiiiieieeeeeeeeee s 123
7.5.2  Objective QOE DY FIS2.....ccuviiiiiiiiiiieeee e 125
753 Integrated QOS/QOE by FIS3........coo i 130
7.6 Interpretation Of FTESUIIS........uiiiii it e e 135
A U 1101 0 1= oY U PRSP 138
Chapter 8 Multimedi&/olP and Video Transmission Quality of Service Assessment over an
INSTLULIONAI NETWOTK. ... e e e e e e e e e e e nnnees 139
8.1 INITOTUCTION. ...ttt e e e s e e e e e e e e e e e e s s e e e e e e e e aaans 139
ST /[ 1 g ToTe (o] o Te Y PP PPP T PPPPPPPPPPN 139
8.2.1  PART A: VOIP @VAlUALION. .....ccoiiiiiiiiiiiii e 141
8.2.2 PART B: Video streaming evaluation............cccccveviiiiiiiiiiiiieeee e, 141
8.3 RESUILS. ...ttt 141
8.3.1 PART A: VOIR/@IUALION. ....cccoiiiiiiiiiiiie ettt 141
8.3.2  Video streaming results and diSCUSSIQNS.............ccoeeiecinuennriiiiiiiiiiierireeeeeeeeeeeas 144
e JR U 1 10 = T Y 2 155
Chapter 9 ConclusiGmand FUture WOrK..............ueeiiiiiiiiiiieie s 156
9.1 CONCIUSIONS ...ttt e e e e e e e e e e e eeeees 156



9.2 LU L (< TYAY L0 ]

References



LIST OF FIGURES

Figurel.1 The schematic overview of the theSiS...........uuieiiiiiiii 3
Figure 2.1 (a) Original packets (b) systematic (c) random (d) stratified random sampling with a time
1 (=T V7= L ) R PSPPSR 12
Figure2.2 Applications of traffic Sampling...........ccccco oo 13
Figure3.1 An overview of QOE assessment MOdelS............ccvvvveeiiiiiiiiiiiee e 31
Figure3.2 The concept of image/video resolution illustrated by Vimeo thidir logo (Morris, 2019)
................................................................................................................................................ 33
Figure3.3 VoIP Architecture (Alshakhsi and Hasbullah, 2012).............coocoiiiiiiiiiis 34
Figure3.4 OSI model and VolIP Protocol Stack (Srikanth and Divya, 2013) andt(hlan2014)...34
Figure3.5 RTP and SIP Triangular TOPOIOQY........uuuurimiiiimiieiiieeiieeieeeeeeeieeeeee e e e e e e es e e ee s 36
Figure3.6 Schematic diagram of a fuzzy inference system.(ELS).........ccccoveeiiiiiiiiiieennie 39
Figure3.7 Architecture of probabilistic artificial neural network PNN..............ccccccvviviiiiniennee. 42
Figure3.8 NetEm adds a fixed delay to outgoing data packets (Roshan,.2018)..................... 43
Figure3.9 NETem traffic control logic (Roshan, 2018)..........cccccceevviiiiiieeeeeiiiiiieeeee e . 43
Figured4.1 The NS2 simulation process (Katkarand and Ghorpade,.2Q16)..................cccenee 49
Figure 4.2 NetwWork SChEMIE... ..o e e e e e e e e e e e e e e e e e e e e e e e e s e eeas 50
Figure4.3 Network layout With NetEML.........c.uiiiiii e 52
Figured.4 Real Institutional Network layouts (partially)...............ooooe oo, 53
Figureb.1 The SampPliNg CONCEPL........uuuiiiiiitiiiiiiir e e e e e e e e e e aaeaaeaaaa e e e e e e e s e e e s s asssaaasnanns 58
Figure5.2 The flow chart of the multhput adaptive samplinglgorithm..............cccoveiieinnnnnnen. 59
Figureb.3 A representations of traffic for the regression model (i.e. delay, jitter or %PLR)....60
Figureb.4 Fuzzy logic to update isi interval...............oooiiiiiiicciiiirrrree e 62

Figure 5.5 The membership functions fotdptraffic difference (TD_D, TD_J and TD_%PLR) sets for
delay, jitter, and %PLR (d) current inrsampling interval; and (e) the updated inteampling

1Y (=] V= | PSP SPPPPRSRR 63
Figureb.6 Typical results obtained from the developed adaptive technique (a) FIS output for updated
isi (b) traffic difference for delay TD_D (c) actual traféilay (d) sampled traffic delay...............! 69
Figure 5.7 Typical results obtained from the developed adaptive technique (a) traffic difféoence

jitter TD_J (b) actual jitter (C) SAmMPled JIEEE........uiii e 70
Figureb.8 Typical results obtained from the developed adaptive technighé&éffic difference for

%PLR (TD_%PLR) (b) actual traffic %PLR (c) sampled traffic. 20aPLR..................................70

Figureb.9 Typical results obtainddom the developed adaptive technique (a) FIS output for the
inter-sampling interval (isi) (b) traffic difference for delay (c) actual traffic delay (d) sampled traffic
(0] o PP PPPPPUPPPPPPRY 472
Figure 5.10 Typical results obtained from the developed adaptive technique (a) traffic difference for
jitter (b) actual traffic jitter (c) sampled traffic jitter..............oeeee i 1 3
Figureb.11 Typical results obtained from the developed adaptive technique (a) traffic difference for
%PLR (b) actual traffic %PLR (c) sampled traffic 0PLR............vvvveiieeeiiiiiiiiiiiiieiiee, 74

Xi


file:///E:/THE/Abdussalam%20Thesis%20%2030%2001%202020%20v5.docx%23_Toc31547673

Figureb.12 Comparisons of biasness of (a) delay, (b) jitter, and (c) %PLR between the developed

technique and noradaptive MEethOdS............uvviiiiiii e L O
Figureb.13 Comparisons of RSE of (a) delay, (b) jitter, and (¢) %PLR between the developed
technique and nonadaptive Methods. ... 79
Figure 6.1 A probabilistic artificial neural NEIWOIK..............oooeiiiiiiii e 86
FIgUre6.2 NEtWOTIK AESIGN........uuuiiiiiiiiiiiieiiiiiee e e e e e e e e e e e e e e e e e e e e e s e e s s e s s ae e e e areereeeeees 87
Figure6.3 Flow chart for the Bayesian approach..........cccccccc e, 88
Figure6.4 (a) Delay, (b) jitter, (c) %PLR, (d) QoS classification Bayesian and (e) QoS PNN classification
................................................................................................................................................ 920
Figure 6.5 QoS boxplots for (a) Bayesian () PNIN..............cco i 91
Figure6.6 Packet classifications for (a) Bayesian (0).PNN............cccceiiiiiii e 92
Figure6.7 Relationship between packet delay and QoS classification for (a) Bayesian (b) PNN
2T o] 0] (o= To] o 12 TP PP PP PRRPPPO 93
Figure6.8 Relationship between packet jitter and QoS classification for (a) Bayesian (b) PNN
=T 0] 0] (0= 1] 1 1= 94

Figure6.9 Relationship between %PLR and QoS classification for (a) Bayesian (b) PNN appfaches
Figure6.10 Atypicality index plots for the Bayesian classifier for (a) lowl]B®) medium (BRQ)
and (c) high QoS (E8}. Blue coloured points represent packets with high probabilities and low

atypicality indices. Red fmured points represent packets With [OW............cccccvvvvviviiiieeeeeeeeenenn. 97
FIQUIe6.11 NEIWOIK I8YOUL.......ccoiiiiiiiiiieie et e e e e e e e e e 98
Figure6.12 Average throughput reSUILS.......cevviiiiiiiie e 101
Figure6.13 (a) Delayb) Jitter and (C) YoPLR............uviiiieiiiiiee e 102
Figure6.14 QoS classification by (a) Bayesian (b) PNN methods: blue for IEEE 802.11n (20 MHz), red
for 802.11n (40 MHz) and green for IEEE 802.11ac (80.MHZ)........covvvvvvvvieniiiiiini, 103

Figure6.15 Boxplots of the classified packet for the Bayesian anddpiidaches to classify QoS. (a)

and (b) are for IEEE 802.11n (20 MHz), (c) and (d) are for 802.11n (40 MHz) and (e) and (f) are for
IEEE 802.118C (80 MHZ)....cciiiiiiiiiieee ettt e e e e e e e e e a e e e e e e nneneees 104

Figure 616 Packet classifications for 802.11n (20 MHz), 802.11n (40 MHz) and 802.11ac (80 MHz)
using the Bayesian and PNN approaches. (a) and (b) are for IEEE 802.11n (20 MHz), (c) and (d) are for
802.11n (40 MHz) and (e) anddfe for IEEE 802.11ac (80 MHZ)................cccoeeiiiiiiiiinn, 106
Figure6.17 Classified packets and delay relationships by Bayesian model (a) 802.11n (20MHz),
802.11n (40 MHz), (c) 802.11ac (80 MHz). Colours: red for classified high QoS, green for classified
medium QoS and blue for classified oW QOS............ooooiiiiii 107
Figure6.18 Classified packets and jitter relations by Bayesian model (a) 802.11n (20 MHz), (b)
802.11n (40 MHz), (c) 802.11ac (80 MHz). Colours are red for classified high QoS, green for classified

medium Qo0S, and blue for classifieWIQOS...........cccooi i 109
Figure7.1 Network setup used in the StUAY...........cooiiiiiiiiiiiie e 115
Figure7.2 Stages in determine video transmission qualify..............cccooiiiiiiiiiiiiiiiiiiieeeeeeeee, 117
Figure 7.3 Membership functions for FIS1: inputs (top three Figures), output (bottom Figure)0
Figure 7.4 FIS2 membership functions, inputs (top Figures), output (bottom Figure).......... 121

Figure7.5 FIS3 membership functions (a) inputs (D) OULPUL .........oovririiiriieeeeee s 122

X


file:///E:/THE/Abdussalam%20Thesis%20%2030%2001%202020%20v5.docx%23_Toc31547713

Figure7.6 (a) Traffic delay (b) jitter (c) %PLR (d) QoS obtained from EISL.......................... 124
Figure7.7 A typical transmitted image with its serial numbers as labels indicated on its top corners

.............................................................................................................................................. 125
Figure 7.8 (a) The transmitted (original) image (b) received (distorted) image with label=1170 at time
Lo o o o PSPPSR 125
Figure7.9 Partitioned received image at time 65 SEC...........cceeeeeeeiiiiiei e 126
Figure7.10 PSNR (a) full image, gaYtitionedimage.................ooee oo ieeiicccce e 127
Figure7.11 SSIM (a) full image, fgrtitionedimage............ccuvvirieeiiiiiieee e 127
Figure 7.12 ID (a) full image, (@rtitionedimage.........ccuuuiieeiiiiiieiiieieeeeeeeeeeee e 127
Figure7.13 ED (a) full image, AaYtitionedimage..........uuuuurieieieiiiiiieeiieeeeeeeeee e 128
Figure7.14 Video quality determined by FIS2 (a) full imag@dbjtionedimage........................ 129
Figure 7.15 Video quality determined by FIS2 (a) full imagea(hjionedimage....................... 129

Figure7.16 Sample of images illustrating thalues for QoS, QoE and the effect of image partitioning
of determine QOE. (a) time 5 sec (b) time 43 sec (c) time 65 sec (d) 90 sec. (PSNR in (db), delay and

jitter in (Msec). YoPLR (iS Y0ratiQ).......ccccoeiiiiii e e e e e e e e e e e e e e e e e e 130
Figure7.17 Evaluation of video quality transmission by FIS3...........occoiiiiiiiiie 131
Figure7.18 Average evaluation of video quality transmission by 25 participants.................. 132
Figure7.19 Plot of SPDss for the video usethB1Study............cccuviiiiiiiiiiiiiierieeeeecceee e 133
Figure7.20 Plots for (a) FIS3 output againsNR$(b) SPDss against PSNR and (c) FIS3 output against
S ISP 134
Figure8.1 Network teSting apPrOACKL...........uuiuuiiiiiiiiiiieiiiee e, 140

Figure 8.2 Typical results obtained from the developed modular adaptive technique (a}gtiSar
the inter-sampling interval (isi) (b) traffic difference for delay TD_D (c) original traffic delay (d)
sampled traffic delay............cooiiii e e e e ——————— 142
Figure8.3 Typical results obtained from the developed adaptive technique (a) traffic difference for
jitter (b) original traffic jitter (c) sampled traffic jitter (d) original traffic %PLR (e) sampled traffic

0] o I o TS RRPPPPPPRIIN 143
Figure8.4 (a) QoS classification by FIS1, (b) QoS classification by Bayesian, (c) QoS classification
DY PN ..ottt ee ettt ee st et et ee s st s e s e e eses et e aeaes e s et et et eaese s et et et et ean s et et e e e tean s e enenee 144
Figure8.5 (a) Traffic delay, (b) jitter (c) %PLR, (d) QoS obtained from EIS1....................... 146
Figure 8.6 (a) The transmitted (original) image (b) received (distorted) image with label=1170 at time
LTS IEST <ol o T o PP 146
Figure8.7 The image received at 65 sec following its partitioning........cccccceevveveiieeiieeeeeennnn. 147
Figure 8.8 PSNR (a) full ingge, (b)partitionedimage..........cuuveeiiieiiiiiiieeeee e 148
Figure8.9 SSIM (a) full image, (Partitionedimage...............oeooeiii i iceiccccc e 148
Figure8.10 ID (a) full image, (bpartitionedimage...........ccooereeriiieiiie e 149
Figure 8.11 ED (a) full image, (Ipartitionedimage.............ccoeeiiiiiiiiiieeiiiiiiieeee e 149
Figure 8.12 Video quality determined by FIS2 (a) full imagepébjitionedimage....................... 149
Figure8.13 Video quality determined by FI$&) full image (b)partitionedimage....................... 150

Xiii


file:///E:/THE/Abdussalam%20Thesis%20%2030%2001%202020%20v5.docx%23_Toc31547731
file:///E:/THE/Abdussalam%20Thesis%20%2030%2001%202020%20v5.docx%23_Toc31547731
file:///E:/THE/Abdussalam%20Thesis%20%2030%2001%202020%20v5.docx%23_Toc31547733
file:///E:/THE/Abdussalam%20Thesis%20%2030%2001%202020%20v5.docx%23_Toc31547733
file:///E:/THE/Abdussalam%20Thesis%20%2030%2001%202020%20v5.docx%23_Toc31547733

Figure8.14 Sample of images illustrating the values for QoS, QoE and the effect of image
partitioning of determine QoE (a) time 5 sec (b) time 43 sec (c) time 65 sec (d) 90 sec (PSNR in (db),
delay and jitter in (msec). %0PLR (IS Y0rati0).........cceeeeriiiuriiieeeeeaeiiiieee e e e 151

Figure 8.15 Evaluation of video quality transmission by EIS3...........ccccooiiiie 152
Figure8.16 (ac) Deliver detailed analysis tifie classifications, the reasons for packets being

classified as high, medium or low overall quality by FIS3 according to delay, jitter and %PLR values.
Blue, Green and Red colours in the figures indicates low, medium and high.QosS............... 153
Figure8.17 (a)- (c) Deliver detailed analysis of the classifications, the reasons for packets being
classified as high, medium or low overall quabty FIS3 according to PSNR, SSIM and ID values.

Blue, Green and Red colours in the figures indicates low, medium and high.QosS............... 154

Xiv



LIST OF TABLES

Table 1.1 Objective, network approach and its relevant chapter...........cccccuvviveeeeiieeiieniieeeeeenn. 6
Table2.1 Realvorld vs. emulation vs simulation testbed (Gantenbetral,, 2010)....................... 24
Table 3.2 QoS requirements for video, voice and data as suggested by ITU (Pal and Triyason, 2018),
(Khiatet al..(2017), (Dogmamt al., 2012) and (ITUT, 2001)..........cuvrrrreirieeiiiiiereiieeieeeeeeeeeeeeeeenn, 27
Table3.3 MOS rating and their description for QOE measurements.......ccccccccvvvvvvveeeeeeeeeeeeeeenns 30
Table3.4 Summary of IEEE802.11 standards (Bejagtifb, 2013)........cccvvvvvveeiiiiiiiiieeeeneieeee 38
Table4.1 Approaches to test transmission Methods..............ccoo o, 48
Table4.2 Description of settings of MAC and PHY parameters in IEEE 802.11e................... 50
Table5.1 Mean and standard deviation of TD_D, TD_J and TD_%PLR membership functiobg
Table5.2 Mean and standard deviation of current isi fuzzy membership functions................. 64
Table5.3 Mean and standard deviation of updated isi output fuzzy membership functions....64
Table5.4 The fuzzy rules used by FIS t0 adjuSt.iSi.......cccccciiiiiiiiiiiiiiiieeeee e 65
Table5.5 Measurementesults for delay using different sampling methods: adaptive, systematic,
(=1 [0 o] 4 g = T To =Y 1= L] [T 75
Table5.6 Measurement resultsf jitter using different sampling methods: adaptive, systematic,
(=10 (o] 0 g = Ta Lo Iy (= L] [T TP 76
Table5.7 Measurement results of packleiss ratio using different sampling methods: adaptive, and
non-adaptive (systematic, random, and stratified)..............ccccoviiiiiiiiiiiiee, 77
Table6.1 VolP Qo&quirements (Dogman and Saatchi, 2014)..........cccccvevviiiieeeeee, 87
Table 6.2 Percentage of packets classed as high, medium and low QoS by PNN andrBatjexian
................................................................................................................................................ 96
Table6.3 Communication timing of PPP lINKS..........euviiiiiiiiiiieeeeeeci, 99

Table6.4 IEEE 802.11 standards, frequency and channel bandwidth used in the .study.......100
Table7.1 The rules for FIS1 knowledge base (Saktrah, 2017) and (Dogmaset al., 2014, and

20 1 PP PRRPR 118
Table 7.2 The rules for FIS2 knowledgebhase...............oooiiiiiiiiiiiiieeeee e 121
Table7.3 The rules for FIS3 knowledge hase.............ooo i 122
Table7.4 PSNR, SSIM and ID for a full and partitioned image (thesebtaired from the image
shown in Figure 7.8 (b) and its partitions in FiQUre.7..9) ... 126
Table7.5 Values for PSNR, SSIM, ID, SPIZ&sobtput and FIS3 output for images at 1 second and
then eVErY 10 SECONAS......cooi i e e e e e e e e e e e e aaeaaeaeaeaeeseaassassaaenannnes 134
Table8.1 PSNR, SSIM and ID for a full and pamétidmage (these were obtained from the image its
PArtitionS iN FIQUIE 8.5).....co i it e e e e e e e e e e e e e e e e e 147

XV



GLOSSARY TERMS

%PLR Percentage Packet Loss Ratio

ACK Acknowledgment

ANN Artificial Neural Network

AODV Ad hoc OfDemand Distance Vector
AP Access Point

ASQ American Society for Quality

AVCHD Advanced Video Coding High Definition
AVI Audio Video Interleave

BC Bayesian Classifier

CNF Consistent NetFlow

DDoS DistributedDenial of Service

DoS Denial of Service

DSDvV Destination Sequenced Distance Vector
DVD Digital Versatile Disc

EB ExaByte

ED Entropy Difference

EDCA Enhanced Distributed Channel Access
ETSI European Telecommunication Standards Institute
FE FastEthernet

FIFO First In First Out

FIS Fuzzy Inference System

FR Full Reference

FTP File Transfer Protocol

GE Gigabit Ethernet

GLM Generalised Linear Model

GNU General Public License

GOP Group Of Picture

GUI Graphical User Interface

HD HighDefinition

HDTV Highdefinition Television

HTTP Hyper Text Transfer Protocol

ID Image Difference

IDS Intrusion Detection System

IEEE Internet of Electrical and Electronic Engineering
IETF Internet Engineering Task Force

loT Internet of Things

IP Internet Protocol

IPTV Internet Protocol Television

ISI Inter-sampling Interval

ISP Internet Service Provider

ITU International Telecommunication Union
ITUR ITU Radio communication Sector

ITUT

ITU Telecommunication Standardization Sector
XVi




LAN LocalArea Network

MAC Medium Access Control

MANET Mobile Ad hoc Network

MIMO Multiple-input and Multipleoutput
MLP Multilayer Perceptron

MOS Mean Opinion Score

MP4 MPEG Layet Audio

MPEG Moving Picture Experts Group
MSDU MAC Service Data Unit

MSE Mean Square Error

MSU VQMT Video Quality Measurement Tool
NAM Network Animator

NetEm Network Emulation

NS2/3 Network Simulator 2/3

NTP Network Time Protocol

OMNET Optical MicreNetworks Plus
OPNET Optimized Network Evaluation Tool
OoSsD Distributedof Opinion Scores
(0N Open System Interconnection
OTcl Object Tool Command Language
PC Personal Computer

PNN Probabilistic Neural Network
PPP Point to Point Protocol

PSNR Peak Signal to Noise Ratio

QAM Quadrature Amplitude Modulation
QoE Quiality ofExperience

QoS Quiality of Service

RAM Random Access Memory

RNN Random Neural Network

RR Reduced Reference

RR Reduced Reference

RSE Relative Standard Error

RTCP Realtime Transport Control Protocol
RTP Real Time Protocol

SID Sample IntervaDifference

SIP Session Initiation Protocol

SPSS Statistical Package for the Social Sciences
SSIM Structural Similarity

SSRC Synchronization source identifier
TCL Tool Command Language

TCP Transmission Control Protocol
UAC Client's User Agent

UAS Server's User Agent

UDP User Datagram Protocol

VINT Virtual Internetwork Testbed

XVii




VLC Video LAN Client

VOD Video On Demand

VolP Voice over Internet Protocol
VQEG Video Quality Expert Group
VQM Video Quality Metric

WLAN Wireless Local Area Network

XVili




Chapter 1 Intr oduction

An ability to determinethe qualityof an audio orvideo sentover a hybrid (wired and
wireless) network ivaluableas it can assist network engineers to better allocate resources
andprovide network users with measures that indicate the performancetwbrkservices
they receive fomultimedia applicationgMartin et al, 2018) For multimedia (i.e. VolRnd
video) transmission,Quality of Service QoS is an indicator of conformance of traffic
parameters sucisdelay,jitter, throughputandpercentaggacket loss ratiocPLR) to their
expected bounds for thepplicatiors (Barmanand Martini, 2019) and (Diaz Zayaset al.,,
2018) However, the user perceptienof the quality of the received audio and video
applicationsare also importantas hey area more direct indicator gherformancgDanish
2016)and (Nourikhah and Akbari, 2016JQuality of experience (QoHEgpresentshe user's
perception of issueselated to noise and image distortion during transmission. QoS
parameters can be interrelated, for example insufficient bandwidth could increase delay, jitter
and %PLR and they do noguantify noiseand distortionthat negatively affects a user's
perception of pplications(Tsolkaset al, 2017) According toPerliman and Wechsler (2019)
and Kim and Choi (2014)when determining theperformance of a hybrid network for
multimedia transmission, it can be more effeette combine QoS and QOE into a single
overall quality measurén addition,networksgenerate a large number of packatsl havea
dynamicbehaviour especiallyfor multimedia streamin@Hasaret al, 2017) Analysing each
packet requiremtensive processing and stora@aerefore solutionsto reduce the amount of
processing byonsidering thelynamic changein the network behaviouare neede(Silva et

al.,, 201%, 201%, and 2014 The coreeffort of the study is tgroposeapproaches associated
with traffic sampling, determining QoS and QoE, and integrahg Qo0S/QoE assessment

processes for multimedia transmission over hybrid networks.

Thefocusof this chapter is to introdu@@summaryof the study Themotivationfor the study
is presented in section 1.1. Section 1.2 oudlithe aim and objectives. Section 1.3 provides

themain contributions, while section 1.4 outlgtbeorganization of th researchhesis.

1.1 Research Motivations

The popularity of multimedia apipations supported by the exponential growth the
Internetusagehasresultedin the need tomprove method®f evaluating QoSand QoE for

multimediaapplicatons According to * R F L(B019) global IP traffic will increasehree
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folds from 2017 to 2022 and by 2022, video will account for 82% of globalrdRic
(Nosheen and Khan, 201%1oreover, mobiledata traffic will continue its growth and will
reach 396 EB (Ex8yte is equivalent to one billion gigabytes) per month by 20&&habe
2018 and (Ciscq 2019). This datatraffic will be compelled byiPTV, video gaming and
social networkingFurthermorepnline mobile/smart devices continteegrow as the use of
these devicescreasesThis circumstancas associated to the populariof the Internet of
Things (oT) (Aazamet al, 2018) Service provides' focuswill be on value addedchems.
This trend needs to bassociatedwith the growth of QoS and QoEassessments and
assurance as offering betterindicators for user's satisfaction whidould lead tomore
competitivebusinessandenhancing revenu@anevski2019)and (Hamzei andNavimipour,
2018).

In addition,accordingto (Martinez Ballesteros, 2017) arfe Mooret al, 2015)there are
three possible advantageghat develop from combining QoE and QoSin the networks
operationsuch asgrowth in the loyalty curve of theiserswith reductioncustomer churn,
initiating innovativebusiness operatioriategrated withcustomer experiencadministration
services and cuting costs by exploiting the neimear QoS and QoE relationship.
Furthermore(Nesseet al, 2015)claimedthatservice provides optimising th& network for
QoE distinguishedserviceswill increasetheir profit in the region ofl0% to 15%.However,
variationsin QoEimplementatiormakeQoE estimatecomplex and unpredictab{@okhrelet
al., 2016. Thesetrendsresult in focusingon multimediaQoS and QoE assessmefRekhrel,
2014) The motivaion of this study isto address someémportant challenges related to
evaluatingQoS and QoE.

In this studythe extenvideo and audio applicatiomseettheir transmissiomequiremerd are
determinedby analysingther transmission and user perceptiparametersAs there are
challengesassociatedwith quantifying QoSand QoE Martinez Ballestergs2017) the
following points summarise thesueghathavebeenaddresseth this study

Networks generata largenumber of packets, analysimg@chpacket,especially in real
time is conputationally too demandingr may be impracticalTherefore, suitabl&affic
sampling techniquewvere developed to appropriately select representative packets for
analysisQoS and QoE. Improvements in QoS and QoE evaluatieninaportant for
multimedia networkgSilva et al, 2017 and 2013 and (Meng et al, 2017) However,

networks have a dynamic behaviour and the sampling model must reflect traffic
2



behaviour so that when traffiovariations are low, the traffic sampling rate
correspondinglyncreaseand vice verséClarkeet al, 2017) (Afek et al, 2019, (Zhu et

al., 2015) andDogmanet al, 2011, and 200). Existing noradaptive sampling methods
may produce biased samples which may not reflect the data trend or its behaviour well
(Silva et al, 201%). In addition, sampling model must consid@easuringmultiple
synchronised network parameters such as dgitgr and %PLR simultaneouslyto
accuratelydetermineQoS. Lack of a modular approaessuch as multinput in the
existing samplingapproacheseduces their accuracy QoS assessmeliSilva et al,

201%) and (Lin et al, 2014) This is becausa singleQoS parameter as input to the
sampling method would not allow the transmissamsessmentf different multimedia

applications to be considered adequately.

The time sensitivityof multimediaservicessignifies that whentraffic parametersuch as
delay, jitter throughputand %PLR exceedtheir accepted limitsusels experienceand
feedbackcan becomeunsatisfactory(Robitza et al, 2017) These parameterseed
assessment ian effective way However,there areseveral issues evaluatingQosS in
multimedia applications Theseinclude dynamic behaviour of the traffidyigh traffic
throughput, limited resourcegariability in transmissiomequirement®f applicatiors and
guantifyingresourcegor gatheringand processindata(Al-Turjman andRadwan, 2017)
The existing QoSevaluation methodsperate eitherby analysis or measurement
techniqguegMalekzadeh an&hani, 2019) (Beritelli et al, 2016) (Van Adrichemet al,
2014)and (Jafariet al, 2012).There are limitations ithe &isting measurementools,
such as the process of monitori@@S considered asomplex time consuming ando
not providean overall transmission performandgioqueet al, 2018), (Bujlow, 2014),
(Dogman and Saatchi, 2014) adafari et al, 2012) Some of thesamethods and
techniquesused the informationthat has beemollectedfrom heades of transmission
packetswhich may not beenoughto obtainpreciseQoS analysigRobitzaet al, 2017)
and (Moore and Zuev, 2005)The gproachegeportedin (Dogmanet al, 2012, and
2012) use adaptive and neural networkswhich required computationally intensive

learning phase.

The performancestimationof a lossy wireless netwonlequiresconsideringnot just the
physical network characteristice the form of QoS but also howthey impact the
F XV W Rapptichfions (Zhanget al, 2018) andVegaet al, 2014) Adaptationof QoE

3



feedback for multimedia applicationswould need methodsto capture/collect QoE
essentialinformation (subjective approachesnd executionof resourcemanagement
which increase the cost and consume ntione (Martinez Ballesterq2017) (De Grazia
et al, 2017)and (Kim et al, 2012) On the otherhand objective videotransmission
assessmerapproachesanreducethe time and costof the evaluation operation(Zhao et
al., 2016) A drawbackof existingobjective QoEechniquess that most techniqueare
basedon structural similarity index (SSIMyideo quality metric (VQM) opeak signal to
noise ratio (PSNRyvhich do not always provideonsistentassessmentUsmanet al,
2018)and(Oroszet al, 2014)and(Kim and Choi, 2014)PSNR is the moswidely used
objective methodin image and videdransmission assessment. Howevehaslimited
features andbiased result§Preethi and Loganiaan 2018, (Pinki, 2016)and(Alvarez et
al., 2011) Studieshaveillustratedthat the PSNR isnore sensitiveto additive Gaussian
noise than the SSIM, while the oppositeperceivedfor jpeg compressiofNavarro and
Molimard, 2019), (Ece and Mullana2011) and (Hore and Ziou, 201Moth methods
havesimilar responsivityto jpeg2000 compression ai&hussian blurFurthermore, most
objective QoE evaluatiomethodscomparehereceivedmage tothe original transmitted
image to determine QOEThis operaton requiresavailability of image sequence to
comparethe correspondindransmitted and receivaethagesaccurately(Maimour, 2018)
In addition, transmission impairments, aggrassframe loss whichin turn leadsto
unpaired framecomparisons betweethe original and distortedmages. Therefore,
determining ascore for an entire sequenbecomedifficult (Sankisaet al, 2016)
(Akramullah 2014),(Pande 2013) (Soares, 2(), (Feitoret al, 2013)and (Alvarez et
al., 2011)

For multimedia transmission, QoS is an indicator of conformance of traffic parameters
such delayjitter and%PLR to theiracceptedimits (da Horaet al, 2018) (Majed et al,
2017) and (Alvarez et al, 2011) Neverthelessthe user perception of tlguality is also
relevant as it is a are direct indicator of qualityChhedaet al, 2018),(Zhanget al,
2017) (Bampis and Bovik, 2017and (Liu et al, 2015) QoS parameters can be
interrelated, for example insufficient bandwidth could increase digkey, throughpubor
packet loss andut do not expresther communication factors such as noise that
negatively affects a user's perception of a vi(iRobitzaet al, 2017)and (Fiedler and
Holfeld, 2010)According toVegaet al.(2014)while operatig with wireless networks
where wireless interference andother factors impact network applications QoS

4



assessmenbn its own is inafficient and mostly inadequateConsequently the
performanceassessmentf a lossy wireless networkequiresconsideringnot only the
physical networkparametersQoS but also how thesinpact the customer'sservice
(QoE) In order toassesshe performance of multimed&treamingover hybrid network
it is moreeffective to combine QoS and QOE into a single mea&hanget al., 2018)
and(Wanget al, 2016)

Most previous multimedia transmission evaluation studies developed models based on
simulators or emulations testbeds. Network simulations and emulation testbeds have
several limitations related to their reliability, Iaition and scalability limitgRoshan,
2018), (Castillo-Velazquezet al, 2017), (Riliskis and Osipov, 2013)Petrioli et al,
2015) and (Rampfl, 2013. This study will applyall developed techniqueto an

institutional networlsetting.

1.2 Research Aim and Objectives

The overall aimis to devisea multi-input adaptive approacto optimally sample packets
from of multimediatraffic andto developmethods to determin®o0S QoE and integrate
QoS/QokEfor assessinguality of a video transmitted over wireless netwoise objectives

of the study are to:

Develop a multi-input adaptive sampling technique that catilise traffic parameters;
delay, jitter, and%PLR simultaneouslyto optimally select packets from mutimedia

traffic.

Develop probabilisticand neural networlbasedapproacks that utilise Bayesian and
probabilistic neural network PNNb classify transmitted multimedia traffic intihree
correspondingQoS typeslow, medium and highln addition, evaluatethe developed
QoS classificationwith IEEE 802.11ac andIEEE 802.11n wireless transmission
protocols.

Developafuzzy logicbased QoEpproachthat utilisesmage differencgID), Structural
Similarity Index Measure (SSIMgndPeakSignal b Noise RatiqdPSNR)to quantifythe

quality of videos transmitteover hybrid network

Developa fuzzy logic-basedapproactthat combiresQoS and QOE to provide averdl

guality of videos transmission over hybrid network.



v. Evaluate thedeveloped multi-input adaptive samplingQoS QOE and integrated
QoSQoE techniquesn a network laboratory setting and ovam institutional computer
network critically analysng theresults.

Table(1.1) mapsthe objective andthe methodto achieve them to thelevantchapters.

Table 1.1 Objective, network approach and its relevant chapter

Objective Description ASEEEEEL Relevant Chapter
Approach
i Multi-input adaptive sampling| SimulationNS2and
(0 P P Ping Emulation testbed >
i oSevaluation mulation testbe
i QoSevaluati Emulation testbed 6
(i) Objective QoE evaluation Emulation testbed 7
(iv) Integrated QoS/QoE evaluati¢ Emulation testbed 7
X An adaptive sampling
V) X QoS evaluation Large institutional 8
X QOE evaluation network
X QoS/QoE evaluation

1.3 Study's Intended Contributions

In relation to the study's objectiviie contributions made are
I. Developed a multi-input adaptive samplingapproach thataccurately represents
multimedia traffic with a subset of transmitted paclatsording to variations of three
synchronised traffic parameters inputfhe method was used to assé3eS for
multimedia transmission ovex hybrid network.The approachreducedthe numberof
packets required to measu@S The effectiveness of thdevdoped approach was
comparechgainsinon-adaptivesample methods sandom, stratified and systematic

ii.  Developed probabilistic methedb determine QoSA Bayesian based QoS measurement
approach with three parallel classifieand a probabilistic neural network (PNN) based
approach to determine QoS in VolIP traffic were developed. They classififfit
packets oVolP to their correspondingyigh, medium andow QoS typesThe developed
QoS assessmentethodsonly nee@d oneiteration tocalibrate or trainAs theyrelied on
a small numbeiof parameterse.g. PNN neeel just a smoothing parameter and the
Bayesianapproachrequired only theprior probabilitiesfor each QoS typesheyproved
robust andrained quicklyas comparedo more complexclassifierssuch as multilayer
perceptron.The two methods werasedin practical scenariosto analyseQoS in the
wireless standards IEEE 802achnd IEEE 802.14



Developedan objective QoE evaluatiothat wasappliedto determinethe qualityof a
video transmitted wirelesslyThe approactcombinel the video parameter®SNR, and
SSIM with image difference ID to objectivetieterminghe QoE fora videotransmission
scenario. It used Fuzzy Inference Syste(kIS) that required knoledge of video quality
to be codd in a series of HHHEN rules As part of the evaluatigrimagelabelling to
deal with frame loss and sampling were adaptedto increase accuracyf the
measurementandto reduce processing timé& novel approachwhere the imagewere
partitioned tomore preciselyocaliseimagedistortionwas devisedThe results obtained

were analysed.

Developed an integrated QoS/QoE system tocompute the quality of a wirelesg
transmitted videoFor multimedia transmissioQoS is an indicator of conformance of
traffic parameters such delay, jitter &#dPLR However,the user perception of the image
quality is also importantor this propose fuzzyinference system (FIS) was developed
thatcombiredthe network QoS and objeci&vQoE metricsThe FISwas devised to have
a modularstructure making its operation motensparenias well as allowing future
alterations of its operatidior other applicationso moreconvenient The results obtained
when evaluating the approach on melesslytransmitted videstreaming scenario eve
studied indetails

Evaluaed the devised QoS/QoE pproachesin determining the quality of video
transmissiorover an institutional networkAs simulations and emulation testbeds have
several limitations related to their reliability, validation and scalability linhitghis part

of the studythe earlierdeveloped techniquesere applied ona real network toassess
their effectiveness. The dgais was conducted byideo traffic under different
transmission scenario$he resultsvereused to analysis the relationship between overall
QoS basedn (delay, jitter and6PLR) andQoE based o(PSNR, SSIMandID).

1.4 Thesis Organization

Figure 1.1illustratestherepresentationverview of the thesis.
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Chapter 2 Literature Review

2.1 Introduction

New generation of computing system the form of the Internet of Things (loT) Ve
establishedL Q WR Sév&giaivEsy In addition, the transmission of multimegackets
related with these multimedia servicabrough hybrid networks has createl demand on
quality of service management and other resoufRey et al, 2018) Various challenges
such asan increase in trafficagainstnetwork capability and dynamic change in traffic
parameters such akelay, jitter and percentage packet loss rattRLR) can decreasdhe
QHWZRUNYTV SVega® dlP ZDOAF kh order toachieveusers' expectations in an
appropriate mannerfunctional properties of network services and its quality must be
measured To accurately ancefficiently manage these networker deliveling anticipated
services, suitabléools to assess their performance aeguired Systemlevel featuresof
guality of service (Qo0S), like packetelay, throughput, jitter an#PLR can be used to
computeandincreasethe QoS(de la Torre Diezt al., 2018)and (Nourikhah and Akbari,
2016) Quality of experience (QoEanbe used to compare tiperformancegrom the user
perspectiveAn improved QOE caenhance userxperienceandthus be beneficial to service
providers(Kim et al, 2017)and (Chenet al, 2014) In addition,networks generate a large
number of packets with dynamii@haviour Therefore performancesvaluation of these data
requiresintensive processing and storage which requéreket samplingolutiors that can be

used for performance evaluation and considering the dynamic changebehthaour

In this chapter, the previous studretatedto network packet sampling, managing QoS, QoE,
and integrated QoS/QoE of multimedia network are reviewed.

The structureof this chapter issection 2.Zamplingapproachs thatwereusedto reducethe
numberof packets processed to analyse traffic are discussesection 2.3network QoS
evaluationapproachesre explained. In section 23ubjective and objectiv®oE analysis
and assessmemhethodsare explainedSection 2.5 providesn explanation of artificial
intelligencetechniques for QoRrobabilistic approache®r QoS assessmeate explained

in section 2.6Network evaluation appeaches are explained in section 2.7.



2.2 Sampling Approaches for Measuring QoS

2.2.1 The concept of sampling

Sampling of network packets to analyse traffic behaviour is importémtreduce
computational and data storage I¢adnet al, 2018) (Robitzaet al, 2017) (Hofstedeet al,
2014) and(Silva et al, 2013. Thoughmultiple samplingapproachefiave beenmeportedto
supportnetwork engineering tasks, thesgproachesypically use asingletraffic parameter
suchasdelay thusot fully meeting the broad needs of multimealpplications

Probing isan approach for carrying out network measurements, where measurements are
performed by considering samplespagédefined time intervalsOncethe measurementare

made the probepackes are assessed against the traffic mefiiRabitzaet al, 2017)and
(Chowdhuryet al, 2014)

The two types of samplingeethods, hamelpassive and active measuremehts/e distinct
features. Passive measurensemtiopt a nonintrusive approadte. theyonly measurethe
actual netwtk traffic for analysis.Passive probes do notpically disturb the flow of the
traffic, but they monitoithe traffic of interest(Robitzaet al, 2017) A smaller time periods
between probing packetsrovides finerinsight into evaluating the traffibehaviour In
general, a larger number of packets provide more reliable probing r@safitan et al,
2014) However, producing large number of probing packets may affect the flow of the
original networktraffic whichin turn may reduce the accuracy of measurement regsilisa

et al, 2014) Therefore, a high rate of the probing sampling can have a difect on the
network performance. To overcome this challenge, severhhigues have been described
for active probing measurements. According (Rilva et al, 201% and 2019, early
proposals for classifying traffic samplimgethods(Amer and Cassel, 198%ere advanced
and standardized within the Internet Engineering Task Force (JEftBY 75 (Zsebyet al,
2009) These proposalsategorisethe methodsrelating tothe packetollection method in
usesuch assystematic or randorsampling butignore more developedsamplingmethods
(Silva et al, 2017%). The use of packet samplifigr network measurements is notnaw
research subjecEarly efforts addressd samplingmethoddor statistical analysithatmainly
concentratedon communication systems monitoring, traffic evaluation alassification
(Tammaroet al, 2012) andCozzani ad Giordano, 1998)According toZsebyet al.(2009)
sampling techniques are categorisedin content dependent and contenhdependent
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techniques. Thedifferences areelated to the manner ghinng access tahe packetlatato

makedecision orcapturéselectionpackes (Tammaroeet al, 2012).

2.2.2 Non-adaptive sampling

The three conventiona(nonadaptive) approaches used by network managemiemt
sampling(Menget al, 2017) (Singhet al, 2013)and(Dogmanet al, 2010, and 201)lare:

X Systematic sampling: or periodic which samples data at a fixed time interval and
sampling triggers are periodi€the first sampled unit is chosen randomly from the first k
units in a population. The remainder of the sampling units in the sample consists of every
k™ element in the populationSampling can bbased on packet position (count based)
packet arrival time or packet contents (content bagkidphet al, 2013) and Tammaro

et al, 2012) Figure 21 (a) presentsystematic sampling wittime interval(T).

X Random sampling:is based on a randoprocedureto selectn subset packets from the
original populationof N packets. Itemploys a random distribution functisuch as
probabilisticto definewhenselectionshould be takeas shown in Figure 2.(b) (Shaq
2016) and (Duffield, 2012).The delivery may beexponential,uniform, or Poisson, etc.

The smple random sampling randomly selects a given number of objects from the entire
population. Simple random sampling needs to guarantee each member of tagiqropu
have to have the equal chance to be selected.

x Stratified random sampling: is combination ofthe systematic samplinfixed interval
with random sampling bgompellinga single sample at a random point during a given
time interval. It is a probability sampling method that divides the population into
homogeneous subgroups, called strata and sefectsample from each strata sealy
by applying simple randonsampling or systematic sampling.here should be no
overlapping data items between any twats. Figure 2.1 (c) illustrates stratified random
sampling(Shao, 2016and (Meng, 2013).

Despite relative simplicity of nonadaptive sampling methodsthey may producebiased

samples which may naidequatelyeflect the data trend txehaviour(Silvaetal., 2017%,).
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2.2.3 Adaptive sampling

An approach for adaptive sampling is to dynamically adjust the sampling time period. When
high activity occurs, a smaller period is engaged to compute the behaviour of the network
with better accuracy. When a reduced traffictivity occurs, the interval is extended to
decrease sampling overhead. Consequently, adaptive sampling allows the network
management taking place in a lessusive ways by avoiding needless demands (Shao,
2016) andSilvaet al, 2013)
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Figure 2.1 (a) Original packets (b) systematic (c) random (d) stratified random

sampling with a time interval of T

Under some traffic loadsion-adaptivesimple periodic sampling may be poorly suitedhe
monitoring task(Yoon et al, 2017) To provideenoughaccuracyat a minimal overhead,
adaptive sampling technigueas beerengagedto dynamicallychangethe interval ando
reduceoverhead.According to(Silva et al, 201%) adaptive approaches usually resort to
fuzzy logic, linear prediction, or other strategweBich deliberate trafficbehaviour packet
data or network status for packet selection mechanism. Dogetaal. (2011, and 200)
developedechniqies that adaptivelsdjused the interval between two consecutive sampled
sections; lhe developed sampling methods weevelopedbased orsimulated network. In

both studies the results showed #ifficiency of theapproachn various scenarios. However,
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both studiesused a sngle input parameter ata time which reduak its usefulness in

measuring QosS.

2.2.4 Sampling usage in technologies

Afek et al. (2015) Silva et al. (2013 and Duffield and Grossglaus€001) summarised
sampling involvement in computer networkehe applicability of sampling in computer

networks isshowedn Figure 22.

N oo |

Figure 0.2 Applications of traffic sampling

Traffic samplingsupportscan be a part of a variety aktworktraffic analysis taskdt has
beenusedin traffic engineering to assist traffaharacterization andassification(Tammaro

et al, 2012) Network securitysuch asntrusion detection, betneand DDoSservice(Lima
Filho et al, 2019),(Zhou et al, 2018),(Zhaoet al, 2013)and (Androulidakiset al, 2009)
Service levelagreement compliana@nd QoSmanagementor calculatingtraffic parameters
such as delay, jittethroughputand packet loss ratioRLR) (Bereg 2019) (Jiménezet al,
2015) (Gu et al, 2009)and (Hu et al, 2008) Sampling has been used for wireless sensor
network in (Silva et al, 2017%) for its ability to analysetraffic behaviour ando redue

overhead of sensing events, without compromising accuracy.

Severalstudiesused sampling for network analysing and measurements (@&aede 2017)

and (Shao, 2016According to Nikolopoulogt al.(2019) network componentsin deal with

sampled packets better. The study proposed paekepling algorithm that enald@etwork
assessment estimationgith measurable accuracy amdas robust to such components
prioritization. The proposed algorithm pragd receipts for small sampled packets, and an
independent monitor collestand usd WKHP WR HVWLPDWH WKH GRPDLQYV

delay measurements. The algoritloptimised thebiasel sample to improveits perceived
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performanceGu et al. (2009) proposed a new estimation method that did not require any
measurement infrastructure or new router features. It relied oof tise sampled flow level

measurements that were consistently gathered in operative networks.

Several studies have used sampfmgraffic monitoing (Queirozet al, 2019) Forexample,

Braun et al. (2013) proposedin algorithm for traffic monitoring system and deep packet
inspection (DPI) to analyse network traffithe study proposedn adaptive sampling model

that selea@d maximum number of packets that the DPI sysigasable to process, the model
adaped the sampling rate based on currently observed network traffic and the number of
packets that a monitoring applicatiaiasable to process. The model ovaere limitations by
dynamic sampling limit. This sampling limivas automatically changed to match réaie
events such as packet rate variation or packet consumption rates of the monitoring
application.Hu et al. (2008) reportedsamplingin computationschemego control memory
consumption andeduceoverheadprocessing The study proposed adaptive sampling for
passive measurement to address the issoeatsizedgatherederrors inanalysingsmaltsize

flows. The proposed model impravéhe estimation accuraayhile preserving memorgand
processing overhead\nother study for sampling in network monitoririgge et al. (2011)
proposeda model Consistent NetFlow (CNF) faguantifying perflow latency amounts
within routers. The proposed CNF dshe currentNetFlow model that repatl the initial

and last timestampsf the flow, and it plans hashbased sampling to guarantee that two
neighbourrouters record the same flows. The proposed model estimatéstéhmediary
delay samples from otheelatedflows to enhance the pdiow delay.

Therewereseveral studie® developsampling innetworksecurityrelatedapplications such

as denial of service attagOS). These include(Wu et al, 2016), (Wuet al, 2015) and
(Goldberg and Rexford, 2007h a studyregarding sampling for cyber security, Yoenal,

(2017) considexd the practical problem concerning how to attain scalable traffic
measurement using Softwabbefined Networks (SDN) functionalities. As traditional
network traffic monitoring has limitedccess to core and edge switches while less intrusive
traffic monitoring can be done by using a packet sampling model that probabilistically
captures packets at switches, then sampled packets is directed toward a traffic analyser like
IDS on SDN. The studproposed a centrality quantitative in graph theory for deciding the
packet sampling points among the switches. The study of SDN simulated testbeddndicate

that the proposed sampling point and its decision sampling rate methods ichgineve
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intrusion detetion performance of IDS for the malicious traffic flows in lasgpale

networks.

Despitesignificant researchin packet samplingmost existing schemeswere intensiveon
detailednetwork computationtasks,for optimisingaccuracyestimation of a single n&ork
approach This scenariampedesthe progressof an encompassingomputationmethods
based on traffic samplinfpat maintairenormougange of network management in a scalable
manner The existing studies on sampling typicatignsiderthe effectof packet sampling on
numerousnetwork monitoringevents (Hofstedeet al, 2014) and (Carel&Esparolet al,
2011) The issuesof applying sampling andnalysing network measurementfias been
recognised(Su et al, 2018)and (Zsebyet al, 20®) and effectivenesf traffic selection
mannerswere reportedSilva et al, 2017%), (Tammaroet al, 2012) (CarelaEspafiolet al,
2011) and (Pescapéet al., 2010) However, theygenerallydo notconsidernew sampling
methods likeadaptive which limit the analysis to the conventiomakthods In addition, lack

of modular adaptive methodghendesignatinghe components of traffic samplimgethods
also makes ithallengingin their analysis. For exampl®ogmanet al, 2011, and 200)
adaptivelysampledone traffic parameter attime. However, to accurately measured network
QoS, at least three synchronized main parameters should be considered, namely delay, jitter
and packet loss. Providing a modwiaion (such as multinput) of samplingapproacheand
categorisingtheir characteristicare therefore tomprove the efficiency othe computation

systems

The contribution of this study in this part developinga multi-input adaptivesampling
systemthatis an advancement of the existing methdeisst an adaptive sampling method
that deals with one input at a time was developed and publisti€dlameet al, 2017%) and
(Salameet al, 2017%). However, to increase accuracy of the sampkngulti-input adaptive
sampling methoavasthendevisedthat could consider three synchronized inputs of network
parametersimultaneouslyi.e. delay, jitter andoPLR) (Salamaet al, 2017%) and(Salamaet

al,, 20138.

2.3 Network QoS and QoE Evaluation Approaches

2.3.1 Concept of quality

Quality in the context of computenetworks hasbeen explainedby different ways in

OLWHUDWXUH 7KH PRVW DFFHSWHG GHILQLWLRQ LV 34XDO
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H[SHFW Mahiséufeval, 2016) Anotherdescriptionaccepted by the American ety

IRU 4XDOLW\ $64 LV 34XDOLW\ GHQRWHV DQ H[FHOOHQFH
degree they conform to requirements and $atis= X V W RNQtyenv2013) It can be said

that the generallknown perceptionof quality nowadays includesbgective mechanisms of
determiningand guaranteeing dimensior@nstancywith detailedvalues for example for a

system, product or lausinesgWanget al, 2016) In practical network, the main parameters

associated with the network penfiegince arelelay and packet log3uluriet al, 2015)

2.3.2 Concept of quality of experience in telecommunications

Over recenyears the term QoS emerged as kigscriptionfor identifying thetransmission

quality of packetbasedswitchednetwork such amternetProtocol (IP) networkand circuit

switched networks 6 W D Q RtvaH 2Q18) QoS classifications have beennsideredin
numerouscontexts. However, recently, many new models have tegmrtedfor interpreting

guality in applicablesense thaincludeshumanperceptiongNguyen, 2013)In general, most

QoE explanationgndicatethat QoE is subjectivbasedon humanopinions. According to

Information Resources Management Associa{@dl? 4R( LV D VXEMHFWLYH PHI
FXVWRPHUYYVY H[SHULHQFHYV ZLWK D YHQGRU ,W LV UHODW}
WR REMHFWLYHO\ PHDVXUH WKH VHUYLFH GHOLYHUHG E\ V
THOHFRPPXQLFDWLRQIIBWQGRIQLQAHE& PAMRWKH XVHUYV SHUFHSYV
RI DQ DSSOLFDWaRdget &,20vehaddy RFACHUD NR Y L U-KRG 261 BR U L Q

Thus, measuremenbdf QoE may beprejudiced E\ D XV H-tbfideivedUddoepts and
expectations.Several studies implicate bothsubjectively and objectivelyR1 D XVHU({V
observatiormeasurements. For example, European TelecommigmisaBtandards Institute
(ETSI, LQGLFDWHNe ameasul Bf user performance based on both objective and
subjective psychological measuresusing an ICT service or productMitra et al, 2014)
However, recently many studigsovideda more complex QoHescription in which the
explanationis associted to specific areadike network transmission content, device
operations different personality, etcThe view from the Qualinet Group,V 34R( LV WKH
degree of delight or annoyance of the user of an application or service. It results from the
fulfilment of his or her expectations with respect to the utility and / or enjoyment of the
DSSOLFDWLRQ RU VHUYLFH LQ WKH OLJKW RI WKH XVHUYV
communication services, QOoE is influenced by service, content, netwerke dapplication,
DQG FRQW KMatliRanX Mrielj, 2013and % DUDNRY L i-Ka@G 26 18R U L Q
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2.4 Subjective and Objective QOE Approaches

2.4.1 Subjective approaches

Subjectiveassessmerfor visual qualitywere specifiedin ITU-R Rec. BT.500 andTU-T

Rec. P.910Q(Li et al, 2018)and (Chen and Zhang, 2018vhich has suggestd standard
observingenvironments criteria for the selection ofiewersand test materialassessment
procedures, and data analyapproache$lTU-T, 2009. According to Maneuri et al.(2016)
subjective teshg hasthree major disadvantages. Finstinvolves highfinancial cost, time
consuming and manual effort such as computer setup, specific software for video players,
carefully select people, and software for gatherimgresults. In addition, many factors can
affect the QoE, depending on the application ahd Hedpédtations. Taolve the issues of
subjective test, objective models were developed.

2.4.2 Objective approaches

Many objective QoS parameters have been used that contribute to thieedsackquality
andmap the parameters to obtain QoE. Objective testing is conducted Ipyteoreoftware
which calculatevideo quality(Lozanoet al, 2015) Common methods are womputethe
differences between theéransmitted(original) and thereceived(distorted)video images and
thendeterminethe errors according to temporal and partial features.yMéjective quality
methods use aubjectiveapproachresults to trairtheir modek (Lévéqueet al, 2019) Most
existing studies werachievedobjectivelybased orpeak signato-noise ratioPSNR), video
guality metric (VQM), or structural similarity index measur&%IM) (Usmanet al, 2018),
(Juluriet al, 2015) (Wu et al, 2015)and(Mitra et al, 2014) Severalstudies assessed QoE
using PSNRZhenget al, 2015)and SSIM(Zanforlin et al, 2014) A study hashownthat

the PSNR isnoresensitiveto additive Gaussian noise than the SSIM, while the opposite was
perceivedfor jpeg compression. Botimethodshad similar sensitivity to Gaussian blur and
jpeg2000 compressiofNavarro and Molimard2019) and(Ece and Mullana, 20115SIM

and PSNRare different on their image degradatiosensitivity PSNR is one of the most
comnonly used objective measures but it often has been criticised for providing results that
are not fully consistent with subjective quality assessme@t$V D Q RtvaH 2018) and
(Lozanoet al, 2015) However, its simple implementation and the ease tdrpnetation
make it valuable(Alvarez et al, 2011) QoE assessment of videos with the SSIM index

indicates the extent of the image degradatath regard toapparentstructural information
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changed, thus focusing on the intlEapendence between spatiahke pixels whichenclose
the dataabout the objects in thestal scen€Denget al, 2015) andZanforlin et al, 2014)
Current methodsfor obtairing similarity include SSIM, PSNRwith mean squared error
(MSE). Thesemethodshave some limitations: such ediability, accuracy and computational
cost (Hoqueet al, 2018), (Bujlow, 2014)(Sadykova and James, 2Q1and (Kipli et al,
2012). In the studyby Duanmuet al, (2018) a proposal tdorm a largescale video database
of time-varying quality andscheme subjectivetestingto evaluate how humans react to
compressionamount spatial and temporal resolutiorariationsfor video streaming over
HTTP were reportedThe study inttated that the proposed modieldsimilar results as those
with subjective opinions. Firsinnovativevideo quality assessment@QA) models of SSIM,
SSIMplus, MSSSIM and VQM, allconsiderablyperformed better thaRSNR measure.

Zhaoet al.(2016 usedthe SSIMto quantify videoquality. Theyreported éSSIM basedn
error-resilient crosdayer enhancemergystemand optimisel user'sperceptual quality for
video streamingver wirelessIn ther model, theoptimumelementsat each protocol layer
were designatedby decreasingthe SSIMbased decoding distortiomccording tothe
transmissionlatency limit. The study results demonstrated witbmparisons of both
objectivemetrics ofSSIM and PSNRind subjective measurements

A flexible video QoE method fadeterminingdifferent types of QoE was reportéélvarez

et al, 2011) It could synchronize the reference sequence with the distoeieeived)videos

to avoid erroneous match. Their proposed metric e@sparedwith a subjective video
imagesdatabase and correlated with packet loss ratio and subjective quality. Video streaming
over RadicoverFiber (RoF) networks were studi€¢degaet al, 2014) They investigated

the sensitivity of QOE to the main network parameters. Their respdtsifiedthat delay of
packes affect video quality less than jitter doesd not cause darge reductionon the

quality.

A modeldeveloped orrandom Neural Network (RNN) was proposed to assessffinet of

many MAC-level factorson video QoE in 802.11standard(Paudelet al, 2014) In their
proposalsubjectiveassessmenisereimplementedo relateMAC-level elementdike queue

aggregation anagize, load and error iatwith the customeffV SHUFHLYHG YLGHR 4}
developedRNN methodwas used to estimate tkfect of theseelementon the video QoE.

The RNN model was trained with a subjective datsefor QOE quantities The results
indicatedthe estimated QoBEwere correlated with subjective QoE witlealistic accuracy.
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However the study did not investigateetimpactof network factorssuch as delay, jitter
and%PLR of the QoE.

Most objective QOE evaluation software's andchanisms compareceived imageto the
original images to determine QoHhe mean opinion score MSU) Video Quality
Measurement Tool (MU VQMT) is video quality measuremerttsol. The MSU VQMT
supportamanyvideo formats (e.g., AVI, YUVMPEG4 and MP4)and QoEechniquege.g.,
PSNR, VOM,MSE and SSINI (Vatolin et al, 2019 and (Boavidaet al, 2008) However,
transmission impairmentsauseframe losseghat lead tononidentical frame comparisons
between original and distorted framé&sisleads to indeterminatd®SNR or SSIM values and
therefore obtaining score for anertire sequenceébecamedifficult (Sankisaet al, 2016)
(Akramullah, 2014)(Pande 2013),(Alvarezet al, 2011)and(Canadell Pulido, 2008)

According to 6 W D Q RMH0L8 most videoquality parameters use PSNR or SSIM for
quality both they could generate different resifsry limited studies considered other video
parameters such as image difference (ID) or entropy difference (ED) for video quality. These

two parameters could be valuable for QOE measurements.

Image difference (ID)s an image processing technique useddtermine changes between
images. The difference between two images is calculated by finding the difference between
each pixel in each image, and generating an image based on the result. The image difference

of two images is defined as the sum of the hltealifference at each pixel.

The concept of information entropy describes how much randomness (or uncertainty) there is

in a signal or an image; in other words, how much informatiomasigeed by the signal or

image. If the uncertainty is measured befoand after imaging, the reduction in the
uncertainty, i.e., information entropy is a quantitative measure of the information transmitted

by the image. The image quality then can be quantitatively compared when the transmitted
information provided by theRDJHVY DUH NQRZQ )URP WKH SK\VWLFDO PI
view, the more information is transmitted, the better the image qualBnisopy Difference

(ED)is defined asO Q tL H H K @.;;, where p contains the normalizedtbigram counts.

In this study, frame labelling wasused for accurate comparisarh received framesand
transmittedframes. Furthermore, full reference methods requesg¢ensiveprocessing and
storage to occupy all reference videos for transmission quality. The solution is ® use
sampling approacto reducethe processing time and provide accurate qudiltyaddition,
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image distortion usually appears on one side of the image;curately consider this effect,
image partitiomg methodwasintroducedin this studyFurthermorejmagedifference(ID)
and entropy difference (EDQyas also used tenhance video quality evaluatigBalama and
Saatchi, 2019.

2.4.3 Integrated QoS/QoE Approaches

According toBarman and Martinid019) andAlfayly et al.(2012)somework has been done

on video QoE performance evaluation from the network parameters (such as delay, jitter and
%PLR) but lesswith parameters such as PSNR and SSiMrthermore, the study reported in
(Pokhrel, 2014¥»uggested mathematicaformula toestimateQoE by ugng QoS parameters

like %PLR, burst lossdelay variationdelay, Group of Picture (GoP) length. Howevetod

did not consider ussTperception.

According toVega et al. (2014) while operating with wireless networks where wireless
interference and other factors impact network applicatiQus assessment is insufficient

and mostly inadequate as images are affected by noise and distortion. Consequently, the
performance assessment of a lossy wireless network requires considering ynaheonl
physical network parameters QoS but also how these impact the customer's servicn(QoE).
order to assess the performance of multimedia streaming over hybrid network, it is more
effective to combine QoS and QoE into a single mea@lranget al, 2018) and (Wangpt

al., 2016)

The relation between QoE and QoS hHasenexamined ourikhah and Akbayi2016)and
(Dolezal and Keng¢l2012) In those studiestransmissiordelay was measured and images
were evaluatedThe moded used asamplingapproacho record the satisfactiolevelsof the
users on aneasurdrom one to five. The usgudgementfeedbacks wererdinal; thus it was

not importantto deal with the gatherednformationas metric. Taconsiderthis matter the
model used Bayesiamxaminationwith a generatied linear model (GLM) taomputethe
overall approvalin the form of the posterior distribution of opinions. The model proposed
that theQoE can be represented by probabilisimnionscores distribution@SD) alternative

to the MOS.

A video QoE assessmeméchniqueusing delay, jitter, %PLR and bandwidth Internet

Protocol Television (IPTV) service has been repoftddssainet al, 2013) It was found

Qo0S/QoE to be closelyssociatedwith video quality degradation. An approachat
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processed delaypbandwidth delay variations andPLR to compute four kinds of
degradationson video qualitywas proposedin (6 W D Q ReMad, Y201i8) The effect of
degradation on subjective impressiowss analysedThe proposed method used video
dataset with available subjective scores. They showed subjective and objective assessments

were consistent

An integrated QB and Q& mechanismconstructedon the combining fuzzy inference
systemgqFIS) with fuzzy evidence theorwas reported ifChenet al., 2018)and (Mansouri
et al, 2016) The method used QoS &aspresentatiorof service provider and QoE &se
customerview of the service. The proposeapproachallocatednegative angositive QoE
into two different types A parameter waslevelopedas quality, which is the totaDoS
according to thesubjective andobjective perspectives The parameters mentioned above

calculated byFIS. The proposedthethodassessethe quality of VoIP in threpracticalcases

The contribution of this part of theusly is that the developed methodelied on the
combination of objective QOE metrics and network QdSalama and Saatchi, 2Q)L9
However, the relationship between objectyeE and QoS isontlinear, is fuzzyand hard to
compute Therefore, tsolvethis matterintelligent algorithms (Fuzzy Inference System) have

been proposed and used

2.5 Atrtificial Intelligen ce and Network QoS

QoSevaluation anastimationbased on anasing traffic factorsneedgechniquego process
andanalysetransmissiorof packets(Ruscelliet al, 2019, (Zhouet al, 2018), (Alanazi and
Elleithy, 2015),(ToralCruz et al, 2013)and (Moore and Zuev, 2005)An example ofa
techniquethat presentedprospectivefor QoS evaluationis artificial neural network (ANN)
for real time protocol (RTPpacketshas beerdeveloped Dogman and Saatchi, 2014hd
(Dogmanet al, 2012). In both studiesthe network communication rarover a simulation
package(NS2. The network trafficfactors were primarily categorisedinto three QoS
categorisedy an unsupervised learningohonen neural network. Theategorisedlatawas
then managedto compute the transmission'sQoS using supervised learning multilayer
perceptron (MLP).The QoSobtainedby the methodprovided results that correlatedth
other QoSevaluation approacheghich usedregression analysis wittuzzy logic (Dogman
and Saatchi, 2014nd(Dogmanet al, 2012).
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A comparison ofQoS assessments methodsfufzy cmeans (FCM) clusteringKohonen
neural networkand FIS andMLP for QoS assessment anelstimationwas reported and
provided comparable results. FIS basedthniqueneedspreparedrules for knowledge base
and todecidethe parameterand typesof membership functions fdyothinputs and outputs.
Kohonen networland MLPbased Qo$nethods requirenanyiteratiors to train. MLP design
needsa carefulmeasuremendf quantityof neurons in itgatternlayer toreduceoverfitting
and toguaranteappropriatesimplification Kohonenresultis a map thaheedsanalysisby

the user tceomputegroupings.

2.6 Probabilistic Approaches and Computer Networks

Probabilistic techniqueshave beenused for many classifications associatednetwork
processe¢Gacanin and WagneR019)and (Batallaet al., 2018) Some of theséechniques
used thedatathatwasgatheredrom heades of packetsnay not beappropriatefor a precise
QoS assessmentSeveralBayesianapproachesvere proposedto categoriseinternet traffic
(Moore and Zuev. 2005and to estima¢ QoS assessmenfor web servicesA Bayesian
method that collected data about malicious userwere developed(Yerima et al, 2014)

Bayesian decisiotheoretic approach for QoE wasoposedthat deals withthe prediction
andcomputationamattersof network traffic(Gacaninand Wagner2019)and(Batallaet al,

2018) Thetraffic parameters used foneasuringQoE involvedlocation,%PLR, delay, jitter
(delay variation)and customersatisfaction feedbacklhe approachwas context awareand
estimatedQoE with 98.90% accuracy An adaptiveintelligent prioritization hagevealed
usefulnesdor QoS variation over wireless(Yuan, 2012) Bayesianclassifier networksas
predicton systemswere developedfor intrusion detection(ID) but theyindicated some
disadvantage¢Xiao et al, 2014) The traininginformationfor Bayesian classifierasually
uses heuristic technigques Bayesian classifiers anesually trained by big datasetswhich

causegheir learningtime to beintense Though when thesmallertraining dataetsis used

then the performance ofsngle Bayesian classifier coutbnsiderablydecreaselue to its
incapabilityto sufficiently signify the inputinformation probability distribution(Xiao et al,

2014) Bayesianmethodsfor monitoring andestimatingmobile networkirregularity (Lai et

al.,, 2015)and ANNs for network intrusiodetection(ID) (Ramarnet al, 2017)were reported.

A probabilistic neural networKPNN) is principally a classifierthat uses a supervised
learning to improve probabilty density functions within a pattern layéAhmadlou and

Adeli, 2010) The benefitsof PNN is that it is often much faster to trairas compared to
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multilayer perceptron networMLP), PNN accuracycan also be generalhigh. In addition,

PNN networks areeasonablynsensitive to outlieréSavchenko, 20).

Probabilistic methods such as Bayesian and PNN couldilb@blein determiningQoS for

their speed and accuracy. Both methods require one iteration to pitosiicEutpus.

2.7 Network Evaluation Approaches

Evaluation of wired and wireless networks is often performed either by simulation,
emulation, or real(actual) world testing. All of theseapproacheshave theirparticular
advantages and disadvantages. Simulations usadlipt simplified modelsin idealized
settings and condition€astillo-Velazquezt al, 2017) andPetrioliet al, 2015) A network
simulator replicates a large portion of the network operation in software. Since parts of the
experiment are simulated, an experimesah be run without the need of physical equipment
necessary to run the same experiment in the real world which reduces the cost. However, the
biggest disadvantage of simulation is that the software method is only approximations of their
realworld equipmet's counterpartsSimulators often provide an inexpensive waygether
hightlevel views of a wireless netwosk operationExamples include NS2/N&S GloMoSim

and JiST/SWANS(CastilloVelazquezet al, 2017), (Riliskis and Osipov, 2013nd
(Burnett,2008) In addition, todeal withthe actualV \ V W HIfRcliNy, the simulation needs
simplifications andcconceptsthatin bestcase do not haveffecton the resul{Gantenbeiret

al., 2010).

Network emulation is theombinationof a modelled network \th actualcomputer hosts and
services (Wang et al, 2013. It is a compromise betweeractual environment and a
simulation.Dependhg on the network evaluatiopurpose thesemethodscan besufficient
Network simulations argenerallyused for theearlydevelopment of a new protocol. As soon
as the system interactiorquirementdo be considered, network emulatidaliversa more
realistic assessmenénvironment, and can often be aiternateto an expensiveactual
networktestbed (Petrioli et al, 2015). Emulations consideactualnetworks butallow some
controlledtraffic parameters such as delay, jitt&PLR, and throughput. These elements are
included inactualtests leading to difficult environment and can involMabourintensive

tests,but the conditions and the results will be practical.

Unlike realworld (actual) networks, simulations imitate all netwodomponents, which

include the comnunication channels and hosts in a virtusodel. However, the
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implementationsof these componentsieed functional simplifications todecreasethe

complexity. Table 2.1 providesa comparison between simulation, Emulation and real

networktestbed Gantenbeiret al, 2010) andKropff et al, 2006)

Table 0.1 Realworld vs. emulation vs simulation testbed(Gantenbeinet al., 2010)

Simulation testbed Emulation testbed Realworld testbed
Scenario setup (+) easy (+) easy (-) difficult
Simplifications ) h'gr;e%?trac“on (+) definable (+) none
Scalability (+) high (+/-) depend on the setuy (-) bad
Reproducibility (+) easy (+) easy (-) difficult
(-) cheap (softwarbased)
Costs (+) cheap (+) expensive (hardware| (-) very expensive
based)
Duration (-) variable (+) soft realtime (+) real time
Limitations (+/-) processing (+) none ) har(_j\_/v_are
power capabilities
Network traffic (-) modelled (+) real or modelled (+) real

In this study, the three evaluatiapproachesvere combinedor making the best advantage

of each method.

2.7.1 Network NS2simulation and NetEm emulation testbed

Network Simulator Versio2/3 (NS2/ NS3) iknown asopen source discrete event simulator
developedexplicitly for networkand communicatiomesearchKabir et al, 2014) NS2 was
startedand licensed in 1996997 for use under General Public License (GNU). It supports
both wiredAwvirelesssimulationfunctions andseveralprotocols like UDP, TCPand RTPetc.
NS2 isa very popular networksimulator forits flexibility and modularity. It is basedno
ObjectOrientedTool Command Language (OTcl) a@d-+ (Rampfl, 2013) C++ defins the
interior techniqueof simulation objects while OTcl is usdiay users todevise testing
simulation scenar®andtheir events. Botlthe OTcl andC++ areassociatedogether using
TcICL. Tcl simulation script is used to setup a simulation. NS2 executes simulation different
issues studies like protocatterface congestion control, scalability etc. NAM (Network
AniMator) toolsareused to interpret the output NS2 tidsased and provide graphlly and
interactively outputKawai et al, 2017)and (Kabir et al, 2014) However, NS2 has many
issues such as Credibility and Validation whatle considerations using it gimulatiors. A
network simulation ensideredto be useful only when its shown behaviour and results are

equivalentto real networks. Another issu® the simulationsscalability limits (Kabir et al,
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2014) In addition, whermoving from simulation toactualnetworktesting systemsnustbe

practically redesignedreconfiguredandoptimisedto work with actualhardware. Following
such model simulation outputs can digersefrom whatachievedthroughactual network

testing(Petrioliet al, 2015)

Several emulation tools have been use@xamine many tymeof networks For instance,
(Le-Trung, 2017)and (Nussbaum and Richard, 200&udies discussed network emulators
that are suitable for different network typesiasizes to meet precise neeBsuran(2012)
have discussedhree most commoly used network emulators: NISTNet, Dummynet and
NetEm They reportegros and consf each simulatorAlthough there were many network
emulation tools including the ones shown(Ropescu, 2019) an@Nussbaum and Richard,
2009) it was concluded that the use ¢tEm would offeran improvedfexibility with the
research plans. Therefore, it was decided to use NetEm as the network emulationhiol in
networkscenarios.

In this studyNS2wasused to develop the muitiput adaptive sampling mod&letEmwas
implemented in theactual laboratorytestbednetwork to control relevant network traffic
parametersi.e. delay, jitter andoPLR, for sampling, QoS, objective QoE and integrated
QoS/QoE assessmenitfowever, asietwork simulations and emulation testbedsehseveral
limitations related to their reliability, validation and scalability limits (CasMiazquezet
al., 2017), (Riliskis and Osipov, 2013Retrioli et al, 2015)and (Rampfl, 2013, this study
apdied the developednulti-input adaptive samplingQoS, QoE and integrated QoS/QoE
techniques to an institutional network settingoractical manner and critically analysing the

results.

2.8 Summary

In this chapter an extensive literature review was provithed included prior studies in
multi-input adaptive sampling, QoS evaluations of multimedia traffic transmission, QoE
methods and thniques and integrated Qo0S/QOE methods. The isetiesultimedia
transmission over hybrid networksatrequirefurtherimprovementsand invespations were
discussedAirtificial Intelligence and probabilistic approache®re discussedln addition,

network evaluation approaches simulation, emulation and real netveoekeviewed.
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Chapter 3 Relevant Theory and Background

The purposeof this chapter is to explain the theorgssociatedo thekey challengeselated

to this study. Section.1 gives an overviewf QoSrequirements of multimedia applications
Section 3.2ncludes definitions of delay, jitter and packet loss. Secti@rdescribes issues
related to QoESectiors .4 and3.5 provide details of VolP and video servictir formats,
resolutiors, components and signallingection 3.6 includes detaik of IEEE 802.11as
emerging WLAN standard$Section 3/ introduces the theory d@irtificial intelligencemodels
used in this studySection 3 introduces the theory probabilistic classifiers. While section

3.9 provides the relevanhetwork tools that have been used in this study.

3.1 QoS Requirements of Multime dia Applications

QoSof multimediaservicesare considerablyunlike othernetworkapplicationsThe services
like emall, file transfer andveb servicecan beflexible with somenetwork QoS parameter
factorssuch as delay ardklay variation(jitter) (Anandand de Veciana, 201&8owever, the
multimediaservices andapplicationslike video streamingand VolP are very sensitivéo
traffic factors and needsa quicker reactiorby the networkcomponentsA longer packet
delays or jitter can extremely reduce the performance(Tanenbaumet al, 2018). The
provisionof usagebandwidth can béardto computefor these servicesThis is because of
severaldiversefactorslike resolution,transmission activity andsage In a hybridnetwork,
someparameterdimit an acceptable QoS. Fexample a largeamount ofdelay, jitteror
packet loss cantterly decrease¢he QoS(Al-Shaikhliet al, 2016)and (Klaue et al, 2003).
There areparametersthat poseissuesto prevent networkdeliver continuous QoS for
transmittng servicedike congestion thatnclude queueing and signal interfererissues
Therefore, the QoS requirements feal time applicationsuch asvolP and Videoneed to
be measuredto deliver adequateQoS for theservices Table (3.1) reviews the QoS
requirements forealtime applicationsandinsensitivetime servicesasrecommendedy 1TU
(Pal and Triyason, 20)8Khiat et al, 2017) (Dogmanet al, 2012) and(ITU-T, 2001).
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Table 3.1 QoS requirements forvideo, voiceand data assuggestedy ITU (Pal and
Triyason, 2018) (Khiat et al. (2017), (Dogmaret al., 2012) and (ITU-T, 2001)

Class Application Typical bandwidth Delay Jitter Paciztei(t)loss
VolIP, <150 ms| <1ms <3%
Real | videoconferencing 16-128 kbps preferred| preferred| preferred
i o)
time Video streaming 16-384kbps < 150ms) < 30ms <1%
preferred| preferred| preferred
N(i?mrgan E-mail, file transfer, web browsing Minutes N/A Zero

3.2 Network Traffic Parameters

Quiality usually describes level of performance with constrained delay, datanasgnal
jitter, and sufficient use of the network resourcEsrthermore,quality can be reflected
synonymous with predictability and reliability of thpplication Santog2016)has identified
essential QoS parametdile bandwidth,applicationduration, maximum delay, maximum

jitter and maximum loss rate.

I. Delay
Delay ;) for thei™ packet is determined as Eguation(3.1) whereR and§ are the time a

packetthatwas received andransmittedespectively(Li and Cui, 2018)
Di=R-S (3.1

For time sensitive traffic, a short delivery delay is required. A telephone call consumes a
delay delivery between 10 or 100 msec which depends on echo cancellation method.

i. Jitter

Jitteris knownas thechangesn delayin a period Jitter () is determined usingquation
(3.2 whereD; andD;.; are the delayneasures othe presentand prior packets respectively.

Theuse ofabsolutevalueto guaranteegitter measurementgositive(Callegarietal., 2018.
J=abs (D;- D;.1) (3.2

Sensitive traffic like videostreamingor audio on demandequiresthat any jitter to be
controlled. The application service and the size of tbendingbuffers will define allowed

maximum jitter. The QoS architecture use defined jitter to fix the service class.
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iii. Packet loss ratio

The percentage packet loss ratioPl%) is computedoy Equation(3.3) whereR and§ are
i packetghatrespectivelyreceived and semtt respectiveime unit
al=e

AIOAH srr (3.3)

" 2.4L @F

The percentage packet loss ratio is an indicator of the maximum tolerable packet loss. Some
sensitive applications like VolP can accept up to 10% of an unrecovéoableate. Some
services could support certain amount of recoverphtket loss provided that upper layer
protocol will retransmit lost packets such as a Real Server streaming. If a receiver measures a
recoverable loss then the QoS will be needed in suafay to expand allocated bandwidth
requirement a little more so that if application requires 1 Mbps throughput rate with about
(10 %) of recoverable packet loss then QoS architecture allow for 1.1 Mbps allocated
bandwidth when packet loss occ(iBesoguset al, 2019)

iv. Throughput

Throughput is a network paramet#iat is used to examine thability of network to send
dataset over certain duration of time (TU-T, 201§. It is alsoknown as thedetermined
communicatiorspeedat a sustained level between two endpoints. It can be defined as the as
the amount of received packetsccessfullyin a predefinegeriod (ITU-T, 2016. Equation

(3.9) is used tacomputethe throughput:

60, P L AE’—;}‘? (3.9

Where 60Qjs thecalculatedhroughput in bpshroughthe Y period A 2; P is thecomplete
bits of well received packetghroughthe Y periodwhereasRjs the duration time of theg!

period

3.3 Quality of Experience (QoE)

It is important todifferentiatebetween the multimedieomputedqualitiescalled QoE with
QoS parameters described above. QoE is obtained and measured by end users who have
received multimedia streaming in destination side. User perception and measurements
depends on mamgspectsuch agesolution andiideo siz, deep colourbrightness, contrast,
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colour saturatiomaturalness of picturedjstortion, definition, pixel errors arfdll or partial
lost frames.QOE measurement process is classified to subjective and obj@ietkare)
2014) and % D U D N R Skbrin-Kafog 2013)

3.3.1 Multimedia traffic

There arananyparametersllied to transmission of multimedia da&antos (2016)They are
described irthis sectionBit rate is thenumberof bits processeder secondThe videos seen
on web are generally-2 Mbps while bitrate of a DVD video is betweef8 Mbps with a
higher quality about four times than a web vidPetrangeliet al, 2019) andKing, 2009)
However,a higher quality as a result of higher bit ratgqueesa largerfile size which can be

a limitation in some cases. Some related factors are:

i. Encoding: To obtain maximizegerformanceof the streaming signal the encodisgstem
allocatesa binarycodeto each sample. The massedmethod of encodingiPCM algorithm
function which is sufficient at low volume signal® X N R E U & Al,R¥13)and (Pulkki,

2007)

ii. Compression: Most codec techniques use compression algorithms to optimize digitized
signal and reduce utilized network bandwidth by compressing binary bits. Hnere
considerationsn compression such as speed of compression to avoid extra end to end
communication dely especiallyn real timeservices(Suryakala and Mahesh, 2018hd

(Dang and Chgl2000)

iii. Packetisation During packet transmission through the network every packet will add its
headersBandwidth(BW) utilization will increase with more data packethus the measured
overall delay for a transmitted dapacketwill be enlargedwhen the size of the packets
increasd. In audio streaming, a balance between packet sizésaladencyis considerediue

to both the number of packets and the alloc&®d can be reduced to lowalues(Li et al,
2019) andBenini and De Miche)i2002)

3.3.2 Subjective QoE

QoS refers to subjective tests performed to deterhuman perception of a video untiez
specific laboratorysituation Participants(users)are specifiedchainsof tested videcclips;
sent priginal) and received(distorted videospresentedand then asked to score valwes

the video quality. Video Quality Expert Group (VQE@reethi and Loganathan, 2018) and
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(Rohaly et al, 2000) has made thaecommendidons for conducting subjective tests.
Subjective categorised into two singiémuluswhich the viewer is shown only one video at
a time and doublestimulus two videos arepresentedsimultaneously on a splgcreen
environment(Lévéqueet al, 2019) The most famous subjective testing method is mean

opinion scorgMOS).
i. Mean opinion score (MOS)

One of designated subjective Qaproachess the MOS model. Its testing performed by

human perception dieW O\ E\ XVHUVY HY DO XDW Isgddic \abdrdtbly Y D O X H
conditions Participantsare givenchainsof video clips, original and distortezshes andhen

asked to score the quality. The ideald MOS was produced in 1996TU & 1996)and it
characterised the first subjective method to tleenputational of QoE. The approach is

applied toreal time applications likeideo, voice and multimedia such as video streaming

and video conferencingDemirbilek and Grégoire, 2016§or instance whereasusers are

viewers, audienceand listenersFor voice assessmerdgach listener is needed poovide

opinion using a five scalgoint as: 5Excellent, 4Good, 3Fair, 2Poor, tBad which are

statedWR 3, PSHUFHSWLEOH "~ 33HUFHSWLEOH EXW QRW DQQR\L
DQG 39HU\@GIHQRRdet al, 2016)and Microsoft,2017)as in Tablg3.2).

Table 3.2 MOS rating and their description for QOE measurements

Scores Quality Impairment
- Excellent Imperceptible
4 Good Perceptible, but not annoying
Fair Slightly annoying
Poor Annoying
Bad Very annoying

3.3.3 Objective QoE

To overcome the higr cost of subjective tests, objectisgstemscan be considered/iany
objective QoS parameters have been used that contribute to user perceptual quality (such as
PSNR and SSIM) andharacteriseuser QOE. The common methods arectomputethe
variancebetween the original and distorted vid&dost of existing studies were performed
objectively with SSIM, VQM and PSNR (Tsolkaset al, 2017) (HoR3feldet al, 2017)and

(Patil and Patil2017)
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Objective Reference Data Qualityethodsare categorised intmo-reference,reduced
referenceandfull-referencebased on the size of dataeded othe reference (original) video

as providedin Figure 3.1(Lahoulouet al, 2017) (Juluri et al., 2015)and (Matulin and

Mrvelj, 2013) Full-reference (FR)nethodsprocess a frame biyame contrastamongstthe
testingand reference videdReducedeference (RRmethodsare hybrids between FR and

NR methodsExamplesused arespatial detail andjuantity of motion. The welknown FR

method is PSNR and SSIM. However, PSNR only has an approximate accuracy because it is
a byteby byte contrastof the dataetswithout knowingwhat theyreally signify (Preethi and
Loganathan, 2018)

—
| - -
i — . —

Figure 0.1 An overview of QOE assessment models

3.4 Main Audio and Video Services

i. Voice over IP (VolP): This is like traditional telephongystembut insertedinto the IP
network. As in traditionalPSTN telephony,simply the 0 to 4KHz peiod of signal

frequenciegquivalento the human voicéut digitally encoded. VoIP is a real tinb&o-way

directional application that needs @ertain requiremenof latency and jitter on both ends
(Singhet al, 2014)

ii. Video over Demand (VoD): This service is a unidirectionalith requirements of high
bandwidth relative to number of concurrent users. In VoD audio and video streaming
transmitted at same time from a central video server to a digaty client can connect at
any time to the centraerver and download any available video. It is not a real time service
thus the video can be buffered to be represented centi@intuser sidgVan Meggeleret

al,, 2019)
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iii. IP Television (IPTV): It is a unidirectional with requirements of high baudth depends
on number of concurrent clients. The main difference is that all clients are receiving the same

video stream, to save network bandwidth a multitsdiniquas usedKuaet al, 2017)

iv. Video conference This islike VolP service; a realime bidirectional communication
which incorporates video sigh@angJaccarcet al, 2016).

v. Videogames:Online videogames are new multimedia applications on IP networks. Players
in different sites of the world can interact, talfonnect andlay. Therefore,these data

packets must be treated as real time traffic, like video and audio stre@amef al, 2018)

3.4.1 Video formats/ containers and codecs

Videos have technically termed, containers, in various formats. A container contains audio
and vid® data, and other data about the video like codec information to be used to play the
video, required audio codec, and possibly metadata such as subtitle information and video
title. The file extension of a video usually refers to the container used foidbe. Some
well-known containers are QuickTime (.mov or.qt) tkeatablishedy Apple, Flash Video

(.flv, .swf) designed by MacromediAudio Video Interleave (.avi) whictwvasproduced by
Microsoft and Advanced Video Coding High Definition (AVCHD) deveén in
collaboration by Sony and Panasonic. Video codecs is dealing with represerdlogua

data in a digital form. Acodec is referred as compression/decompression. The omgsc
provide a good quality video with a minimum size whilst utilising a Istvbit rate with
keeping the data loss at a minimy~Mideo Codec, 2016)A codec can be software or a

hardware device. Some of the popular codecglan@gen, 2019):

x MPEG-1: from Moving Picture Expert Group, mostly used in VCD production.

X MPEG-2: used widely in DVD production, and in HDTV broadcast.

X MPEG4: very popular with different formats ranging from full HD to the lowest sized
mp4 videos.

X H.264 (known as MPE@ AVC): used in digital video cameras and camcorders, can
compress good @lity videos for the web and equally for HD TVs.

x WMA: used in video and audio streaming, supports 720 and 1080 high resolutions.

x DivX (DivX -encoded Movie): offers video compression with a minimal loss in quality,

supports high definition resolutions up1080.
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3.4.2 Videoresolution

Resolution is a quantity of pixels, defining themberof pixels present in an image. Pixels

are small dots with differemolours;these dots make up the whole pict(iviorris, 2019) In

simple definition, video resolution de#mes how clear the video will be, once played on a
video player. Video resolution is stated as length (in pixels¢ight (in pixels.Figure 3.2
illustrates picture where the resolution starts with 16x16 pixels and goes up to 512x512

pixels.

Figure 0.2 The concept of image/video resolution illustrated by Vimeo with their
logo (Morris, 2019)

The common video resolutions are SD with a resolution of 640x480, HD with a resolution of
1280x720p, full HD with aesolution of 19201080, and 4K Videos with resolutiorthie
range of 4000x2160 pixels

3.5 VolP Components

VoIP architect includes three key elementswhich are; Packetize CODEC {ecoder
/Encode) and buffer. For the communication the analoguaudiovoice is transformednto
digital, compressed permittedandthen encodethto a formatby standard CODE@nethod
(Winkler, 2017) Figure 3.3showsVolIP architecture. Mny CODEC establishefly ITU-T
for VoIP systensuch as G.729G.723.1a and G.71dtc. Then,the Packetizatiomethodis
controlledby fragment thereviouslyencodecaudiointo paclets withidenticalsizes(Sunet
al., 2013)and (Srikanth and Divya, 2013).
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Figure 0.3 VoIP Architecture (Alshakhsi and Hasbullah, 2012)

TCP protocol isappropriatefor datasetsvhich needacknowledgment packet (ACK) to be
sent by the receiveo the transmitterwhich causegxtradelayasevery packeheedan ACK
packet.Anothermannerof transmissiordata packeis using UDPwhich is more suéble for
VoIP serviceas the receivanot required toreportthe transmitterof receiving the datéKhiat
et al, 2017).During transmissiona changingof packetsdelaymay happenwhich known as
jitter. The playout buffer at receives usedfor smoothemmg playout anddecreasealelay
variation (itter) values VolP apply combinedprotocolsat different OSI model layer like
SIP, media CODECSs in presentation layer @Rd@P in session layeFigure 3. illustrates
VolIP, SIP and RTRrotocokin OSI mode(Medhi and Ramasamy, 2017)

—
-
I

I i
I

Figure 0.4 OSI model andVolIP Protocol Stack (Srikanth and Divya, 2013jand
(Liang et al.,, 2014)
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3.5.1 VolPsignaling protocols

The two known VolIP signallingre H.323 and the weltknown Session Initiation Protocol
(SIP). The signalling protocolsare executed prioto forming the VolP calls, between two
clients,and also at the ernd terminate the call and cleattse mediaRattalet al, 2013)and
(Aliwi and Sumari 2013).

3.5.2 The function of sessioninitiation protocol (SIP)

According toAliwi and Sumari(2013)"SIP is an applicatiotayer control protocol that can
establish, modify, and terminate multimedia sessions (conferences) such as Internet telephony
calls" The protocoloutlinesthe rules thatmanagecall startup, adjustmentsand terminate

SIP isplannedto work on top onRTP thatcarryvoice stream andata.SIP isconsidered as
simplerthan H323.

SIP protocolwasusedin this studyfor signallingasall experimentsisingwhole IP network
Two network devicethat areessentiafor SIP toform call sessioras following:

i. SIP end point nodes or called user agentsThe two componentssignify sessionends
they can balsohard or soft phonehatconfiguredon a computer asmart phonesrwo user
kinds of SIP agentaire known aserver and a clienClient'suser agentJAC) which initiate
the call by generate a requeshereasa server user agent (UAS) processesl sends a
responsdackconfirm the communicatio@ohnston, 2015).

ii. SIP servers These devicessuallycomputers that process usgentsrequestsand send
back a response to confirm establishing the .cale processingembraceslP addresses

resolvingfrom usernames.

iii. SIP operation and services The SIPprocesscan be summarized ibelow six steps
(Basetet al, 2012)

Registerappropriaténitiation andobtainuser location.
Identify the usedmediaprotocol

Definethe preparednessf the callto connect(rejector accept
Formthe call.

Modify andbr handelcalls.

Terminatethe call.

o g bk w N PE
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3.5.3 Real-time transport protocol (RTP)

RTP is a reatime protocoldealswith mediato form endto end transport. However, it is
usuallyused upon UDP transport protocol. RTRIsseto the applicatiotayer. RTP is as a
framework thatVolP servicesuse for protocol implementation. RTdbesnot guarantee
packets deliverynor does itretainthe packets in sequen¢Barz and Bassett, 2016RTP
leaves packet resequencingnd recovering lostpacketsto the application layer. Some
applications mayolerate some packet loss durirgpmmunication For video orvoice, there
is no time for retransmissions. Some sesddgalwith lost packetby providingupdated or
new data to fix the original lossstead of retransmissioRTP protocoloffers sequence
numbeing, payload type identification andwce identification RTP Control Protocol
(RTCP)deliversfeedback of dat&ransmissiorperformanceanddataaboutcall participants.
RTP session isollectedof anRTP port number, a RTCP paimber andhe particpant's IP
addresgJunxiang and Yu, 2019) arf/esterlund, 204).

In VoIP, RTP sessions amormally formed initially by a signalling protocolike SIP or
H.323. RTP uses UDP faransmissiormethod;a streamorientedtransportike TCP can be
used(Basetet al, 2012).Figure 3 illustratesthe SIP and RTP triangular topolqogie SIP
messagesransmissiorbetween VolP Agents and SIP Servéren RTP packetstransports
between VolRagents directly.

VN

VolP Agent 1 VolP Agent 2

Figure 0.5 RTP and SIP Triangular Topology

The synchronization source identifier (SSRC) vialue that generatedrandomly and
individually which recogniseghe source within a session. RTP was used inréssarch
because oits ability to use timestangowhich can be configured so that the transmitter and
receiver could synchronise via NTP server. An abibtsynchronised time at transmitter and
receiver enablean accurate measurement thie actualdelay and delay variation (jitter)yb

extracting the time at timestamp field in R{%hannoret al, 2016)
36



3.6 Wireless LAN (WLAN) Overview

WLAN delivers practically equivalentfunctions and tasksof the normal wired local area
network (LAN), FastEthernet(FE) and Token Ring and GigabiEthernet(GE) with no
concernsthat associatedo cable limit (Dordal, 2019) Burbank et al. (2013) in general
describedthe LAN as providing a highthroughputby reasonabl&eommunicationrmediaas
relatedto LAN's copper wires.The communication networRVLAN has limitation to its
geographicsite such ascampus building olocal office. The simpléedeaof WLAN createsa
connection linkbetwea two devices or more withophysicalcables. Theonnectionink is
provided by Access Point (ARComer, 2018and(Sarkaret al, 2016)

3.6.1 Wi-Fitechnology evolution and market status

Wi-Fi is thelargestcommonlyimplementedwirelesswith regard toinfrastructure and of
devices Wi-Fi chipsetsarestandard interfacgsars in computers, laptops and smartphones.
Wi-Fi has developediuring years to fulfil high speedlemandsand higher bandwidth to
support more applications and featiN/i-Fi is standardized by IEEE with 802 umbrellas of
standards foWWLANs (Gast, 2013)The rewer wireless is IEEE 802.11ah whigbesl GHz

to deliverwider range withéssenergy consumption that allowirenormoussetsof stations

or sensors creation which cooperates the sigisslipciateéhe conceptionof the Internet of
Things (loT) (Ravindramth et al, 2016) and(Talari, et al, 2017) In 2009 the 802.11n
wireless protocolvas publishedthe new protocol haadvantagethatrecentlycreatedn Wi-

Fi, known asmultiple-input multipleoutput (MIMO) that supporthannels o#0 MHz. The
protocol supportsframe combination 802.11nsupportsthree operadnal modes; High

throughput modenonHT mode,Greenfieldand HT mixed mode.
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Table 3.3 Summary of IEEE802.11 standards (Bejarancet al., 2013)

Feature/IEEE standard 802.11b | 802.11g/a| 802.11n 802.11ac
Maximum data rate per >500 (Assuming 8(
stream (Mb/s) 11 54 >100 MHz channels)
Frequency band 2.4 GHz | 2.4/5 GHz 2'45GGH|_TZand 5 GHz
Channel width (MHz) 20 20/20 | 20and 40 20’402’3%%81060’ anc
Antenna technology SISO SISO MIMO MIMO/MU -MIMO
. : DSSS and
Transmission technique DSSS OFEDM OFDM OFDM
Maxmqm number of 1 1 4 8
spatial streams
Beamformingcapable No No Yes Yes
Date ratified by IEEE 1999 2003/1999 2009 2013

The 802.11ncan reachup to 600 Mbpsspeed rat¢hat considerablylO timesbetterthan the
previous 802.11#&/g standards Mishra et al, 2015). The newest WLAN is 802.11ac
standardthat is upgradeof 802.11n It suppliesa highthroughput (VHT) reacing 1 Gbps.
802.11aaquns on 5 GHz bandsnot suitablespectrum is available at 2.4 GHz fugh speed
The 802.11accan supporta wider bandwidththat can reachl60 MHz by adjusting 256
QAM. The 802.11acsupportsmore MIMO spatialthat up to 8 toenhance itspeedrate.

Bejarancet al.(2013) summarized IEE®irelesscharacteristics as outlined in Tal§&3).

3.7 Atrtificial Intelligence Techniques

This section of the study explains the concept of two important Artificial Intelligent systems;
fuzzy logic, and neural network. Fuzzy logic cperform both numeric and linguistic
reasoning and cope with uncertainty in informatibieural networks are adaptive parallel

processing systems that can learn by interacting with their operating environment.

3.7.1 Fuzzylogic

Fuzzy logicinitially was developedn 1965 by Lotfi Zadeh as computer methods for
computing wordsinstead of justnumbers.It is widely applied tovarious services and
applications in variedreadike control, evaluating systems and decision makiggji et al,
2015)and (Alreshoodi and Woods, 2013)he flexibility and robustness of Fuzzy Logic to

handle with inaccurate or uncertain informatroakes itpowerful and excellertechnique
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An important featuref fuzzy logic isits capabilityto process informatiotinguistically. It
facilitates modelling of very complex systeeficiently by usingadvancedevel of concepts

from human's experiences and knowledge. Below is summary of fuzzy logic process.

i. Fuzzy Inference System (FIS) A fuzzy logictechnique taomputeinput vector values by
using predefined rules:IS allocatesmeasuredo the ouput. It consists of foursections
fuzzification inference engindase ofrules and defuzzificationfFigure 3.6shows a FIS
operation(Egajiet al, 2015).

Figure 0.6 Schematic diagram of a fuzzy inference system (FIS)

ii. Fuzzification: In this part of Fuzzy logic the numerical inputhat converted into
linguistic forms by determining theirextentsof belonging to ofe of proper membership
functions.Cirsteaet al.(2002) explais fuzzy sets that each component (x) in the universe of
discourse X is allocated to certain extent of membership) wxch is achievedfrom
membership functions. Membership functions allow gradaalersiorasfull belonging to a
fuzzy set to notbelonging withintermediary extentsof belonging. It is unlikenormal
classical logicthat has very limitedborderlinebetween true and falsmnditions the fuzzy
logic represent gradientslopeof otherprobablestates between true and false.

iii. Rule Base:lt is a set of IFTHEN rules which implies linguistigalues the rulesand its
number arechanging acording to the number of input&riables, outputs and usesany
membership functions that are correlated to them. Bdssec definition form of IFTHEN
rules: IF which is (AntecedenfyHEN which is (Conseant) (Mendel, 2017).

iv. Inference Engine:lt uses fuzzified input data and ttefinedrules in the knowledge base
to deduce new information about the current input case through processes known as
implication and aggregatiofhee, 1990) Thefuzzified inputs dataauld be used fomultiple
rules to identify how effectively every rule defines the current condition. However,
implication must apply foeveryrule whereaste input for the implicatioprocedurds only
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a number that hasbtainedby the antecedent of this rule, and the output is considered as a
fuzzy set. Then the output fuzzy set from previous implicgtimtedurdor everyrule is all

integratedby aggregatioprocedurgo generatsinglefuzzy set(Mendel, 2017).

v. Defuzzificaion: Defuzzification process converts the output linguistic values which are
the results of aggregation part to real numeric valliesre are many mechanisms that can be
used in defuzzification operations like bisector, centreidallest of maximummiddle of

maximum and largest of maximu{@reenfield and Chiclana, 2013)

3.8 Probabilistic Classifiers

3.8.1 > ¢heorem

The conditional probability of anevent is gossibilityattained with theextradata that some
other evenfpreviouslyhappenedP(B|A) refers tothe conditional probabilityor event(B)
happeningasthatthe otherevent(A) that previouslyoccurred(Parrill and Lipkowitz, 201p
and(Lantz, 201%. The followingEquationprovides for finding® B|A):

E:o Qaw;

= (35

The textbook alsenvolved this "intuitive approach for finding a conditional probability":

2:$#, L

The conditionapossibility of (B) given (A) can be obtained bsupposinghat even{A) has
happened Bayes' theorem (Bayes' ruléhat has been used for studying a probability
assessmertiased orextradatathat is laterattained It is important toidentify that dealing
with consecutiveevents, whereby neextradatais attained for &onsequenévent, and that
new obtaineddatais usedto revise the probability of thereviousevent. In thisperspective
the terms prior probability and posterior probability asaally used (Mitzenmacher and
Upfal, 2017)

Bayes'theorem status that the probability of eveff), as that event(B) has already
happenedis in Equation(3.6) (Ambicaet al, 2013).

E:0 &:» ©;
E0 &E:» O >F08F:» 087

2:#$; L (3.6)

Bayesian classifierdBC) are known as statistical classifiers.BCs can expect class
membershippossibilitieslike if given sample belongs to dass BC is created basedn
%D\HVY WKHRUHP 1DLY Hif %b ifluéhde f ah @ibibueimidasttéidr
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specifiedclass is independent of the other attributes. This assumptresdgniseds class
conditional independenaghich make simpleicomputationconsiderecas Q D L(¥utixiang
and Yu, 2019and(Wolstenholme2018).

%D\HVY 7KHRUHR® x/H¥W asa sample, whoselementsharacteriseneasures
made on a set af characterigcs. In Bayesian terms, X iknown as'evidence' Let H be
likelihood that the dat& belongs to a class C. Foategorisingssuesthe aimis to obtainP
(H|X), the probabilityof the hypothesi#d holds assumedhe "evidencé, (i.e. thedetected

data sampl&). In other words, the probability that sample X belongs to
2:% L 25 *2:%5200 (3.7
3.8.2 Probabilistic neural network

PNN classifiesan input datasetto predefined classypes PNN is known assupervised
learning feedforwardrtificial neural networllRamanet al, 2017) It is a classifielusinga
statistical algorithmwhich is kernel discriminanenalysis.The PNN trainingneedsseveral
examples ofidentified classesin order to concude the approximated. PNMas many
advantagedts essentially parallel structuriast training and convergencand it capability

to optimiseclassifiers byaddingtraining examples.

According to Specht (1990FNN is linked to Parzen nonparametric probability density

function (PDF) and Bayes classificatiomules In the algorithm, thePDF of each class is
approximated by a Parzen window and a-parametric function. Then, using PDF of each

class, the class probability of a ndnQ SXW LV HVWLPDWHG DQG %D\HVY UXC
it to the class with the highest posterior probabilRNN structure isshown in Figure 3.7

consistsof four layers; inpty pattern Bidden), summation layer and outgiRamanet al,

2017)
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Figure 0.7 Architecture of probabilistic artificial neural network PNN

An input datasewector is fed to th@ input neurons. The theinput layer forwards thdata
to the neurons in theidden (pattern) layer whictlistributedinto k clasgs The neurons in
the hidden (pattern)ayer process the datasing a Gaussian kernel of therin of an input
patternx from the input layer. There is more explanation about using PNNapter6.

In this study Bayesian and PNNasedmethodswere developedto classify QoS for their

advantages afomputationakpeedandrobustness.

PNN is a fasttraining process and an inherently parallel structure that is guaranteed to
converge to an optimal classifier as the size of the representative training set increases and
training samples can be added or removed without extensive retrdinedraining ime, as
measured by number of itéi@ns of the learning algorithmeeded for the network to reach

its best performancdt is also significantly shorter for the PN&édmpared to conventional

neural network§CNN) while PNN generally requires more hiddendesthanCNN to reach

comparable performance.

42



3.9 Network Tools

3.9.1 NetEm (Network Emulator)

Network Emulator is a Linux based tool that has the ability to emulate a vast range of
network scenarios. Network engineers have used NetEm to emulate wide area network
properties to test protocols. By NetErh,WhfiSéible to emulate various networks scenarios
whilst having a control ovetraffic factorslike delay, jitter and®PLR, duplication and re
ordering of network data packgfRoshan, 2018and(Biernacki, 2017)

NetEm runs emulation functionality forrequiredprotocols by emulatingome of network
parameters The currentNetEm emulates delay, packet loss, duplication andro®ring
(Roshan, 2018)XMoe, 2013)and (Beuran, 2012NetEm allows two delay emulatiogpes.

The first type is a fixed dal/, as illustrates in Figure 3.8

N
— *% I

Figure 0.8 NetEm adds a fixed delay to outgoing data packets (Roshan, 2018)

The second type in NetEm to emulate a delay is with the use of a distribution. NetEm has
built-in delay distributions called Normal and Pareto which allow added delay to the outgoing

traffic based on one of these buiittdistributions as illustrated in Figure 3.9

Figure 03.9 NetEm traffic control logic (Roshan, 2018)
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NetEm is a very popular tool used widely by many researchers. It allows testing and design
of network related applications in various controllable conditionsrevtiee experiments can

be repeated for concluding a desired outcoimehis study,the NetEm softwarewas used

due its capabilitiethat allowed control ofielay, jitter and packet loss.

3.9.2 Network time protocol NTP

NTP is an Internet protocol used ggnchronize the clocks of computers to time reference.
NTP is assembledn top of UDP andIP. It is consideredo preservetime reliability and
accuracy(Douglaset al, 2018) It is constructed for having alevicesget correct timelose
as possible to the Universal Coordinated Time (UTCBimple NTP systemcontairs a

centralserver and client® deliverprecisetime to thenetworkclients.

The basic NTP operation t® time stamptransportedpacketsbetween the server ant$
cliens. Theprocesorder is: i) the client stampts time while sends an NTP request packet
to the server. ii) The server stamps the timéeMN TP request packet hasceived fromits
client. iii) The server stamps the timehile it sends the NTP reply to thdient. iv) The
network client stamps the time when this NTP reply is received. NTP packet contains four
timestampswhereclients usethese timestamps tmmputethe variationbetween its internal
and the UTC time referendben adjusts its local time to synchronise witk server In
addition, the client cameasurdhe latency and apply a correction fadimadjustits internal
time, which results in more accurate latency level of synchronizalionhis study, to
accurdely measure multimedia traffic parameters between two PCs, WaERnstalled in
transmitting and receivingCs to synchronise time and accurately meastetay, jitter and
%PLR

3.9.3 Wireshark software

Wireshark is identified as packetnalyser forhybrid networls, it is "the packet sniffers”
capture and analysenetwork traffic transmitted between two devices further study and
troubleshootnetwork problemsWireshark builds useful statisticaiformation of wireless
(Wi-Fi) usage. Wireshark captures and records packets basedaoy criteria such as
protocol number or type UDP, TCRRTP, RTCP orSIP. In thisstudy the furthermost
significant packets thaneedsto be collectedis VoIP packetsthen calculate som¥&olP

statistcssuch aglelay, jitter andoPLR(Lamping and Warnicke€014).
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3.9.4 VLCmedia Player

VLC, is a media playerthat produced by Video Lar{VideoLAN, 2019),it operates on
Windows, Linux, and MacOS computeké . C plays a wide range of media files. VLBas
controlling streaming capabilities which alld@acal or network streaming withlarge control

over the protocols and codecs to meet specific streaming require(Pamzyideset al,
2013) The VOD streaming can be done by VLC using many protocols suei 88, RTP

and UDP. VLC has capability to display the stream locally to allow check effects of
transcoding and rescalintn this study, VLC havédeenused for video streaminigetween

PGCs.

3.10 Summary

This chapter explainedheories that significant to the QoS and QoE of multimedia
applications. Thiscoversthe descriptions QoStraffic factors and parameterQoE visual
factors QoS essentialrequirements of multimediaervices and multimedigparametersit
introduced the IEEE 802.11n/ac as emergiWjLANs standards to provide QoS was
explained. This chapter also explained the theoreti@akgroundrelated to Atrtificial
Intelligence(Al). The basic concepts of fuzzy logic, Bayesian classifier, probabilistic Neural
Network PNN were explained.
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Chapter 4 Methodology

4.1 Introduction

An explanation of procedures that were common in obtaining results presented in the
following resultschapters is included in this chapter. The procedures that were specific to the
results in individual chapters anacluded in the related chapterto aid clarity and
readability. Themethodologies were in three parts

x Simulation approach whictvasused to generate data that used to devalopdative
sampling technique covers objecti¥eThe NS2 simulationbasedapproach is explained
in section 4.3.

x Emulated testbedvas used to develop QoS, objective QoE and integrated QoS/QoE
techniques, according to needed scenarios, the emulation used NetEm due to its ability to
alter delay, jitter andoPLR, this approach cove objectives 2, 3 and 4. The emulation
approach is explained in section 4.4.

X Real network of large institution has been used to evaluate multimedia transmission
between two computers using all developed techniques which cover objective 5. The

approach was explained in section 4.5.

In this chapter, th&raffic measurement procedure a&BBSS analysis procedure axplained

in sections 4.6 to 40.

4.2 Network Evaluation Approaches

As described in section 2.7 performance evaluatodngired and wireless networks is often
performed either by simulation, emation or realworld testing.All theseapproacheshave
advantagesnd disadvantageSimulationstypically use simplified models with idealized
conditions. Emulationseflectreal networks but still allow for controlled network parameters
like delay, jitter %PLR and throughput. Thegerameters and elemerseinvolvedin real
world tests leading to a complex environment and can indalvaurintensivetests,but the

conditions andhe results will be practical

There are many simulation tools for reseafSarkar and Halim, 20)Jand (Gantenbeiet
al.,, 2010)such asOptical Micro-Networks Plus (OMNET++), Global Mobile Information
System SimulatorNS2 by Virtual Internetwork Testbed (VINT) antiS3 from National

Science Foundation (NSHYS2is an open source and fregnulationmodel NS2is wildly
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used for network research. In this study simulatd@hnot have anajor role; it was used to
gather network traffic in order to devel@m adaptive sampling techniqu&hereforeNS2

was selected and used for its simplicity in the task required for.

Emulator testbeds only redefine the physical layer instead of redefining many levels of the
OSI model, such as the real radios are used. The links between hosts are tpartsnly
modfied, not the hosts themselve&mulation solution offers middle ground between
simulators and real netwolldngrisaniet al, 2017) andGantenbeiret al, 2010) Because

the onlyissuethat needs to be managed is the link, it can be emulated in hardware. At the
same time emulatorsexclude many of the practical probleitist exist in real testbeds by
controling such external factors that may influence the experirgiegirioli et al, 2015). An
example of emulator is the NetEfAngrisaniet al, 2017)and (Petrioli et al, 2015) In this
research 