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Abstract  

Unmanned aerial vehicles (UAV) have surged in popularity over the last few years. With this, crime 
involving drones has also dramatically increased. Therefore, there is a dire need of successful Drone 
programmes that significantly would lower the amount of crime being committed involving Drone 
devices.  

Drone forensics is a concept that is less well known or documented. Research has shown that there 
have been Drone Forensic programmes to support the forensics investigations, however, many have 
failed for a few reasons such as the lack of understanding of the technology or other limited 
resources. It is also known within the Digital Forensics community that Anti-Forensics techniques are 
constant threats and hinder investigations, resulting in less convictions.  

This study aims to ascertain exactly what data can be extracted from UAV devices (Drones), the 
usefulness of this data, and whether consumers are able to obfuscate the data in efforts to evade 
detection (i.e. Anti-forensics techniques).  

A number of primary and secondary datasets have been utilised in this research. Primary data 
includes carrying out a flight using a UAV device and consequently analysing the resulting data and 
an interview with a qualified Digital Forensic Analyst. Secondary data was gained from VTO Labs, 
recommended by NIST which was able to be interrogated in order to deliver interesting results.  

This study found that Drones have the ability to hold a wealth of evidence that could potentially be 
very useful to assist forensics investigations. This included the flight path of the Drone, date and 
time of flight, altitude, home-point and alerts to inform whether the Drone was near restricted 
airspace such as airports (No Fly Zones).  

Moreover, it was found that it is possible for the manufacturers to build in Anti-Forensics software 
into their devices, but it would not be possible for a consumer to utilise such techniques. 

Keywords: Digital Forensics, Drones, UAV, Anti-Forensics, Mobile forensics, Drone Forensics. 

Section 1 Introduction 

An Unmanned Aerial Vehicle (UAV) or drone, is a pilotless aircraft that is controlled via flight 
software and a remote pilot. The first UAV was a quadcopter built in 1907 [17]. By 1917 
developments were being made to create the Ruston Proctor Aerial Target, which is used by the 
army to fly bombs into enemy territories [17]. Such developments resulted in military drones that 
are used today. The use of unmanned aerial vehicles (drones) has soared in recent years across the 
UK. PWC recently reported that by 2030 there could be up to 76,000 drones operating in the UK’s 
skies, with 628,000 jobs created within the UK economy involving drones [37]. 

However, this increased availability has resulted in tremendous growth of drone crime over recent 
years [32]. Even as far back as 2014, there were 283 drone crimes reported in the UK [43]. Some of 
these criminal acts include drug and weapon delivery into prisons, as well as being used to stake out 
homes for burglaries [13]. Drone technology is continuously evolving and is ‘part of a complex digital 
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ecosystem’ [32]. This is due to the use of controllers and connected devices, meaning that it can be 
challenging to keep up with their many uses. This correlated with the lack of understanding within 
law enforcement agencies [46] about the technology. 

Drones provide quick aerial views via remote pilot. The functionality and accessibility of drones has 
increased drone usage in various sectors such as construction, filming, photography, and estate 
agents who are more frequently hiring drone operators to help in commercial activities. 

There has also been an increase in the recreational use of drones by hobbyist’s [22]. Users fly drones 
remotely to capture aerial images, create films and record their experiences. Recreational drones 
can be purchased for approximately £400 in the UK and can be used immediately by the user after 
unpacking and charging the drone [42]. 

Due to the accessibility and usability of drones, criminals have taken advantage of their abilities to 
commit a vast range of crimes. In 2018, police forces across the UK reported that they had received 
2,435 reports of incidents involving drones [34]. This was up 2% from previous year and a dramatic 
42% higher than incidents reported in 2016 [34]. Perhaps the most high-profile case involving drones 
occurred in December 2018, whereby Gatwick airport closed in response to drone sightings within 
the surrounding airspace [22]. Flights were cancelled and delayed during the 36 hours of the closure 
of the airport, EasyJet reported that in total the cost of compensation reached £15m and a total of 
82,000 customers were affected [22]. 

1.1 Unmanned Aerial Vehicles 

Rouse [40] defines a drone as unmanned aerial vehicles (UAVs) or unmanned aircraft systems 
(UAS)[10]. Rouse [40] also states that essentially, a drone is a flying robot that can be remotely 
controlled or fly autonomously through software-controlled flight plans in their embedded systems, 
working in conjunction with onboard sensors and GPS. 

Recently, UAVs were most often associated with the military, where they were used initially for anti-
aircraft target practice, intelligence gathering and then, more controversially, as weapons platforms 
[40]. Drones are now also used in a wide range of civilian roles ranging from search and 
rescue, surveillance, traffic monitoring, weather monitoring and firefighting, to personal drones and 
business drone-based photography, as well as videography, agriculture and even delivery services 
[40]. 

There are various brands and designs of drones which have different components to fit the job they 
have been created for. Drones generally have the same or similar components to be able to 
function, some of which are: 

● Propellers (Can be made of plastic or carbon fibre depending on the specific drone) 

● Motor (The better the motor, the better that battery life of the drone) 

● Receiver (Radio signals to the drone through the controller) 

● Transmitter (Radio signals from the controller to the drone) 

● GPS Module (Responsible for longitude, latitude, and elevation points) 

● Battery (Allows the drone to fly) 

● Camera (Can be inbuilt or detachable) 

● Electronic Speed Controllers (Controls the speed of the drone) [1] 

 

Similarly, any data gathered from the drones can be stored differently depending on the drone. 
Some drones have internal storage which varies in size from 4GB to 8GB. It is worth noting that the 
internal drone data will be overwritten when it has reached capacity, so it is wise to regularly check 

https://searchenterpriseai.techtarget.com/definition/robot
https://internetofthingsagenda.techtarget.com/definition/embedded-system
https://whatis.techtarget.com/definition/sensor
https://searchmobilecomputing.techtarget.com/definition/Global-Positioning-System
https://whatis.techtarget.com/definition/drone-surveillance
https://whatis.techtarget.com/definition/personal-drone
https://internetofthingsagenda.techtarget.com/definition/drone-photography
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the memory and extract any data you may need. Drones also use SD or Micro SD cards, giving the 
user more storage capacity. There are also options such as extracting drone data to an external hard 
drive or even the cloud, depending on whether the data is something the pilot wants to keep.  

1.2 Current Threats and Impact of UAVs 

The misuse of drones poses threats to public safety, organisations, and national security due to such 
incidents where drones have been flown in no-fly zones. Such threats are reasons why drone 
forensic programs are essential in aiding the understanding of drone technology and in reducing the 
crime rate, especially when successful in gathering evidence for a case. However, even with the 
benefits a drone forensics program will bring to law enforcement agencies, this is still an area that 
remains relatively unexplored [5]. Drone crime can vary in threat levels, and there needs to be a 
more precise understanding by the public as well as law enforcement about these threats posed by 
drones, as drone crime is ‘only limited by the imagination of the criminal’ [24]. 

UAVs are getting more popular and accessible with consumers which makes it easier for criminals to 
take advantage of the technology for nefarious reasons. Drones have been used for a range of 
crimes from smuggling, spying/stalking, criminal damage, and even theft of card details from ATM’s 
[34]. With all technology there is always the potential for misuse, leading to issues and negative 
impacts on individuals but also the community as people start to fear what the technology is capable 
of. With drones being adaptable and so varied, it makes the job of law enforcement even harder as 
they must tackle newly emerging crimes and disruptions, possibly without the necessary legislation 
in place for guidance. 

1.3 Legal Implications  

Depending on the context the drone is to be used for, there are legislations in place to outline the 
correct use of the drone and rules to be adhered to such as ensuring the correct licences are held for 
a drone. As drones were never designed for criminal use, it is impossible to create legislation to 
cover all possible drone crimes, as there are endless possibilities. What can be done, is to create 
legislation to cover the general misuse of drones; anything that causes harm or distress to the 
person, property, or community. This way there is a clearer line of what is unacceptable by law, 
therefore likely to lead to consequences. The NPCC’s lead for drone crime said, ‘those who choose to 
use drones for a criminal purpose should be in no doubt that they face serious consequences and 
police will use all available powers to investigate and prosecute them’ [34].  

Current regulations of drone fall under the Civil Aviation Act 1982 and the Air Navigation Order 2016 
(amended in 2018), covering appropriate drone usage with flight restriction zones [28]]. In 2019, it 
was proposed that registration of all drones be mandatory with possible competency tests. The idea 
being that law-abiding citizens would register their drones making it easier for law enforcement to 
track down criminal drone use [28]]. Whilst this concept proves successful with newly registered 
drone users, it is not possible to ensure all drones purchased prior to the new regulations will be 
registered. Unfortunately, with all technology and the regulations put in place, there will be a 
loophole found by criminals to continue with their criminal activities. 

1.4 Motivation 

With the influx in use by the public, there have been reports of Drone devices being involved in 
criminal activity. Therefore, this study will carry out research into various crimes that have been 
recorded that involve such devices and how evidence gained from them aided the investigation. 
Additionally, this project will examine Drone devices in order to ascertain exactly what data/ 
evidence can be extracted from these devices and how useful they could be to an investigation. 
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Additionally, Anti-Forensics techniques are in existence and are at times used on devices such as PCs. 
This study will also look into the various techniques that are available and ascertain whether or not 
these techniques can be used on Drone devices.  

1.5 Research Aims and Objectives 

There are various aims and objectives to this study due to the collaboration of multiple projects. The 
research objectives are as follow:   

1- Gain access to Drone data and extract using popular forensics extraction software to 

ascertain the usefulness of evidence.  

2- Gain in-depth drone knowledge to carry out successful drone data analysis. 

3- Gain information regarding the current processes used by Police Forces and other 

authorities to analyse the data and prevent drone crimes and how they are investigated. 

4- Gain Knowledge of the various Anti-Forensics techniques that are currently available and 

in use by users who want to obfuscate data and determine whether these methods can 

be used on Drone devices. 

Section 2 Existing Research 

This section focuses on multiple elements relating to drones to provide a broad coverage of how 

technology, tools, crime, and devices affect drone technology. There are more and more research 

topics relating to drones, therefore, this section provides a small insight into what route the research 

can take into the technology. There will also be an emphasis on challenges facing the technology, 

whether by legislation in place, restrictions or nefarious means. 

2.1 The Internet of Things (IOT) 

The internet of things is described as a world where many otherwise ordinary devices are uniquely 

identifiable, addressable, and contactable via the internet [23]. Hegarty et al. [23] split IOT 

challenges into four stages: Identification, Preservation, Analysis and Presentation. Whilst Hegarty et 

al. [23] identify the issues IOT forensics faces, their paper does not provide insights how to deal with 

challenges. A further limitation of Hegarty et al. [23] paper is that it only covers the basic challenges 

of IOT forensics in 2014 and thus the findings are likely to be outdated. However, their study does 

suggest that more frameworks need to be introduced for forensic examinations of the internet of 

things [23]. 

The findings presented more recently by Conti et al. [11] are congruent with preceding work 

conducted by [23]. Conti et al. [11] claim the main challenges which IOT forensics face are:  Evidence 

Identification, Collection and Preservation, Analysis and Correlation and Attribution. However, they 

fail to propose a framework to meet the requirements of IOT which states the challenges that 

forensic examiners are facing in 2018.  

A review of the literature has indicated there are gaps in the knowledge surrounding IOT 

frameworks and procedures and thus, more work needs to be done to present a framework which 

considers a range of IOT devices. 

2.2 UAV Devices  
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Whilst the definition of a drone remains constant, there are several different types of drones, which 

vary in size, weight, capabilities, appearance, brand, and features. 

Flynt [18] breaks drones down into size; ranging from very small drones, small drones, medium 

drones and large drones. Additionally, Flynt [18] states drones vary with the range at which they can 

be flown with from some drones only being able to be flown from 5km away whereas others can be 

flown from as far as 650km. Drones vary in size and shape depending on their function as a drone, 

for whom they are targeted to be used for and the tasks they can complete. 

● Quadcopters – The most popular model on the market uses four rotors positioned in 

each corner of the square body. This type of drone will be considered in this study as it 

resembles a popular choice for smuggling contraband into prisons and is used for lots of 

other criminal activities. 

● GPS Drones – Drones which are linked to satellites via GPS, the flight direction of the 

drone will depend on the satellite. 

● Photography Drones – These are drones which have a camera attached to the main 

body, they are used to take HD pictures and videos and are popular among hobbyists. 

● Racing Drones – Small, fast and agile which are streamlined for speed and free of excess 

weight that can reach speeds of up to 60mph. 

2.3 UAV Offences 

The UK Civil Aviation Authority (CAA) set the rules for drone use in the UK [45]. 

1. Always keep your drone in sight. 

2. Stay below 400ft (120m) to comply with the drone code. 

3. Every time you fly your drone you must follow the manufacturer’s instructions. 

4. Keep the right distance from people and property – 150ft (50 metres) from people and 

properties and 500ft (150 metres) from crowds and built up areas. 

5. You are responsible for each flight. 

6. Stay well away from aircraft, airports and airfields when flying any drone – It is illegal to fly 

inside the airport’s flight restriction zone without permission. 

 

Drone crimes generally are carried out by repurposed larger drones [48] that have longer flight 

times, transmission distance as well as have self-adaptive flight systems that adjust flight parameters 

based on different payloads, such as the DJI Matrice 600 [15]. 

Smuggling contraband into prisons is not a new concept, however, as drones provide an effective 

way to smuggle more dangerous and larger items into prison grounds. Many prisons have taken an 

approach of non-technical solutions such as barbed wire and perimeter nets, and there are the 

technical solutions of installing jammers inside and on the perimeter of the prisons [41]. Agencies 

that have a drone forensics program will be able to use their skills to see if they can determine if any 

suspect drones found near prison property were carrying any contraband. 

UAVs have provided criminals with new ways to carry out their crimes, such as spying and scoping 

potential houses to burgle [6]. Not only are drones able to store the camera footage onto a 

connected SD card, but there is also the option for live streaming footage, which could lead to 
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further distress to the victim(s). An investigator needs to be able to know how to read the data they 

are presented with in order to provide enough evidence to support claims of the crime taking place, 

especially for sensitive cases. 

2.4 Data Storage in Drones 

Due to the various brands and designs of drones, there are different storage methods. The two main 

areas are the drone’s internal memory, which varies in capacity depending on the drone, and SD or 

Micro SD slots on the drone. Depending on the drone, there is also the potential for data to be 

stored on the remote controller and the connected mobile devices. The descriptions below are 

based on the DJI Spark drone. 

Drones Internal Memory - To extract the data from the drone itself, the drone needs to be 

connected to the laptop/virtual machine via the USB connector or the UFED Device Adapter 

depending on the software used for extraction. The software can either be DJI Assistant 2 or UFED 

4PC. To carry out the analysis on the drone’s internal memory, UFED Physical Analyser, Csv View and 

DatCon were used. 

External SD Card - The SD that was inserted into the drone during the flight was copied to the 

laptop via NUIX Evidence Mover and analysed through FTK imager, where a physical image of the SD 

card was taken. 

Remote Controller - Looking at the controller data that is held in the .DAT files, it is clear to see 

that there are only slight changes to the data depending on whether the drone was flown when 

connected to the RC or a connected mobile device. The data provided when the drone was 

connected to the RC provides information regarding the ‘Rudder’ and ‘Throttle’ as well as a 

‘Connected’ identifier. The RC does not hold data that would be useful in an investigation. The 

examiners would need to have access to either the drone itself or the connected mobile device to 

collect adequate evidence to aid their investigation. 

Connected Mobile Devices - For the extracted data held on the connected mobile device, the 

mobile device was connected to the laptop via a USB connector. This allows for viewing the file 

structure within the DJI GO 4 App. 

2.5 Process of Drone Forensics 

Drone forensics consists of various elements that allow law enforcement/private agencies to build a 

larger picture of how drones have been used, what evidence they hold and even make new 

discoveries about drone data. There are three evidence categories which need to be considered 

during the drone forensic process. The first category being the physical evidence, such as the 

aircraft, mobile devices, battery, radio controller and laptop/computer. This can relate to sensors, 

data links to ground stations and the flight controller. The second category is the digital evidence 

that relates to a drone, such as the SD/Micro SD cards, the drone itself, laptop/computer and mobile 

device OS (e.g. Linux, Windows, Android). This category includes file systems, media storage and 

firmware. The third category can be classed as miscellaneous to cover all other evidence artifacts 

which relate to the forensic process. This category includes social media, purchase records and even 

fingerprints [49].  
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2.5.1 Forensics Tools  

Below are descriptions of various tools/software that can be used to extract and analyse drone data. 

Some tools/software are recognised forensic tools whereas others are free offline apps. 

 

DJI Assistant 2 - Upon opening the DJI Assistant 2 software, there is an information box, which 

informs the examiner that the data will be uploaded to DJI’s server before starting your data 

extraction. With DJI Assistant 2 the flight log data can be uploaded to a local drive, which is uploaded 

as .DAT files. These files are unintelligible and need to be converted to a .CSV file via DatCon to read 

the data.  

DJI Assistant 2 has a section that provides the examiner with data held in the drone black box. When 

extracted, this data is encoded and can only be decoded by the DJI Company. This is due to the 

security of the data. The type of data held in the Black Box is used by DJI regarding user enquiries 

leading to investigating any issues they had during their drone flights. The data being encoded 

means that it will not be tampered with to affect an investigation taking place by DJI themselves. 

 

DatCon - DatCon has the option to convert any .DAT files into a .CSV file or a .LOG file. Once the 

.DAT flight logs from the drone internal memory are converted into a .CSV file, it will open as an 

excel workbook with readable data. This data output is the most detailed flight log format found 

during the extraction of all the components. The data provided as part of the flight log include the 

‘GPS’, ‘Motor’ and ‘AirCraftCondition’. 

 

DJI GO 4 App - The DJI GO 4 App is required to be able to control the drone from a smartphone. 

The app itself does provide some details about the flight taken, however not as much as that found 

in the drone’s internal memory. The app provides the pilot with a series of interchangeable screens. 

It was found that the DJI GO 4 App cache held the most data out of all the components analysed. 

Within the mobile phone, the DJI cached files were contained in ‘My Files > Internal Storage > DJI > 

dji.go.v4’. While the app cache holds useful data, there is a significant amount of data that is 

encoded. Some files can be decoded by simply converting the file format, while others are unable to 

be decoded. Further examination and research would be needed to determine why this is the case. 

 

CsvView - CsvView allows .DAT, .txt, .csv or .tsv files to be uploaded into the software to identify 

the data held within these files. This is particularly helpful when the original files are encoded. For 

example, when a ‘FlightRecord.txt’ file is uploaded to the software the user is able to see the initial 

upload page, which provides data regarding the ‘droneType’, ‘aircraftName’, ‘appType’ and more 

specifically the ‘aircrafSn’ (serial number). This information is useful for verifying what type of drone 

the investigators are looking for, matching the drones given name to those held in DJI’s databases 

and determining that an android phone is a connected device related to the drone.  

 

Cellebrite (UFED 4PC) - The UFED 4PC software comes with a kit containing the cables and 

connector tips that may be needed to extract data from a range of sources. To be able to carry out 

the extraction, the examiners will need a Cellebrite Device Adapter as well as the Cable A with the 

back-tip T-100 for a DJI Spark drone. 

 

Cellebrite (UFED Physical Analyser) - Once the extracted files are uploaded into the software, 

it took approximately 2 minutes for all the data to be processed and decoded. The timings will vary 
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depending on the amount of data extracted from the drone. UFED Physical Analyser displays the 

data in a way that lets the examiner know where the data was found. The most crucial evidence 

found during the analysis of a DJI Spark drone was the battery and the aircraft serial numbers. From 

this small amount of evidence, the investigators would be able to get in contact with DJI to request 

access to any data linked with the found serial numbers, providing they have identified enough 

evidence to support the claim of a crime. Physical Analyser also creates a timeline of the flight. This 

is the first time during the analysis that a timeline has been identified; however, the timeline only 

displays the latest flight that was conducted, meaning that potentially important data is not 

detected. 

2.6 Challenges in Drone Forensics 

This section discusses some of the current challenges in drone forensics.   

2.6.1 Anti-Forensics  

As the digital age is in constant development and is an essential part of modern life, it is easy to 

assume that it is difficult to carry out a crime without the involvement of a digital device somewhere 

along the timeline. Thus, the community of digital forensics has become an integral part of criminal 

investigations in recent years. However, individuals have come across and created a number of 

applications and methods of erasing/ hiding data over the years. Such methods are referred to as 

‘Anti-Forensics Techniques’. Kesler states in their paper [31] that the term ‘Anti- Forensics’ is defined 

as ‘Viewed generically, anti-forensics (AF) is that set of tactics and measures taken by someone who 

wants to thwart the digital investigation process’. As of the time of writing this chapter there are a 

number of different methods of carrying out Anti- Forensics; listed below are some examples: 

- Artifact Wiping  

o Using tools such as ‘Eraser’ and ‘BC Wipe’ to clear the slack/ unallocated space  

- Data Hiding 

o Relocation of data- transferring data to portable device 

o Steganography  

o Altering file extensions  

▪ Signature analysis catches this out  

- Trial Obfuscation 

o Modification of Metadata  

▪ Altering timestamps 

- Attack on Computer Forensics Tools (CFT) and processes  

o Forensic tools are well known and well documented  

▪ An attacker could gain a copy of the tool and learn the ins and outs of the 

software, also learn its flaws  

o DoS attack 

For a number of years there have been techniques used by criminals to try and obfuscate or delete 

evidence from devices in order to avoid detection. Jaon and Chhabra constructed a paper on the 

analysis of anti-forensic techniques [29] in which they document a number of well-known and widely 

used techniques with the intent of delaying or the destruction of investigations. The paper describes 

in detail each technique and gives examples of how it could be used by criminals and what types of 
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data/ evidence can be tampered with. Techniques such as Artefact Wiping, Data Hiding, Trial 

Obfuscation and Attacks on Computer Forensics Tools are all thoroughly described.  

Although the study provides examples and clear descriptions of various anti- forensics techniques, 

unfortunately there is no mention of UAV devices within the paper; instead simply stating 

'Computers' and 'Digital Devices'. This is a weakness of the paper as it does not go into depth of anti- 

forensics in different devices, instead simply 'computers'. The term 'computers' in technical terms 

refers to anything electronic that carries out a calculation, so the authors could be talking about any 

device. However, due to the references they make (e.g. 'different files in computer are identified by 

their file extensions'), it is assumed that they are referring to PCs. It is unfortunate that the study 

does not include a section dedicated to UAV anti- forensics techniques as it would have been very 

useful to be included within this study. 

While this paper does have flaws, it does include a lot of interesting and very useful information 

regarding the various anti- forensics techniques that can be utilised by the general public. 

A Digital Forensic Analyst was interviewed on their knowledge regarding Digital Forensics and UAV 

forensics. In relation to Anti-Forensics in UAV devices, the analyst felt that it was unlikely that users 

would be able to implement Anti-Forensics techniques on such a device, unless the manufacturers 

installed one as default. A feature such as encrypting all data on a UAV device, which would mean 

the data could not be extracted and analysed by the investigations team. Nonetheless, a lot of the 

data captured and analysed when investigating a UAV device is extracted from the mobile app used 

to control the device. Flight paths for example are stored there. It is possible to download a 

scheduler on Android devices that wipes the data from apps at designated times. Thus, it could be 

possible for a user to install such an app and set it to delete everything from the drone app if it has 

not been opened in ‘x’ amount of days. This would count as an Anti-Forensic technique and is 

something that could be carried out by an end user. Nevertheless, it is unlikely that a standard or 

computer illiterate user will know about advanced features such as this; it would take an advanced 

‘tech savvy’ user to carry out the technique. However, this can be said for almost any Anti-Forensic 

technique. The user would have to be aware of the presence of data in order to hide/ delete it.  

2.7 UAV Legislation 

Due to the popularity of UAV devices, it is important that their use is governed, and guidelines are 

set to ensure that they are used safely and securely without endangering others. The CAA [9] have 

issued such guidelines within The Air Navigation Order 2016 (amended March 2019) [44] in which all 

UAV device users must comply. The CAA collaborated with NATS [7] to develop a website called 

‘Drone Safe’ [8]. The site includes an array of features including a copy of the ‘Drone Code’ (the 

guidelines that must be adhered when flying such devices) [9], information regarding training 

opportunities for beginner fliers and general resources regarding UAV devices such as the names of 

approved retailers and safety checklists. 

 

In addition to the CAAs efforts, UAV device manufacturers such as DJI offer guidance on global and 

regional legislation [14]. The ‘Fly Safe’ page of their site allows users to select a region and country 

e.g. Europe, United Kingdom and information regarding current legislation will be displayed.  
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2.7.1 No Fly Zones 

As a result of the continued disruption being caused by UAV devices around airfields, authorities 

have made the decision to extend the no fly zones to a total of three miles, as opposed to the 

previous 0.6 mile radius. Therefore, from 13th March 2019 it will be a criminal offence to fly a UAV 

device within three miles of an airport [4]. Failure to comply with the new law may result in the end 

user being charged and sent to prison for up to five years [7]. The ‘Drone Code’ on the Drone Safe 

UK site has been updated to include the updated law regarding the extension of the no fly zone 

surrounding airports.  

In addition to the ‘Drone Code’ document on the site, there are other available features that can be 

utilised to help end users with locating restricted/ no fly zones.  

It has been reported that in the U.S, drone manufacturers such as DJI have hard coded ‘No Fly Zones’ 

into their devices [47]. In the referenced example from 2017, a TFR (Temporary Flight Restrictions) 

had been established around an area where President Trump was to be residing. In addition, it is 

stated in the article that various airport airspaces have also been hard coded into the devices 

meaning that they would be unable to fly in that airspace; the device would either stop in its tracks 

and hover or would descend automatically. Nevertheless, there are reports of the existence of 

software constructed by Russian developers that modify a device's GPS software in order to gain 

access to 'no fly zones' [30]. CopterSafe is the name of the company that is able to provide members 

of the public with such modifications, currently a modification board for a DJI Phantom 4 stands at 

$200 [12]. In addition to CopterSafe, another company has been found to provide similar services 

when an internet search was carried out [36]. NLD appear to offer a software client that will permit 

users access to a number of modifications that are compatible for an array of models. However, this 

company charges significantly less money than the CopterSafe hardware counterpart, only 

requesting $34.99.  

2.7.2 Airfield Restrictions Maps 

Present on the Drone Safe site is a page which displays a Google map of the UK with pinpoints of the 

unauthorized flying zones (Figure 2.1) [8]. In addition, there are smaller maps present which display 

the ‘no fly zones’ surrounding the major airports of the UK, such as Heathrow and Manchester 

(Figures 2.2 and 2.3). This is a very useful resource for any UAV device flier, especially a beginner as 

they may not be aware of all the no fly zones and may accidently get into trouble. Trouble which 

would be much greater after March 2019 with the introduction of the new heavier sentences.  

Nevertheless, it is not only the Drone Safe UK site that offers these maps, there are a variety of other 

sites online that offer similar services. UAV manufacturer DJI for example offer such a service [14] 

along with other sites such as ‘No Fly Drones’ [21], however these are not governed by a 

professional body such as the CCA like the data from Drone safe UK; however according to the 

‘Contact’ page of the ‘No Fly Drones’ site [20], the sources of information regarding the rules and 

airspace must be obtained from the CAA directly [22].  
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2.7.3 Useful Mobile Safety Apps 

A further feature present on the DroneSafeUK site is the description of a mobile app developed by 

NATS named ‘Drone Assist’ [45]. This app acts in a similar manner to the maps feature present on 

the website but it has enhanced features such as ‘Area Report’, to inform the user of an overview of 

the risks associated with flying in a specific area. Also present in the app is a feature that provides 

       

 

Figure 2.1- UK Flight Restrictions Map 

    
    

Figure 2.3 DroneSafeUK no fly zone- Manchester Airport 

        

Figure 2.2- DroneSafeUK no fly zone- Heathrow Airport 
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the user with weather information. This is very useful to ensure that the flight remains safe and 

lowers the risk of an incident.  

Furthermore, the application allows users to collaborate with each other in the form of the ‘Fly Now’ 

feature. By utilising this function users are able to share the current location of their UAV device 

with other users of the app. Naturally this reduces incidents as users are aware of other UAV traffic 

in the vicinity [45].   

As stated, the app allows its users to gain detailed information regarding no fly zones. Figure 2.4 is 

an example of a 'High Risk' zone as it is surrounding Manchester Airport which naturally contains a 

lot of air traffic. Usefully available is a description of why the area is classified as 'High Risk'. In this 

figure the reason being the air space is in the vicinity of Manchester Airport. There are a number of 

different classifications of 'zones' (Figure 2.5) is a screenshot taken from the app which clearly 

describes each zone.  

As useful as this application is, it does have some issues that should be addressed in the near future. 

It has been discussed earlier in this chapter that UAV legislation has been scrutinised and new laws 

will come into place from March 2019. However, this app does not make any mention to this. Upon 

loading the app for the first time, a message box appears stating a change in law, in July 2018 (Figure 

2.6). The new laws being that it is an illegal act to fly a drone device above 400 feet without prior 

permission from the CAA, and that it is now illegal to fly a drone device closer than 1 kilometre from 

the boundary of aerodromes. As the new laws surrounding the extended 'no fly zones' does not 

come into place until March 2019, the content of this message box is factually correct. However, 

stating that from March 2019 there will be a further change in the law regarding 'no fly zones' would 

be a good addition; also, that higher penalties will be enforced.  

2.8 Summary 

In summary, there exists vast amounts of legislation and laws that must be adhered to when flying 

UAV devices. These laws ensure the safety of members of the public by restricting the areas where 

UAV device flying is permitted. It is also demonstrated in this chapter how easy the information 

relating to these laws and legislation are made available to UAV pilots. By distributing the free to 

download ‘Drone Assist’ app and the Drone SafeUK website, fliers simply have to quickly check 

online before flying to ensure they are not about to break any legislation/ no fly zones quickly and 

easily. In essence, with the relatively easy access to this information there is not really any excuse for 

fliers to accidentally break laws/ legislation.  

In addition, it has also been stated within this chapter that UAV devices have been commercially sold 

in the U.S with hard coded ‘No Fly Zones’ included as default. Areas such as airports etc. The article 

in question was published in 2017. If this technology had been applied to all devices in the U.K at the 

same time, it is a possibility that the disruption to airports in 2018 would not have occurred. It is 

unknown by this study why the devices have not been distributed with such technology in the U.K. 
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Figure 2.5- The different classification of 
'Zones' on the Drone Assist app 

        

Figure 2.4- Drone Assist app 'High Risk' 
area over Manchester Airport 

        

Figure 2.6- Information on updated Drone 

laws 
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Although it is clear that authorities and manufacturers are attempting to restrict users in how and 

where they fly their devices, it is demonstrated in this chapter that roguish beings will try their 

hardest to combat these efforts and break the law. 

Due to the expanding nature of drones and the constant updating and release of new models, this 

study will focus on the examination of the DJI Phantom 4 [16] of which no current research papers 

could be located. A review of the literature has indicated there are limited studies which focus on 

the examination of drone forensics.  Thus, this study will focus on the examination of the DJI 

Phantom 4 to contribute to further understanding regarding drone forensics. As a result of this 

study, a process of examination on a DJI Phantom 4 will be proposed, in an attempt to streamline 

investigations. There is currently limited research relating to how drone data to proving crimes 

despite the rise in crimes committed with drones.  

Due to the increase of drone technology, it is vital for government agencies to be able to deal with 

the increasing demands of the devices and have the knowledge of how to use and gather evidence 

from UAVs, which would benefit in investigations as well as become a useful tool to be used by the 

agencies. There have been several Drone Forensic Programs in the USA and UK, and while some 

have been successful, there have been a vast majority that have been terminated, even though 

drone programs would increase public safety [19]. There are two types of the programs; the first 

being the use of UAVs as a tool by law enforcement to aid their work, the second being where law 

enforcement agencies have departments dedicated to extracting evidence from UAVs used in 

criminal activity.  

The use of UAVs as a tool by law enforcement is outside the scope of this work as it excludes 

essential evidence extraction and analysis skills that would be relevant to a police investigation. 

Therefore, this study will focus on drone data used as evidence for a police investigation. One of the 

reasons for these programs failures is due to a lack of understanding of UAV technology. This study 

will highlight a first-hand drone extraction and analysis on a DJI Spark to determine the complexity 

behind these processes as well as data interpretation. The study will also highlight some of the ways 

that drones are used for criminal activities to show how the data can support or refute criminal 

claims. As there is a lack of understanding in this field, there needs to be a real-life application to the 

analysis, to allow law enforcement agencies to know how to correctly interpret the data gathered to 

be successful in their investigation. 

Section 3 Research Methodology 

This section focuses on the research methods used as part of the projects, to show the different 

ways drone data can be used to draw varying conclusions. There will be focus on the questionnaire 

and experimental work. 

3.1 Research method  

As there are a vast amount of UAV device models currently on the market, it is not feasible to gain 

primary flight data from all of them. However, NIST (National Institute of Science and Technology) 

allow access to a total of thirty-two UAV images created by VTO Labs [36]. This allows for the 

analysis of a much wider range of devices in order to gain a clear understanding of any differences 

that may be present in different models and manufacturers.  

Nevertheless, in order to gain a clear and concise understanding of what forensic investigators are 

challenged with; it is important that evidence from at least one UAV device is manually examined 
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and analysed. Therefore, a UAV device (DJI Spark) will be taken on a number of test flights in an 

array of locations in order to generate good quality data to analyse. Cellebrite UFED 4PC will then be 

used to extract data from the device and Cellebrite Physical Analyser used to examine the data. As 

the UFED 4PC software houses features that exclusively extract data from UAV devices, it seems the 

perfect software to use for the extraction and analysis.  

In addition to the use of Cellebrite software, IEF will also be used to analyse data by means of a 

comparison between the two tools. The comparison being an experiment of the amount of data 

returned by each toolkit and whether one of the tools appears to have missed some data during the 

extraction or decoding processes.  

The extraction experiments are scheduled to take place after the interview with the forensic 

investigator; the reasoning being that the outcome of the interview will provide an understanding of 

how forensic investigation units deal with UAV devices and which methods are utilised to extract 

evidence from them. Thus, the extraction and handling of the test flight data as well as the data set 

evidence would mirror that of a real life scenario. Due to the experiments using both the VTO Labs 

datasets and the manual test flight data, a mixture of both primary and secondary data will be used 

during analysis. 

During the examination of the images, it will be deduced exactly what types of evidence can be 

obtained from UAVs, how useful this evidence could be in given scenarios as well as ascertain if one 

tool is superior to another regarding analysis.  

3.1.1 Freedom of Information request  

The literature has indicated that the crimes committed by drone usage has increased due to the rise 

in drone accessibility and functionality. A freedom of information request was made to West 

Yorkshire Police which asked for the number of incidents made by unmanned drones. Quantitative 

data was attained which was categorised by incident type since the data began being recorded and 

the calendar year the crime was committed. As a result, the data provided an understanding as to 

whether there had been an increase in the number of incidents year on year, what type of 

categories these incidents were classified as and whether there was a need for further research in 

this area (Appendix a). 

3.1.2 Ethical Consideration 

Due to the nature of this project, the subject of ethics must be considered. Two main forms of 

methodology are used to gain suitable research and test data: Interviews and UAV Extractions. 

In relation to the interview methodology, it is absolutely vital that the name(s) of all participants are 

not revealed along with the name of the police force they are associated with. As several of the 

questions that are to be asked are 'open ended' and open to interpretation, it is important that this 

is adhered to avoid any repercussions.  

Concerning to the examination of the UAV data, it is important that privacy and confidentiality is 

maintained. As a feature of most UAV models is that of a high resolution camera, it is more than 

likely that individuals may have been inadvertently captured by the device. As it is more than 

possible for permission not to have been granted by these individuals, it is vital that any content 

analysed is not to be made public and be used in a purely academic manner. Nevertheless, the 

possibility of capturing a criminal event using the on board camera has to also be considered. 

Although it is highly unlikely for a criminal act to be inadvertently captured on video, it is a serious 
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issue. Although by providing officials with the footage would be a breach of privacy, it could be a 

major advantage to a current investigation. If a crime such an indecent assault on a minor was 

captured on the device, although it would have to be reported to the Police, it could be seen as 

distributing child pornography. However, if the footage were not reported to the Police, the owner 

of the footage could be tried for the creation and possession of indecent images of minors. 

Nevertheless, this theory is quashed by the content of the various related legislations. Although the 

Protection of Children Act 1978 states that it is an offence 'to distribute or show indecent images' 

and 'have in his possession indecent images' [26], the Sexual Offences Act 2003 furthers the content 

of the 1978 act and creates a defence to this 'offence' by stating in Section 46.1A that 'the defendant 

is not guilty of the offence if he proves that it was necessary for him to make the photograph or 

pseudo- photograph for the purposes of prevention, detection or investigation of crime, or for the 

purposes of criminal proceedings' [27].  

Therefore if a member of the public were to take content from their UAV device to a Police official 

stating the content and their wish for it to be investigated, it is unlikely that they would be 

prosecuted as they would be seen as 'distributing' the images they  'made' in the public interest and 

their intent to get the crime investigated. In addition to this, it would be the CPS (The Crown 

Prosecution Service) who would prosecute such offences and only do so if prosecution against an 

individual is in the public interest. It is unlikely that prosecution of an individual such as the one in 

this example would not be in the public interest.  

3.2 Questionnaire 

In order to gain a good and relevant understanding of how investigators examine UAV devices and 

the current protocols associated with such examinations, conducting an interview with a qualified 

forensic investigator from a police force is a worthy way to gain an insight into the workings of a 

forensic investigation unit. A mixture of qualitative and quantitative approaches will be used during 

the interview. By answering the questions asked, the interviewee will be able to provide a clear and 

concise impression of the depth of their knowledge on the subject and how useful their input will be 

to this study.   

Before the interview with the forensic investigator commences, the interviewee must complete, sign 

and date the consent form to ensure that they are fully aware of the nature of the project, the risks 

and benefits as well as the fact that their answers and opinions would be completely anonymous.  

3.2.1 Wording of Questions 

In order to gain quality information from the interview, it is important that open-ended questions 

are asked as well as closed questions. By utilising this approach, it will allow the interviewee to 

provide clear, factual information such as statistics and information regarding current protocols used 

within forensic investigation units as well as being able to expand and express their own opinions 

regarding the current situation regarding the use of UAV devices and the way that the digital 

forensic community is adjusting to include such devices into the various protocols and investigation 

methods used. 

3.3 Experimental work 

The initial flights that took place were to be used for the primary analysis. These flights are used to 

identify the extraction and analysis techniques that need to be used by the examiner, as well as to 
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determine what different data can be identified with varying methods of control. A flight was carried 

out via the connected mobile device, and the following flight was conducted via the DJI controller. 

Forensic tools and the free offline apps were installed on a LENOVO Laptop to carry out the analysis. 

The extraction processes were conducted through a virtual machine. By using first-hand data and 

not using secondary data ensures more control over the reliability of the results, as well as 

accounting for any variables that may have affected the data. 

The main experiments were focused around two main drone crimes: smuggling and spying. The first 

experiment regarding smuggling was to determine how the motor data and battery data may be 

affected by various payloads. And how the drone movements and gimbal directions can be used in 

support of a ‘spying’ claim.  

3.3.1 Experiment One 

There have been many cases where drones have been used to smuggle phones, weapons, and drugs 

into prisons. Therefore, the payload tests are to determine whether it is possible to identify whether 

a drone has had a payload during a flight. For this scenario, various payloads were added to the 

drone to see what effect the added weight had on the drone’s motor and battery data. The payloads 

of 146g, 18g and 10g will be compared to that of a flight without a payload. The flights conducted 

consisted of take-off and hovering at the default take-off height of 2m for a desired time of 3 

minutes. 

3.3.2 Experiment Two 

In an investigation where a claim has been made by a victim that they have been spied on by a 

drone, investigators want to be able to look at the data extracted from the drone and find the 

evidence to support or refute the claims made. For this scenario, the focus will be on the rotor 

movements and the camera. For the DJI Spark, the camera is located at the front of the aircraft with 

the gimbal having an 85° tilt range. When looking at the rotor movements, it can be determined 

which direction the camera was facing. The only issue is that currently, it is not possible to 

determine whether the camera was facing forward or tilted by the gimbal. This likely would only be 

determined by actual camera footage if it was taken and kept by the suspect or looking at the gimbal 

settings in DJI GO 4 app, which only provides limited details, provided that the settings haven’t been 

changed since the flight in question. 

Similarly, when there is evidence to show that the suspect's drone was in fact in the area of the 

crime but not necessarily the suspect themselves, there can be claims that there was no footage 

taken, or that the camera wasn’t facing towards the victim or property. The SD containing the .jpg 

and .mp4 files from the camera can be examined to determine if this was the case. In the instance 

that the camera files have been deleted, the investigators need to be able to determine whether the 

camera was facing the victim or property. 

3.4 Data Analysis  

This section looks at how the free offline apps were used to carry out the analysis of the drone data. 

There will be a focus on two data components: the drone internal memory and the connected 

mobile device. 

Internal Drone Memory - Using DatCon, the .DAT flight logs from the drone’s internal memory are 

converted into .CSV files, which opens as an excel workbook. This data output is the most detailed 
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flight log format found during the extraction of all the components. Below is an example of the data 

from the workbook. 

 

 

Figure 3.1 - Drone Internal Memory, Flight Log Example 

 

Connected Mobile Device - The DJI GO 4 App is required to be able to control the drone from a 

smartphone. The app itself does provide some details about the flight taken, however not as much 

as that found in the drone’s internal memory. The app provides the pilot with a series of 

interchangeable screens. In the case of a drone forensics program, the app would not be as helpful 

to an investigation as to have access to the data the mobile device needs to be connected to the 

drones WIFI. To protect the integrity of the data, the drone needs to remain disconnected to any 

external devices, until safe in the lab for analysis. If law enforcement were to attain the mobile 

device and not the drone, they would be missing the data from the app. However, the examiners 

would also be missing the data that is provided in the DJI GO 4 App’s cache on the connected mobile 

device. 

The DJI GO 4 App cache held a large amount of useful data. The ‘DJI_RECORD’ folder holds any video 

recording taken during the flight (.mp4). The folder contains ‘.info’ files for each recording within the 

cache folder, which provides relevant information that would be helpful in an investigation, such as 

the UUID for the drone.  

The UUID is the Unique User Identification code related to each drone pilot's DJI account, as well as 

the pilot’s identification and flight information. The ‘.info’ file also holds the GPS longitude and 

latitude locations of where the recording was taken, again providing the evidence to prove the 

suspect's location at the recorded time and date at the top of the .info file. 
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Figure 3.2 - DJI_RECORD .info File Content 

The ‘FlightRecord’ folder also holds the sub-folder of ‘SyncResults’ which holds .txt files. As expected, 

this file contains the data for each synchronisation that took place. However, this file also holds the 

email address linked with the drone’s pilot account, providing investigators with evidence of proof of 

ownership, as they will be able to see if the email matches that in the DJI database. 

 

Figure 3.3 - DJI ‘FlightRecord’ > ‘SyncResults’ File Content 

The ‘FlightRecord’ folder also holds individual .txt files which are unintelligible. These .txt files were 

uploaded to CsvView to convert to a .CSV file to read the data. The initial upload page provides data 

regarding the ‘droneType’, ‘aircraftName’, ‘appType’ and more specifically the ‘aircrafSn’ (serial 

number). This information is useful for verifying what type of drone the investigators are looking for, 

matching the drones given name to those held in DJI’s databases as well as determining that an 

android phone is a connected device related to the drone. 
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The option ‘GeoPlayer’ opens a new window showing a map of the flight path (Figure 3.5).  

 

Figure 3.4 - CsvView .txt Flight Log Upload 

The map has highlighted options that link with different aspects on the map. ‘AC Path’ refers to the 

path taken by the drone itself (RED). ‘Tablet/RC’ refers to the path taken by the RC and we can 

assume the pilot (GREEN). ‘HomePoint’ is used to identify the take-off point of the drone (H).  

The ‘AC Attitude: Yaw’ refers to the direction the drone is facing; this is displayed by the small green 

beam linked to the ‘A’. 

 

Figure 3.5 - Csv Geo Player Flight Map 

The section for ‘SigPlayers’ (Figure 3.6) displays a graph of the flight ‘General:navHealth’ and 

‘General:numSats’. The ‘T’ and ‘A’ on the ‘GeoPlayer’ map will move with the corresponding actions 
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on the ‘SigPlayers’ graph. By going to the ‘Pick Signals’ option on the graph, it will open a new 

window of signals that can be displayed on the graph when uploaded. There are two types of signals 

to choose from; these are ‘StateSignals’ and ‘TimeSeriesSignals’. 

 

Figure 3.6 - Csv Sig Players Default Graph 

Section 4 Results and Discussion 

This section focuses on the results from both the questionnaire and experimental work and what can 

be interpreted from the results. 

4.1 Questionnaire Result 

In order to gain a good and relevant understanding of how investigators examine UAV devices and 

the current protocols associated with such examinations, conducting an interview with a qualified 

forensic investigator from a police force is a worthy way to gain an insight into the workings of a 

forensic investigation unit. A mixture of qualitative and quantitative approaches will be used during 

the interview. By answering the questions, the interviewee will be able to provide a clear and 

concise impression of the depth of their knowledge on the subject and how useful their input will be 

to this research.  

4.1.1 Interview with Digital Forensic Analyst  

In order to gain a clear understanding of the current protocols, procedures and knowledge 

surrounding UAV devices in a forensic investigation environment, an interview was sought from a 

Digital Forensics Analyst working for a regional police force. By coincidence, as well as being 

employed by a regional police force, the interviewee is an associate lecturer at an institution 

teaching a module called 'Investigative Forensics'. By attending their lectures, a good idea of their 

capabilities and knowledge of the subject of digital forensics was gained. It was clear from these 

sessions that the interviewee was extremely well informed and was more than capable of providing 

quality responses to the questions provided. Although the digital forensics analyst stated that they 

did not house a vast amount of knowledge on UAV devices, it was clear that their input would be 
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extremely valuable to this project. The interview took place on 27th February 2019 and took 

approximately one hour to complete.  

In the interview, a range of questions surrounding UAV/ Drone devices were asked to the analyst 

using both open and closed question methodology. The analyst has not had a terribly long career in 

digital forensics, having only worked in the sector for a total of approximately four years, but in that 

time has gained a lot of knowledge and experience in the field. However, it is stated in the interview 

that they are not an expert in the field of drone forensics. In fact, it is so rare that the department 

get such a device in for analysis, it is an exciting occurrence for all members of the digital forensics 

team. Thus, it is not an everyday occurrence. As stated, the analyst has worked in a Digital Forensics 

environment for approximately four years and is currently only aware of around three devices ever 

coming in for data extraction/ analysis. On average, maybe one per year. 

When asked about the types of crime that UAV devices are involved in, it is stated that every one of 

the cases they are aware of have been involved in drug related crimes. An example of such a case 

would be the investigation of a drone device that was found crashed in the vicinity of a prison. 

Officials wanted to ascertain where the device was flying from, when it did so and whether or not a 

payload was attached. In essence, whether or not the device was being used in a malicious manner 

i.e. delivering contraband into prisons, or just simply happened to be flying within the area of the 

prison. Both of which are illegal acts. The result being the latter. A second case example is also drug 

related, but the analyst did not work closely on the case, but simply knew about it; as stated 

previously it is a culture within the department to be up to date regarding the process of extraction 

and analysis of drone devices.  

In addition to these questions, queries regarding knowledge of current legislation were also asked. 

As stated previously, there are vast amounts of laws and legislation being implemented surrounding 

UAV devices and as of the time of writing, the lack of appropriate laws surrounding drones is a very 

current issue. Therefore, it was a surprise to learn that the analyst did not have a lot of knowledge 

on these devices and even less on legislation. When asked about the area of legislation, the analyst 

was not able to provide distinctive answers regarding the legislation currently in place or due to be 

implemented. This was a surprise as it was thought when constructing the questions to ask that it 

would be a requirement by Digital Forensics department for all personnel to keep up to date with 

current legislation of digital devices to ensure they are aware of them. Nevertheless, this was proved 

to be a false assumption. It was deduced that investigation personnel are not required to keep up to 

date on laws and legislation but ‘learn them as they go’. Although they are aware of legislation such 

as RIPA (Regulation of Investigatory Powers Act) [25], it is not something that is used every day.  

However, it is also stated that in a lot of cases that do, or in the future, will involve drone devices, 

they will be dispatched straight away to the CAA for investigation at their specialist forensic 

investigation department. In addition to this, the analyst stated that by the time devices get to their 

department, whichever type of device it may be, issues relating to legislation are generally already 

dealt at the beginning of the evidence chain. Therefore, it is understandable why the force may not 

be willing to spend public funds sending its personnel on training courses when it is not viable with 

the amount of tasks they are asked to carry out which include legislation.  

Although it seems forensic investigators/ analysts are not required to know legislation relating to 

their devices, they are required to adhere to the four ACPO principles. It is suggested by [38] that 
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these principles are not up to scratch for examination of modern devices and are not applicable in 

the slightest to UAV devices. Consequently, this was put to the analyst during the interview to gain 

their personal views on the theory and recommendation. The outcome of this question was a 

contradiction to the paper. The analyst’s personal view is that the ACPO guidelines are still very 

relevant to modern investigations. One argument that was agreed was that on modern mobile 

devices, data is changed as soon as the device is powered on; therefore, breaking the first rule in the 

set of guidelines. Nevertheless, it was reasoned that the second rule of ‘if original data must be 

changed, the investigator must be competent to do so’, and that if the investigator is not competent, 

they should not be carrying out an examination in the first place. The third rule of ‘make notes’ is 

also still a very current and necessary task to undertake. However, they stated that they would 

remove or amend the final rule of ‘the officer in charge is in charge’ as it does not make much sense. 

A very well-made argument in favour of the ACPO guidelines was made by the analyst during the 

interview. However, if this rule were to be removed or altered drastically, it could result in the 

investigating personnel becoming solely responsible for the law and principles being followed. 

Although investigators should always be anally retentive in ensuring this, the removal of the final 

ACPO principle may lead to investigators becoming lacks in enforcing them.  

In relation to the section of the said conference paper where it is recommended that UAV devices 

gain their own set of principles/ guidelines; the analyst disagreed with the recommendation. Stating 

that it was a ‘slippery slope’ as almost every device is different, in particular mobile devices, and 

could lead to having hundreds of different sets of ACPO principles. This is a valid point as mobile 

devices can be seen to ‘break’ the guidelines just as much as UAVs. Therefore, it could lead to a set 

of guidelines for mobile devices, of which many operate differently which could lead to a set of 

principles for every model of device which would be unsustainable by DFUs.  

Finally, the analyst was questioned about Anti-Forensics techniques. According to the interviewee, 

Anti-Forensics techniques are encountered at regular intervals when investigating devices, especially 

PCs. Popular techniques used by end users are apparently tools such as ‘CCleaner’, ‘BitLocker’ and 

‘VeraCrypt’. These tools have the ability to forensically wipe everything or encrypt the data from 

storage to make extracting data from them near to impossible for investigators. Although it is 

possible for investigators to gain a RIPA 49 order (essentially forces the suspect to reveal their 

password or face a two year custodial sentence), it is not an easy task as the order has to be signed 

off by a judge in court who has to be satisfied that everything has been done by investigators to 

attempt to gain the data from the device. The consequences of not complying with a RIPA 49 order, 

although could act as a deterrent and ‘scare’ suspects to reveal their credentials, could also act as a 

means of lowering the suspect’s sentence. The reasoning behind this being that if the entire 

prosecution case relied upon the content of the ‘locked’ device, the suspect could simply take the 

two years' imprisonment instead of revealing the content of their device and risk gaining a longer 

custodial sentence.  

In relation to Anti-Forensics in UAV devices, the analyst felt that it was unlikely that users would be 

able to implement Anti-Forensics techniques on such a device, unless the manufacturers installed 

one as default. A feature such as encrypting all data on a UAV device, which would mean the data 

could not be extracted and analysed by the investigations team. Nonetheless, a lot of the data 

captured and analysed when investigating a UAV device is extracted from the mobile app used to 

control the device. Flight paths for example are stored there. It is possible to download a scheduler 
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on Android devices that wipes the data from apps at designated times. Thus, it could be possible for 

a user to install such an app and set it to delete everything from the drone app if it has not been 

opened in ‘x’ amount of days. This would count as an Anti-Forensic technique and is something that 

could be carried out by an end user. Nevertheless, it is unlikely that a standard or computer illiterate 

user will know about advanced features such as this; it would take an advanced ‘tech savvy’ user to 

carry out the technique. However, this can be said for almost any Anti-Forensic technique. The user 

would have to be aware of the presence of data in order to hide/ delete it.  

4.2 Experimental work  

As well as analysing drone data, multiple experiments were conducted to create a link with 2 main 

drone crimes. This is to show how the drone data can support or refute claims of a crime. For these 

experiments, smuggling and spying were the drone crimes chosen. Below explains the outcome of 

the experiments. 

4.2.1 Smuggling Contraband 

The flight logs provide data showing changes to the battery and motor data. The most significant 

changes to that data come from the 146g payload flight. This outcome is to be expected due to the 

fact the payload was just under half the weight of the DJI Spark drone itself, therefore, to fly with the 

excess weight, the drone motors needed to use more power. The expectation for this flight was that 

the payload would be too much extra weight meaning the drone would not be able to take off.  

However, this was not the case. Looking at the data for the motor speeds it's clear to see how the 

drone used the motors to balance out the added weight to gain altitude. Some of the data didn’t 

show any considerable differences from the no payload flight and the 18g and 10g payload flights, 

such as the ‘motor voltage_output’, which remained in the range of 9.3 to 9.6. The 146g payload 

‘motors voltage_output’ ranged from 31.3 to 87, showing significant difference to the amount of 

power needed to adapt to the added weight of the payload. 

4.2.2 Spying Claims 

By examining the flight log in CsvView, it’s clear to see the flight path, as well as the path taken by 

the RC/pilot. For the spark drone, the maximum transmission distance from the drone to the 

controller is 1.2 miles. For this experiment, the pilot isn’t in the vicinity of the drone when the flight 

ends, meaning there is a possibility the accused would remain a suspect of the crime.  

The DJI Spark drone has a 2-axis mechanical stabilisation system (pitch and roll), as well as a 

controllable gimbal range of -85° to 0° (pitch). Pitch, yaw and roll are based on the drone’s rotor 

movements and can be useful to determine the location the drone’s camera was facing at this time 

of the crime. The yaw axis shows the investigator the direction the drone was facing during the 

flight, which in turn indicates the direction the camera was facing due to the camera on the Spark 

drone being located at the front.  

Using CsvView, the investigators can determine which direction the camera was facing at the time of 

the reported crime. In this experiment the yaw axis is facing in a different direction to where the 

drone is being flown.  
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4.3 Data Analysis  

As mentioned previously, a mixture of both Primary and Secondary data was gained in relation to 

UAV devices. This includes flight data, logs, contents of on board storage etc. This data has been 

processed and analysed in order to ascertain what types of data is available on the devices and how 

useful this data could be to an investigation. Also, as the data includes varying device models of UAV, 

it is interesting to see whether the amount of data exported from these devices differs by 

manufacturer and/ or model. 

4.3.1 Drone DJI Go 4 

Below are screenshots of location logs and maps that have been extracted from the DJI GO 4 app of 

the mobile device used to fly the device. Cellebrite Physical Analyser is used to extract the data from 

the mobile device. This is the data relating to the UAV device that was flown personally and was not 

gained from the NIST dataset. 

 

 

 

 

 

 

 

 

 

Figure 4.1 STYLEREF 1 \s 5. SEQ Figure \* ARABIC \s 1 1- Extraction summary of mobile device. 
 

 

 

 

 

 

 

Figure 4.2- Extraction Summary of mobile device used during test flight 
The above screenshots (Figure 4.1 & 4.2) show the 'Extraction Summary' of the mobile device used 

to carry out the test flight of the obtained UAV device. The extraction summary tab itself contains a 

lot of useful information regarding the related devices. For example, it is easy to ascertain uniquely 

identifiable information such as the mobile device's Serial Number and IMEI number. Also visible is 
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the name(s) of the computer(s) used to sync data. However, most importantly, information relating 

to the UAV device used is displayed. The Serial Number of the UAV device and the batteries used are 

displayed. Very useful information for investigators.  Also present are the files that the data was 

found in, more useful information for investigators.  

In addition to these useful artefacts, Physical Analyser also has the ability to examine the device's file 

system (Figure 4.3). After utilising this feature, it is found that the DJI GO 4 app's folders within the 

file system house some extremely useful items. For example, it seems that the app caches video files 

recorded by the device and stores them in the 'videoCache' folder of the file system. Present also are 

an array of video files (.mp4) which it is assumed were recorded on the UAV device test flights, due 

to the file name being a date. Also present in the same folder are files with the extensions '.mapv2' 

and '.infoV2'. Although the description of these extensions is unknown, it is assumed that the 

content would contain data regarding the flight path of that particular flight. The various different 

information objects that could be gained from the file system could assist investigators to match the 

mobile device to a specific UAV device.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4.3- Extract from the mobile device's file system. 
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Figure 4.4- Physical Analyser map of test flight 

 

The screenshots below display the contents of the analysed data of the DJI Go 4 app. The user is able 

to view logs made by the app during use.  

 

 

 

 

 

 

 

 

 

 

Figure 4.4- Extract of the DJI GO 4 app's file system. 

 

 

 

 

Figure 4.5- Waypoints and timestamps of the GPS coordinates. 

 

These logs are in .DAT format which allows the Physical Analyser software to generate a map and 

flight path (Figure 4.4). The user is then able to view the flight path by clicking on the 'Play/ Stop' 

toggle button. Once initiated, this would simulate the flight path made by the device.  
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Figure 4.6- Magnet AXIOM Examine software displaying the mobile device's file system 

In addition to Cellebrite's Physical Analyser tool, Magnet's AXIOM Process/ Examine software was 

also utilised in order to analyse the mobile device data (Figure 4.6). Alike Physical Analyser, this 

software also allowed the user to examine the file system. Additionally, the software displays useful 

metadata about the current file, such as 'File Name', 'Creation Time', 'Logical Size' and 'Last 

Accessed'. All these examples, albeit present in the Cellebrite software, are very useful to 

investigators.  

After analysing the evidence extractions in two different software, it seems that no crucial evidence/ 

data has been missed by either. The device used to carry out the test flights is a DJI Spark device. The 

reasoning behind choosing this particular device is purely due to the fact that it is the most 

assessable. DJI is the largest UAV manufacturer (Unmanned Aircraft Systems (UAS)[10]: Commercial 

Outlook for a New Industry, 2015) and the Spark model being relatively low priced at approximately 

£449 (DJI, 2019), it is assumed that this is the model most assessable to the general public and would 

be more likely to be involved in criminal activities due to this.  

4.3.2 DJI SPARK SD Card  

Due to unforeseen issues regarding the Cellebrite UFED 4PC software see Appendix B, FTK Imager 

had to be used to create an E01 evidence file of the internal SD card of the UAV device. The E01 file 

format is widely supported within forensic toolkits, which make it an ideal candidate. 

In order to analyse the contents of the E01 file, EnCase was used. Below is a screenshot of the 
contents of the SD card (Figure 4.7). A high volume of both video and image files are present on the 
card which can be viewed by the user.  
 



29 

 

 

 

 

 

 

 

 

 

 

 
Figure 4.7- EnCase loading the contents of the UAVs on board SD Card 

 

Also, the user is able to view an array of metadata regarding the artefact. Metadata such as the item 

path, creation date and last accessed. This is very useful information that could be pertinent in a 

case. In addition to this, the physical location of the file within the file system is also displayed. By 

using this data to locate the physical location on the drive it may make the case more solid. 

 

 

 

 

 

 

 

 

 

 

Figure 4.8- EnCase extraction showing the true path of file 

4.3.3 DJI Phantom 4  

Whilst investigating the Internal SD card a total of 11 flight of logs were located, alongside a text 

document titled ‘PARM.LOG’ and SYS.DJI (Figure 4.9).  
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Figure 4.9 - File's located within internal SD card directory 

By using the CsvView application, data was able to be obtained from the flight logs and data was 

able to be extracted that could otherwise not have been seen by opening the .dat file manually. 

FLY008.DAT was inputted into CsvView and the following information was presented as shown in 

Figure (4.10).  

 
Figure 4.10 - Flight details of FLY008.DAT from CsvView 

 

 
Figure 4.11 - Flight path obtained from FLY008.DAT 

Using the feature GeoPlayer within CsvView allows for the user to see both the flight path which was 

taken by the drone and the home-point which was set at the start of the flight by the user. This 

home point is represented by the ‘H’ on the maps, whilst the flight path is shown as a red continuous 

line. Figure 4.11 shows the specific flight path of the file ‘FLY008.DAT’. 
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Upon further examination of flight log ‘FLY008.DAT’, a number of graphs were able to be created 

showing a range of signals which are recorded by the drone at the point of flight. By extracting 

specific signals (Appendix C). 

4.3.4 External and Internal SD Card  

 

Whilst examining the external SD card a number of files were located inside both a folder titled 

‘DCIM’ and a hidden folder titled ‘MISC’ (Appendix C). 

Within the DCIM folder there was another folder titled ‘100Media’ and within this there was a 

number of .JPG files and .mov files. In total 17 images were stored on the external SD card and a 

further 6 videos were also stored (Appendix C). 

Upon further investigation into the image files via the image properties key points of interest were 

located. The date of creation, modified date and accessed date were all available for the user to view 

(Figure 4.12). 

 

Figure 4.12 - Properties of DJI_0001 image 

When viewing the details tab within the properties, further data was able to be acquired. The date 

taken was located as 29/06/2017 12:39. Details regarding the size of the image, resolution and 

dimension can also be viewed (Figure 4.13). 

Information regarding the camera which has taken this image can also be located in the details tab. 

Furthermore, GPS co-ordinates of the image can also be viewed, providing an insight as to where the 

drone was located when the image was taken (Figures 4.14 and 4.15). 
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Figure 4.13 - Image details in properties of DJI_0001 image 

 
Figure 4.14 - Camera details in properties of DJI_0001 image 

 
Figure 4.15 - GPS details in properties of DJI_0001 image 

 

Through viewing the images that have been found on the external SD the user can view what the 

drone has been taking pictures of. This can provide evidence of specific crimes regarding spying and 

reconnaissance. A selection of the pictures extracted from the external SD provide an insight as to 

what the drone operator was taking photos of and whether they were legal or illegally taken (Figures 

4.16 and 4.17). 



33 

 
Figure 4.16 - Images and video’s found on external SD 

 

 
Figure 4.17 - Further image's and video found on external SD 

Videos located as .mov files within the 100Media folder contain less information in the properties 

when compared to the still images acquired. The created, modified and accessed dates and time 

appear, however the accessed time appears to be before the created time (Figure 4.18). Within the 

details tab, the media created date and time is obtained, this time is shown as 29/06/2017 13:46 

which is just before the file creation time (Figure 4.19). The video’s properties do not include 

information regarding the location through GPS contrasting with the images that were obtained. 
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Figure 4.18 - DJI_005.mov properties 

 
Figure 4.19 - DJI_0005.mov details 

4.4 Further Discussion 

In this section, any further considerations will be discussed regarding each component of this study. 

A lot of results have been gained from carrying out the experiments stated in this chapter; the 

outcome of which have fuelled various recommendations regarding the examination of UAV devices 

as well as thoughts on future work in this area. 

In regard to the experiments, the scenarios and data interpretation are formed from the use of the 

DJI Spark. The outcomes are likely to vary depending on the model and brand of the drone used for 

criminal activity. In the case of the payloads, there would need to be further experimentation with 
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drones that have a more intelligent stability system, to determine how the data output is affected by 

the additional weight.  

With regards to the rotor movements and gimbal, it is important to note that at the time of 

experimentation, there was no data to determine the degree of the gimbal. This data would be an 

essential piece of evidence as the investigators would be able to determine if the camera was facing 

a specific direction, such as into the victim’s property, rather than just facing in the general direction. 

This type of evidence may also aid in creating a timeline, to determine when the suspect first started 

observing the victim during their drone flight. 

Section 5 Conclusion and Future work 

5.1 Introduction 

This chapter will provide the overall conclusion of the results which have been obtained through the 

experiment and will incorporate parts of the previous chapter discussing those results. Furthermore, 

this chapter will look at to what extent this project has added to the existing literature, whether the 

objectives and aims of the project were met and recommendations for future work within this area 

of research.  

5.2 Summary of Findings 

Based on the findings, it is shown that with the right tools, not necessarily specialist software, a 

drone forensics team would be able to find appropriate evidence to support their investigations. 

However, it is important to note that there can be challenges during the extraction and analysis, that 

depending on the specific case, would need to be examined to retain the integrity of the data. 

Through completion of the experiment a number of key items of interest were discovered that can 

help forensic examiners with criminal investigations. Flight data stored on the internal SD was 

analysed and provided a vast range of information relating to the signals which are stored on the 

device itself. This analysis of results was more in-depth than previous research papers detailed in the 

literature review, this study provides a more detailed analysis and highlighted signals such as airport 

limits, emergency brakes information and whether the controller was connected to the device at all 

times during the flight. 

Media stored within the external SD and mobile application data was also found through the 

experiment. This data was congruent with previous research [3],[39],[24], [33] on different models 

of drones, by exploring the metadata the GPS co-ordinates of where the image was taken were 

located as was the date and time of creation. 

Ownership between the drone and the controller was explored, however due to limitations with the 

data which had been acquired form VTO it was not possible to provide concrete evidence that the 

two can be linked together. However, serial numbers of the drone were located on the internal SD 

flight logs and also discovered on the flight log which had been stored on the mobile application. 

5.3 Limitation 

It is important to note that all drones have different components and have different capabilities, 

depending on the range or brand, therefore each individual drone will hold unique limitations. As 
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such, the experiments carried out with the DJI Spark drone presented a limitation of the internal 

memory size only being 4GB. The issue with a smaller internal memory means that the existing data, 

and possible evidence, is overwritten when the capacity is reached.  

There is currently limited research in the field of drone forensics as found in the literature review 

within the chapter. This means that researchers only have a limited basis of understanding of this 

topic and there is a lack of unique research. Whilst this work will quickly become outdated due to 

the fast-growing nature of drones and their constant upgrading, this research provides a further 

understanding of drone forensics. However, more research needs to be carried out on a range of 

drones to establish common themes of data extraction and data locations. Only when many drones 

have been researched can a general framework for drone extraction be developed, as has been done 

with mobile forensics. 

5.4 Recommendation and Future work 

Whilst carrying out this project, a number of obstacles have been encountered. Therefore, there are 

a few recommendations that this study would like to make in order to make the industry more 

‘drone/ UAV friendly’.  

Firstly, when attempting to extract data from a mobile device using EnCase software, the evidence 

was unable to be acquired. This is something that EnCase must work on to ensure that almost all 

devices are supported by their software.  

Secondly it was discovered during the interview with the Digital Forensics Analyst that there is not a 

great amount of knowledge of UAV devices within DFUs. Although the analyst only works with one 

Police Force, they are in contact with people from other forces and states that views on UAV devices 

are very similar across all forces nationwide. The view being that it is very rare that a UAV device is 

brought into a Unit, so it is not worth the resources sending personnel on training courses. In 

addition to the lack of UAV Forensics training, DFU personnel are not required to have knowledge on 

current laws and legislations of any devices. Although standards such as ISO 27001 and ISO 17025 

must be adhered, as well as the ACPO guidelines [2], knowledge of other legislation is not required 

and generally analysts/ investigators ‘learn as they go’ in relation to laws and legislation. This is 

something that this study finds astounding as having up to date knowledge of the current legalities 

relating to the device(s) would be very beneficial to an investigation. For example, if the use of a 

device were an illegal act in a specific area e.g. the use of a UAV device in the vicinity of a school and 

it was found that this occurred, it should be included in the final report. Nonetheless it is likely that 

an investigator/ analyst would look up such laws and legislation on an ad-hoc basis, but this would 

waste time during an investigation. Therefore, it is a recommendation of this study that DFUs at 

least make all of their personnel aware of relevant laws and legislation and send them on ‘refresher’ 

courses on a regular basis e.g. annually. Refresher courses would be very beneficial also for 

standards such as ISO 27001 and ISO 17025 to ensure that they are being continuously obeyed.  
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Appendix a 

 
Appendix B 

When using EnCase to acquire the data from the mobile device used to control the UAV device, 

issues were encountered. The data had previously been extracted using Cellebrite and a '.UFD' dump 

file created. EnCase is able to read the dump file in order to acquire the data. However, it was found 

that the software was unable to read the data; the error message stating that the task was not 

possible whilst being run in a Virtual Machine. As the EnCase software is not available outside of the 

designated Virtual Machine, it is not known whether or not EnCase is able to read and acquire the 

dump data from the iOS device used to control the UAV device.  

The following screenshots note the process and error messages displayed when attempting to carry 

out this task.  
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Appendix C 

 

 
Signals used to present controller connection    



42 

 
Signals used to present altitude                     

 

 
Root folder of external SD Card 

 

 
100Media Folder stored in DCIM Folder 

 

 

Images and videos stored within 100Media Folder 
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Appendix D 
Question Response 

● Could you please state your official job title?  

 

● Digital Forensic Analyst 

● How long have you been working in forensics 

and within your current role? 

 

● Placement year in Wales and then worked 

there over the summer in the last two years of 

university 

● Then worked there for 1 year before moving 

to SYP 

● Total of around 2 ½ years at SYP 

● Do you have an area of forensics that you find 

more interesting than the rest, or a 

specialism? 

 

● Computers more than phones are his 
specialism, centring around the operating 
system, Internet artefacts etc. 

● Phones are very interesting but change too 
often. Skills gained may change two years 
after you've learned them. Also there are 
skills/ methods that are specific for one 
particular phone model.   

● Not disinterested in any part of forensics, but 
the file system and operating system is where 
the interest lies.  

● How often would you say that you get Drone 

devices in your forensic department?  

o What are the types of crimes 

associated with these cases? 

● Very rarely get a device in. Maybe one a year 
on average.  

● The very few they have had have been drug 
related cases flying drugs into prisons.  

● One example was a drone that had crashed in 
the vicinity of a prison and it had to be 
examined to see whether or not it had been 
used for the drug delivery purpose or had the 
drone just happen to have been flying around 
the prison. The outcome was the latter.  

● The second case was also drug related and 
the suspects had been caught and the drone 
device seized. The investigation wanted to 
know where it had been used. Didn’t directly 
work on the case but was aware of the 
process and outcome as the department 
personnel get 'excited' whenever a drone 
comes in. Drone was traced back to 
Manchester where it was being used to drop 
drugs to prisons.  

● You worked at a Welsh constabulary before 

SYP, were Drone devices more popular 

there?  

● The Welsh constabulary cases were drug 
related. Wanting to know the flight path etc.  

● Do you see the field of Drone forensics 

expanding? 

● Yes. Criminal cases involving drones are rare. 
Mainly civil cases. See it staying that way for 
now, staying fairly rare.  

● Foresees new laws surrounding drones 
coming in regarding videos and images with 
the new laws coming in regarding upskirting. 
Thinks in the future that flying a drone over a 
beach for example and capturing images of 
people sunbathing will be an illegal act.  

● Thought there would be a massive increase in 
the use of drone devices when they were 
commercially available. However, there 
wasn't really any surge in the use of them in 
criminal acts. Thinks that it comes down to 
people still delivering/ exchanging drugs by 
hand and using technology such as burner 
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phones to suddenly buy and start flying 
drones to deliver goods.  

● What are the current protocols that must be 

followed when extracting evidence from a 

Drone device? Are they similar to Mobile 

protocols? 

● Pretty similar to mobile devices. Essentially 
just remove the SD Card and forensically 
image it, following the same procedures as 
dealing with other mobile devices and 
removable media. Write blocker, make an 
E01 etc.  

● If it a more serious case, a chip off could be 
called for. But that takes a long time to carry 
out and all drones are different. It will probably 
land to someone with expertise in mobile 
phones to try and work out which pins to 
utilise etc.  

● Drones are at the minute a bit of an unknown.  
● Normal procedure is to analyse the SD card 

and if the officer is satisfied with the evidence 
located, it probably wouldn’t go any further. 
Especially if nothing can be gained from the 
SD Card. The more data that can be gained 
from the SD Card, the more likely it is that the 
officer will request further analysis of the 
device, i.e. chip off and apps on phones. As 
drones can be expensive, you have to justify 
taking it apart and risk damaging the device.  

● Tend to get more information off the phone 
app  

● Some drone controllers store data also. 
colleagues in Derbyshire informed me, they 
have a specialist drone unit.  

● Not getting enough devices in at the minute to 
warrant a specialised set of procedures.  

● Could outsource the extraction of data if 
required e.g. chip offs. Never outsourced any 
though.  

● Do you think that the ACPO principles need to 

be updated to be more inclusive of Drone 

devices as well as mobile devices?  

 
o Do you think there should be a 

separate set of principles solely for 

Drone devices? 

 
● Don't think they are as outdated as they could 

be considering how old they are. The first 
principle of 'don’t change data' can be an 
issue, especially with phones as you change 
data as soon as it is powered on. However, 
the second rule of 'if you are competent to 
change data, you can' is a good cover as if 
you are working in forensics you will generally 
be competent.  

● If I were to change ACPO principles, it 
wouldn't be any of the first three. It would be 
point four. Maybe re-word it or something 
similar.  

● Generally points 1, 2 and 3 are still very valid 
in current times. They have aged very well.  

● Even relevant for drone work.  

● Don't think drones justify getting their own set 
of principles, as then there would be a 
different set of principles for a lot of other 
types of devices and would end up with 
ACPO Principle 99, 125 etc.  

● Do you know anything about the current 

legislation on Drone devices? 

● Do not know very much about current drone 
legislation, only that it is an illegal act to fly 
them in the vicinity of the airport.  

● It isn't a requirement of the job role to be 
aware of current legislation.  
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● Generally if crimes involving breaking 
legislation rules were committed, the CAA 
would take the investigation not the police. It 
is thought that they will have their own team 
of forensic experts/ investigators to analyse 
devices.  

● Does your forensics department send its staff 

on regular training courses regarding new 

methods of extracting data and changes/ 

additions to legislation? 

● Not required to attend any courses or read 
new legislation on a regular basis.  

● Investigators get to know a lot of the 
legislation whilst they are working on devices.  

● Legislation is mentioned within other courses 
on forensics.  

● Normally the process of dealing with 
legislation is dealt with before the artefact 
gets to us. We usually only have to worry 
about working within RIPA.  

● Have you encountered any Anti-Forensics 

techniques when examining devices?  

● Do you think that Anti-Forensics techniques 

could be used on a Drone device? 

o If so, which ones? 

o How difficult do you think it could be 

to do this, i.e. could a novice user do 

it or would it have to be a highly 

skilled technically minded user? 

● Yes. It is a big issue that can cover a lot. 
Tools such as BitLocker and CCleaner are 
classed as Anti-Forensics tools. CCleaner 
forensically wipes (i.e. 0s everything) and 
encrypts and can do so on schedule. 
BitBleach, Eraser are also classed as Anti-
Forensic tools. Tend to comment of their 
instillation within the final forensic report. 
Encryption is also seen as Anti-Forensics. 
BitLocker, VeraCrypt etc. Section 49 of RIPA 
allows officers to force suspects to disclose 
their password depending on the case. It is 
very difficult to get a RIPA 49 order. It has to 
go through a judge to be signed off and has to 
be proved that you have tried to get into the 
evidence.  

● It depends on whether the user or the 
manufacturer implemented them. For 
example, fairly easy for the manufacturer to 
make every bit of data encrypted on the 
board. More difficult for a user of the drone to 
implement. Maybe set up a schedule on an 
Android to wipe the content of the app if it 
hasn’t been opened in x amount of days. 
Standard users would find it difficult to carry 
out anti-forensics techniques on drone 

devices.  

 

 

 

 

 

 


