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ABSTRACT

Quality of Service Assessment and Analysis of Wireless
Multimedia Networks

Recent years have witnessed a vast technological progress in the area of Quality of Service

(QoS), mainly due to the emergence of multimedia networking and computing. QoS

measurement and analysis have long been of interest to the networking research community.

The major goals of this thesis are of two fold: Firstly, to investigate the effect of the QoS -
parameters on the overall QoS experienced by wireless networks. Secondly, to utilise the results

in developing efficient mechanisms for intrusive and non-intrusive assessments of the

performance of wireless ad hoc networks as well as the measurement of the available QoS for

audio and videoconferencing applications over the IEEE 802.11 standard.

To evaluate the network performance and the overall QoS of multimedia applications, new
fuzzy logic and distance measure assessment approaches were developed taking into account the
QoS parameters requirements of each application. The developed approaches essentially include
measuring the main QoS parameters (delay, jitter and packet loss) and use them as input to the
measurement systems, which combine them and produce an output that represents the
instantaneous QoS. The devised approaches showed how the QoS can be measured without a
need for complicated analytical mathematical models.

In this study, several techniques were devised for estimating QoS. Firstly, a probe-based
assessment method (active technique) was developed. In this method, special artificial
monitoring packets were injected into the network. The overall QoS and its parameters were
estimated by collecting statistics from these packets. It was possible to make reasonable
inferences about the delay, throughput, packet losses and the overall average QoS using
different probe rates. This technique showed some limitations for measuring the jitter. In
addition, the rate of the monitoring packets played an essential role in the precision, level of
resolution of estimated results and negatively impacted the network performance.

Secondly, to overcome some of the drawbacks of the probing-based method, a new assessment
technique was, subsequently, devised based on passive monitoring standard sampling methods.
Unlike the active technique, the new method has the advantage of not adding an extra load to
the network. In addition, it is not like the typical passive methods, which require the transfer and
calculations of the whole captured data. Generally, all sampling schemes provided satisfactory
measures of the overall QoS and its parameters and produced very acceptable bias and Relative
Standard Error (RSE) result. Systematic sampling provided the most accurate estimates
compared to the stratified and random approaches. In addition, after sample fraction of 2%, the
estimated overall QoS bias from the actual QoS became constant and equal to -0.5% and RSE
was less than 0.005 using both fuzzy and distance assessment systems.

Thirdly, in order to overcome some negative aspects of inaccuracy and biasness caused by
sampling techniques, a new scheme was proposed to correct these results to be closer to the
actual traffic measurements. The new approach does not disturb the network performance (as in
active methods), neither depends on the whole traffic (as in passive methods), nor bias the
actual results (as in the standard sampling technique). Similarly, systematic sampling showed
the best performance. Sample fractions, using the systematic sampling, greater than 2% gave an
overall estimated QoS identical to the actual QoS because the obtained relative error was nearly
constant and approximately close to zero using both assessment systems.

The measured QoS can be used to optimise the received quality of the multimedia services
along with the changing network conditions and to manage the utilisation of the network
available resources especially for ad hoc networks. Overall, the findings of this study contribute
to a method for drawing a realistic picture of the wireless multimedia networks QoS and provide
a firm basis and useful insights on how to effectively design future QoS solutions.
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(v) Explore how the findings of these methods can be used as a part of an efficient

wireless ad hoc network QoS monitoring system.

1.2 Research Motivations

The tranémission of multimedia over computer and communication networks has gained
importance during the last few years. This is due to the fact that multimedia services are
playing an important role in the human's daily life. Service providers have a great
challenge to ensure they provide the required quality o f multimedia a pplications and

services.

Wireless networks are gaining widespread popularity as they allow communications to
be set up without the constraints of physical wires. Wire-free transmission is viewed as
an advantage since people want to move freely while they are communicating with each
other. Applications of wireless ad hoc networks occur in situations such as emergency
search-and-rescue operations, meetings or conventions in which users wish to quickly
share information, and data acquisition operatibns in hostile terrain. In situations like
battle fields or major disaster areas, ad hoc networks need to be deployed immediately
without base stations or wired infrastructures. These networks are typically
characterised by scarce resources (e.g. bandwidth, battery power, processing and storage
limitations, etc.), lack of any established backbone infrastructure, high error rates, and a
dynamic topology since each node is free to join or leave the network at any time
(Dupcinov and Krco, 2002). A challenging but critical task that researchers tried to
address over the past few years is the development of monitoring schemes that suit the
characteristics of ad hoc networks. To grant QoS for such applications and to ensure
that the supported QoS is sustained, it is necessary to include a process to monitor the
performance and the QoS of these applications and to manage the available resources of

- the entire network.

Network management processes employ a variety of tools, applications, and devices to
assist human network managers in monitoring and maintaining networks (Cisco, 2006)
(Eikenes and Grostol, 2003). Since the early years of data communications, network
performance assessment and measurement have played a key role in the continuous

‘improvement and evolution of networking technologies. Therefore, the development in



the area of performance measurement is still a focus of ongoing intensive research

activities.

The evolution of wireless networks and real time applications introduces new
challenges in supporting predictable and reliable communication performance. These
challenges are a consequence of the vastly increasing number of current and fufure
multifnedia products that find applications not only in wired networks but also in the
" wireless and mobile environment and hence require special attention. The quality of
multimedia applications transmitted over wireless networks is governed by the QoS
pro{'ided by the network. However, wireless networks operations are constrained by the
limitations of the free-space channel (i.e. relatively low bandwidth, electromagnetic
interference, fading, etc). In addition, QoS provided by these networks is dependent on
many other factors such as the transmission p ower, b andwidth, form o f d ata ¢ oding,
transmission rate control, and the route that data will follow to travel from source to
destination. A major challenge in such networks, due to its critical characteristics and
limitations, is how to measure or infer the quality of multimedia applications accurately
and efficiently for QoS monitoring and/or control purposes. In addition, this nee;ds to be
done on a continuous basis to make sure that the strict technical and commercial QoS

requirements (e.g. Service Level Agreements (SLA)) are met along the service delivery.

With greater demands on wireless communications and emergence of bandwidth-
intensive multimedia applications, QoS provisioning in wireless multimedia network is
becoming more and more important (Kwon, et al. 2003). This is because multimedia
applications contain video, data and audio elements, which need to be received with an
acceptabie delay, jitter, distortion and synchronization. Any violation of these
requirements or insufficient bandwidth means that the received applications become
useless or of limited value. Mechanisms, which improve the networks ability to transfer
the multimedia with a greater quality, are of particular importance in current and future
research. QoS measurement is the term, used to include all these issues which must be
taken , into account when wireless networks are used to transmit multimedia

applications.

Wireless computer networks are evolving to provide services with diverse performance
requirements. To provide QoS guarantees to these services and assure that the agreed
QoS is sustained, it is not sufficient to just commit resources since QoS degradation is

-3-



often unavoidable (D'Antonio, et al., 2003). A degradation of the QoS will be due to any
weakening or fault in the behaviour of any network element. Hence, the QoS
measurement and monitoring are essential for tracing the ongoing QoS, comparing the
measured QoS against the requfred (expected), detecting possible QoS degradation, and
then, based on the measured QoS, trying to tune the network resources accordingly to

sustain the agreed QoS.

Generally, in any networking environment, there are two approaches to fulfil the QoS
requirements, namely, over-provisioning and traffic engineering (Crawley, et al. 1998)
and (Nahrstedt and Chen, 1998). Over-provisioning simply considers enhancing the
network capabilities (e.g. buffer sizes, media types or routers upgrade) based on
continuous assessment and monitoring o f the network and application’s Q oS. Traffic
engineering w orks vb y utilising r esources e fficiently and b y making the network QoS
aware (i.e. traffic classes, resource reservation, admission control, queuing mechanisms)
relying on QoS measurement. Therefore, network performance monitoring is an
absolute prerequisite for the QoS provision over a communications network because
network managers can not manage and control their network unless they can monitor its

performance (Tham, et al., 2000).

Consequently and in addition to the above, in order to better understand the network and
the customer behaviours and to provide QoS to as many customers as possible, the state
of the network should be always observed by obtaining measurement data from the

network to accomplish the following tasks (Asgari, et al., 2003):

(i) Assist traffic éngineering in making provisioning decisions for optimising the
usage of network resources and take appropriate actions on set?ing up new
routes, modifying existing routes, performing load balancing among routes, and
re-routing traffic.

(ii) Assist traffic engineering in providing analysed traffic and performance

- information for long-term planning in order to optimise network usage and
avoid undesirable conditions. |

(iii) Verify whether the QoS/performance guarantees (negotiated between a

customer and a service provider) committed in the SLA are being met.



As a result of the increased interest to control network and application performance, the
importance of end-to-end measures, the lack of standardisation in the area of
measurements and the fast pace of development, the focus of the research moved
towards observing the network features, estimating and assessing the QoS measures,
since they play an important role in any QoS architecture solution. The importance of
QoS assessment is in its ability to greatly improve network utilisation and application
performance by measuring the ongoing QoS and then to feedback of the resulting data
to the service provider to ensure that the abplication QoS requirements have been met.
Once these requirements are met, the service provider tries to keep this state over the

whole service provision period by inspecting the application QoS regularly.

In this thesis, there are three issues o f c oncern, namely Q oS, wireless n etworks, and
multAimedia‘applications. The aim is to quantify, assess and analyse the QoS parameters
and the overall QoS of wireless computer networks for multimedia transmission under
varying operating conditions. Based on this analysis and quantification, the possibility
of estimating the QoS for wireless networks, while transmitting multimedia, will be
explored. Wireless network link stability and its resource availability change over time
depending on many factors like number of users, mobility, etc. Therefore, the measured
QoS is an indication of network behaviour because it reflects the resources availability

that are shared among the competing traffic in the network.

In this fhesis, a research plan consisting two major areas of work have been identified.
The first area is to propose novel, intrusive and non-intrusive approaches to assess and
analyse the overall QoS provided by the network in order to reduce or eliminate the

disadvantages of current network monitoring approaches.

The second area is to develop novel alternative methods to the current performance
monitoring methods to overcome their limitations for observing network conditions
such as jitter, loss, delay, throughput and to allow new techniques to estimate the overall
QoS. These methods determine the current status of network in a non-invasive manner,
using analysis of injected traffic (as in active methods) and existing traffic (as in passive
methods) using sampling techniques. It will be shown that, even the current active
measurements are doing well in investigatirig and describing the wired network
characteristics, the complexity of the wireless networks is likely to make them costly in

terms of network resources.



This study seeks to address the relationships between received application quality and
IP network impairments (e.g. packet loss, jitter and delay) and then looks at how the
quality should be measured efficiently for multimedia applications transmitted over
wireless networks. QoS m easurement and monitoring are very useful in handling the
challenge of unpredictable and variable QoS parameters over the wireless channel and
preventing severe degradation in the applications performance. Determining the
application QoS requirements allows the user's perceived quality for that application to

be inferred based on the corresponding measured QoS parameters.

1.3 Contributions

This research has led to the development of efficient QoS assessment and ‘monitoring
systems for m easuring the Q oS o f multimedia applications. T he ¢ ontributions o f this

thesis are summarised as follows:

(i) Development of a new fuzzy logic-based QoS measurement system to assess
the QoS/performance of multimedia applications transmitted over wireless ad

hoc networks.

(ii) Development of a new QoS assessment system uéing the concept of Euclidean
and Minkowski distance theorems to evaluate the QoS/performance’ of

multimedia applications transmitted over wireless ad hoc networks.

(iii) Development of techniques to monitor the performance of ad hoc networks in
terms of satisfying the QoS requirements of multimedia applications based on

combined active-passive measurement methods.

(iv) Development of a simple pure passive monitoring mechanism based on
sampling techniques was devised to o vercome some o fthe drawbacks o fthe

combined active-passive monitoring method.

(v) Development of an estimation model for correcting the outcomes of the
proposed passive sampling monitoring approach to be closer to the actual

results.



1.4 Thesis Outline

This thesis is structured as follows. In addition to this chapter, there are eight other
chapters. Chapter 2 provides the theoretical background behind this thesis which,
comprises of: the QoS definition and aspects, the wireless networks revision and a
description of the mechanisms and techniques used. Chapter 3 reviews the QoS
assessment and measurement methods which have been classified in to two categories
“subjective/objective” and “passive/active” techniques. This chapter includes a
discussion of the advantages and disadvantages of each method and some examples of
the measurement tools implemented based on these techniques. Chapter 4 presents
research assumptions and approaches followed throughout this thesis, which involves
explanation of the simulation model and the network scenarios, protocols and
topologies used in this research. In Chapter 5, two new QoS assessment and
measurement approaches are discussed and tested through extensive simulation
experiments. Chapters 6, 7 and 8 include three different new estimation mechanisms of
the overall QoS. Chapter 6 evaluates the combined active-passive estimation approach.
Chapter 7 examines the suitability of the standard sampling methods for inferring the
overall QoS. Additionally, Chapter 8 provides the results of another QoS estimation
system based on corrected passive samples. Finally, Chapter 9 concludes this thesis and

highlights future research directions and plans.
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packets to some other class of packets, while quantitative definitions provide metrics
such as delay or loss, either as bounds or as statistical indications (Zhao, et al., 2000).
So, it is the capability of the network to support service to selected network traffics over
various technologies including Ethemef, wireless networks, Asynchronous Transfer
Mode (ATM), ... etc (Agarwal, 2000). The other definitions for QoS are:
¢ "QoS is the collective effect of service performance which determines the
degree of satisfaction of a user of the service" (ITU, 1994).
¢ "QoS is a collection o f technologies, w hich allow n etwork-aware applications
to request and receive predictable service levels in terms of data throughput
capacity (bandwidth), latency variations (jitter) or propagation latency (delay)"
(Saliba, et al., 2005) .
* "QoS represents the set of those quantitative and qualitative characteristics of a
distributed multimedia system necessary to achieve the required functionality of
an application" (Caprihan, et al., 1997).
¢ "QoS in ATM is defined as a collection of rate, latency, jitter, loss ratio, and
error ratio" (Maggie and Matchman, 2000).
. "QoS is a concept by which applications. may indicate their specific
requirements to the network, before they actually start transmitting information
data" (Fluckiger, 1995).
® QoS is an answer to the question: "How well does a particular service perform

relative to expectations” (Hardy, 2002).

Different viewing angles on QoS which can be summarised as follows (Riisdnen,
2003):
¢ QoS requirements of a customer which include a statement of the quality lével
required by the applications of users of a service which may be expressed non-
technically.
e QoS offered or planned by provider is a statement of the quality level which the
service provider expected to deliver to the customer.
e QoS delivered or achieved by provider is a statement of the level of the actual
quality achieved and delivered to customer.
* QoS perceived by customers is a statement expressing the quality level that they

have experienced.



Therefore, QoS is a very important concept of many application domains, but especially
for multimedia applications like audio, video, teleconferencing, etc. In this study, we
define the QoS as the amalgamation and mapping of the main QoS parameters (delay,
jitter, packet loss ratio and throughput) to obtain single representative measure of the

quality achieved by a multimedia application transmitted over a computer network.

2.2.2 Issues behind QoS Assessment and Monitoring

The importance of QoS stems from the recent growth of the need of real and non-real
time multimedia applications as well as the higher demand for the quality of these
applications. Since communication networks have become a very essential part of our
life, many efforts were made towards improving their performance. These are to achieve
more and more customer satisfaction which lead to strong loyalty and therefore, to more
profit for the service providers and to achieve global efficiency in resource utilisation
(Alkahtani, et al., 2003). Multimedia applications QoS can be guarantied by expanding
the bandwidth, but this is not always possible, costly and can not remedy the root
problem. Consequently, managing and controlling the available network resources are
the points to deal with to solve this problem. These can be achieved only by measuring
and monitoring the network/application QoS. One of the ‘main motivations behind
deployment of the QoS is the increasing multimedia application requirements with
limited resources and limited QoS support in IP networks (Braun, 2004). Therefore,
QoS assessment is an essential element for satisfying different services requirements for
number of applications that are sharing the same infrastructure (Jiang, 2003).

\

Individuals interested in the process and the result of the QoS monitoring and
assessment are end-users, network manager and operators, service providers, vendors,
and researchers. End-users need to perform and collect QoS measurements to make sure
that the received services meet the agreed levels between them and the service providers
(i.e. SLA). In addition these measurements are important for the network managers to
diagnose network problems and failures, optimise the network performance, and ensure
that the offered services to service providers and end-users satisfy the SLAs. Service
providers depend on other parts (e.g. network provider) to grant network serviceé to
their customers. Therefore, it is essential for the service provider that the SLAs with
other parts are satisfied and the services delivered meet the QoS requirements of their
customers. Moreover, QoS measurements play an important role as inputs to the

research communities to enhance the understanding of the network behaviours and
-10-



problems which will lead to develop better solutions and build models for analysis and

simulations.

Intelligent management, monitoring ;clnd control of the use of network resources within
the network infrastructure are needed to meet the required QoS that will allow for these
resources to be shared efficiently. In addition, QoS monitoring and assessment provide
tools for the network managers to deliver mission critical business with an appropriate
level of quality over public network (wired and wireless). Moreover, continuous QoS
assessment allows keeping track of the network health status. However, using our QoS
definition, will easily allow the manager to control and manage the overall QoS of the
" multimedia application. This is due to the fact that the manager will deal with one
metric which is the overall QoS rather than the multiple QoS parameters as it will be

discussed in the coming chapters.

QoS provision is a technique that generally consists of: a measure of
network/application QoS state and a way to observe it and a heuristic that uses the
information to deliver a QoS objective (Stineand and Veciana, 2004). Hence, to provide
or guarantee QoS, it should be monitored firstly. For networks and especially in
wireless ad hoé QoS provision is not an easy issue. Therefore, many approaches have
been proposed. These approaches include call admission protocols that first assess
whether a flow should be admitted into the hetwork based on its QoS status (Chiang and
Carlsson, 2001), (Dong, et al., 2003), routing protocols that attempt to control the flow
of traffic through sections in the network that can best afford it with acceptable QoS
(Xue and Ganz, 2003), (Curado and Monteiro, 2001), queuing schemes implemented at
nodes (Kanodia, et al., 2002), medium access schemes which give access priorities to
some applications to and reserve the Radio Frequency (RF) media (Sheu, et al., 2004),
(Hollahd, et al., 2001). All of these schemes must perform QoS assessment before and

after applying the proposed approach to enhance the application/network performance.

In addition to the above, in wireless networks, QoS measurement and monitoring play
an important role in supplying a high QoS and in ensuring that the desired QoS
properties are attained and sustained. To achieve that, the wireless channel must be kept
away from reaching the éongestion state. This is because loss and delay increase rapidly
once this state is reached. To keep the utilisation below the congestidn point is a

difficult i ssue in wireless n etworks b ecause the channel is shared b etween the active

-11 -



nodes. Therefore, each node needs to determine the network utilisation which can be
inferred from the measured QoS. Once the available resources are determined, nodes

can then adapt their data traffic rates to keep the channel from becoming congested.

2.2.3 Quality of Service Parameters

Different multimedia applications have different QoS requirements. The specific
parameters which define QoS vary depending on the application and user requiremgnts
(Kasigwa, et al., 2004). It is very important to determine the correct set of accurate QoS
parameters for the particular media being transported; otherwise QoS guarantees cannot
be obtained (Cheoné and Lai, 1999). QoS of transmitted application through a network
is characterised, in a very general way, by four key network parameters (metrics): one-
way delay (Almes, et al., 1999a), one-way jitter (delay variation) (Demichelis and
Chimento, 2002), packet loss ratid (Almes, et al., 1999b), and bandwidth. Together,
thesé parameters determine the QoS the traffic requires (Alkahtani, et al., 2003). Our
research will concentrate on audio and videoconferencing multimedia applications. In
the following, general definitions of the main factors that can profoundly influence the

QoS of these applications are explained:

(i) One-way delay

One of the primary QoS parameters for real-time multimedia communication is the one-
way delay (OWD). It may be defined as the amount of time taken to transmit a packet
and to receive it at the destination. It is also defined as the elapsed time for data to be
passed from the sender, through the network, to the receiver (Schmitt, et al., 2002). The
majority of the real-time multimedia applications (audio and video flows) are delay
sensitive because the information transmitted needs té be replayed at the receiver at
real-time. A small average delay is acceptable but a more important delay quantity is the
delay bound. The delay bound is the maximum delay experienced by any packet. This
bound is variable and depends on the type of the application, for example, non-
‘interactive multimedia like Video on Demand (VoD) may allow a higher delay bound
than an interactive one like the videoconferencing applications. It includes all possible
delays caused by transmission delay, propagation delay, queuing delay and processing
delay. Due to synchronization problems bétween the clocks of each client, the
measurement of the one way delay is a non-trivial task. For exact measurements, it is
required that both clocks are highly synchronized. The delay parameter may  be
calculated as (Wang, et al., 2000):

-12-



D, =r,-s, @.1)
where D; is the delay (in seconds) of the i packet arrived and r; and s; are arriving and
sending timestamps of the i" packet. And the average end-to-end delay can be
calculated as:

Average delay = lE:D,. (2.2)
N
where D; is the packet delay from equation (2.1) and » is number of successfully

received packets.

(ii) One-way jitter (Delay variation)1
The variation of the inter-arrival time of packets at the receiving site is known as the
delay variation, also referred to as the jitter (Demichelis and Chimento, 2002).
Therefore, jitter is defined as the difference between the delays of two consecutive
packets; therefore, it requires the measurement of one-way delay. The variation in the
| inter-packet arrival times leads to gaps between two consecu.tive packets (Agarwal,
2000). This may be caused by the variable transmission delay over the network,
variations in queue length or variation of processing time of every received packet.
Delay variation has a significant influence on real-time or delay sensitive multimedia
applications. The influence of jitter is less for audio than for video in which it causes
observable effects on video play and leads to a stuttering with pops and clicks (Schrhitt,
et al., 2002). Methods to remove this variation require collecting packets in buffers and
holding them for an appropriate period. This will allow the slowest packets to arrive in
time to be played in a correct sequence. This, however, increases the delay for each

packet transiting the network. Jitter can be calculated as (Wang, et al., 2000):

Ji= |Di -D,,

, )0 2.3)

where J; is the jitter (absolute values in second) of the i packet, D; and D,.; are the
delays of two consecutive packets computed from equation (2.3). Also, average jitter for
traffic flow can be calculated by:

Average jitter =l Z J,; (24)
n

i=l

! Jitter and delay variation will be used interchangeably throughout this thesis.
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J; is the packet jitter from equation (2.1) and » is number of successfully received

packets.

(iii) Packet loss ratio

This may be defined as the percentage of packets discarded by the node or the router. It
includes packet losses and out of order packets. Packet losses are due to error
- introduced by the physical transmission medium or due to congestion periods. But in
the wireless, it is due to link errors between the two endpoints like interference, link
failure, handoffs...etc, or due to collisions between packets or due to buffer overflow.
This will directly affect the application quality at the receiver. The degree of
degradation depehds upon the type of application (Flup, 1999). In order to measure the
packet loss ratio, a packet stream which includes sequence numbers is required. The

percentage packet losses can be calculated as (Wang, et al., 2000):

L©)=0-3R()/35,())x 100 @)
where L, is the loss ratio (in %) during the i* interval and YR;(#) and YSy(%) are the total

number of received and transmitted packets with the i" interval, respectively.

(iv) Throughput

This parameter offers the rate at which the traffic can flow through the network.
Therefore, it is a measure of the capability of that network to transmit an application. It
may be defined as the maximum data transfer rate that can be sustained between two
endpoints for an application's traffic to be carried by the network. Bandwidth of the
channel is the parameter which affects the amount of throughput given to a specific
traffic. The average throughput may be calculated as the amount of data received by the

destination divided by the measured time (Wang, et al., 2000):

L,6)=2 R0/, 2:6)
where T; is the throughput (bits/s or bps) during the i* interval, Y P;(#) is the total bits of

all received packets within the i”" interval, and #; is the time duration of the i interval.

-14-
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best effort, compulsory (differentiated), and guaranteed (Shah, 2001) ( Schmitt, et al.,
2002).

(i) Best effort service: also known as lack of QoS with no priority or guarantées.
Example of this type is the service provided by the Internet to the application
transmission. That is because the network accepts all requests for service and tries to
deliver the data packets with no admission or flow control by hosts. In addition, when
the router buffers become full, all connections through that router suffer packets loss or

queuing delay.

(ii)) Compulsory (Differentiated) service: this service treats some traffic better than the
others with no hard or soft guarantee. Differentiated services are associated with a
course level of packet classification. This means that the traffic gets grouped or
aggregated into a small number of classes with each class receiving a pérticular QoS in

the network.

(iii) Guaranteed service (Integrated Service (IS)): it is based on a reservation of network
resources for a specific application. This involves reservation of bandwidth and buffer
space aloﬁg with suitable queuing algorithms to insure that a specific application gets a
specific service level. This is achieved by allowing sources to communicate their QoS
requirements to router and destinations on the data path by means of a signalling
protocol such as Resource Reservation Protocol (RSVP) (Nikaein and Bonnet, 2002).
Therefore, it provides per-flow end-to-end QoS guarantees. This type of service is
applicable, for example, to voice and video applications because they are delay sensitive
traffics. So, a guaranteed service level is intended for applications requiring a fixed

delay bounds. A graphical representation of these levels is shown in Figure 2.2.

To make multimedia data transmission efficient and to offer a good user-perceived QoS,
the multimedia applicatibns must adapt to network changing conditions like losses,
bandwidth abrupt changes and delay variations. Therefore, these applications must take
advantage of QoS and network status information like packet losses, delay variations

and available bandwidth.
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and interference on the channel, making the radio channel a hostile medium in which

behaviour is difficult to be predicted.

Wired communication media are usually protected against external noise sources.
However, this protection does not exist in wireless communications due to radio
transmissions by other stations using/interfering with the same frequency band. This
will result in a wireless communications medium, which is much less deterministic and
more erroneous than its wired counterpart. In wired networks, typical Bit Error Rates
(BERs) are relatively very small, i.e. in order of 10 (Aad, 2002). In contrast, BERs in

wireless channels are in the order of 10™ and usually occurs in bursts.

2.3.3 Working Modes of Wireless Networks

An IEEE 802.11 WLAN generally consists of Basic Service Sets (BSSs) which are
interconnected by Distributed System (DS) to form an Extended Service Set (ESS)
(Anastasi and Lenzini, 2000). Each BSS consists of a group of wireless terminals
(stations) and the area it covers is called Basic Service Area (BSA). A BSS can operate
in two modes: an infrastructure-based mode in which an Access Point (AP) links the

stations to the DS and infrastructureless-based or ad hoc mode which also may be called
Independent BSS (IBSS).

A BSS that includes an AP within its stations can be connected to wired LAN as shown
in Figure 2.3(a). All communications within a BSS go through the AP. If any two
stations in that BSS want communicate with each other, frames are first sent to the AP

then to the destination.

In contrast, any station in the ad hoc mode that is within the transmission range of any
other can start communicating after a synchronisation phase (Chakrabarti and Mishra,
2001). In ad hoc mode, no AP is needed, however, if one of the IBSS stations has a
connection to a Wired network LAN, all stations that are in the receiving range of this
station can gain a wireless access to the Internet. This structure is shown in Figure
2.3(b).
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Our research will focus on the IEEE standards. IEEE 802.11 standard covers three types
of physical layer and Medium Access Control (MAC) sub-layer.

2.3.4.1 The Physical Layer (PHY)

PHY layer is the lowest layer in the Open System Interface (OSI) model. It deals with
the details involved in the actual radio transmission. This layer consists of Physical
Layer Convergence Procedure sub-layer (PLCP) and Physical Medium Dependent sub-
layer (PMD). The PLCP sub-layer is responsible for controlling the frame exchange
between the PHY layer and the Medium Access Control (MAC) layer. While the PMD
sub-layer controls the carrier and the spread spectrum techniques used to transmit the
data over the wireless media. The IEEE 802.11 radios operate in the 2.4 GHz Industrial
Science Medical (ISM) range and use spread spectrum techniques to spread the radiated
power over the allowed frequency spectrum. Spread spectrum has multiple access
capability, protection against multi-path interference, privacy, and anti jamming

capability (Aad, 2002). In IEEE 802.11 three physical layers were specified:

e Frequency Hopping Spread Spectrum (FHSS): ‘before transmitting, 802.‘11
modulates the signal by means of Frequency Shift Keying (FSK). In FHSS,
the available frequency is divided iﬁto 1MHz wide, non-overlapping
channels to give 75 or more channels (Lo and Ngai, 2004). The transmission
of the signal is achieved across a group of frequency channels by hopping
from one carrier frequency to another after a dwell time (Sweét, et al., 1999).
The spreading code defines the frequency at which data bits are transmitted.
Both sender and receiver should synchronously hop using the same

frequency hop pattern in order to communicate.

e Direct Sequence Spread Spectrum (DSSS): DSSS generates a wide
bandwidth signal and spread over the width of one channel. Each channel is
22 MHz wide with 5 MHz separation between centre frequencies. Instead of
sending raw data bits, DSSS correlates data with the code chips running at
higher rate (Aad, 2002). The code used is an 11-chip known sequence called
Barker code (Celebi, 2002). The resulting high rate stream is modulated
using the base-band modulation techniques (Binary Phase Shift Keying
(BPSK) or Quatemary Phase Shift Keying (QPSK)) and transmitted in free-

-21-



space. At the receiver side, the reverse procedure is applied to retrieve the

original data.

e Infra Red (IR): data bits are modulated using Pulse Position Modulation
(PPM) and transmitted using near visible light (800-950 nanometre). Since

infrared requires line-of-sight communications, it is not widely used.

2.3.4.2 The MAC Sub-layer
The MAC provides the following functionalities:
e Reliable data delivery over the wireless medium.
e A fair regulation of accessing the wireless channel using two different methods
Distributed Coordination Function (DCF) and Point Coordination Function

(PCF).

The MAC protocol is concerned with per-link communications and not end-to-end.
IEEE 802.11 standards MAC protocol provides two modes of operation as mentioned
before: DCF and PCF.

2.3.4.2.1 Distributed Coordination Function (DCF)

In DCF mode, each station gets an equal share of the channel through contention, i.e. a
station contends for the channel use before each frame waiting for transmission. The
basic scheme for DCF is based on the Carrier Sense Multiple Access (CSMA)
(Landfeld, 1999), (Kleinrock and Tobagi, 1975) in which carrier sense means that the
station will listen before it transmits, i.e., the station must sense the channel before
trying to transmit their data. CSMA protocol has two types: Collision Detection
(CSMA/CD) and Collision Avoidance (CSMA/CA). A collision can be caused by two
or more stations using the same channel at the same time. It also can be caused by two
or more hidden terminals transmitting simultaneously. Hidden terminals are terminals

which cannot hear each other (Khurana, et al., 1998).

CSMA/CD is used in Ethernet wired networks to abort transmission when a node
detects that the signal it is transmitting is different from the one on the channel due to
collision. This does not exist in wireless communications because the station cannot
listen to the channel while it is transmitting. This is because of the big difference

between transmitted and received power levels. To deal with this problem, DCF
-22-
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networks, the MAC protocol should make as efficient use of this available
bandwidth as possible based on techniques like service differentiation, call
admission controfs... etc.

e Mobility: unlike wired terminals, wireless terminals should be able to move
freely in their BSS. Therefore, the system designs must accommodate handoffs
between the transmission boundaries and route traffic to these terminals (Brian,
et al., 1997). In addition to that, wireless users should ideally not be affected by
the addition, deletion, or relocation of other wireless stations.

e Power considerations: wireless stations are typically small battery powered.
Therefore, devices must be désigned to be very energy-efficient which results in
sleep modes and low power displays. |

e Security: a wireless network is difficult to be secure, since the transmission
media is open. Encryption is one solution to that.

e Interference: this is due to simultaneous transmissions by two or more sources

sharing the same frequency band, which will result in collisions.

2.3.6 QoS in Wireless Networks

The evolution of wireless networks and real-time multimedia applications introduces
new challenges in supporting predictable and reliable communication performance.
These challenges are a consequence of the vastly increasing number of current and
future multimedia products that find application not only in wired networks but also in

the wireless environment and hence require special attention.

QoS in.WLANS has been an area of interests since WLAN became available. Providing
QoS, other than best effort, is a very complex problem especially in wireless ad hoc
networks. The nature of WLANSs and the network ability to provide QoS depends on
the intrinsic characteristics of all the network components, from transmission links to
the MAC and network layers (Chakrabarti and Mishra, 2001), (Macker and Courson,
2003). In wireless networks, the ability to provide QoS guarantees is weak, because
wireless links have variable capacity, high loss rates, and high latency. In addition, the
weakness is due to dynamic nature of the stations topologies, which will result in h1gh
frequent links breakages. Furthermore, the service quality of the network varies with
time depending on the resource availability in the wireless medium and in the nodes:

e.g., buffer and battery.
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In wireless networks which use the IEEE 802.11 standard and DCF as the medium
access scheme, most problems with real-time applications like audio and video services
are mainly related to a trade-off between the typical QoS parameters. If a packet does
not reach its destination correctly on the first attempt of sending, the data link layer of
802.11 will retransmit the packet up to a certain amount of times. If delivery still fails, it
depends on the higher-layer protocols if the packet is dropped (i.e. UDP) 01" if
retransmissions will be done (i.e. TCP). In the case of TCP, retransmissions are
attempted until the packet is either delivered correctly, or until the TCP connection is
dropped. In the case of UDP, the packet is dropped and delivery of the next packet is
attempted. -

The QoS that the network can support is not related to any dedicated network layer,
instead it may require coordinated efforts from all layers. However, to accomplish real-
time needs, only lowef-layer protocols can be used or enhanced, since only they have
the control over the resources, which influence delivery timing. For error control, also
higher-layer protocols can be used. Important QoS components include QoS MAC, QoS

routing, Call Admission Control (CAC), and resource reservation signalling.

QoS MAC protocols proposed mechanisms for medium accessing and contention
provide reliable unicast communications and support resource reservation for real-time

multimedia applications (Qiang, et al., 2004), (Romaszko and Blondia, 2004).

Another approach is to implement QoS routing which refers to the discovery and
maintenance of routes that can satisfy QoS requirements under given resources
constraints such as Robust Quality of Service Routing Protocol (RQoSR) (Ayyash,
2005) (Ayyash, et al., 2006). The main objectives of QoS routing can be summarised as
(Celebi, 2001): ' '

(i) Dynamic determination of feasible paths;

(ii) Optimisation of resource reservation; and

(iii) Graceful degradation in the network performance as opposed to a dramatic

degfadation such as in best-effort routing,

QoS signalling is responsible for resource reservation and admission control along the
route determined. CAC is one of the important mechanisms that can be used to control

the QoS provided by the network (Bianchi, et al., 2000), (Valaee and Li, 2002). The
-26 -



CAC technique is used to determine if a new flow should be admitted into the network.
The acceptance or denial of new flow depends on the availability of the netwbrk
resources for the requested flow QoS. Ifa new traffic or call is accepted without a
particular limit, QoS for other traffics in progress may be degraded below an acceptable
level. This is due to total bandwidth required for all traffic which exceeds the network
capacity. Therefore, the acceptance of a new application is performed by the CAC
depending upon two main factors: the status of the network resources and the level of
service called by the new application request. From this, it can be said that admission

control is a key component of QoS-based resource management schemes.

RFC' 2389 characterises QoS as a set of services requirements to be met by the network
while tranéporting a packet stream from source to destination (Chakrabarti and Mishra,
2001). The network must provide QoS to guarantee an acceptable set of measurable
service attributes to the user in terms of delay, jitter, throughput, available bandwidth,
losses... etc. According to (Toh, et al., 2002), in order to evaluate the communication
performance of a wireless network, a number of measurements of these parameters have

to be taken into account under varying conditions.

Due to contention-based channel access of an IEEE 802.11 network and depending on
the traffic load in the network, an IEEE 802.11 network can be in one of three states:
saturated, non-saturated or semi-saturated (Yang, et al., 2003). A saturated state means
that every station in the network always has a packet to be sent which means that all the
stations are overloaded. A network is in a non-saturated state when no station has a
packet to be sent and their queues are mostly empty. A semi-saturated -network is
between the saturated state and the non-saturated state, where some stations are mostly
overloaded and their queues are usually full while others are lightly loaded and their
queues are often empty. Each state has its own reflection impact on the traffic
performance/QoS over the network. These states'ahd its influence on the multimedia
transmissions will be studied in Chapter 4. For example, it is essential to determine the
" number of simultaneous audio or video applications a wireless network can support for

a given state.

' Request for comment (RFC) d ocuments are originally Internet drafts. Developing these drafts is the
primary task of the Internet Engineering Task Force (IETF).
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2.4.2.1 Fuzzification

Fuzzification is the process by which the crisp input variable o f the fuzzy system is
converted into appropriate linguistic terms for the fuzzy logic processing. It is the
process of taking actual real-world data (such as temperature) and converting them into
a fuzzy input (Terano, 1992). This produces multiple fuzzy inputs for every real-input
value, using a number of membership functions (We and Chen, 1999). Membership
functions are graphical representations of the confidence interval that the designer has
with respect to a fuzzy input. It is used to combine multiple sui)jective categories
‘describing the same context. A Boolean membership function for an element is either
one or zero as shown in Figure 2.7a, i.e. elements U either belong to the set (i.e. fo a
number in the interval [0,1]) or not. However, a fuzzy set is characterised by the

membership function p(x) as shown in Figure 2.7b.

The membership function allows gradual transition from full-belonging to the fuzzy set
(n(x) = 1) to not-belonging at all (u(x) = 0) with intermediate values presenting degrees
of belonging to the fuzzy set. In fuzzy logic, an element can reside in more than one set
with different degrees of membership as illustrated in Figure 2.7b. Therefore, if the
fuzzy set presents a concept, the value of the membership function will present the
degree of fulfilment to this concept, which is a feature not available in classical set
theory. Intuitively, a fuzzy set is a class that admits the possibility of partial

membership in it.

Different s hapes o f m embership functions can be used in modelling linguistic t erms.
This includes triangular, trapezoidal, bell-shaped, sigmoid, crisp, singleton etc. The

main parameters, which characterise the membership function, are:

e Peak value/interval is the point/interval at which the degree of membership in a
fuzzy set is maximum: p(Xpeax) =1.

e The left width of a membership function is the interval from the peak/interval
value to the left point where the degree of membership function is zero.
Similarly, the right width is the interval from the peak value to the right point
where the degree of membership function is zero.

o The crossover point is the point at which two neighbouring membership
functions cross. At the cross point, the degree of membership to both sets are
equal and greater than zero.
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Based on the defined membership functions, a set of IF-THEN type rules can be
formulated. These rules and the corresponding membership functions are employed to
analyse the system’s inputs and determine its outputs by the process of fuzzy logic
inference. In fuzzy inference systems, the outpht is defined by using statements of the
- form: 4 ’

IF (Antecedentl) AND (Antecedent 2) ... THEN (Consequent)

where, the Antecedent relates the linguistic term to a fuzzy set and the Consequent
represents the conclusion for the IF term. For example: IF (packet loss is high) and

(delay is high) then (QoS is poor).

Since all the input values have been transferred into linguistic values, certain rules will
be identified or fired. These rules are identified in order to calculate the values of the
linguistic output variable. The fuzzy inference consists of two components: The first
step is to determine which sets of rules apply to the current situation. The second step is
to determine what conclusion should be reached. There is one conclusion for every rule
that is “active”. Each conclusion is highly dependent on the choice of the membership

functions, antecedents of the rules and the inputs to the inference system.

The conventional linguistic operators used for two-valued logic are not applicable with
fuzzy set. Given that ps and pg are degrees of memberships for the sets A and B
respectively, then different fuzzy operators can be defined as follows (Mathworks,
2005),

AND: ., =min(g,,u,) @2.7)
OR:  p,, =max(u,, ;) |

The degree of truth of the IF condition is calculated using the linguistic operator to
indicate how adequately each rule describes the current situation. More than one rule
might be triggered simultaneously describing the current situation. Each of these rules
defines an action (Consequent) to be taken in the THEN condi{ion. This is done using
the implication method. This method is defined as the shaping of the . output
membership functions on the basis of ;the firing strength of the rule. The input to the
implication process is a single number given by the Antecedent, and the output is a

fuzzy set. The degree to which the consequent is valid is given by the adequateness of
-31-



the rule to the current situation. This adequafeness is calculated by the aggregation stage
as the degree of truth of the IF condition. Aggregation is a process whereby the outputs
of each rule are unified. The input to the aggregation process is the truncated output
fuzzy sets that returned by the implication process for each rule. The output of the

aggregation process is the combined output fuzzy set.

Fuzzy inference system is the process of formulating the mapping from a given input to
dutput by using fuzzy logic. There are two fuzzy inference methods: Mamdani and
Sugeno inference methods. Mamdani's method expects the output membership
functions to be fuzzy sets, after the composition process; there is a fuzzy set for each
output variable that needs defuzzification. Sugeno is similar to the Mamdani method in
many respects. In fact the first two parts of the fuzzy inference process, fuzzifying the -
inputs and applying the fuzzy operator, are the same. The main difference between
Mamdani-type of fuzzy inference and Sugeno-type is that the outp'ut membership
functions are only linear or constant for Sugeno-type fuzzy inference (Mathworks,
2005).

2.4.3 Defuzzification

Defuzzification is the process of converting the linguistic value of the output variable
(the aggregation output fuzzy set) into a real (crisp) value by using a defuzzification
method such as the centroid, bisector, middle of maximum (the average of the
maximum value of the output set), largest of maximum, and smallest of maximum
(Ross, 2004).

The most common defuzzification method is centroid. With this, the defuzziﬁed values
tend to move smoothly around the output fuzzy region (Fuzzy, 2005). In the centroid
method, the real value of the output variable is computed by finding the variable value
of the centre of gravity of the membership function for the fuzzy value (i.e., it returns
the centre of area under the curve of the aggregated output values as shown in equation
2.8 (Ross, 2004).

y = it 2.8

Z,Ui
inl
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where m represents the number of output fuzzy sets obtained after implication, y;
represents the centroid of fuzzy region i (i.e., the output universe of discourse) and g; is

the output membership value.

In the maximum method, one of the variable values, which the fuzzy subset has its

maximum truth-value, is chosen as the real value for the output variable.

2.5 Distance Measure Theory

Similarity is a quantity that reflects the strength of relationship between two objects or
two features. In other words, it is a numerical measure of how alike two data objects
are. If the similarity between features i and j is denoted by S;, we can measure this
quantity in several ways depending on data type that we have. Distance measures the
dissimilarity between two objects. It measure the discrepancy between the two objects
based on several features. These features can be represented as coordinate of the object
in the features space. There are many types of distance calculation techniques that can
be used to measure this dissimilarity. Let the normalized dissimilarity between objects i

and j be denoted by dj. The relationship between dissimilarity and similarity is given

by,

S =1-d, | (2.9)

In general, the distance, dj; is a quantitative variable, which will satisfy the following
conditions (Teknomo, 2006):

(i) d;20: distance is always positive or zero

(ii) dj = 0: distance is zero if and only if it measured to itself
(iii) dj = d;;: distance is symmetry
(iv) d; <d, + d,;: distance satisfy triangular inequality

Dissimilarity is usually measured by Euclidean distance and Minkowski distance. In
addition, Euclidean distance is the usual use of distance measure (Téknomo, 2006).
Euclidean distance or simply 'distance' evaluates the root of square differences between

coordinates of a pair of objects.
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