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Abstract

This thesis explores the UK government’s use of anti-terrorism control orders under the
Prevention of Terrorism Act (PTA) 2005 between March 2005 and December 2011. Control
orders, a form of preventive civil order, were used to impose a range of often stringent
‘obligations’ on individuals who were suspected of involvement in terrorism-related activity
but who, for either legal or practical reasons, could not be prosecuted or deported. The study
examines the central features of the PTA’s statutory scheme and provides a detailed
analysis of the control order regime’s conformity, in principle and in practice, with the rights
enshrined in the European Convention on Human Rights and incorporated into UK law
through the Human Rights Act 1998. In addition to critiquing the operation of the regime from
a human rights perspective, a consequentialist analysis is employed in order to evaluate the
practical efficacy of control orders as a mechanism for ‘protecting members of the public
from a risk of terrorism’.’

Following the change of government in 2010, control orders were replaced by the new,
although in many ways similar, Terrorism Prevention and Investigation Measures (TPIMs)
under the Terrorism Prevention and Investigation Measures Act 2011. Whether the transition
from control orders to TPIMs can, from a human rights and/or security point of view, be
deemed a positive development is considered. In addition, the current and prospective future
utility of TPIMs as a component of the United Kingdom'’s legal response to the threat of
terrorism is assessed.

! Prevention of Terrorism Act 2005, s 1(1).
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Chapter 1
Introduction
[W[e must act against [terrorism] with all the powers we have. Of course that
might involve measures which restrict civil liberty in a way which may
otherwise be repugnant. However, if we go beyond what is necessary to
combat terrorism effectively, if we cravenly accept that any Act introduced by
the Government and entitled "Prevention of Terrorism Act" must be supported
in its entirety without question ... we do not strengthen the fight against

terrorism: we weaken it.'
(Tony Blair, 1993)

‘[OIn 11 September ... terrorists rewrote their rule book. We therefore need to
do the same.”
(Lord Rooker, 2001)

The human rights dimension of democratic states’ responses to terrorism comprises some of
the most complex and important matters encountered within contemporary legal discourse.?
Whilst the tension between anti-terrorism law and human rights long predates the
cataclysmic events of September 11, 2001,* the nature and unprecedented scale of these
attacks ‘changed the landscape of terrorism forever',®> and gave rise to ‘a new set of security

concerns affecting all civilized nations.”® Although many countries had experienced terrorism

' HC Deb 10 March 1993, vol 220, col 976 (Tony Blair). This comment was made by Blair, who was at
the time Shadow Home Secretary, during the debates on the draft Prevention of Terrorism
gTemporary Provisions) Act 1989 (Continuance Order) 1993.

HL Deb 27 November, vol 629, col 143. Following the attacks of 7 July 2005 in the UK, it was
similarly stated by Prime Minister Tony Blair, ‘let no-one be in any doubt ... the rules of the game
have changed: 'Prime Minister's Press Conference’ (London, 5 August 2005)
<http://webarchive.national archives.gov.uk/20060715135117/number10.gov.uk/page8041> accessed
13 October 2014. '

% See Mary Arden, ‘Human Rights in the Age of Terrorism’ (2005) 121 LQR 604; Helena Kennedy,
Just Law (Vintage 2005) 31-66; Lord Falconer, ‘Human Rights and Terrorism’ (Royal United Services
Institute, London, 14 February 2007) <www.rusi.org/events/ref:E45740BC85792E/info:public/infolD:
E45D3093433F92/#.VG1018l1Q5g> accessed 1 October 2014,

* As Leigh and Masterman note, ‘it is an easily overlooked point that, for the United Kingdom, human
rights concerns over anti-terrorist powers did not begin with the response to the attacks of 9/11’; lan
Leigh and Roger Masterman, Making Rights Real: The Human Rights Act in its First Decade (Hart
Publishing 2008) 201.

® Lord Goldsmith (Attorney General, 2001-2007), ‘UK Terrorism Legislation in an International
Context’ (RUSI International Homeland Security Conference, London, 10 May 2006)
<www.rusi.org/events/www.rusi.org/events/ref:E446B4C0722082/info:public/infolD:E446B4DD1CCDE
C/#.VGL9VcllQ5g> accessed 1 October 2014.

® Yonah Alexander (ed), Combating Terrorism: Strategies of Ten Countries (University of Michigan
Press 2002) 2. As Chomsky states, ‘the horrifying atrocities of September 11 [were] something quite
new in world affairs: Noam Chomsky, 9-11 (Seven Stories Press 2001) 11.

1


http://webarchive.national%20archives.gov.uk/20060715135117/number10.gov.uk/page8041
http://www.rusi.org/events/ref:E45740BC85792E/info:public/infolD:%e2%80%a8E45D3093433F92/%23.VGI018IIQ5g
http://www.rusi.org/events/ref:E45740BC85792E/info:public/infolD:%e2%80%a8E45D3093433F92/%23.VGI018IIQ5g
http://www.rusi.org/events/www.rusi.org/events/ref:E446B4C0722082/info:public/infolD:E446B4DD1CCDE%e2%80%a8C/%23.VGL9VcllQ5g
http://www.rusi.org/events/www.rusi.org/events/ref:E446B4C0722082/info:public/infolD:E446B4DD1CCDE%e2%80%a8C/%23.VGL9VcllQ5g

prior to 9/11, since the atrocities of that day, the prevention of terrorist violence has become
a critical challenge for domestic governments’ and for the international community as a

whole.?
L UK Anti-Terrorism Legislation

The United Kingdom has a long history of combating a threat of terrorism originating from a
variety of different groups and sources.® Over the course of the preceding century, an array
of legal measures were introduced to address threats both at home, particularly those
spawned by ‘the Troubles’ in Northern Ireland,'® and also abroad, in Britain’s former colonial
empire." In consequence, as Walker observes, ‘special laws against terrorism have

provided a constant feature of political and legal life within the UK for many years.’*?

The UK’s core anti-terrorism statute,' the Terrorism Act 2000, section 1 of which contains

the legal definition of ‘terrorism’,'* came into force on 19 February 2001.'® Despite it being

" The state’s duty to protect its citizenry from the threat of terrorism is examined in chapter 2 of this
the3|s (pp 18-23).

8 See International Commission of Jurists, Assessing Damage Urging Action: Report of the Eminent
Jurists Panel on Terrorism, Counter-terrorism and Human Rights (2009) v; Kent Roach and others
‘Introduction’ in Victor V Ramraj and others, Global Anti-Terrorism Law and Policy (2™ edn,
Cambridge Umversﬂy Press 2012) 1; Paul Wilkinson, Terrorism Versus Democracy: The Liberal State
Response (3 edn, Routledge 2011) 1.

9 See Andrew Staniforth, The Routledge Companion to Counter-Terrorism (Routledge 2013).

% See Laura K Donohue, Counter-Terrorist Law and Emergency Powers in the United Kingdom:
1922-2000 (Irish Academic Press 2001); Gerard Hogan and Clive Walker, Political Violence and the
Law in Ireland (Manchester University Press 1989); David Bonner, Executive Measures, Terrorism
and National Security: Have the Rules of the Game Changed? (Ashgate 2007) 69-101. See chapter 2
spp 41-45) of this thesis.

See AW Brian Simpson, Human Rights and the End of Empire: Britain and the Genesis of the
European Convention of Human Rights (OUP 2001); Bonner, Executive Measures (n 10) 135-200.

2 Clive Walker, Blackstone’s Guide to the Anti-Terrorism Legislation (2™ edn, OUP 2009) 23.

'3 As Walker notes, the TA 2000, ‘remains the [UK’s] foremost code’: ibid 24.
" TA 2000, s 1, as amended by TA 2006, s 34, and CTA 2008, s 75(1) provides:

(1) In this Act “terrorism” means the use or threat of action where -

(a) the action falls within subsection (2),

(b) the use or threat is designed to influence the government or an international governmental
organisation or to intimidate the public or a section of the public, and

(c) the use or threat is made for the purpose of advancing a political, religious, racial or
ideological cause.

(2) Action falls within this subsection if it—
(a) involves serious violence against a person,
(b) involves serious damage to property,



asserted at the time that this Act would provide the powers necessary to deal with terrorism
‘for the foreseeable future’,'® the advent of 9/11 - involving coordinated suicide attacks by Al-
Qaeda-affiliated Islamist terrorists’” which resulted in the deaths of 2,973 people®

provoked the Government to hastily re-evaluate its claim.' The immediate aftermath of
" September 11 witnessed the UK align itself with the US in a ‘war on terror,? the first

legislative manifestation of which was the controversial Anti-terrorism, Crime and Security

(c) endangers a person’s life, other than that of the person committing the action,
(d) creates a serious risk to the health or safety of the public or a section of the public, or
(e) is designed seriously to interfere with or seriously to disrupt an electronic system.

(3) The use or threat of action falling within subsection (2) which involves the use of firearms
or explosives is terrorism whether or not subsection (1)(b) is satisfied.

(4) In this section—

(a) “action” includes action outside the United Kingdom,

(b) a reference to any person or to propenty is a reference to any person, or to property,
wherever situated,

(c) a reference to the public includes a reference to the public of a country other than the
United Kingdom, and

(d) “the government” means the government of the United Kingdom, of a Part of the United
Kingdom or of a country other than the United Kingdom.

Whilst it is acknowledged that this definition is ‘striking ... in its breadth’ (R v F[2007] EWCA Crim 243
[27] (Sir Igor Judge)), and that formulating a satisfactory legal definition constitutes an important, yet
notoriously difficult, task, detailed discussion of the legal definition of terrorism falls outside the scope
of this thesis. For further discussion of the TA 2000, s 1 definition see: Lord Carlile, The Definition of
Terrorism (Cm 7052, 2005); David Anderson, The Terrorism Acts in 2013: Report of the Independent
Reviewer on the Operation of the Terrorism Act 2000 and Part 1 of the Terrorism Act 2006 (2014)
paras 4.1-4.23, 10.1-10.70; Clive Walker, Terrorism and the Law (OUP 2011) 34-47. On the
difficulties associated with defining terrorism for political and legal purposes, see: Alex P Schmid and
Albert J Jongman, Political Terrorism: A New Guide to Actors, Authors, Concepts, Data Bases,
Theories, & Literature (Transaction Publishers 2006) 1-38; Ben Saul, Defining Terrorism in
International Law (OUP 2006).
> The TA 2000 received the Royal Assent on 20 July 2000, and came into force on 19 February
2001.
' HC Deb 15 March 2000, vol 346, col 363 (Charles Clarke).
'7 On the morning of September 11, 2001, four commercial airliners were hijacked by 19 terrorists.
Two of the planes were flown into the Twin Towers of the World Trade Center in New York. The third
plane was flown into the Pentagon building in Virginia. The fourth, United Airlines Flight 93, which was
believed to be on route to the White House, crashed in an empty field in Shanksville, Pennsylvania.
See National Commission on Terrorist Attacks Upon the United States, The 9/11 Commission Report:
Fmal Report of the National Commission on Terrorist Attacks Upon the United States (Norton 2004).

8 ibid 552 (footnote 188). This figure excludes terrorist deaths. 67 of those killed were British.
¥ The Explanatory Notes to the Anti-terrorism, Crime and Security Act 2001, for example, stated that
the purpose of the Act was to ‘build on legislation in a number of areas to ensure that the
Government, in light of the new situation arising from the September 11 terrorist attacks ... have the
necessary powers to counter the threat to the UK’ (para 3).
20 See HC Deb 4 October 2001, vol 372, cols 673-675 (Tony Blair, Prime Minister). In his statement to
the nation on 11 September 2001, Blair stated, ‘we ... here in Britain stand shoulder to shoulder with
our American friends in this hour of tragedy and we Iike them will not rest until this evil is driven from
our world’: Tony Blair, ‘Statement to the Nation’ (London, September 11 2001) <http://news.bbc.co.uk/
1/hi/uk_politics/1538551.stm> accessed 1 October 2014,

3
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Act 2001,%" Part 4 of which permitted the indefinite detention without trial of suspected
international terrorists.” Although Blair's Labour government®® was initially afforded
substantial latitude due to the perceived necessity of responding to the ‘new® and ‘more
lethal™®® threat of international terrorism, the draconian character of this legislation led to the-
questioning of the veracity of the UK’'s commitment to the protection of human rights.?
Indeed,kas is discussed in chapter 3,7 it was ultimately the House of Lords’ ruling that the
Part 4 detention scheme was incompatible with Articles 5 and 14 of the ECHR in the
landmark case of A and Others v Secretary of State for the Home Departmenf® that

precipitated the introduction of the Prevention of Terrorism Act 2005.

Whilst the central foci of this thesis are the system of control orders contained in the PTA,
which operated from March 2005 until December 2011 (see chapters 3 and 4), and the

TPIMs regime, which was introduced by the Coalition government under the Terrorism

2 See chapter 3 (pp 46-48) of this thesis.

22 ATCSA, ss 21-23.

= Tony Blair was Prime Minister of the ‘New Labour’ government from 2 May 1997 to 27 June 2007,
when he was replaced by Gordon Brown, who was Prime Minister from 27 June 2007 to 11 May
2010.

24 Tony Blair, ‘Speech to Sedgefield Constituency’ (Sedgefield, 5 March 2004) <www.theguardian.
com/politics/2004/mar/05/iraq.iraq> accessed 1 October 2014; Gordon Brown, ‘Foreword’ to Home
Office, Pursue, Prevent, Protect, Prepare; The United Kingdom’s Strategy for Countering International
Terrorism (Cm 7547, 2009) 4; Home Office, Counter-Terrorism Powers: Reconciling Security and
Liberty in an Open Society: A Discussion Paper (Cm 6147, 2004) para 5. See also Johnny Burnett
and Dave White, ‘Embedded Expertise and the New Terrorism’ (2005) 1(4) Journal for Crime, Conflict
and the Media 1; Peter Neumann, Old and New Terrorism (Polity Press 2009); Steven Greer, ‘Human
Rights and the Struggle Against Terrorism in the United Kingdom’ (2008) 2 European Human Rights
Law Review 163. Whether post-9/11 terrorism warrants the ‘new’ appellation has been vigorously
contested by some, see: Isabelle Duyvesteyn, ‘How New is the New Terrorism?’ (2004) 27 Studies in
Conflict and Terrorism 439; Alexander Spencer, ‘Questioning the Concept of the “New Terrorism™
(2006) 8 Peace, Conflict and Development 1; Richard Ashby Wilson ,'Human Rights in the ‘War on
Terror’ in Richard Ashby Wilson (ed), Human Rights in the ‘War on Terror’ (Cambridge University
Press 2005) 31.

2 Wilkinson (n 8) 184. As Sir David Omand explains, ‘the characteristics of jihadist terrorism with its
vaulting ambitions, strident ideology and disregard for civilian casualties — indeed for all human life,
with adherents prepared to give their lives in their attacks — represented very new challenges for
Parliament and public, government and law enforcement alike: Sir David Omand, ‘Foreword’ in
Staniforth (n 9) xxi. See also: Bruce Hoffman, Inside Terrorism (Columbia University Press 2006) 88;
Clive Walker, ‘Terrorism and Criminal Justice: Past, Present and Future’ [2004] Criminal Law Review
311, 314.

% See, for example, JCHR, Anti-terrorism, Crime and Security Act 2001: Statutory Review and
Continuance of Part 4 (2003-04, HL 38, HC 381); Amnesty International, Justice Perverted Under the
Anti-terrorism, Crime and Security Act 2001 (2003); Council of Europe, Commissioner for Human
Rights, Report by Mr Alvaro Gil-Robles, Commissioner for Human Rights, on his Visit to the United
Kingdom 4-12" November 2004 (CommDH, 2005) paras 5-8.

% See pp 47-50.

28 [2004] UKHL 56. See pp 47-48 of this thesis.



Prevention and Investigation Measures Act 2011 (see chapter 5), there have been a number
of other significant additions to the UK's inventory of counter-terrorism laws since 2001.
Following the terrorist attacks of 7 July 2005 - which involved coordinated suicide bombings
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carried out by four ‘home-grown jihadis'® on the London transport network® - the Terrorism

Act 2006 was enacted in order to create offences ‘to penalize conduct which [fell] outside

existing statutes and the common law.’'

The final major piece of anti-terrorism legislation
produced by New Labour’s ‘hyperactive law making’® was the Counter-Terrorism Act 2008,
which extended police powers to gather and share information, including documents,
fingerprints and DNA samples,® and also provided for the post-charge questioning of

terrorist suspects.®

i. Preventive Counter-Terrorism Measures

Whilst the ‘official mantra™® proclaims that prosecution is the government's preferred

approach for dealing with terrorist suspects,®® as discussed in chapter 2, preventive®

# Clive Walker and Javaid Rehman, “Prevent” Responses to Jihadi Extremism’ in Kent Roach and
others, ‘Introduction’ in Victor V Ramraj and others, Global Anti-Terrorism Law and Policy (2 edn,
Cambridge University Press 2012) 245. The suicide bombers, who were killed in the attack, were
Mohammed Siddeque Khan, Hasib Hussein, Shazad Tanweer, who were British nationals of
Pakistani origin, and Jermaine Lindsay, who was a British national of West Indian origin. See
Intelligence and Security Committee, Report into the London Terrorist Attacks on July 7 2005 (Cm
6785, 2006); Home Office, Report of the Official Account of the Bombings in London on 7 July 2005
(HC 2005-06, 1097); Intelligence and Security Committee, Could 7/7 Have Been Prevented?: Review
of the Intelligence on London Terrorist Attacks on July 7 2005 (Cm 7617, 2009).

% The terrorists detonated home-made organic-peroxide-based explosives, which had been packed
into rucksacks, on the Circle and Piccadilly lines of the London Underground, and on the upper deck
of a London bus in Tavistock Square. The attacks resulted in the deaths of 52 people, with hundreds
more being injured.

' Alun Jones QC, Rupert Bowers and Hugo Lodge, Blackstone’s Guide to the Terrorism Act 2006
gOUP 2006) 1. See chapter 2 (p 31) of this thesis.

Chris Huhne, the Liberal Democrat Shadow Home Secretary, stated in a letter to the Labour Justice
Secretary, Jack Straw, that ‘the legacy of Labour is hyperactive law making that has spread confusion
among police officers, judges and every other [affected] professional: BBC News, ‘Jack Straw
Rejects Calls to Repeal ‘Trivial Laws” (22 January 2010) <http://news.bbc.co.uk/1/hi/uk_politics/
8473763.stm> accessed 1 October 2014.

% CTA 2008, Part 1. See Walker, Blackstone’s Guide to the Anti-Terrorism Legislation (n 12) 32.

% CTA 2008, Part 2. Other notable anti-terrorism statutes passed since 2001 include the Terrorism
(Northern Ireland) Act 2006, the Justice and Security (Northern Ireland) Act 2007, and the Terrorism
Asset -Freezing etc Act 2010.

® David Bonner, ‘Counter-Terrorism and European Human Rights since 9/11: The United Kingdom
Expenence (2013) 19(1) European Public Law 97, 98.

% See chapter 2 (pp 30-34) of this thesis.
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executive measures have long been a feature of the UK’s ‘variable mixed economy of
responses’™® to the threat of terrorism.** Belonging to this lineage of ‘preventative®

measures, control orders were a form of ‘civil'*

order which were intended to protect
members of the public from a risk of terrorism by imposing a range of restrictive

‘obligations’* on individuals who were suspected of involvement in terrorism-related activity.

In the context of an operative liberal democracy, it may legitimately be contended that ‘any
proposal for civil orders restricting liberty can only be justified as a specific ... response to a
particular situation that cannot be addressed in any other appropriate way.”*® Pursuant to
this, chapter 2 of this thesis examines the rationale for the use of control orders, and
considers the validity of the contention that preventive measures constitute a ‘necessary
alternative’** for dealing with a specific class of terrorist suspects in respect of whom the
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government is unable to pursue its ‘first option'*® of prosecution.*®

Within the parameters established by law, whether a particular measure, preventive or

otherwise, can be regarded as justified substantially depends upon the nature of the problem

% In this context, the terms ‘preventive’ and ‘preventative’ may be used interchangeably. Unless
aappearing in a quotation, the term ‘preventive’ is used for the purposes of this thesis.

% Bonner (n 35) 97.

% See chapter 2 (pp 41-45) of this thesis. For discussion of other states’ use of ‘preventive
mechanisms’ - including ‘control orders’ and other similar measures - for combating terrorism post-
9/11, see International Commission of Jurists, Assessing Damage, Urging Action (n 8) 91-122; David
Anderson, Control Orders in 2011: Final Report of the Independent Reviewer on the Prevention of
Terrorism Act 2005 (2012) para 2.14-2.19; Susan Donkin, Preventing Terrorism and Controlling Risk:
A Comparative Analysis of Control Orders in the UK and Australia (Springer 2014).

“° Home Office, Memorandum to the Home Affairs Committee Post-Legislative Assessment of the
Prevention of Terrorism Act 2005 (Cm 7797, 2010) para 2. It was explained by Charles Clarke at the
time of the Prevention of Terrorism Bill's introduction in the House of Commons that the purpose of
the orders was ‘to prevent an individual from continuing to carry out terrorist-related activities’: HC
Deb 22 February 2005, vol 431, col 153. As Walker notes, TPIMs also ‘remain firmly situated in the
genus’ of ‘preventative’ executive interventions: Clive Walker, ‘Terrorist on Trial: An Open or Closed
Case?’ in David Cole, Federico Fabbrini and Arianna Vedaschi (eds), Secrecy, National Security and
the Vindication of Constitutional Law (Edward Elgar Publishing 2013) 211. See also Lucia Zedner,
'Preventive Justice or Pre-punishment? The Case of Control Orders ' (2007) 60 Current Legal
Problems 174.

*''On the ‘civil' designation of control orders, see chapter 4 (pp 145-147) of this thesis.

“2PTA, s 1(4). See chapter 3 (pp 56-58) of this thesis.

“*® Roger Smith, ‘Global Threat?’ (2005) 149(5) Solicitors Journal 128, 128.

* Home Office, Review of Counter-Terrorism and Security Powers: Review Findings and
Recommendations (Cm 8004, 2011) 40.

> HC Deb 22 February 2005, vol 431, col 151 (Charles Clarke).

“5 See chapter 2 (pp 33-41) of this thesis.



to which it is the intended solution. Indeed, as discussed in chapters 3 and 4 of this thesis,
the issue of ‘proportionality’ constitutes a crucial determinate .of the legality of a state’s
counter-terrorism activities. Consequently, for a state’s response to terrorism to be deemed
proportionate, it must be seen to embody an apposite ‘balance’ between protecting individual
rights and liberties and safeguarding security.”” The thesis’s aim of assessing whether
control orders were, and TPIMs are, an ‘effective’ and ‘proportionate’ means of protecting
the public, thus requires consideration to be given to the type of terrorist suspect, and the

nature of the terrorism-related activity, these measures are used to ‘control’.*®

Il. Thesis Aims and Objectives

The principal aims and objectives of this thesis are:

» To conduct a detailed legal analysis of the Prevention of Terrorism Act 2005 and
examine the UK government’s use of control orders between March 2005 and

December 2011.

= To undertake a human rights audit of the PTA and assess the control order regime’s
conformity, in principle and in practice, with the rights enshrined in the European

Convention on Human Rights and ‘incorporated’ into UK law through the Human

Rights Act 1998.%°

“” The contention that, in countering terrorism, it is necessary for states to balance ‘liberty’ and
‘security’ is discussed is chapter 2 (pp 23-29).

*® See chapter 6 (pp 188-190) of this thesis.

“® The HRA, which came into force on 2 October 2000, gives ‘further effect’ to certain of the rights and
freedoms guaranteed under the ECHR. The ECHR rights ‘incorporated’ into UK law by the Act are
Articles 2 to 12 and 14 of the Convention; Articles 1 to 3 of the First Protocol; and Article 1 of the
Thirteenth Protocol (HRA, s 1(1), sch 1). For discussion of the background to, and scheme of rights
protection under, the HRA, see: Secretary of State for the Home Department, Rights Brought Home:
The Human Rights Bill (White Paper, Cm 3782, 1997); Helen Fenwick, Civil Rights: New Labour,
Freedom and the Human Rights Act (Longman 2000) 1-59; Steve Foster, Human Rights and Civil
Liberties (3" edn, Longman 2011) 116-179; John Wadham and others, Blackstone’s Guide to the
Human Rights Act 1998 (6™ edn, OUP 2011)



= To utilise a consequentialist analysis in order to evaluate the effectiveness of control

orders as mechanism for ‘protecting members of the public from a risk of terrorism’.%°

= To critically reflect upon the lessons that can be gleaned from the operation of the
control order scheme, and apply any pertinent conclusions to an evaluation of the
current and prospective future utility of TPIMs as a component of the UK’s legal

response to the threat of terrorism.
ll. Research Methodology

The study of terrorism, and of states’ responses to the threat of terrorist violence, represents
a relatively new academic discipline.’’ The comparative novelty of the discipline manifests
itself in a number of ways which can be considered significant from a research perspective.
Firstly, there is the vexed, and, as yet unresolved, problem of formulating a definition of
‘terrorism’ capable of attracting international consensus. Second, as Wilkinson observes,
‘there is no universally accepted general social scientific theory of terrorism, or of counter-
terrorism.”®® Furthermore, the dramatic increase in interest in issues relating to terrorism
following the attacks of September 11, 2001, has meant that the field of study has been
flooded with contributions from scholars from a diverse range of disciplines. This, in turn, has
meant that not only has there been an exponential growth in the literature on the topic,>® but

also that the study of terrorism has evolved a truly multidisciplinary character.’* Indeed, as

% - PTA, s 1(1).

*" Indeed, Lacquer suggests that, ‘the discipline .. . goes back no further than the early 1970s’: Walter
Lacquer, No End to War: Terrorism in the Twenty-First Century (Continuum 2003) 138. See also
Schmid and Jongman (n 14) 177.

%2 Paul Wilkinson, ‘Introduction’ in Paul Wilkinson (ed), Homeland Security in the UK: Future
Preparedness for Terrorist Attack Since 9/11 (Routledge 2007) 8.

% According to research by Silke, between September 2001 and June 2008, 2,281 non-fiction books
on terrorism were published, in comparison to 1,310 in total prior to September 2001: Andrew Silke,
‘Contemporary Terrorism Studies: Issues in Research’ in Richard Jackson, Marie Breen-Smyth and
Jeroen Gunning (eds), Critical Terrorism Studies: A New Research Agenda (Routledge 2009) 34. See
also Richard Jackson, ‘The Study of Terrorism after 11 September 2001: Problems, Challenges and
Future Developments’ (2009) 7 Political Studies Review 171, 171; Frank Furedi, Invitation to Terror:
The Expanding Empire of the Unknown (Continuum 2007) xix.

* Silke, for example, identifies that important contributions have come from ‘researchers from fields
such as political science, criminology, psychology, sociology, history, law, military and communication
sciences’. ‘Preface’ in Andrew Silke (ed) Terrorists, Victims and Society: Psychological Perspectives
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Roach observes, ‘one of the great challenges of studying counter-terrorism laws and policies

is that they cross traditional boundaries within academe and even within law.”>®

Whilst the profusion of publications in recent years has resulted in a vast literature on both
terrorists and counter-terrorism, it is nonetheless the case that, in some respects, terrorism
remains ‘an unusually difficult subject for academic research.” Aside from the clandestine
nature of terrorism itself, and the consequent challenges associated with obtaining reliable,
empirically verifiable information about terrorists and their activities, the field of counter-
terrorism is one which is also generally characterised by secrecy. Due to this, much of the
information germane to the analysis of the current terrorist threat, and governmental
responses to contemporary sub-state terrorism, is classified, and therefore not accessible to
academic researchers.*® Indeed, secrecy, and the extensive use of closed evidence derived
from intelligence, were prominent features of the control order regime from its inception.*
However, although a substantial amount of the material concerning the controlees is
contained in closed sources, there remains a sufficient range of open source documents to
permit a detailed assessment of the operation of the PTA and the UK government’s use of

control orders.

The inherently political nature of terrorism, and of state responses to it, inevitably means that
this is an area where dispassionate and even-handed analysis is sometimes lacking, and the

reliability of sources occasionally questionable. Indeed, as Schmid highlights in his 2011

on Terrorism and its Consequences (Wiley-Blackwell 2003) xvi. See also Schmid and Jongman, (n
14) 177-178.

%% Roach goes on to state that, ‘to begin to understand the global response to 9/11, it is necessary to
understand how international law, constitutional law, military and war law, criminal law and procedure,
evidence law, immigration law, and various forms of administrative law ... have been used to combat
terrorism’: Kent Roach, The 9/11 Effect: Comparative Counter-Terrorism (Cambridge University Press
2011) 6.

* The ‘Bibliography of Terrorism' compiled by Duncan and Schmid in 2011, for example, contains
details of 4,600 publications. Gillian Duncan and Alex P Schmid, ‘Bibliography of Terrorism’ in Alex P
Schmid (ed), The Routledge Handbook of Terrorism Research (Routledge 2011).

% Ariel Merari, ‘Academic Research and Government Policy on Terrorism’, in Clark McCauley (ed),
Terrorism Research and Public Policy (Frank Cass 1991) 89.

*® See ibid 88-89; Jeroen Gunning, ‘The Case for Critical Terrorism Studies?’ (2007) 42(3)
Government and Opposition 363, 369.

% See chapter 4 of this thesis.



review of the literature, for researchers working with open sources, ‘disinformation and
distortions from both the terrorists and their opponents are an additional problem’.®® When
using and assessing material on this emotive and politically loaded topic, it is therefore
necessary to be conscious of its provenance, and cognizant of the potential for subjectivity
and partisan agendas to colour reporting, discourse and commentary. Thus, as Silke
counsels, ‘in the interests of arriving at correct and reliable insights ... a degree of healthy

reservation is a good trait in any attempt to read research on terrorism and terrorists.’®’

In terms of methodology, this thesis uses doctrinal legal analysis.®® In conducting this study,
use is made of a wide variety of sources, including domestic legislation and other relevant
legal instruments, case law emanating from the UK courts and the Special Immigration
Appeals Commission, pertinent European Court of Human Rights’ jurisprudence,
parliamentary debates, official reports and review documents. This is accompanied by
reference to the burgeoning academic literature on terrorism, reports published by NGOs,

internet sources, news reports and other print media.

Since its enactment, the 2005 Act has become the subject of a substantial body of academic
commentary. The most thorough and frequently referenced works on the subject are those
produced by Bonner®® and Walker,** both published in 2007. In addition, a number of

insightful articles on control orders and the extensive body of case law to which they have

€ Alex P Schmid, ‘The Literature on Terrorism’ in Schmid, Handbook of Terrorism Research (n 56)
460.

® Andre Silke, ‘An Introduction to Terrorism Research’ in Andrew Silke (ed), Research on Terrorism:
Trends, Achievements and Failures (Frank Cass 2004) 19. A similarly critical approach is advocated
by Ranstrop in his review of terrorism research post-9/11: Magnus Ranstrop, ‘Mapping Terrorism
Studies After 9/11: An Academic Field of Old Problems and New Prospects’ in Richard Jackson,
Marie-Breen Smyth and Jeroen Gunning (eds), Critical Terrorism Studies: A New Research Agenda
gRoutIedge 2009).

2 Doctrinal legal research is often also referred to as the ‘black-letter’ or ‘expository’ approach. See
Christopher McCrudden, ‘Legal Research and the Social Sciences’ (2006) 122(Oct) Law Quarterly
Review 632, 632-635; Mike McConville and Wing H Chui, ‘Introduction and Overview in Mike
McConville and Wing H Chui (eds), Research Methods for Law (Edinburgh University Press 2007) 3-
4; lan Dobinson and Francis Johns, ‘Qualitative Legal Research’ in Mike McConville and Wing H Chui
f()eds), Research Methods for Law (Edinburgh University Press 2007) 18-32,
® Bonner, Executive Measures (n 10).

% Clive Walker, ‘Keeping Control of Terrorists Without Losing Control of Constitutionalism’ (2007) 59
Stanford Law Review 1395. See also Blackstone’s Guide to the Anti-Terrorism Legislation (n 12);
Terrorism and the Law (n 14) 301-340.
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given rise have been published, including those by Bates,® Fenwick,® Foster,®

McGoldrick,?® Middleton,®® and Zedner.”

This study therefore seeks to build upon the existing academic corpus in order to produce a
detailed legal analysis of the operation of the control order regime from its introduction in
March 2005, to the repeal of the PTA in December 2011.”" Using primary and secondary
sources, the PTA'’s legislative scheme is examined and explained, and the operation of the
control order regime is analysed from a human rights perspective. In conducting a human
rights audit™ of control orders, the applicable ECHR rights are elucidated, and the regime’s
compliance, in principle and in practice, with the relevant principles and standards is critically
assessed.” The effectiveness of control orders as a means of restricting or p’reventing
involvement in terrorism-related activity, and thereby enhancing national security, is then
evaluated, and a number of conclusions are formed regarding the use of preventive

legislative measures as a response to the contemporary terrorist threat.
IV. Assessing Effectiveness: A Consequentialist Analysis

Central to assessing whether a particular policy or measure can be deemed appropriate for

countering the threat that terrorism poses to a state’s national security is the issue of

% Ed Bates, ‘Anti-terrorism Control Orders: Liberty and Security Still in the Balance’ (2009) 29(1)
Legal Studies 99.

See, amongst others, Helen Fenwick ‘Proactive Counter-terrorist Strategies in Conflict with Human
Rights’ (2008) 22(3) International Review of Law, Computers and Technology 259; ‘Recalibrating
ECHR Rights and the Role of the Human Rights Act post 9/11: Reasserting International Human
Rights Norms in the “War on Terror’? (2010) 63 Current Legal Problems 153.

%7 Steve Foster, ‘The Fight Against Terrorism, Detention Without Trial and Human Rights’ (2009) 14(1)
Coventry Law Journal 4; ‘Control Orders, Human Rights and the House of Lords’ (2007) 12(2)
Coventry Law Journal 27.

% Dominic McGoldrick, ‘Security Detention: United Kingdom Practice’ (2008) 40(3) Case Western
Reserve Journal of International Law 507.

& See, amongst others: Ben Middleton, ‘Control Orders: Out of Control? (2007) 173 Criminal Lawyer
3; Ben Middleton, ‘Control Order Hearings: Compliance with Article 6 ECHR’ (2009) 73(1) Journal of
Criminal Law 21; ‘Drawing a (Not-so-bright) Line Under Control Order Liberty Challenges’ (2010)
74(5) Journal of Criminal Law 405.

’® See Zedner, 'Preventive Justice or Pre-punishment?’ (n 40).

"' The PTA was repealed by s 1 of TPIMA. See chapter 5 (p 162) of this thesis.

2 Jonathan H Marks, ‘9/11 + 3/11 + 7/7 =? What Counts in Counterterrorism?’ 37 Columbia Human
Rights Law Review 559, 612-613.

78 See Chapter 4: The Control Order Regime and Human Rights.
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effectiveness. Indeed, as the Privy Counsellors Review Committee asserted in their 2004

review of the ATCSA:

Extensions to the powers of the state in securing the safety of its people
should always be tested rigorously for both necessity (which encompasses
proportionality) and effectiveness.”

However, despite the cogency of the proposition that effectiveness is crucial to justifying the
existence of counter-terror measures,” which are often coercive and rights-abridging in
nature, there are a number of inherent difficulties in determining whether such measures can

be adjudged effective.

Logically, the first step in appraising any measure’s effectiveness lies in ‘identifying the
purpose for which it was introduced. The primary rationale for the introduction of most anti-
terrorism laws is that they are considered necessary by the government in order to improve
the state’s ability to protect itself against terrorist violence and to deter engagement in
associated activities.”® The fundamental aim of the UK government's counter-terrorism
strategy, is, accordingly, ‘to reduce the risk from international terrorism, so that people can
go about their daily lives freely and with confidence.””” Pursuant to this objective, the PTA

was enacted:

™ Privy Counsellor Review Committee, Anti-terrorism, Crime and Security Act 2001 Review: Report
sHC 2003-04, 100) para 89 (emphasis added).

® Harcourt, for example, posits that in relation to security measures, the issue of effectiveness should
be regarded as a ‘threshold question’, arguing that 'if measures are not credibly effective, there is
nothing further to discuss’: Bernard Harcourt, ‘Muslim Profiles Post-9/11: Is Racial Profiling an
Effective Counter-terrorist Measure and Does it Violate the Right to be Free From Discrimination?’ in
Benjamin J Goold and Liora Lazarus (eds), Security and Human Rights (Hart Publishing 2007) 76.

78 Berthold Meyer, ‘Fighting Terrorism by Tightening Laws: A Tightrope Walk Between Protecting
Security and Losing Liberty’, in Samuel Peleg and Wilhelm Kempf (eds), Fighting Terrorism in the
Liberal State: An Integrated Model of Research, NATO Security Through Science Series, E: Human
and Societal Dynamics - Vol.9: Intelligence and International Law (I0S Press, 2006) 88.

7 Home Office, CONTEST: The United Kingdom’s Strategy for Countering Terrorism (Cm 8123,
2011) para 1.2. See also Home Office, Countering International Terrorism: The United Kingdom’s
Strategy (Cm 6888, 2006) para 5; Home Office, Pursue, Prevent, Protect, Prepare; The United
Kingdom’s Strategy for Countering International Terrorism (Cm 7547, 2009) 8; Home Office, Pursue,
Prevent, Protect, Prepare; The United Kingdom’s Strategy for Countering International Terrorism:
Annual Report (Cm 7833, 2010) 4.
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[Tlo provide for the making against individuals involved in terrorism-related
activity of orders imposing obligations on them for purposes connected with
preventing or restricting their further involvement in such activity.”

Whilst the Act’s raison d’étre is therefore clear, the question of whether control orders, or any
other such counter-terrorism measures, can be said to be effective in fulfilling their purpose,

is an issue that is fraught with complexity.”

Within the literature, a number of eminent commentators have propounded various methods
for evaluating the efficacy of counter-terror measures. Walker, in examining the operation of
the Prevention of Terrorism (Temporary Provisions) Acts 1974-1989, suggests that one,
admittedly crude, method for determining effectiveness, ‘would be to search for any increase
or decrease in terrorist activity.’® This quantitative approach is largely consonant with that
proposed by Alexander, who, however, recommends that the success of states’ counter-

terrorism policies be measured against a more extensive range of criteria, comprising:

- reduction in the number of terrorist incidents;

- reduction in the number of casualties in terrorist incidents;

- reduction in the monetary cost inflicted by terrorist incidents;
- reduction in the size of terrorist groups operating in a country;
- number of terrorist killed, captured, and/or convicted;

- protection of national infrastructure.®!

In addition, Alexander submits that the assessment should involve establishing a measure’s
impact in relation to the ‘preservation of basic national structures and policies (e.g. the rule
of law, democracy, and civil rights and liberties).”® This relatively expansive criterion

stresses that measures should not only be assessed with reference to numerical indicators,

’® Long title to the PTA.

9 On the difficulties associated with measuring the effectiveness of counter-terrorism measures, see:
Daniel Byman, ‘Measuring the War on Terrorism: A First Appraisal’ (2003) 102(668) Current History
411; C Lum, LW Kennedy and A Sherley, ‘Are Counter-Terrorism Strategies Effective? The Results of
the Campbell Systematic Review on Counter-Terrorism Evaluation Research’ (2006) 2 Journal of
Experimental Criminology 489; Raphael Perl, Combating Terrorism: The Challenge of Measuring
Effectiveness, CRS Report for Congress (2007); Alexander Spencer, ‘The Problems of Evaluating
Counter-Terrorism’ (2006) 12 UNISCI Discussion Paper 179 <www.ucm.es/info/unisci/revistas/
UNISCI Spencer12.pdf> accessed 30 December 2012,

8 Clive Walker, The Prevention of Terrorism in British Law (2™ edn, Manchester University Press
1992) 244.

8 Yonah Alexander, ‘Introduction’ in Yonah Alexander (ed), ‘Counterterrorism Strategies: Successes
gzznd Failures of Six Nations (Potomac Books 2006) 7-8.

“* ibid.
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but that it is also crucial that qualitative factors are taken into account. The ‘conservative’®®
and ‘effectiveness’ tests advanced by Ignatieff®® are also emphatically qualitative in
orientation.?® Ignatieff urges that the effectiveness of counter-terror measures should be
gauged not only in terms of short-term gains in security, but also on the basis of their long-
term political implications, and whether they damage a nation’s institutional inheritance by,

for example, necessitating the indefinite suspension of habeas corpus.®®

Drawing upon the approaches advocated by Walker, Alexander and Ignatieff, it is submitted
that an assessment of effectiveness should principally be premised upon a consequentialist
inquiry into whether a given counter-terror measure produces a diminution in the terrorist
threat and correlative increase in national security. Whether terrorist activity has escalated or
declined following a particular measure’s introduction may, to some extent, be established
by reference to open source statistical data relating to the frequency and scale®” of terrorist
violence encountered by the relevant nation. However, for a number of reasons this
information, in isolation, is regarded as providing an unacceptably incomplete picture in

relation to assessing the efficacy of counter-terror measures.®®

Firstly, whilst failures in the field of counter-terrorism are highly visible, as starkly manifest by
catastrophic attacks such as 9/11, Madrid,* and the London 7/7 bombings, successes are
frequently much less evident. Indeed, unless details of a thwarted plot are publicised, which
they are often not, for fear of endangering sources or prejudicing ongoing operations,

examples of effectiveness remain known only to those directly involved in front-line

8 Which involves asking the question, ‘are departures from existing due process standards really
necessary?’: Michael Ignatieff, The Lesser Evil: Political Ethics in an Age of Terror (Edinburgh
University Press 2004) 24.
84 Ignatieff also suggests that, coercive measures should be subjected to tests of ‘dignity’ and ‘last
resort’, the former involving the question ‘do [the measures] violate individual dignity?’, whilst the latter
ggquires analysis of whether ‘less coercive measures have been tried and failed': ibid 23-24.

ibid 24.
% ibid. Central to this test is whether a given anti-terror measure will strengthen or weaken political
support for the state undertaking them.
8 'Scale’ being determined by reference to the number of deaths and injuries, and the quantum of
economic loss, caused by an attack.
8 Alexander Spencer, ‘The Problems of Evaluating Counter-Terrorism’ (2006) 12 UNISCI Discussion
Paper 179 <www.ucm.es/info/unisci/revistas/UNISCISpencer12.pdf> accessed 30 December 2011.
% 11 March 2004.
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operations.*® Second, counter-terror measures are often intended to have a deterrent effect,
whereby the sanction attached to the proscribed act operates as sufficient disincentive to
deter the prospective terrorist from committing the contemplated offence.®® Thus, the aim of
much anti-terrorism law is to produce inaction, which, unlike action, is not readily amenable
to empirical measurement. By extension, it is also clearly difficult to attribute deterrence
resulting in inaction to one particular anti-terror measure rather than another, or to the
regular criminal law, with which anti-terrorism law overlaps substantially in certain areas, or,

for that matter, to other exogenous factors.*

The impact that a specific measure has upon the citizenry's sehse of security, fear levels
regarding the threat of terrorism, public support for the government responsible for its
introduction and implementation,® the measure’s impact on human rights and civil liberties,
along with any collateral consequences, such as the potentially radicalizing effect of certain
measures, all constitute issues which are crucial to a holistic evaluation of effectiveness.

None of these factors, however, are susceptible to easy or precise measurement.

In relation to control orders, the difficulty of assessing their effectiveness is further

compounded by the fact that they were preventive in nature, being designed to diminish an

% See the comments of Dame Eliza Manningham-Buller, Director General of the UK Security Service,
‘Global terrorism: are we meeting the challenge?’ (James Smart Lecture at City of London Police
Headquarters, 16  October 2003) <www.mi5.gov.uk/home/about-us/who-we-are/staff-and-
management/director-general/speeches-by-the-director-general.html> accessed 5 January 2012. See
also C Lum, LW Kennedy and A Sherley, ‘Are Counter-Terrorism Strategies Effective? The Results of
the Campbell Systematic Review on Counter-Terrorism Evaluation Research’ (2006) 2 Journal of
Experimental Criminology 489, 511.

°" For discussion of the concept of deterrence see Andrew Ashworth, Principles of Criminal Law (7"
edn, OUP 2011) 17.

%2 See Andrew Silke, ‘The Psychology of Counter-terrorism: Critical Issues and Challenges’ in Andrew
Silke (ed), The Psychology of Counter-Terrorism (Routledge 2011) 11; Eric van Um and Daniela
Pisoiu, ‘Effective Counterterrorism: What Have We Learned So Far?’ Economics of Security Working
Paper 25 (2011) 12 <www.diw.de/documents/publikationen/73/diw_01.c.386651.de/diweconsec
0055.pdf> accessed 5 January 2012,

% See Alexander Spencer, ‘The Problems of Evaluating Counter-Terrorism’ (2006) 12 UNISCI
Discussion Paper 179, 188-196 <www.ucm.es/info/unisci/revistas/UNISCISpencer12.pdf> accessed
30 December 2011.

% Teun van Dongen, for instance, describes public support, both domestic and international, as the
‘sine qua non of success’ in relation to counterterrorism: Teun van Dongen, ‘Breaking it Down: An
Alternative Approach to Measuring Effectiveness in Counterterrorism’ Economics of Security Working
Paper 23 (2009), 6 <www.diw.de/documents/publikationen/73/diw_01.c.354161.de/diw_
econsec0023.pdf> accessed 5 December 2011, Political support is also a key component of
Igantieff’s ‘effectiveness test'’: Ignatieff (n 83) 24.
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individual's ability to engage in terrorism-related activity. Indeed, as underscored by the

Home Office in its 2010 Memorandum to the Home Affairs Committee:

The key test of the effectiveness of the 2005 Act is whether control orders
prevent or restrict controlled individuals from involvement in terrorism-related
activity.®
Establishing the effectiveness of prophylactic measures such as control orders is therefore
especially difficult, as it requires proof of an omission. In addition, there is also an
unavoidably speculative element involved in assessing the effect of preventive measures as
it is clearly impossible to predict with any degree of exactitude what type of terrorism-related
activity the controlled individual may have engaged in had they not been subject to a control

order.

Despite these challenges, and mindful that a degree of controversy attaches to such an
undertaking,” this thesis seeks to assess the effectiveness of control orders as a means of
‘protecting members of the public from a risk of terrorism.”” Utilising a primarily

consequentialist analysis, focus will be placed upon ‘impact effectiveness'®

by examining
whether, and if so, to what extent, control orders can be deemed to have been effective in
restricting or preventing involvement in terrorism-related activity by controlled individuals

between 2005 and 2011.

In evaluating the regime, key issues such as the human rights implications of control orders,

the nature and severity of the obligations imposed on controlees, and their impact upon both

% Home Office, Memorandum to Home Affairs Committee, Post-Legislative Assessment of the
Prevention of Terrorism Act 2005 (Cm 7797, 2010) para 54.

% Lazarus, for example, suggests that, ‘There is always the danger that by accepting that
effectiveness matters, we might be forced to concede that some new security measures that
undermine rights ... actually work and cannot therefore be resisted’: Liora Lazarus and Benjamin J
Goold, ‘Security and Human Rights: The Search for a Language of Reconciliation’, in Goold and
Lazarus (n 75) 11. .

7 PTA, s 1(1).

% Impact effectiveness’, according to van Um and Pisoui’s exposition of the concept, ‘depends on the
behaviour of the targeted audience alone in relation to the long-term objective of the [counter-
terrorism] policy, namely that of reducing or stopping terrorism’: Eric van Um and Daniella Pisoiu,
‘Effective Counterterrorism: What Have We Learned So Far?’ Economics of Security Working Paper
25 2011, 3 <www.diw.de/documents/publikationen/73/diw_01.c.386651.de/diw_econsec0055. pdf>
accessed 5 January 2012.
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the controlled person and their immediate 'family, will be examined. In addition, information
regarding the type of terrorism-related activities those individuals who have been made
subject to control orders have been suspected of, details concerning absconds and the
frequency and seriousness of lesser breaches, and any evidence relating to continued
engagement in terrorism-related activity whilst under a control order, will also be considered

in assessing the overall effectiveness and proportionality of the regime.
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Chapter 2

State Responses to Terrorism

L The State’s Duty to Protect

One of the state’s principal functions, indeed, a crucial aspect of its raison d'étre, is to
guarantee the nation’s security and safeguard its citizenry against internal and external
threats." Within a modern liberal democracy such as the UK, primary responsibility for
ensuring public safety is vested in the country’s elected government. That securing the
safety of the nation and its public is ‘The First priority of any Government’,? is explicitly
acknowledged in the counter-terrorism and national security strategies of both the Labour®
and Coalition* governments, and has also been reiterated by successive Home Secretaries.®
Threats to a nation’s security may emanate from a range of diverse sources, including
international conflicts, failed states, weapons of mass destruction, trans-national crime,

economic instability, and civil emergencies, such as pandemics and flooding.® Prominent

! Bianchi and Keller, for example, assert that, ‘security is thought to be at the core of the social
compact that lies at the basis of modern states’: Andrea Bianchi and Alexis Keller, ‘Preface’ in Andrea
Bianchi and Alexis Keller (eds), Counterterrorism: Democracy’s Challenge (Hart Publishing 2008) vii.
See also lan Loader and Neil Walker, Civilizing Security (Cambridge University Press 2007); David
Omand, Securing the State (Hurst and Company 2010) 9-20; Schlomit Wallerstein, ‘The State’s Duty
of Self-defence: Justifying the Expansion of Criminal Law’ in Benjamin J Goold and Liora Lazarus
geds), Security and Human Rights (Hart Publishing 2007).

Home Office, Pursue, Prevent, Protect, Prepare: The United Kingdom’s Strategy for Countering
lnternat/onal Terrorism (Cm 7457, 2009) 6.

% Cabinet Office, The National Security Strategy of the United Kingdom: Security in an Interdependent
World (Cm 7291, 2008) para 1.1: ‘Providing securlty for the nation and for its citizens remains the
most important responsibility of the government.” See also, Cabinet Office, The National Security
Strategy of the United Kingdom: Update 2009: Security for the Next Generation (Cm 7590, 2009) 3.

* Cabinet Office, A Strong Britain in an Age of Uncertainty: The National Security Strategy (Cm 7953,
2010) 9; Home Office, CONTEST: The United Kingdom's Strategy for Countering Terrorism (Cm
8123 2011) 7.

® Jack Straw (Home Secretary: May 1997-June 2001), Hansard HC Deb 13 March 2001, voi 364, cols
945-946; David Blunkett (Home Secretary: June 2001-December 2004), HC Deb 15 October 2001,
vol 372, col 923; Charles Clarke (Home Secretary: December 2004-May 2006), HC Deb 16
December 2004, col 428, col 151WS; John Reid (May 2006-June 2007), HC Deb 7 June 2007, vol
461, cols 421-423; Jacqui Smith (June 2007-June 2009), Home Office, Pursue, Prevent, Protect,
Prepare: The United Kingdom’s Strategy for Countering International Terrorism (Cm 7457, 2009) 7
Alan Johnson (Home Secretary: June 2009-May 2010), Home Office, Pursue, Prevent, Protect,
Prepare: The United Kingdom’s Strategy for Countering International Terrorism: Annual Update (Cm
7833 2010) 4: Theresa May (Home Secretary: May 2010 - ), HC Deb 13 July 2010, vol 513, col 797.

® Cabinet Office, The National Security Strategy of the United Kingdom: Security in an Interdependent
World (Cm 7291, 2008) paras 1.3, 3.1-3.56; Cabinet Office, The National Security Strategy of the
United Kingdom: Update 2009: Security for the Next Generation (Cm 7590, 2009) paras 5, 2.20-2.38;
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among the security challenges facing many states today, including the UK,” is the real and

sustained threat from terrorism.®

It is now widely accepted that an important facet of a democratic state’s responsibility for
safeguarding security is the duty to protect its citizens from terrorist violence. The
International Commission on Jurists, in their extensive survey of post-9/11 counter-terrorism
measures, for example, observe that, ‘States have a positive obligation to protect people
under their jurisdiction against terrorist acts’,” a view which is echoed by both the former,'
and current,' UN Special Rapporteurs on Counter-terrorism and Human Rights. This
obligation has also been recognised by the ECtHR, as in Murray v United Kingdom,'? where
the Court noted that it is the ‘responsibility of an elected government in a democratic society
to protect its citizens and institutions against the threats posed by organised terrorism.”*
With specific reference to the UK, in R v F™* the need to protect the public from threats such
as those posed by terrorism was described by Sir Igor Judge as ‘one of the first great
responsibilities of government’,'® whilst in A v Secretary of State for the Home Department,'®
Baroness Hale declared that, ‘Protecting the life of the nation is one of the first tasks of a

117

Government in a world of nation states.””” The UK government’'s duty to protect security

through taking steps to address the threat of terrorism has also been emphasised by the

Cabinet Office, A Strong Britain in an Age of Uncertainty: The National Security Strategy (Cm 7953,
2010) 27. '
7 Cabinet Office, The National Security Strategy of the United Kingdom: Security in an Interdependent
World (Cm 7291, 2008) paras 1.3, 3.2-3.9; Cabinet Office, The National Security Strategy of the
United Kingdom: Update 2009: Security for the Next Generation (Cm 7590, 2009) paras 2.21-2.24;
Cabinet Office, A Strong Britain in an Age of Uncertainty: The National Security Strategy (Cm 7953,
2010) paras 1.2, 3.19-3.26.
® International Commission of Jurists, Assessing Damage, Urging Action: Report of the Eminent
élurists Panel on Terrorism, Counter-terrorism and Human Rights (2009) v.

ibid 16.
'% Martin Scheinin, Report of the Special Rapporteur on the promotion and protection of human rights
and fundamental freedoms while countering terrorism (A/HRC/16/51, 2010) para 12.
"' Ben Emmerson, Promotion and protection of human rights and fundamental freedoms while
countering terrorism (A/66/310, 2011) para 20.
'2(1994) 19 EHRR 193.
'3 ibid para 91.
4 [2007] EWCA Crim 243,
' ibid [7].
1% 12004] UKHL 56.
"7 ibid [226]. See also Lord Nicholls [79]; Lord Hoffmann [95]; Lord Hope [99].
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Independent Reviewer of terrorism legislation,” and consistently acknowledged by the

JCHR' and key human rights NGOs.°

The state’s paramount duty to protect its citizenry is, as Bindman identifies, ‘rooted in ancient
principle and modern convention alike’,?' and is encapsulated by the Latin maxim salus
populi suprema lex (the good of the people is the supreme law).? In relation to the UK, the
obligation to take measures to counter terrorism is imposed by various international and
European legal instruments. The United Nations has adopted a number of conventions,?
and issued an array of resolutions, urging states to combat international terrorism.?* In
addition, the UN Security Council has imposed a range of obligations upon states requiring

them to take action against terrorism.?® Of particular importance is Resolution 1373,%

enacted in the immediate aftermath of 9/11, which requires states to ‘Take the necessary

'® Lord Carlile, First Report of the Independent Reviewer Pursuant to Section 14(3) of the Prevention
of Terrorism Act 2005 (2006) para 24; David Anderson, Control Orders in 2011: Final Report of the
Independent Reviewer on the Prevention of Terrorism Act 2005 (2012) para 6.36. See also Privy
Counsellor Review Committee, Anti-terrorism, Crime and Security Act 2001 Review: Report (2004-04
HC 100) paras 81-83; Lord Lloyd, Inquiry into Legislation Against Terrorism (Cm 3420, 1996) para 30.
9 JCHR, Counter-Terrorism Policy and Human Rights: Prosecution and Pre-Charge Detention (2005-
06, HL 240, HC 1576) para 15; Counter-Terrorism and Human Rights: Annual Renewal of Control
Orders Legislation 2008 (2007-08, HL 57, HC 356) para 13; Counter-Terrorism and Human Rights:
Annual Renewal of Control Orders Legislation 2009 (2008-09, HL 37, HC 282) para 9; Counter-
Terrorism and Human Rights: Annual Renewal of Control Orders Legislation 2010 (2009-10, HL 64,
HC 395) para 7; Counter-Terrorism Policy and Human Rights (Seventeenth Report): Bringing Human
Rights Back In (2009-10, HL 86, HC 111) para 5.

20 See, for example, Amnesty International, United Kingdom: Human Rights: A Broken Promise
(2006) 7; Human Rights Watch, Hearts and Minds: Putting Human Rights at the Center of United
Kingdom Counterterrorism Policy (2007); Liberty, From War to Law: Liberty’s Response to the
Coalition Government’s Review of Counter-terrorism and Security Powers (2010) 3.

2" Geoffrey Bindman, ‘Civil Liberties and the ‘War on Terror (2004) Open Democracy
<www.opendemocracy.net/node/1888> accessed 14 June 2012.

22 ibid. See also Anne Peters, ‘Humanity as the A and Q of Sovereignty' (2009) 20(3) European
Journal of International Law 513.

2 See International Convention for the Suppression of Terrorist Bombing adopted on 15 December
1997; International Convention for the Suppression of Financing of Terrorism adopted on 9 December
1999; International Convention for the Suppression of Acts of Nuclear Terrorism adopted on 13 April
2005.

% See United Nations General Assembly Resolutions A/Res/31/102 of 17 December 1976;
A/Res/40/61 of 9 December 1985; A/Res/49/60 of 17 February 1995; A/Res/56/88 of 24 January
2002. The full list of General Assembly Resolutions can be accessed at
<www.un.org/terrorism/resolutions.shtml> accessed 14 June 2012,

% UNSCR 1269 of 19 October 1999; UNSCR 1368 of 12 September 2001. See Andrea Bianchi,
‘Security Council’s Anti-terror Resolutions and their Implementation by Member States: An Overview’
£2004) 4 Journal of International Criminal Justice 1044.

® UNSCR of 28 September 2001 (UNSCR 2001). See Kent Roach, The 9/11 Effect: Comparative
Counter-Terrorism (Cambridge University Press 2001) 31-51.
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steps to prevent the commission of terrorist acts’,?” and ensure that, ‘terrorist acts are

established as serious criminal offences in domestic laws and regulations and that the

punishment duly reflects the seriousness of such terrorist acts.’

That states have an ‘imperative duty ... to protect their populations against terrorist acts’,?®

and must take measures ‘to protect the fundamental rights of everyone within their
jurisdiction’® against terrorism, is unequivocally affirmed in the Council of Europe’s
Guidelines on Human Rights and the Fight Against Terrorism. The European Union Counter-
Terrorism Strategy, meanwhile, requires member states to combat terrorism so as to enable

their citizens to ‘live in an area of freedom, security and justice’,*'

whilst the European
Union Council Framework Decision on Combating Terrorism provides that states musf
ensure that terrorist acts are proscribed under their domestic law.®? In addition, another
significant source of the state’s duty to protect its citizens from terrorist acts is human rights
law. Indeed, as is forcefully asserted by Wilkinson, ‘If liberal democracies failed to act firmly

and courageously against terrorists who are explicity committed to the mass killing of

civilians they would be guilty of failing to uphold the most basic right of all, the right to life.’®

The right to life, which is enshrined under Article 2 of the ECHR,* represents the most

fundamental of human rights, being one upon which all other rights and liberties are

2 UNSCR 2001, para 2(b).

2 ibid para 2(e).

% Council of Europe, Guidelines of the Committee of Ministers of the Council of Europe on Human
Rights and the Fight Against Terrorism (Council of Europe, 2002) 1.

% ibid Guideline | (p 2).

81 European Union, Counter Terrorism Strategy, 30 November 2005 (14469/4/05) 3. See lan Turner,
‘The Prevention of Terrorism: In Support of Control Orders, and Beyond' (2004) 62(3) Northern
Ireland Legal Quarterly 335, 335.

% European Union, Council Framework Decision 2002/475/JHA of 13 June 2002 on Combating
Terrorism, Article 1(1). See also Council Common Position 2001/930/CFSP on Combating Terror;
Maria O’'Neill, ‘A Critical Analysis of the EU Legal Provisions on Terrorism’ (2008) 20 Terrorism and
Political Violence 26.

% paul Wilkinson, Terrorism versus Democracy: The Liberal State Response (3rd edn, Routledge
2011) ix.

% The right to life is also protected under Article 3 of the Universal Declaration of Human Rights 1948,
which provides that ‘Everyone has the right to life, liberty and security of person’, and under Article
6(1) of International Covenant on Civil and Political Rights 1966, which states, ‘Every human being
has the inherent right to life. This right shall be protected by law. No one shall be arbitrarily deprived
of his life.’
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contingent.® Article 2, which is part of UK law under the HRA 1998,% provides that,
‘Everyone's right to life shall be protected by law. No one shall be deprived of his life
intentionally save in the execution of a sentence of a court following his conviction of a crime
for which this penalty is provided by law.’® This provision imposes both a negative obligation
upon the state, entailing ‘the duty, by its agents, to refrain from killing’,%® and a positive
obligation to protect life.*® Thus, as the ECtHR elucidated in LCB v United Kingdom,* *Article
2(1) enjoins the State not only to refrain from the intentional and unlawful taking of life, but
also take appropriate steps to safeguard the lives of those within its jurisdiction.”*' Further,
as was explained by the Court in the case of Osman v UK,* the positive obligation

embodied in Article 2 includes a duty:

To secure the right to life by putting in place effective criminal-law sanctions
to deter the commission of offences against the person backed up by law-
enforcement machinery for the prevention, suppression and sanctioning of
breaches of such provisions.*®

In Osman, it was also established that Article 2 can be seen to imply a substantive obligation
requiring the state to ‘take preventive operational measures to protect an individual whose
life is at risk from the criminal acts of another.”** However, this particular aspect of the Article
2 duty is subject to stringent qualifications, and will only arise in ‘certain well-defined
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circumstances.” It is therefore unlikely that this particular obligation will be regarded as

% See, for example, McCann and Others v United Kingdom (1995) 21 EHRR, para 147. See also
Amitai Etzioni, ‘Life: The Most Basic Right’ (2010) 9 Journal of Human Rights 100, 105; Douwe Korff,
The Right to Life: A Guide to the Implementation of Article 2 of the European Convention on Human
Rights (Human rights handbooks, No.8) (Council of Europe, Strasbourg 2006) 6.

% HRA, s 1(1)(a), Sch 1.

" European Convention on Human Rights, Article 2(1).

% Robin CA White and Clare Ovey, Jacobs, White & Ovey: The European Convention on Human
Rights (5™ edn, OUP 2010) 141. :

% See Steve Foster, Human Rights & Civil Liberties (3rd edn, Longman 2011) 190-195, 758-761.

40 (1998) 27 EHRR 212.

*Vibid, para 36.

“2 (2000) 29 EHRR 245.

“3 ibid, para 6.

* ibid. See also Opuz v Turkey (2010) 50 EHRR 28, para 128.

> Osman v United Kingdom (2000) 29 EHRR 245, para 6. The Court went on to clarify that, ‘not every
claimed risk to life can entail ... a requirement to take operational measures to prevent that risk from
materialising,’ and that in order for this obligation to arise it must therefore ‘be established that the
authorities knew or ought to have known at the time of the existence of a real and immediate risk to
the life of an identified individual or individuals from the criminal acts of a third party’ (para 116). The

22



applying in respect of a state’s duty to protect citizens against terrorism unless a clear and

reasonably imminent threat to specific potential victims is identified.*®

As established by the foregoing discussion, it is incumbent upon states to protect national
security and safeguard the lives of the population by taking positive steps to combat
terrorism. In addition, modern liberal states are required to secure the enjoyment of the
rights and freedoms of their citizens, an obligation which, in relation to the UK, is imposed by
Article 1 ECHR* and embodied in the HRA.*® Whilst terrorism poses a direct threat to
security and fundamental human rights, in ‘responding to this threat, states must seek to
ensure that the measures they introduce do not unduly curtail individual rights or liberties, or
serve to undermine the democratic values they are intended to protect. In the counter-
terrorism context, it is often claimed that ‘security’ and ‘liberty’ must consequently be
balanced, governments’ asserting that in order to increase the former it is necessary to
reduce the latter. The next section will therefore examine the concept of ‘security’ and also
consider the complex interplay between the twin imperatives of ‘liberty’ and ‘security’, the
trade-off between which has become the ‘dominant paradigm that shapes how we think

about counterterrorist law.’*®

.  Liberty v Security

The provision of security and combating terrorism are key priorities on the political agendas

of many Western states.*® In light of events such as 9/11, the 2004 Madrid train bombings,

stringency of the test which applies in respect of this obligation was noted by the House of Lords in
Van Colle v Chief Constable of the Hertfordshire Police [2009] 1 AC 225, Lord Brown commenting
that it is such that it ‘will not easily be satisfied' [115].

® lan Turner, ‘The Prevention of Terrorism: In Support of Control Orders, and Beyond’ (2004) 62(3)
Northern Ireland Legal Quarterly 335, 352-354

7 Article 1 ECHR provides: The High Contracting Parties shall secure to everyone within their
]UI’ISdICtlon the rights and freedoms defined in Section | of this Convention.

® Human Rights Act 1998. See Privy Counsellor Review Committee, Anti-terrorism, Crime and
Secunty Act 2001 Review: Report (2004-04 HC 100) para 81.

Laura K Donohue, The Cost of Counterterrorism: Power, Politics, and Liberty (Cambridge
Umversﬂy Press 2008) 2.

% In relation to the UK, see Cabinet Office, The National Security Strategy of the United Kingdom:
Security in an Interdependent World (Cm 7291, 2008) paras 3.2-3.9; Labour Party Manifesto 2010: A
Future Fair For All, para 5.5; Cabinet Office, The Coalition: Our Programme for Government (2010)

23



- and the 7/7 attacks, few would contest that it is legitimate for governments to take robust
action in order to safeguard national security and protect the public against the threat of
terrorist violence. Indeed, although they must strive to uphold human rights and maintain
their fidelity to the rule of law whilst fighting terrorism, as Gearty and Kimbell emphasise,
‘There is no obligation on a democratic state to prove its liberal bona fides by allowing itself

to be destroyed by its enemies.”’

The task of responding effectively to the threat terrorist
activity poses to national security whilst protecting individual rights and liberties thus

represents a complex, yet vital challenge for modern liberal democracies.

The notion of ‘security’, and the purported need to ‘balance’ liberty and security, have
become ubiquitous features of political and academic discourse on counter-terrorism.>® The
balance metaphor, which is premiséd on the idea that countering terrorism may necessitate
trade-offs between individual ‘liberty’® (or civil liberties) and collective security, is one that
was fréquently invoked by the Labour government between 1997-2010. The 2004 Home
Office discussion paper, Counter-Terrorism Powers: Reconciling Security and Liberty in an

Open Society,> for example, stated:

There is nothing new about the dilemma of how best to ensure the security of
a society, while protecting the individual rights of its citizens. Democratic
governments have always had to strike a balance between the powers of the

state and the rights of individuals. ... It is the Government's ultimate
responsibility to find a fair and effective balance between security and
liberty.>®

24, Cabinet Office, A Strong Britain in an Age of Uncertainty: The National Security Strategy (Cm
7953, 2010) paras 0.7, 1.2.

®! Conor A Gearty and John A Kimbell, Terrorism and the Rule of Law (Civil Liberties Research Unit,
London 1995) 16. See also Helena Kennedy, Just Law: The Changing Face of Justice - and Why it
Matters to Us All (Vintage 2005) 33.

%2 See Walker, Terrorism and the Law (OUP 2011) 19-20; Lucia Zedner, Security (Routledge 2009)
135.

*3 Here, the term ‘liberty’ is used in an expansive sense to cover the collection of rights and liberties
guaranteed by such legal instruments as the European Convention on Human Rights. The concept of
‘liberty’ is examined in detail in chapter 4 (pp 100-104) of this thesis.

%% Home Office, Counter-Terrorism Powers: Reconciling Security and Liberty in an Open Society: A
Discussion Paper (Cm 6147, 2004).

%% ibid David Blunkett (Home Secretary), Foreword, i-iii. See also Charles Clarke (Home Secretary),
‘Liberty and Security: Striking the Right Balance (Speech to the European Parliament, October 2005)
<http://press.homeoffice.gov.uk/Speeches/speeches-archive/speuro-

parliament-1005> accessed 15 January 2009.
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It was also asserted in the Labour government's counter-terrorism strategy that, ‘A
fundamental challenge facing any government is to balance measures intended to protect
security and the right to life with the impact they may have on the other rights that we cherish

58 Whilst ‘security’ has become a critical term in

and which form the basis for our society.
post-9/11 counter-terrorism rhetoric,”” and ‘Talk of a liberty-security balance has become so
common that many view it as just an ambient feature of our political environment’,*® the

scope and meaning of ‘security’, and whether it is appropriate to frame the counter-terrorism

enterprise in terms of ‘balance’, are issues which have generated considerable debate.

With the exception of certain absolute rights,* the rights and liberties enshrined in the ECHR
are conditional.®® Most of the rights guaranteed by the ECHR may therefore be restricted in
particular circumstances,®' such as where it is necessary in the interests of national security
or public safety,®® or derogated from in times of war or other public emergency threatening
the life of the nation.®® The ECHR’s qualification and derogation clauses thus permit states to
limit individual rights for purposes connected with protecting the nation’s security. indeed,
that the Convention’s provisions allow states to strike a ‘balance’ between ‘defending the
institutions of democracy in the common interest and the protection of individual rights’ when
combating terrorism was unambiguously recognised by the ECtHR in the cases of Brogan v

United Kingdom®™ and Fox, Campbell and Hartley v United Kingdom.®®

°® Home Office, Pursue, Prevent, Protect, Prepare: The United Kingdom’s Strategy for Countering
International Terrorism (Cm 7457, 2009) para 7.06. For use of the balance metaphor by the Coalition
government, see Home Office, Review of Counter-Terrorism and Security Powers: Review Findings
and Recommendations (Cm 8004, 2011) 3; HC Deb 13 July 2010, vol 513, col 800 (Theresa May).

%7 Loader and Walker suggest that ‘Security has become the political vernacular of our times’: lan
Loader and Neil Walker, Civilizing Security (Cambridge University Press 2007) 9. See also Michael
Dumper and Esther D Reed, ‘Introduction’ in Esther D Reed and Michael Dumper (eds), Civil
Liberties, National Security and Prospects for Consensus: Legal, Philosophical and Religious
Perspectives (Cambridge University Press 2012) 2.

%8 Jeremy Waldron, ‘Safety and Security’ (2006) 85 Nebraska Law Review 454, 455,

% In relation to the ECHR, the following rights enjoy absolute status: Article 3, the prohibition of torture
or inhuman or degrading treatment or punishment; Article 4(1), the prohibition of slavery; Article 7(1),
the prohibition of retrospective criminal law.

% See Foster (n 39) 61-69.

®1 See Article 5(1)(a)-(f) ECHR.

%2 See Articles 6(1), 8(2), 9(2), 10(2), and 11(2) of the ECHR.

% See Article 15 ECHR.

% (1989) 11 EHRR 117, para 48.
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The balancing approach, although endorsed by many politicians, the Strasbourg Court, and
such commentators as Posner,®® and Golder and Williams,*” has been increasingly
questioned by academics and human rights advocates. Detailed critiques of the balancing
model - or ‘trade-off thesis’ - are, for example, provided by Waldron, who submits that the
rhetoric of balance must be subjected to ‘careful analytical scrutiny’,®® and Macdonald, who
argues that, ‘The balance metaphor's image of a set of scales fails to capture the complexity

of the task of analysing counterterrorism policy.’® Further, the idea of ‘balancing’ liberty and

1 70 « y 71

security has been described by others as ‘problematic’,”™ ‘troubling’,”’ and ‘based on a

mistaken rationale’.”?

A range of concerns are associated with using the concept of ‘balance’ in respect of states’
counter-terrorism policies. Firstly, the balancing approach involves dichotomising security
and liberty in a manner which suggests that they are inherently conflicting values which are
locked in a zero-sum contest - or, as Ashworth puts it, a ‘hydraulic relationship’”® - whereby
an increase in one necessarily involves a reduction in the other.” Second, presenting
security and liberty as being in binary opposition fails to acknowledge the ‘osmotic links’”

that exist between the two values, an issue considered in more detail below. Thirdly, there is

65 > (1991) 13 EHRR 157, para 15.

® Richard A Posner, Not a Suicide Pact: The Constitution in a Time of National Emergency (OUP
2006) 148.

7 Golder and Williams argue that, ‘the proper method for assessing ... counter-terrorism laws, from a
human rights perspective, is to adopt a “balancing approach™: Ben Golder and George Williams,
‘Balancing National Security and Human Rights: Assessing the Legal Response of Common Law
Natnons to the Threat of Terrorism’ (2006) 8(1) Journal of Comparative Policy Analysis 43, 44.

% Jeremy Waldron, ‘Security and Liberty: The Image of Balance’ (2003) 11(2) The Journal of Political

Philosophy 191, 194. See also Jeremy Waldron, ‘Safety and Security’ (2006) 85 Nebraska Law
Review 454.
% Stuart Macdonald, ‘Why We Should Abandon the Balance Metaphor: A New Approach to
Counterterrorism Policy’ (2008) 15(1) Journal of International and Comparative Law 96, 143. See also
Stuart Macdonald, ‘The Unbalanced Imagery of Anti-Terrorism Policy’ (2009) 18(2) Cornell Journal of
Law and Public Policy 519.

® Lucia Zedner, ‘Securing Liberty in the Face of Terror: Reflections from Criminal Justice’ (2005)
32(4) Journal of Law and Society 507, 532.

Donohue (n 49) 3.

2 Rene van Swaaningen, ‘Fear and the Trade-off Between Security and Liberty’ in Mireille
Hildebrandt, Abiola Makinwa and Anna Oehmichen (eds), Controlling Security in a Culture of Fear
sBoom Legal Publishers 2009) 51.

Andrew Ashworth, ‘Security, Terrorism and the Value of Human Rights’ in Benjamin J Goold and
Llora Lazarus (eds), Security and Human Rights (Hart 2007) 208.

Macdonald ‘Why We Should Abandon the Balance Metaphor’ (n 69) 96.

7® Michael Dumper and Esther D Reed, ‘Introduction’ in Reed and Dumper (n 57) 3.
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the possibility that by allowing liberties to be restricted in order to protect against terrorism,
this will diminish security against the state, creating the potential for abuses of power, and
increasing the prospect of encroachments upon individual rights by the government and its
agents.”® Another criticism of the balancing approach is that the enhancements in security
and reductions in liberty it entails are often unevenly distributed amongst the population.”
Whilst the majority may not suffer any noticeable diminution in the protection of their rights,
post-9/11, it is the liberties of resident aliens, ethnic minorities, and members of the Muslim
community, that are most likely to be ‘traded-off for the security gains promised by counter-
terrorism measures. Indeed, in relation to the UK, this is exemplified by the ATCSA, Part 4

detention regime, which applied exclusively to non-nationals.”

One of the primary criticisms of the ‘balancing’ approach, as noted above, is that it assumes
a polarity between ‘liberty’ and ‘security’, and in doing so, pays insufficient regard to the
relationship between the two values. This presumed dichotomy therefore obscures the fact
that, in many ways, ‘security’ and ‘liberty’ are complementary, rather than antithetical. In
order to begin to appreciate their interrelationship, it is necessary to determine the meanings
attributed to these concepts. Both ‘liberty’, the nature and scope of which is considered
elsewhere in this thesis,” and ‘security’, as used in contemporary political discourse, can,

however, be somewhat opaque terms.

Whilst some conceptions of ‘security’ place emphasis upon threats to individual liberty
emanating from the state itself,® in the counter-terrorism context the focus is instead upon

the security of the state, or ‘national security’, as it is commonly referred to. ‘National

76 David Luban, ‘Eight Fallacies About Liberty and Security’ in Richard A Wilson (ed), Human Rights
in the ‘War on Terror’ (Cambridge University Press 2005) 245. See also John Gardner, ‘What Security
is There Against Arbitrary Government’ (2006) 28(5) London Review of Books 19.

7 See Jeremy Waldron, ‘Safety and Security’ (2006) 85 Nebraska Law Review 454, 465; Philip A
Thomas, ‘Emergency and Anti-Terrorist Powers — 9/11: USA and UK (2003) 26 Fordham International
Law Journal 1193, 1208; Ronald Dworkin, ‘The Threat to Patriotism’ (2002) 49(3) New York Review of
Books <www.nybooks.com/articles/archives/2002/feb/28/the-threat-to-patriotism/> accessed 26 June
2012,

8 ATCSA, ss 21-23. See chapter 3 (pp 46-48) of this thesis.

 See chapter 4 (pp 100-104).

8 gee Lucia Zedner, Security (Routledge, London 2009).
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security’ is understood to concern both the preservation of the state, its territory, and the
institutions of government, and also the protection of the state’s citizenry from internal and
external threats.®’ The ‘security’ for which the balancing approach proposes trading-off
certain liberties is a multifaceted concept. In basic terms, as Waldron explains, ‘Security is ...
about elementary matters of harm and survival.”® More nuanced explanations, however,
stress that ‘security’ has both objective and subjective dimensions.®® Security as an objective
condition primarily concerns physical safety and the absence of threats to bodily integrity,
although a richer notion of objective security, it is submitted, may also entail the protection of
people’s material well-being and way of life.®* The subjective conception, meanwhile,
focuses upon the psychological aspects of ‘security’. As Zedner elaborates, subjective
security involves ‘the positive condition of feeling safe, and freedom from anxiety or
apprehension defined negatively by reference to insecurity.’® It should be noted, however,
that although there is undeniably a strong link between objective and subjective security, due
to the fear generated by terrorism, and the exaggerated perception of risk that terrorist
violence can engender, there is not always a rational relationship between people’s
subjective feelings of fear and insecurity and the actual threat of harm from terrorist

activity.%

In relation to political pronouncements on counter-terrorism, appeals to objective security, in
the form of protection from loss of life and physical harm from terrorist violence, have
traditionally been the norm. However, the notion of subjective security, and its importance as
a social value, is now also increasingly acknowledged. For example, following 9/11, in

discussing the need to safeguard the nation’s security against terrorist atrocities, the then

®" See Eric Metcalfe, ‘Terror, Reason and Rights’ in Reed and Dumper (n 57) 154-160; Julian
Richards, A Guide to National Security: Threats, Responses, and Strategies (OUP 2012) 7-17.
82 Jeremy Waldron, ‘Safety and Security’ in Reed and Dumper (n 57) 31.

Macdonald ‘Why We Should Abandon the Balance Metaphor’ (n 69) 99.

See Jeremy Waldron, ‘Safety and Security’ in Reed and Dumper (n 57) (eds) 18.

® Lucia Zedner, ‘The Concept of Security: An Agenda for Comparative Analysis (2003) 23(1) Legal
Studies 153, 155. See also lan Loader and Neil Walker, Civilizing Security (Cambridge University
Press 2007) 157.

% Macdonald, ‘Why We Should Abandon the Balance Metaphor’ (n 69) 108.
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prime minister, Tony Blair, proclaimed, ‘the most basic liberty of all is the right of the ordinary
citizen to go about their business free from fear or terror.”® In addition, the central aim of the
CONTEST counter-terrorism strategy is expressed as being to reduce the risk from

terrorism, ‘so that people can go about their daily lives freely and with confidence.’®®

‘Security’, then, is conceived of as a public good.?® Rather than being irreconcilable with
liberty, however, security arguably constitutes ‘the sine qua non™™ for citizens to be able to
exercise their rights and liberties. Thus, as Walker succinctly observes, ‘security is a value

for liberty, and liberty is a value for security.”'

Neither absolute security nor absolute liberty
are realistically obtainable, therefore, as essential values, they must necessarily co-exist and
interact. Consequently, circumstances will inevitably arise in which there is a perceived
tension between them. However, talk of ‘trade-offs’ between ‘competing’ rights in the name
of ‘balancing’ liberty and security should be eschewed on the grounds that it is too crude an
approach, especially when applied to an issue as complex as responding proportionately to
the threat of terrorism in a rights-based democracy. Ultimately, therefore, it is argued that
instead of approaching the issue of countering terrorism from the perspective that upholding
human rights and safeguarding national security are opposing objectives, a more
appropriate approach, as expounded in the ICJ Berlin Declaration, is to regard them as

forming ‘part of a seamless web of protection incumbent upon the State.’®?

8 HC Deb 14 September 2001, vol 372, col 606.

® Home Office, Countering International Terrorism: The United Kingdom’s Strategy (Cm 6888, 2006)
para 5. See also Home Office, Pursue, Prevent, Protect, Prepare: The United Kingdom’s Strategy for
Countering International Terrorism (Cm 7457, 2009) 8; Home Office, CONTEST: The United
Kingdom'’s Strategy for Countering Terrorism (Cm 8123, 2011) 6.

% |an Loader and Neil Walker, Civilizing Security (Cambridge University Press 2007) 31.

% Jeremy Waldron, ‘Safety and Security’ in Reed and Dumper (n 57), Civil Liberties, National Security
and Prospects for Consensus: Legal, Philosophical and Religious Perspectives (Cambridge University
Press 2012) 22. Lazarus similarly argues that ‘a minimum threshold of security' constitutes a ‘material
condition for a citizen’s enjoyment of his or her liberty, dignity or equality’: Liora Lazarus, ‘Mapping the
Right to Security’ in Benjamin J Goold and Liora Lazarus (eds), Security and Human Rights (Hart
Publishing 2007) 327

" Walker, Terrorism and the Law (n 52) 19.

% International Commission of Jurists, The ICJ Declaration on Upholding Human Rights and the Rule
of Law in Combating Terrorism (2004), Preamble. See also International Commission of Jurists,
Assessing Damage (n 8) 21.
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lll. Responding to Terrorism: The Primacy of Prbsecution

‘At the root of it, terrorism is a crime. So criminal activities related to terrorism ... can and
should be prosecuted.”® This statement, which featured prominently on the Office for
Security and Counter-Terrorism website,?* endorses the view that terrorism is fundamentally
a crime and should therefore be treated as such. Characteristically, terrorism involves the
commission of acts which are proscribed by the criminal law, including, amongst others,
murder, manslaughter, serious offences against the person, criminal damage,® and offences
of making or possessing explosives or causing explosions.”® Further, the inchoate
equivalents of attempting or conspiring to commit such acts, or inciting/encouraging or
assisting their commission,”” also constitute criminal offences. Thus, in many instances,

terrorist activity may be prosecuted through the criminal justice system as ‘normal’ crimes.®

Whilst terrorist acts often fall squarely within the purview of the ordinary criminal law, those
which do not may, alternatively, be susceptible to prosecution under one of the UK's anti-
terrorism statutes. In part a legacy of the nation’s experience in combating Irish Republican
terrorism, the UK has what the government itself described as, ‘some of the most developed

and sophisticated anti-terrorism legislation in the world.”®® This specialist legislation contains

% Home Office, Office for Security and Counter-Terrorism website: ‘Legislation’ section

<http://security.homeoffice.gov.uk/legislation/> accessed 6 August 2008. Following the change of
government in May 2010, the Home Office website was archived by the National Archives. The
archived version of the ‘Legislation’ secton can now be accessed at
<http://tna.europarchive.org/20100419081706/http://security.homeoffice.gov.uk/legislation/> accessed
12 June 2014,

% Home Office, Office for Security and Counter-Terrorism website <http:/tna.europarchive.org/
20100419081706/http //security.homeoffice.gov.uk/> accessed 12 June 2014.

Cnmlnal Damage Act 1971, ss 1-3.

% Explosive Substances Act 1883, ss 2-4.
" With effect from 1 October 2008, the Serious Crimes Act 2007 abolished the common law offence
of incitement (s 59), replacing it with three new inchoate offences. These offences are, ‘intentionally
encouraging or assisting an offence’ (s 44); ‘encouraging or assisting an offence believing it will be
committed’ (s 45); and ‘encouraging or assisting offences believing one or more will be comm|tted' (s
46).
% As David Anderson notes, ‘the main perpetrators of the most serious acts of terrorism are almost
always charged with offences under the ordinary criminal law’: The Terrorism Acts in 2013: Report of
the Independent Reviewer on the Operation of the Terrorism Act 2000 and Part 1 of the Terrorism Act
2006 (2014) para 11.1. See, for example, R v Bourgass [2005] EWCA Crim 1943; R v Barot [2007]
EWCA Crim 1119; R v Ibrahim [2008] EWCA Crim 880; R v Khyam [2008] EWCA Crim 1612.

® Home Office, Counter-Terrorism Powers: Reconciling Security and Liberty in an Open Society: A
Discussion Paper (Cm 6147, 2004) para 17. In the press release that accompanied the Independent
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an array of terrorism-related offences, the majority of which are located in the TA 2000 and
TA 2006. The 2000 Act criminalises a range of activities, including, membership'® or

support’® of a proscribed organisation, fund-raising for terrorist purposes,'®

weapons
training,'® possession of articles for terrorist purposes,'® and inciting terrorism overseas.'®
In addition, the TA 2006 makes it a criminal offence to encourage terrorism,'® disseminate
terrorist publications,'” engage in conduct preparatory to committing, or assisting another to
commit, acts of terrorism,'® provide terrorist training'® or attend at a place used for such
purposes,''® or make or possess a radioactive device.'"" There is, then, clearly a multitude

of both criminal and terrorism-related offences under which those who engage in terrorist

activity may be charged.''?

The pursuit of terrorists as criminals through the criminal justice system is an approach

which garners widespread support. Indeed, it has been explicitly endorsed by both Lord

113

Carlile’™® and David Anderson,' and by successive Directors of Public Prosecutions.'’®

Reviewer's 2014 report on the Terrorism Acts (David Anderson, The Terrorism Acts in 2013: Report of
the Independent Reviewer on the Terrorism Act 2000 and Part 1 of the Terrorism Act 2006 (2014))
the UK's anti-terrorism laws were similarly described as 'some of the most extensive ... in the western
world": ‘UK Independent Reviewer of Terrorism Criticises Too-Broad Definition of Terrorism' (2014) 1
<https://terrorismlegislationreviewer.independent.gov.uk/wp-content/uploads/2014/07/22-July-2014-
PRESS-RELEASE.pdf> accessed 22 July 2014.

199TA 2000, s 11.

% ibid s 12.

% ibid s 15.

% ibid s 54.

% ibid s 57.

1% ibid ss 59-61.

1% TA 2008, s 1.

ibid s 2.

% ibid s 5.

% ibid s 6.

"%ibid s 8.

" ibid s 9.

"2 Eor further discussion of criminal offences relating to terrorism, see Walker, Terrorism and the Law
%52) 203-252.

See Lord Carlile, Third Report of the Independent Reviewer Pursuant to Section 14(3) of the
Prevention of Terrorism Act 2005 (2008) para 4. Lord Carlile held the position of Independent
Reviewer of terrorism legislation from September 2001 to February 2011.

"% See David Anderson, Final Report (n 18) paras 2.9, 3.20. David Anderson replaced Lord Carlile as
Independent Reviewer on 21 February 2011. The role of the Independent Reviewer in respect of the
Prevention of Terrorism Act 2005 is discussed in chapter 3 of this thesis (pp 94-95).

"3 Kier Starmer QC, who was the Director of Public Prosecutions (DPP) from November 2008 to
November 2013, in his evidence before the Home Affairs Committee in November 2009, stated: ‘I
agree with many others that prosecution would be far better than preventative measures and that
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The criminal justice approach has also been strongly advocated by the Eminent Jurists
Panel on Terrorism, Counter-Terrorism and Human Rights,''® the JCHR,'” prominent

academic commentators such as Conor Gearty,'"® Clive Walker,"® Paul Wilkinson'?® and

1 I 122
]

Lucia Zedner,'” and various human rights NGOs, including Amnesty Internationa

JUSTICE,'® and Human Rights Watch.'®*

The pronounced preference for criminal prosecution is principally explained by reference to
the exacting procedural standards of the criminal process. Commensurate with the gravity of
the potential consequences for the individual of being convicted of a criminal offence, such
as penal incarceration, along with the associated moral stigma and implications for future life
and career opportunities, the criminal trial is attended by a number of crucial safeguards.

Under both the domestic criminal law'® and Article 6 ECHR,'® those charged with criminal

includes control orders. So there ought to be, in my view, a presumption in favour of prosecution’:
Home Affairs Committee, The Home Office’s Response to Terrorist Attacks (HC 2009-10, 117 1I) Ev
27. Sir Ken MacDonald QC, who was DPP between 2003-2008, likewise suggested that ‘we should
hold it as an article of faith that crimes of terrorism are dealt with by criminal justice.” ‘Foreword’ in
Benjamin J Goold and Liora Lazarus (eds), Security and Human Rights (Hart Publishing 2007) vi.

"'® International Commission of Jurists, Assessing Damage (n 8) 15, 161.

"7 See JCHR, Counter-Terrorism Policy and Human Rights (Ninth Report): Annual Renewal of
Control Orders Legislation 2008 (2007-08, HL 57, HC 356) para 61; Counter-Terrorism Policy and
Human Rights: Prosecution and Pre-Charge Detention (2005-06, HL 240, HC 1576).

'8 Gearty contends that ‘the human rights scholar should argue for the criminal process as the right
way of securing the protection of all in the face of the threat of ... terrorist violence’: Conor Gearty,
‘Terrorism and Human Rights’ (n 118) 361.

"9 See Clive Walker, Blackstone’s Guide to the Anti-Terrorism Legislation (2™ edn, OUP 2009) 182,
210, 242. See also Clive Walker, ‘Prosecuting Terrorism: the Old Bailey versus Belmarsh’ (2009) 79
Amicus Curiae 21.

20 Wilkinson argues that ‘the only satisfactory way for a liberal state to put terrorists safely out of
action for a very long time is to convict them, and if they have committed serious offences, to insist on
them serving long prison terms.’ Paul Wilkinson (ed), Terrorism versus Democracy: The Liberal State
Response (2™ edn, Routledge 2006) 83.

12! See Lucia Zedner, ‘Securing Liberty in the Face of Terror: Reflections from Criminal Justice’ (2007)
32(4) Journal of Law and Society 507.

22" "'See Amnesty International UK, ‘Prosecute Don't Persecute’ (6 July 2007)
<www.amnesty.org.uk/press-releases/uk-%E2%80%98prosecute-dont-persecute%E2%80%99-says-
amnesty-law-lords-hear-appeal-control-orders-cases> accessed 1 July 2014.

123 JUSTICE Director, Eric Metcalf, submits that, ‘terrorism should first and foremost be addressed as
what it is: a crime’: JUSTICE, Counter-terrorism and Human Rights (JUSTICE Futures Paper, 2007)
30.
'2* See Human Rights Watch, Hearts and Minds: Putting Human Rights at the Center of United
Kingdom Counterterrorism Policy (2007) <www.hrw.org/legacy/backgrounder/eca/uk0607/> accessed
1 July 2014.

25 B'v Sang [1980] AC 402.

128 Article 6(1) ECHR provides: ‘In the determination of ... any criminal charge ... everyone is entitled
to a fair and public hearing within a reasonable time by an independent and impartial tribunal
established by law.’ Article 6 is discussed in further detail in chapter 4 of this thesis.
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offences are guaranteed a fair trial, entailing the accused’s right to a hearing before an
independent and impartial tribunal, the presumption of innocence, the right to pre-trial
disclosure of material evidence, the opportunity to cross-examine witnesses,'?” and the
requirement of proof beyond reasonable doubt. These protections are seen to reflect the
seriousness of being charged with a criminal offence and are intended to ensure, so far as
possible, that guilt is attributed to the right person.™ It would therefore appear that, in light
of the significant penalties which attach to many terrorist offences, it is with ample
justification that Ashworth asserts that, ‘conviction of a terrorist offence is an extremely

serious matter for any individual, and all proper safeguards must [therefore] be observed.’'?°

The case for’ giving primacy to the criminal process, at least from a human rights
perspective, is an undeniably strong one. However, in spite of this, and notwithstanding
repéated assertions that prosecution is its preferred approach,"™ a number of the UK
government’s key post-9/11 anti-ferrorism initiatives have entailed significant departures
from the traditional criminal justice paradigm. Indeed, as is discussed in the following
section, recourse to preventive counter-terrorism measures such as detention without trial, "'

control orders, and TPIMs, has been primarily justified by claims that there are certain

terrorist suspects who, for various reasons, the government is unable to prosecute.

IV. Control Orders and TPIMs: A ‘Necessary Alternative’'®

At the Second Reading of the Prevention of Terrorism Bill in the House of Commons, the
rationale for introducing control orders was explained by Charles Clarke in the following

terms:

27 5ee Article 6(2) and (3).

128 5ee Conor Gearty, ‘Terrorism and Human Rights’ (n 118) 361.

2% Andrew Ashworth, ‘Security, Terrorism and the Value of Human Rights' in Benjamin J Goold and
Liora Lazarus (eds), Security and Human Rights (Hart Publishing 2007) 219.

1% See, for example, Home Office, Pursue, Prevent, Protect, Prepare: The United Kingdom’s Strategy
for Countering International Terrorism (Cm 7547, 2009) para 7.03; Home Office, CONTEST: The
United Kingdom’s Strategy for Countering Terrorism (Cm 8123, 2011) para 4.25.

3! ATCSA, ss 21-23. See Human Rights Act 1998 (Designated Derogation) Order 2001 SI
2001/3644, sch. The Part 4 detention regime is discussed in chapter 3 of this thesis (pp 46-47).

132 Home Office, Review of Counter-Terrorism and Security Powers (n 56) 40.
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These orders are for those dangerous individuals whom we cannot prosecute
or deport, but whom we cannot allow to go on their way unchecked because
of the senousness of the risk that they pose to everybody else in the
country.”

As discussed in further detail below, in this context, the inability to prosecute is due to
specific evidentiary constraints, in particular, the sensitive nature of the national security
evidence against the suspect and the inadmissibility of domestic intercepts as evidence in
criminal trials.'®* The inability to deport, meanwhile, is primarily due to the ECtHR decisions
which provide that an individual may not be deported where there is a risk that they will
suffer treatment that would violate Article 3 of the ECHR'® in the country to which they are

returned.
i The Inability to Prosecute

Since 9/11, the UK government has consistently maintained that prosecution is its preferred
method of dealing with individuals who engage in acts of terrorism."*® Indeed, the counter-
terrorism strategies of both the Labour'® and Coalition'*® governments assert the priority of
prosecuting those who are suspected of involvement in terrorism-related activity. For a
number of reasons, however, the prosecution of some suspects does not represent a viable

option."?

13 -, HC Deb 23 Feb 2005, vol 431, col 339.

Regulatlon of Investigatory Powers Act 2000 [RIPA 2000], s 17.

% Article 3 provides that: No one shall be subjected to torture or to inhuman or degrading treatment
or pumshment

® The UK government’s prioritisation of criminal prosecution in responding to terrorism can, as
Walker notes, arguably be traced back to the Diplock Report of 1972 (Report of the Commission to
Consider Legal Procedures to Deal with Terrorist Activities in Northern Ireland (Cmnd 5185, 1972)):
Cllve Walker, ‘Prosecuting Terrorism: the Old Bailey Versus Belmarsh’ (n 119) 21.

% See Home Office, Countering International Terrorism: The United Kingdom’s Strategy (Cm 6888,
2006) paras 69, 71; Home Office, Pursue, Prevent, Protect, Prepare: The United Kingdom’s Strategy
for Countering International Terrorism (Cm 7547, 2009) para 7.03.

® Home Office, CONTEST: The United Kingdom’s Strategy for Countering Terrorism (Cm 8123,
201 1) para 4.25.

% Addressing the rationale for the introducing the Prevention of Terrorism Bill, Charles Clarke stated,
‘The fact is that there will always be some people — including some extremely dangerous people —
whom we cannot prosecute’: HC Deb 22 February 2005, vol 431, col 152,
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The principal factor that often militates against prosecution is the nature of the material upon
which allegations against terrorist suspects is based. As explained by former Director

General of MI5, Eliza Manningham-Buller:

We may be confident that an individual or group is planning an attack but that
confidence comes from the sort of intelligence | described earlier, patchy and
fragmentary and uncertain, to be interpreted and assessed. All too often it
falls short of evidence to support criminal charges to bring an individual
before the courts, the best solution achievable.'

Thus, while such intelligence may give rise to a well-founded suspicion of involvement in
terrorism-related activity, it might not be admissible as evidence in legal proceedings or be

sufficiently robust to satisfy the criminal standard of proof beyond reasonable doubt.’

The potentially devastating consequences of a terrorist attack means that it may be
necessary for law enforcement agencies to intervene at an early stage in order to prevent
plots coming to fruition. While early intervention serves to protect the public, it can result in
there being limited admissible evidence against those involved.'* In these circumstances, it
is therefore unlikely that the CPS ‘threshold test''*® for charging a suspect with an offence,
which requires prosecutors to be satisfied that there is evidence ‘capable of establishing a
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realistic prospect of conviction’,” will be met.

%% Eliza Manningham-Buller, ‘The International Terrorist Threat and the Dilemmas in Countering It’
(speech at the Ridderzaal Binnenhof, the Hague, Netherlands, 1 September 2005)
<www.mi5.gov.uk/home/about-us/who-we-are/staff-and-management/director-general/speeches-by-
the -director-general/director-generals-speech-to-the-aivd-2005.html> accessed 15 February 2014.

*! See JCHR, Counter-Terrorism Policy and Human Rights: Prosecution and Pre-charge Detention
(2005-086, HL 240, HC 1576) paras 31-32; Privy Counsellor Review Committee, Anti-Terrorism, Crime
and Security Act 2001 Review: Report (HC 2003-04, 100) para 232.

2 See Home Office, Review of Counter-Terrorism and Security Powers (n 56) 37 (para 10); Robin
Simcox, The Presumption of Innocence: Difficulties in Bringing Terrorist Suspects to Trial (Henry
Jackson Society, 2013) 2.

® Crown Prosecution Service, The Code for Crown Prosecutors (2013) 11-12 <www.cps.gov.uk
/publlcatlons/docs/code 2013_accessible_english.pdf> accessed 14 February 2014.

* ibid 11. The threshold test requires that ‘there is at least a reasonable suspicion that the person to
be charged has committed the offence’, and that prosecutors ‘must be satisfied that there are
reasonable grounds for believing that the continuing investigation will provide further evidence, within
a reasonable period of time, so that all the evidence together is capable of establishing a realistic
prospect of conviction in accordance with the Full Code Test' (11-12).
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Another frequently cited obstacle to prosecution is the inadmissibility of domestic intercept
evidence in criminal trials.™*® Although foreign intercepts,*® the products of surveillance and
eavesdropping,' and telephone conversations recorded with the consent of one of the
participants or by a hidden microphone not attached to the telephone, ' are all admissible,
RIPA 2000, s 17 prohibits the use of material intercepted under a UK interception warrant in

criminal proceedings.'*

Whilst some contend that removing this statutory bar would
significantly enhance the prospects of successfully prosecuting suspects,' and thereby
obviate the need for measures like control orders and TPIMs, as David Anderson notes, ‘the
inadmissibility of domestic telephone intercepts is by no means the only difficulty in

converting intelligence into evidence usable in a criminal court.”*®"

Even where material that is probative of guilt is legally admissible, it may nonetheless be
deemed too sensitive to adduce as evidence in legal proceedings for a variety of reasons.
Disclosing such information in open court could risk exposing intelligence-gathering
techniques or sources, endanger covert operatives, or harm relationships with foreign
governments and their intelligence agencies.'* In relation to certain suspects, therefore, the
preferred option of prosecution is deliberately not pursued by the government on the basis

that it could prove inimical to national security.'*®

%% See, for example, HC Deb 26 January 2005, vol 430, col 307 (Charles Clarke).

' Rv P[2002] 1 AC 146.

"7 R v Allsop and others [2005] EWCA Crim 703; R v E [2004] EWCA Crim 1243.

'8 privy Council Review, Intercept as Evidence: Report (Cm 7324, 2008) para 22.

' RIPA 2000, s 17(1). Section 17(4) provides that, for the purposes of the Act, “intercepted

communication” means any communication intercepted in the course of its transmission by means of

a (Postal service or telecommunication system’.

"% See Amnesty International, The Terrorism Prevention and Investigation Measures Bill 2011:

Control Orders Redux (2011) 5; JUSTICE, Home Office Review of Counter-Terrorism and Security

Powers: Written Submission of JUSTICE (2010) paras 192-193; Liberty, From War to Law (2010)
aras 36, 38.

i David Anderson, Terrorism Prevention and Investigation Measures in 2012: First Report of the

Independent Reviewer on the Operation of the Terrorism Prevention and Investigation Measures Act

2011 (2013) para 7.14.

%2 See James Renwick and Gregory F Treverton, The Challenges of Trying Terrorists as Criminals

gRAND 2008); Simcox (n 142).

% See HC Deb 22 February 2005, vol 431, col 152 (Charles Clarke); Home Office, Review of

Counter-Terrorism and Security Powers (n 56) 37 (para 10).
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i The Inability to Deport

Where a terrorist suspect who cannot be prosecuted is a foreign national, pursuant to the
Immigration Act 1971, s 3(5)(a), they may be deported from the UK if the Home Secretary
deems their deportation to be conducive to the public good. Indeed, the use of deportation
as a means of disrupting terrorist activity constitutes an important aspect of the PURSUE
strand of the UK government’s counter-terrorism strategy.'®* However, an individual can only
be deported if their removal is compatible with the UK’s commitments under international
human rights law.'™ The main legal obstacle to the deportation of non-national terrorist
suspects is Article 3 ECHR, " which prohibits torture and inhuman or degrading treatment or
punishment in absolute terms.'® In the key case of Chahal v United Kingdom,'*® the ECtHR
held that, whilst it was mindful of the immense difficulties faced by states in protecting their

communities against terrorist violence:

[TIhe Convention prohibits in absolute terms torture or inhuman or degrading
treatment or punishment, irrespective of the victim’s conduct. The prohibition
provided by Article 3 ... against ill-treatment is equally absolute in expulsion
cases.'®

Thus, Convention rights apply extra-territorially and the responsibility of the returning state is

engaged in deportation cases where there are ‘substantial grounds ... for believing that an

' See Home Office, Countering International Terrorism (Cm 6888, 2006) para 73; Home Office,
Pursue, Prevent, Protect, Prepare: The United Kingdom’s Strategy for Countering International
Terrorism (Cm 7547, 2009) para 8.23; CONTEST: The United Kingdom’s Strategy for Countering
Terrorism (Cm 8123, 2011) paras 1.21, 4.30.

1% See United Nations Convention against Torture and Other Cruel, Inhuman or Degrading Treatment
or Punishment 1984, Article 3(1); United Nations Convention relating to the Status of Refugees 1951,
Article 33. See also Alexander Horne and Melanie Gower, Deportation of Individuals Who May Face a
Risk of Torture (House of Commons Standard Note SN/HA/4151, 2013) paras 1.1-1.3.

156 On Article 3, see Aisling Reidy, The Prohibition of Torture: A Guide to the Implementation of Article
3 of the European Convention on Human Rights, Human Rights Handbooks No. 6 (Counci! of Europe
Publishing, 2003).

57 Unlike many of the other Convention rights, Article 3 permits no exceptions and cannot be
derogated from even in times of war or public emergency. See Article 15(2) of the European
Convention on Human Rights.

198 (1997) 23 EHRR 413. The case concerned a challenge to the Home Secretary’s decision to deport
Karamijit Singh Chahal to India on the grounds that his alleged involvement in Sikh separatist activities
constituted a threat to the UK’s national security.

%% ibid paras 79-80. As established in the earlier case of Soering v United Kingdom (1989) 11 EHRR
439, this principle also applies to extradition.
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180 in the

individual would face a real risk of being subjected to treatment contrary to Article 3
receiving country. Where such a risk is believed to exist, the government is therefore
prevented from deporting a suspect, regardless of the threat they are seen to present to

national security.'®’

Following 9/11, various states, including the UK, have sought to persuade the Strasbourg
Court that the Chahal principle'®® should be modified, arguing that in expulsion cases, the
threat that suspects pose should be a relevant factor to be weighed against the risk of ill-
treatment if they are returned to their own country.'® In Saadi v Italy,'® however, the Grand
Chamber unequivocally affirmed that, ‘since protection against the treatment prohibited by
Article 3 is absolute, that provision imposes an obligation not to extradite or expel any
person who, in the receiving country, would run the real risk of being subjected to such
treatment.”'®® Consequently, the argument of the Italian and UK'®® governments that the risk
of harm to the individual if removed should be balanced against their dangerousness to the

community if not sent back, was rejected by the Court as ‘misconceived’.'® The Saadi

190 Chahal v United Kingdom (1997) 23 EHRR 413, para 80.

%! |t was asserted by the Court that, ‘In these circumstances, the activities of the individual in
%uestion, however undesirable or dangerous, cannot be a material consideration’: ibid para 80.

1°2 The principle of non-refoulement.

1% See Ramzy v Netherlands (Application No 25424/05), in which the governments of the UK, ltaly,
Lithuania, Portugal, and Slovakia intervened as third parties, arguing that the approach followed by
the ECtHR in Chahal should be ‘altered and clarified’ in light of the increased threat from international
terrorism. See also A v Netherlands (Application No 4900/06).

164 (2009) 49 EHRR 30. The case concerned the Italian authorities’ decision to deport Nassim Saadi,
a Tunisian national lawfully residing in Italy, to Tunisia. Though not convicted of any terrorist offences
in ltaly, he had been convicted in absentia of terrorism-related offences by a military court in Tunis
and had been sentenced to twenty years’ imprisonment. It was claimed by Saadi that if deported he
would be exposed to a risk of being subjected to ill-treatment contrary to Article 3 in Tunisia, where
the mistreatment of alleged terrorists was routine and well-documented. See Daniel Moeckli, ‘Saadi v
ltaly: The Rules of the Game Have Not Changed (2008) 8(3) HRLR 534.

1% Saadi v Italy (2009) 49 EHRR 30, para 138.

'% The UK Government was a third-party intervener in the case. See paras 117-123 of the judgment.
%7 Saadi v Italy (2009) 49 EHRR 30, para 139. In respect of this argument, the Court concluded that,
‘The concepts of “risk” and “dangerousness” in this context do not lend themselves to a balancing test
because they are notions that can only be assessed independently of each other': para 139.
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decision has also been re-affirmed by the ECtHR in a number of subsequent cases,'® and

was applied directly against the UK government in NA v United Kingdom.'®®

In addition, deportation may also ‘exceptionally’ be precluded by Article 6 of the ECHR.' In
Othman v United Kingdom,"" for example, the ECtHR held that deportation is prohibited
where the deportee has suffered or risks suffering ‘a flagrant denial of justice’ in the
receiving state, entailing a breach of the principles of a fair trial ‘which is so fundamental as
to amount to a nullification, or destruction of the very essence of, the right guaranteed by ...

Article [6]'."72

One method used by the government to circumvent the constraints imposed by the ECtHR
jurisprudence is the negotiation of framework deportation with assurance (DWA)
arrangements with foreign governments.'”® This system is based on Memoranda of
Understanding,'”* whereby the receiving state agrees that, if deported, an individual will not

be exposed to treatment that would violate Article 3."° To date, the UK has agreed

1% See, for example, Ismoilov v Russia (2009) 49 EHRR 42 and Ryabikin v Russia (2009) 48 EHRR
55.
199 (2009) 48 EHRR 15. NA concerned a challenge to the proposed deportation of the applicant to Sri
Lanka. Here, the ECtHR found that, given the particular factors present in the case, including the
applicant’'s Tamil ethnicity, his previous arrest and detention on suspicion of involvement with the
Tamil Tigers (LTTE), the current climate of violence in Sri Lanka, and the authorities’ ongoing efforts
to combat the LTTE, there was a real risk that he would be exposed to ill-treatment in violation of
Article 3 if returned.

® In Soering v United Kingdom (1989) 11 EHRR 439, the ECtHR noted that an issue might
exceptionally be raised under Article 6 in extradition or expulsion cases where the individual ‘has
suffered or risks suffering a flagrant denial of a fair trial’ in the state to which they are sent: para 113.
See also Einhorn v France (Application No 71555/01) para 32.
i 7 (2012) 55 EHRR 1.

"2 ibid para 260. In Othman, the real risk that Abu Qatada would suffer a ‘flagrant denial of justice’ in
violation of Atticle 6 arose from the risk that evidence obtained by torture would be used in his retrial
for terrorism-related offences in Jordan: para 282.

7® See Home Office, Countering International Terrorism (Cm 6888, 2006) 19; Home Office, Pursue,
Prevent, Protect, Prepare: The United Kingdom’s Strategy for Countering International Terrorism (Cm
7547, 2009) para 8.27; CONTEST: The United Kingdom’s Strategy for Countering Terrorism (Cm
8123 2011) paras 4.30-4.31.

* Detailed discussion of the legal and practical issues associated with the use of Memoranda of
Understandlng in the deportation context is outside the scope of this thesis.

® See Horne and Gower, Deportation of Individuals Who May Face a Risk of Torture (n 155) 14-17;
Kate Jones, ‘Deportations with Assurances: Addressing Key Criticisms’ (2008) 57(1) ICLQ 183;
Jennifer Tooze, ‘Deportation with Assurances: The Approach of the UK Courts’ [2010] PL 362.
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framework DWA arrangements with Ethiopia, Jordan, Lebanon, Libya'™® and Morocco,"”
and also has an arrangement based upon an exchange of letters in place with Algeria.'”®

Although controversial,'”

where assessed to be credible, these arrangements therefore
allow the government to deport foreign terror suspects to these countries without
contravening the UK’s human rights obligations.'® While they may facilitate the removal of
some foreign terror suspects, this strategy does not, however, eliminate the need for
measures such as control orders or TPIMs. Indeed, not all assurances have been deemed
an adequate guarantee against ill-treatment by the courts.'' Furthermore, the threat posed
by suspects who are British citizens, as 24 of the 52 individuals subjected to control orders
during the lifetime of the regime were,'® and as nine out of the ten TPIM subjects to date

183

have been, ™ obviously cannot be dealt with by means of deportation.

Although prosecution and deportation represent the UK government'’s preferred options for

dealing with terrorist suspects, these are not always possible. Control orders, and their

7% In a 2011 report, the Foreign Affairs Committee however noted that the DWA with Libya was no
longer in force: Foreign Affairs Committee, The FCO’s Human Rights Work 2010-11 (HC 2010-12,
964) para 85.

7 Home Office, Review of Counter-Terrorism and Security Powers (n 56) 4; Website of the Foreign
and Commonwealth Office, ‘Memoranda of Understanding on Diplomatic Assurances’
<www.gov.uk/government/collections/memoranda-of-understanding-on-deportations-with-
assurances> accessed 25 November 2013.

"® There is no Memorandum of Understanding in place with Algeria, instead the arrangement is
based upon an exchange of letters between the British and Algerian governments. See Website of the
Foreign and Commonwealth Office, ‘Exchange of Letters: Algeria’
<www.gov.uk/government/publications/memoranda-of-understanding-on-deportations-with-
assurances-dwa -algeria> accessed 25 November 2013.

® See Amnesty International, Dangerous Deals: Europe’s Reliance on ‘Diplomatic Assurances’
Against Torture (2010); Human Rights Watch, Still at Risk: Diplomatic Assurances No Safeguard
Against Torture (2005); International Commission of Jurists, Assessing Damage (n 8) 104-106;

UNCHR, ‘Report of the Special Rapporteur on the question of torture, Manfred Nowak’
gE/CN .4/2006/6, 23 December 2005) paras 31-32.

See Othman v United Kingdom (2012) 55 EHRR 1, paras 205-207; RB (Algeria) v Secretary of

State for the Home Department [2009] UKHL 10.

® See, for example, AS (Libya) v Secretary of State for the Home Department [2008] EWCA Civ 289.
See also Abid Naseer and others v Secretary of State for the Home Department [2010] UKSIAC
77/09.

'®2 David Anderson, Final Report (n 18) para 3.14.

'8 David Anderson, Terrorism Prevention and Investigation Measures in 2013: Second Report of the
Independent Reviewer on the Operation of the Terrorism Prevention and Investigation Measures Act
2011 (2014) para 3.6. As of February 2014, DD is the only foreign national against whom a TPIM
notice has been made.
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replacement, TPIMs, therefore constitute measures designed to ‘plug the gap’** where no

other viable strategy for addressing the threat posed by a ‘small and potentially very

"85 is seen to exist. Indeed, as the Coalition’s Review of

dangerous cohort of individuals
Counter-Terrorism and Security Powers concluded, where legal or practical impediments
prevent a suspect being prosecuted or deported, imposing restrictions on their actions under

such preventive orders, ‘will be an imperfect if sometimes necessary alternative.’'%

V. ‘Old Wine in New Bottles’?'®’

Introducing the control order proposals before the House of Commons in January 2005, the
Home Secretary openly acknowledged that the scheme represented, ‘a very substantial
increase in the executive powers of the state in relation to British citizens.’'® However, whilst
the PTA’s provisions were patently ‘contentious’,'® they were by no means novel. Indeed,
examination of the historical record proves the House of Lords Select Commitiee on the
Constitution’s proclamation that there was ‘no direct precedent for the powers granted to the

Secretary of State’'®

under the 2005 Act, to be misconceived. This section will therefore
briefly consider an assortment of measures, which in nature, if not in scope, can be regarded

as precursors to control orders.

Commentaries from a range of sources have compared control orders to a variety of
antecedent measures. In his appraisal of the Prevention of Terrorism Bill, JUSTICE Director,

Roger Smith, suggested that anti-social behaviour orders provided ‘some sort of

'8 Lord Carlile, Sixth Report of the Independent Reviewer Pursuant to Section 14(3) of the Prevention
of Terrorism Act 2005 (2011) para 82.
1% ibid para 47.
% Home Office, Review of Counter-Terrorism and Security Powers (n 56) 40. See also Lord
Macdonald, Review of Counter-terrorism and Security Powers: A Report by Lord Macdonald of River
- Glaven QC (Cm 8003, 2011) 11.
'%" David Bonner, Executive Measures, Terrorism and National Security: Have the Rules of the Game
Changed? (Ashgate 2007) x. Bonner suggests that the use of executive measures in responding to
terrorism post-9/11, ‘far from being “new”... [is] very much a case of old wine in new bottles’ (x). See
also Susan Donkin, Preventing Terrorism and Controlling Risk: A Comparative Analysis of Control
Orders in the UK and Australia (Springer 2014) 2.
::: pg% Deb 26 January 2005, vol 430, col 309 (Charles Clarke).

ibid.
'% House of Lords Select Committee on the Constitution, Prevention of Terrorism Bill: Report (HL
2004-05, 66) para 10.
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precedent.”® Others, meanwhile, invoked analogies between control orders and the
executive orders made pursuant to the regulations issued under the Civil Authorities (Special
Powers) Act (Northern Ireland) 1922,'*% along with ‘the repressive regimes of detention,
deportation and banishment, exile and ‘rustication’ deployed by British Governors in a variety

of colonies.”™®

Further, the Home Secretary’s statement that, at the ‘top end’, controlees could be required
to ‘remain at their premises’,' lead to the control orders scheme being likened to house
arrest as practiced by ‘repressive regimes from South Africa to Zimbabwe to Burma.’'*®
Whilst limited parallels may be drawn with these examples, it is in the counter-terror context,
and in particular certain measures enacted in response to the campaign of Irish irredentist

terrorism that reached its apogee during the latter half of the twentieth century, that the most

salient precedents can be located.

i The Prevention of Violence (Temporary Provisions) Act 1939

The Prevention of Violence (Temporary Provisions) Act 1939 (PVA), introduced by the
Chamberlain government in response to the IRA’s mainland bombing campaign in mid-
1939, can be regarded as a forerunner to the PTA." The PVA conferred upon the Home
Secretary ‘extraordinary powers’ of expulsion, prohibition and registration, measures which

were designed to forestall further terrorist attacks against Great Britain.'*® An expulsion order

19! Roger Smith, ‘Global Threat?’ (2005) 149(5) Solicitors Journal 128, 128.

192 Clive Walker, ‘Keeping Control of Terrorists Without Losing Control of Constitutionalism’ (2007) 59
Stanford Law Review 1395, 1404. Regulations 23A and 23B (S.R.O. 36/1922), for example,
empowered the Civil Authority to make orders prohibiting individuals from entering, or residing in,
particular areas, or imposing a requirement that the subject report to the police at specific times and
dates. For detailed discussion of the operation of the Civil Authorities (Special Powers) Act (Northern
Ireland) 1922 see Donohue (n 49) 40-116.

%% David Bonner, ‘Checking the Executive? Detention Without Trial, Control Orders, Due Process and
Human Rights’ (2006) 12 European Public Law 45, 62. See also Kent Roach, The 9/11 Effect:
Comparative Counter-Terrorism (Cambridge University Press 2011) 280.

1% HC Deb 26 January 2005, vol 430, col 308 (Charles Clarke).

'%5 Ben Maclntyre, ‘Guilty until proven even guiltier’ The Times (London, January 29 2005).

1% See Owen G Lomas, ‘The Executive and the Anti-Terrorist Legislation of 1939’ [1980] Public Law
16; See also Donohue (n 49) 208-216.

9 Walker, ‘Keeping Control of Terrorists’ (n 192) 1403. .

'% The long title proclaimed the Prevention of Violence (Temporary Provisions) Act 1939 to be: An Act
to prevent the commission in Great Britain of further acts of violence designed to influence public
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could be made where the Home Secretary was ‘reasonably satisfied’ that a person'®® was
concerned in the preparation or instigation of acts of violence directed at influencing
government policy or public opinion with respect to Irish affairs or was knowingly harbouring
such a person,®® whereas prohibition orders could be issued to deny suspected terrorists
entry to the British mainland.®®' However, it is to registration orders, under which the
individual was required to register their personal details with, and report regularly to, the
police,®? that control orders bear the strongest resemblance. Whilst there are evident
similarities between the requirements imposed by registration orders and the obligations to
which controlees were made subject under the PTA, as Walker observes, ‘[registration]
orders were far less intrusive than the 2005 Act equivalents - the idea [being] to ... facilitate
surveillance rather than to avert the need for it.”® It was initially intended that this legislation
would expire after two years,?® however, through annual renewal it ultimately survived until
1954,2° by which time 190 expulsion orders, 71 prohibition orders, and 29 registration

orders had been issued.?%®

ii. The Prevention of Terrorism (Temporary Provisions) Acts 1974-1989

The policy of imposing restrictions upon suspected terrorists’ freedom of movement was also
a central feature of the Prevention of Terrorism (Temporary Provisions) Acts 1974-1989.2%

The backdrop to the enactment of this statute, which was substantially modelled on the 1939

opinion or Government policy with respect to Irish affairs; and to confer on the Secretary of State
extraordinary powers in the behalf; and for purposes connected with the matters aforesaid.

1% Expulsion and prohibition orders could only be made against individuals classified as non-
residents, or those who had been resident in Great Britain for less than twenty years. See Prevention
of Violence (Temporary Provisions) Act 1939, ss 1(2), (4).

2% prevention of Violence (Temporary Provisions) Act 1939, s 1(2).

20T ibid s 1(4).

202 ihid s 1(3).

2% \\alker, ‘Keeping Control of Terrorists’ (n 192) 1403.

204 pravention of Violence (Temporary Provisions) Act 1939, s 5(2).

2% The Prevention of Violence (Temporary Provisions) Act 1939 expired on 31 December 1954 by
virtue of the Expiring Law Continuance Act 1953, s 1(1), Sch 1, pt I, and was subsequently repealed
boy the Statute Law (Repeals) Act 1973.

2% HC Deb 15 November 1951, vol 493, col 1209.

27 The Prevention of Terrorism (Temporary Provisions) Act was originally enacted in 1974. The 1974
Act was then repealed and replaced by the Prevention of Terrorism (Temporary Provisions) Act 1976,
which was subsequently re-enacted in 1984 (Prevention of Terrorism (Temporary Provisions) Act
1984), and then again (with additions) in 1989 (Prevention of Terrorism (Temporary Provisions) Act
1989).
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Act, was again a period of intense terrorist violence, this time perpetrated by the Provisional
IRA.2%® By mid-November 1974, there had been 99 separate terrorist incidents, resulting in
145 casualties and 17 deaths.?®® However, it was the devastating dual pub bombings in
Birmingham on November 21, 1974, which left 21 people dead and a further 184 injured,
which provided the most immediate catalyst. Responding to the public’'s outrage at the
attacks, the Bill was laid before Parliament on November 28 by the Labour government’s
Home Secretary, Roy Jenkins. Despite the admittedly ‘draconian’ nature of the powers

0

contained therein,?™® aided by the overwhelming bipartisan support engendered by the

1

circumstances, the Act became law the following day,?'' a mere 180 hours after the atrocity

that had provoked its introduction.?'

The Prevention of Terrorism (Temporary Provisions) Act conferred powers upon the Home
Secretary to be exercised ‘as appears expedient to prevent acts of terrorism (whether in
Great Britain of elsewhere)’ connected with the affairs of Northern Ireland.?"® Most germane
to this discussion, the Act, in its amended 1989 incarnation, authorised the Home Secretary
to issue orders excluding persons from Great Britain,?'* Northern Ireland,?'® or the United
Kingdom,?'® if satisfied that they were or had been concerned in the commission,
preparation or instigation of acts of terrorism,?'” or were attempting, or may attempt, to enter

Great Britain with a view to being so concemed.?'® Whilst detailed analysis of the operation

29% |In December 1969, the IRA split into two factions, the Provisional IRA and the Official IRA. Since
that date the majority of Nationalist terrorism has been carried out by the Provisionals.

299 Glive Walker, The Prevention of Terrorism in British Law (2™ edn, Manchester University Press
1992) 32,

219 HC Deb 25 November 1974, vol 882, col 35. See the comments of then Home Secretary, Roy
Jenkins, who, whilst asserting that the powers were ‘fully justified to meet the clear and present
danger’, characterised the powers as ‘Draconian ... [and] unprecedented in peacetime.’

2" The Act received the Royal Assent at 9.30 am on the 29 November 1974.

212 David Bonner, ‘Responding to Crisis: Legislating Against Terrorism’ (2006) 122 Law Quarterly
Review 602, 630.

23 prevention of Terrorism (Temporary Provisions) Act 1974, s 3(1).

21 ibid Prevention of Terrorism (Temporary Provisions) Act 1989, s 5.

215 ihid s 6.

2% ihid 5 7.

27 ibid ss 5(1)(a), 6(1)(a), 7(1)(a).

28 ibid ss 5(1)(b), 6(1)(b), 7(1)(b).
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of these Acts is outside the scope of this study,?'®

it is noteworthy that the exclusion regime
endured for just under twenty-six years, eventually being brought to an end when the
Prevention of Terrorism (Temporary Provisions) Act 1989 was repealed and replaced by the

TA 2000.22°

This summary review reveals that there are clear parallels between past and present
practice regarding the use of executive orders to impose restrictions upon individual liberty in
order to prevent terrorist activity. Despite the manifest similarities between control orders
and the aforementioned powers contained in the PVA and successive Prevention of
Terrorism (Temporary Provisions) Acts, at no point during the parliamentary debates were
these precedents discussed,?' nor was any reference made to them in either of the JCHR’s

2 on the Bill. Indeed, these precedents seemingly had ‘little apparent influence’®®® on

reports
the design of the legal framework introduced by the PTA 2005, an examination of which is

the focus of the following chapter.

1% For a comprehensive discussion of this legislation, see: Walker, The Prevention of Terrorism in
British Law (n 209). See also Donohue (n 49) 216-255.

220 TA 2000, s 2(1), sch 16. The decision not to include the power to make exclusion orders in the
Terrorism Act 2000 followed Lord Lloyd's recommendation in his Report on the Inquiry into Legislation
against Terrorism (Cm 3420, 1996) that the power should not be re-enacted under new permanent
legislation. See also the Government’s consultation paper Legislation Against Terrorism (Cm 4178,
1998), Chapter 5: Exclusion.

#21 Nor were any of these antecedents mentioned in the Research Paper which accompanied the Bill:
Arabella Thorpe, The Prevention of Terrorism Bill (Bill 61 of 2004/05): House of Commons Library
Research Paper 05/14 (2005).

222 )oint Committee on Human Rights, Prevention of Terrorism Bill: Preliminary Report (2004-05, HL
61, HC 389); Joint Committee on Human Rights, Prevention of Terrorism Bill (2004-05, HL 68, HC
334).

223 \Walker, Terrorism and the Law (n 52) 300.
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Chapter 3
The Control Order Regime

Having identified the rationale for the introduction of control orders in chapter 2, this chapter
begins by considering the immediate background to, and enactment of, the PTA. This is
followed by a legal analysis of statutory scheme under which the control order system was

operated by the UK government between March 2005 and December 2011.
I. The Anti-terrorism, Crime and Security Act 2001, Part 4: Detention Without Trial

Although the extensive TA 2000 had only recently been enacted,? and ‘the UK’s armoury of
anti-terrorism measures [was] already widely regarded as among the most rigoroUs in
Europe,” the Blair government nevertheless swiftly responded to the 9/11 attacks by
introducing the ATCSA.* Part 4 of this highly contentious Act empowered the Home
Secretary to indefinitely detain, without charge or trial, non-nationals who were suspected of

international terrorism,® but whom the government could not prosecute or deport.®

The implementation of the ATCSA detention regime, labelled ‘Guantanamo “lite” by Ni
Aolain and Gross,” and viewed by some as entailing the resurrection of the draconian policy

of internment previously used in Northern Ireland,® necessitated the entry of derogations

! : See pp 33-41.

2 The TA 2000, which comprises 131 sections and 16 schedules, received the Royal Assent on 20
July 2000, and came into force on 19 February 2001.

JCHR Anti-terrorism, Crime and Security Bill (2001-02, HL 37, HC 372) para 30.

* The ATCSA was subject to a remarkably rapid passage through Parliament, the Bill being
introduced on 19 November 2001, and receiving the Royal Assent a mere 25 days later on 14
December 2001.
> ATCSA, ss 21-23. Section 21(1) provided that a certificate could be issued against an individual
where the Secretary of State (a) reasonably believed that the person’s presence in the United
Kingdom was a risk to national security, and (b) reasonably suspected that the person was a terrorist.
The power to detain following certification was contained in s 23(1).

® See Human Rights Act 1998 (Designated Derogation) Order 2001 S| 201/3644, sch. The reasons
why the government is unable to prosecute or deport certain terrorist suspects is discussed in chapter
2 of this thesis (pp 34-36).

” Fionnuala Ni Aolain and Oren Gross, ‘Introduction: Guantanamo and Beyond’ in Fionnuala Ni Aolain
and Oren Gross (eds), Guantanamo and Beyond: Exceptional Courts and Military Commissions in
Comparatlve Perspective (Cambridge University Press 2013) 33.

Amnesty International described the Part 4 powers as ‘a disturbing echo of the disastrous internment
of the early 1970s that proved so counter-productive in the context of the conflict in Northern Ireland’:
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from Article 5(1) ECHR® and Article 9 ICCPR.'™ The Part 4 scheme, which existed from 14
December 2001 to 14 March 2005," proved ‘immensely controversial throughout its short
life’,'® and was subject to vehement criticism from a variety of parliamentary committees,‘3
NGOs," and academic commentators.' It was, however, the ‘body blow''® dealt to the
regime by the House of Lords’ decision in A and Others v Secretary of State for the Home
Department (the Belmarsh case)" that ultimately led the to the replacement of detention
under Part 4 with control orders. In A,'® while it was accepted by all but Lord Hoffmann'® that
there existed within the UK an ‘emergency threatening the life of the nation’ sufficient to
satisfy the threshold for derogation under Article 15 ECHR,?® by a majority of 8-1,%' the Law
Lords held that ATCSA, s 23 was incompatible with Articles 5 and 14 of the ECHR. As Lord
-Bingham explained, the s 23 detention power was deemed to be both disproportionate, in
that it ‘left British suspected terrorists at large’ whilst allowing ‘non-UK suspected terrorists to
y 22

leave the country with impunity’,” and discriminatory, as it differentiated between suspected

international terrorists ‘on the ground of nationality or immigration status.’®® The derogation

United Kingdom: Human Rights: A Broken Promise (2006) 14. See also Helen Fenwick, ‘The Anti-
terrorism, Crime and Security Act 2001: A Proportionate Response to September 11 20017 (2002)
65(5) MLR 724, 737; Kent Roach K, The 9/11 Effect: Comparative Counter-Terrorism (Cambridge
University Press 2011) 271.

® Human Rights Act 1998 (Designated Derogation) Order 2001 Sl 201/3644.

' UK Derogation under the ICCPR, 18 December 2001.

"' During the regime’s lifetime, 16 foreign nationals were detained under Part 4, two of whom
(Ajouaou and F) voluntarily left the UK for France and Morocco. One additional individual was certified
under ATCSA, s 21 but detained under other powers. See HC Deb 18 November 2003, vol 413, col
27WS (David Blunkett).

'2 Conor Gearty, ‘Terrorism and Human Rights' (2007) 42(3) Government and Opposition 340, 358.

¥ See Privy Counsellor Review Committee, Anti-terrorism, Crime and Security Act 2001, Review:
Report (HC 2003-04, 100) paras 185-204; JCHR, Anti-terrorism, Crime and Security Act 2001:
Statutory Review and Continuance of Part 4 (2003-04, HL 38, HC 381).

* See Amnesty International, Human Rights: A Broken Promise (2006) 13-17.

'® Tomkins, for example, described the ATCSA as ‘the most draconian legislation Parliament has
passed in peacetime in over a century: Adam Tomkins, ‘Legislating Against Terror; The Anti-
terrorism, Crime and Security Act 2001’ [2002] Public Law 205, 205. See also Fenwick, ‘The Anti-
terrorism, Crime and Security Act 2001’ (n 8).

'® Mary Arden, ‘Human Rights in the Age of Terrorism’ (2005) 121 LQR 604, 605.

7 [2004] UKHL 56.

'® A and Others v Secretary of State for the Home Department [2004] UKHL 56.

*° ibid [88]-[97).

20 ihid. See, for example, [119] (Lord Hope) and [154] (Lord Scott).

2| ord Walker dissenting [191]-[218].

22 ibid [43]. As Lord Nichols noted, the detainees’ prison was said to be one with ‘only three walls’
81].

g ibid [73]. See also [157] (Lord Scott).
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order was therefore quashed and a declaration of incompatibility was made under s 4 of the

HRA.

l. The Introduction of the Prevention of Terrorism Act 2005

The Government's initial response to the House of Lords’ decision in A was delivered in the
form of a written ministerial statement issued by the Home Secretary to Parliament on the
day of the judgment.?* In this robustly worded statement Charles Clarke made it clear that,
despite the declaration of incompatibility, the Part 4 provisions would remain in force, it being
for Parliament, rather than the courts, to decide whether, and in what manner, the law should
be amended.?® Clarke also explained that he would not be revoking the certificates or
releasing any of the detainees as it was believed they continued to pose a significant threat

to national security.?®

The following Monday witnessed a return to the discussion of the Belmarsh judgment in the
House of Commons.?” Despite vigorous questioning and calls for clarification in respect of
how the Government intended to respond to the decision, the Home Secretary asserted that
he would not be rushed into coming to a conclusion on such a crucial issue, insisting that no
statement would be made until due consideration had been given to the Law Lords’
judgment.?® In fact, it was not to be until over a month later that the legislative consequences

of A?° were actually revealed.

On 26 January 2005, the Home Secretary made a statement to the House of Commons on
the future of the Part 4 powers.®® In this, he confirmed that, although the Government
maintained that the powers had been justified and had played a crucial role in addressing

the post-9/11 public emergency and containing the threat posed by those certified and

:: HC Deb 16 December 2004, vol 428, col 151WS (Charles Clarke).
ibid.

% ibid.

2 HC Deb 20 December 2004, vol 428, cols 1911-1919 (Charles Clarke).

;: HC Deb 20 December 2004, vol 428, cols 1911-1912 (Charles Clarke).
A (n 18).

% HC Deb 26 January 2005, vol 430, cols 305-306 (Charles Clarke).
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detained under them,®' he accepted the House of Lords’ declaration that ATCSA, s 23 was
incompatible with the ECHR.** Having reiterated his conviction that there remained a public
emergency threatening the life of the nation, the Home Secretary announced that the
detention regime was to be replaced by a ‘twin-track approach’, comprising, deportation with
assurances for foreign nationals,®® and a new mechanism, control orders, for use against
those suspected of involvement in terrorism-related activity who could not be prosecuted or

deported.®*

Elaborating upon the planned measures, the Home Secretary explained that control orders
would be preventive in nature, being designed to ‘disrupt those seeking to carry out attacks—
whether [in the UK] ... or elsewhere—or who are planning or otherwise supporting such

activities.”®

The orders would allow for the imposition of controls tailored to the specific
threat posed by each individual, and would be applicable to any suspected terrorist,
irrespective of nationality, thus addressing the Law Lords’ concerns regarding proportionality
and discrimination.®® Next, Clarke turned to the timescale for enacting the proposals.
Although mindful of the serious time pressures involved, a Bill was to be introduced as soon

as practicable in order that the control orders legislation could be passed in time to obviate

the need for renewal of the Part 4 powers,* which were due to expire on 14 March.®

3 According to the Home Secretary, the justification for the Part 4 ‘immigration powers’ derived from
the fact that, in the immediate aftermath of 9/11, the terrorist threat ‘appeared to come predominantly,
albeit not exclusively, from foreign nationals’, combined with the need, pursuant to UN Security
Council Resolution 1373 ((28 September 2001) UN Doc S/RES/1373), to take ‘positive action against
gerlpatetlc terrorists’ living in the UK: HC Deb 26 January 2005, vol 430, col 306 (Charles Clarke).

HC Deb 26 January 2005, vol 430, cols 305-306 (Charles Clarke).

® The ‘assurances’ mentioned refer to ‘diplomatic assurances’ against treatment that would
contravene Article 3 of the ECHR. This system is based upon ‘Memoranda of Understanding’ with
countries to which terrorist suspects may be deported, whereby the receiving state agrees that, if
detained following deportation, the deported person will be ‘afforded adequate accommodation,
nourishment, and medical treatment, and will be treated in a humane and proper manner, in
accordance with internationally accepted standards’: JCHR, The UN Convention Against Torture
g2005 -06, HL 185-1, HC 701-I) para 105. See chapter 2 of this thesis.

HC Deb 26 January 2005, vol 430, cols 306-307 (Charles Clarke). See chapter 2 of this thesis.
% - HC Deb 26 January 2008, vol 430, col 307 (Charles Clarke).

|b|d

By virtue of s 29 of the ATCSA, ss 21-23 were subject to annual renewal by order approved by
resolution in both Houses of Parliament.
% HC Deb 26 January 2005, vol 430, col 308 (Charles Clarke).
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Whilst the Government sagaciously decided to repeal ATCSA, Part 4 in response to the Law
Lords’ issuance of a declaration of incompatibility, they were under no legal obligation to do
so. Consistent with the constitutional doctrine of parliamentary sovereignty, a declaration
issued by a court®® under HRA, s 4, ‘does not affect the validity, continuing operation or
enforcement of the provision in respect of which it is given.”® Thus, the fact that the
government is not compelled to revoke the offending provision means that, as was
acknowledged by Lord Scott in A, ‘the import of such a declaration is political not legal.’*!
However, had the Government opted not to act upon the Lords’ decision, it is likely that any
attempt to secure the renewal of the Part 4 powers would have met with virtually
insurmountable opposition from the House of Lords acting in its legislative capacity.
Furthermore, as Bonner suggests, ignoring the declaration ‘would have devalued the
constitutional settlement embodied in the HRA ... and enhanced the risk of adverse
comment by the European Court of Human Rights ... on the efficacy of a Declaration of

Incompatibility as a remedy’.*?

i. The Prevention of Terrorism Bill

The Prevention of Terrorism Bill*®

was announced in a Business Statement on Monday 21
February 2005, which listed it for debate on Second Reading two days later, with the
Committee and remaining stages scheduled for the following Monday.** This expedited
timetable, and the consequent curtailment of the opportunity for rigorous scrutiny and

debate, unsurprisingly engendered consternation amongst parliamentarians,*® along with

% Only certain courts are able to make declarations of incompatibility. The HRA, s 4(5) specifies that
the courts which have this power are the Supreme Counrt, the Judicial Committee of the Privy Council,
the Court Martial Appeal Court; in Scotland, the High Court of Justiciary sitting otherwise than as a
trial court or the Court of Session; in England and Wales or Northern Ireland, the High Court or the
Court of Appeal.

“* HRA, s 4(6)(a); nor is it ‘binding on the parties to the proceedings in which it is made’ (s 4(6)(b)).

*! A (n 18) [142] (Lord Scott).

2 David Bonner, ‘Checking the Executive? Detention Without Trial, Control Orders, Due Process and
Human Rights’ (2006) 12 European Public Law 45, 59.

8 prevention of Terrorism HC Bill (2004-05) [61].

* HC Deb 21 February 2005, vol 431, col 21 (Rt Hon Peter Hain MP, Leader of the House).

* HC Deb 21 February 2005, vol 431, cols 21-30; see also Robert Verkaik and Nigel Morris, ‘MPs
Condemn House Arrest and Tagging Plan to ‘Control’ Terror Suspects’ The Independent (London 27
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attracting negative comment from the JCHR* and condemnation from a range of human
rights organisations.*” Introducing the Bill in the House of Commons, the Home Secretary
sought to justify the rapidity with which it was to progress through the legislative process on
the grounds that simply renewing the Part 4 powers would be to fly in the face of the Law
Lords’ judgment and create an ‘uncertain and unsolid’ regime which would likely be subject
to challenge in the ECtHR.*” The claim that prolonging the life of Part 4 was not an
acceptable option,*® and that in enacting measures to replace it time was therefore of the
essence, is, to some degree, persuasive. However, this does not detract from the fact thét
affording negligible parliamentary time to a statute with far-reaching human rights
implications merely seems to conform to the lamentable pattern which has emerged in
relation to the passing of much of the UK’s anti-terrorism legislation.® Furthermore, in this
instance the Government'’s failings are rendered particularly acute due to their having been
forewarned by the Newton Committee in December 2003 that legislation to replace the Part

4 detention powers was needed as a matter of urgency.®'

Following this inauspicious start, the Bill then had an exceptionally turbulent passage
through Parliament, the Government's proposals being met with fierce cross-party

criticism.*® Various aspects of the regime provoked intense controversy, principal amongst

January 2005) <www.independent.co.uk/news/uk/crime/mps-condemn-house-arrest-and-tagging-
plan-to-control-terror-suspects-488385.html> accessed 30 June 2014,

% JCHR, Prevention of Terrorism Bill: Preliminary Report (2004-05, HL 61, HC 389) para 8;
Prevention of Terrorism Bill (2004-05, HL 68, HC 334) para 1.

47 See, for example, Amnesty International, The Prevention of Terrorism Bill: A Grave Threat to
Human Rights and the Rule of Law in the UK (2005) Al Index EUR 45/005/2005 (Public); Liberty,
Prevention of Terrorism Bill: Liberty’s Briefing for Second Reading in the House of Commons (2005)
para 1.

“8 HC Deb 22 February 2005, vol 431, col 159 (Charles Clarke).

*? The Shadow Home Secretary, David Davis, had expressed the Opposition’s willingness to support
a temporary renewal of the Part 4 powers so as to allow the House of Commons adequate time to
consider the Bill: HC Deb 22 February 2005, vol 431, col 157 (Charles Clarke).

*® House of Lords Select Committee on the Constitution, Fast Track Legislation: Constitutional
Implications and Safeguards (HL 2008-09, 116-1) paras 65-82. See also Conor Gearty, Can Human
Rights Survive?: The Hamlyn Lectures 2005 (Cambridge University Press 2006) 105; David Bonner,
‘Responding to Crisis: Legislating Against Terrorism’ (2006) 120 LQR 602.

*' Privy Counsellor Review Committee, Report (n 13) para 4.

%2 For detailed discussion of the Bill's passage through parliament see Laraine Hanlon, ‘UK Anti-
Terrorist Legislation: Still Disproportionate?’ (2007) 11 International Journal of Human Rights 481,
491-497.
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which were the standard of proof applicable to the decision to impose a control order,* the
timing and extent of judicial involvement in the making and review of the orders, and the
absence of provision for ongoing Privy Counsellor review.>* A further point of contention was
the Government’s refusal to include a sunset clause providing for the automatic expiry of the
Act.®® It was argued by members of both Houses that the insertion of such a clause was
essential to ensure that there would be an opportunity for a more thorough appraisal of

appropriate counter-terrorism measures within an acceptable time-frame.®

Not only does the Prevention of Terrorism Bill have the dubious honour of giving rise to the
longest sitting of the House of Lords ever recorded,” but it also became ‘the catalyst for the
most severe bout of disagreement between the Houses of Commons and Lords in modern
history.”® The Bill caused a bitter standoff between the two parliamentary chambers, with the
government-controlled House of Commons repeatedly rejecting the Lords’ proposed
amendments.>® However, the deadlock was eventually broken with the promise that, in lieu
of the desired sunset clause, a new draft counter-terrorism Bill would be published in autumn
of 2005, that, amongst other things, would allow for a comprehensive review, amendment,
and if necessary, complete repeal, of the control orders legislation.?® The PTA therefore
came into force upon receiving the Royal Assent on March 11 2005,%" just 18 days after its

introduction in Parliament.

%3 HC Deb 10 March 2005. vol 431, col 1770 (Dominic Grieve).

> HC Deb 10 March 2005, vol 431, col 1804 (Dominic Grieve).

*® The Conservatives proposed the introduction of a clause providing that the Act would expire on 30
November 2005.

% See HC Deb 10 March 2005, vol 431, cols 1768-1770.

% See the comments of Lord Falconer, HL Deb 10 March 2005, vol 670, col 1059. The sitting of
March 10 2005 actually lasted until 7.00 p.m. on March 11.

%8 Clive Walker, ‘Keeping Control of Terrorists Without Losing Control of Constitutionalism’ (2007) 59
Stanford Law Review 1395, 1408.

% The Bill passed between the two Houses four times in an epic parliamentary session which lasted
over 30 hours. See House of Lords Select Committee on the Constitution, Fast Track Legislation (n
50) paras 81-82.

@ HL Deb 10 March 2005, vol 431, cols 1058-1062.

8 Excepting section 13(2), which entered into force on 14 March 2005.
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Following the enactment of the PTA, ss 21-32 of the ATCSA were repealed with effect from
14 March 2005,%2 and the associated derogation from Article 5 ECHR rescinded.®®
Immediately prior to this, however, those still in detention pursuant to Part 4 were released
by the SIAC.%* Synchronous with the PTA’s entry into force, on 11 March, eight® of the
remaining detainees were released on bail by the SIAC chairman, Mr Justice Ouseley.® The
stringent, yet exceptionally short-lived, bail conditions® imposed were to directly foreshadow
the obligations to which the former detainees were subsequently made subject under the
control orders issued against them by the Home Secretary in the first exercise of his newly

acquired powers.%®
lll. Control Orders: The Statutory Scheme

The PTA comprised sixteen sections and one schedule. Sections 1-9 set out by whom, and
in what circumstances, control orders could be made, the obligations they could impose, and
the offences associated with their breach.®® Sections 10-12 dealt with the procedure for

appeals against control orders, the court's powers on appeal, and issues of jurisdiction

2 PTA, ss 16(2)(a), 16(3). However, pursuant to PTA, s 16(4), repeal was not to ‘prevent or otherwise
affect any ongoing appeals or claims for compensation brought under ATCSA, s 25(1).

® Human Rights Act 1998 (Amendment) Order 2005 Sl 2005/1071, which came into force on 8 April
2005.
® See R Ford, ‘Terror Suspects Freed on Bail' The Times (London 12 March 2005) Home 6.
65B E, H, K, P, Q, Abu Qatada and Mahmoud Abu Rideh.

% Detainee A, an Algerian national, had been released on bail by the SIAC on 10 March 2005 under

the same conditions that were to be applied to the other eight detainees. Detainee G, who was
already on bail (G v Secretary of State for the Home Department, SIAC App No SC/2/2002 (20 May
2004)) had his conditions relaxed. An eleventh (former) Part 4 detainee, |, was serving a prison
sentence for other offences.
% The conditions included a 12 hour curfew (19.00-7.00), the requirement to reside at their home
address, wear an electronic tag, and permit the police and other officials to carry out searches of their
residence. In addition, the conditions allowed the use of one fixed telephone line, imposed a ban on
the use of mobile phones or the internet, along with prohibiting meeting anyone inside or outside their
residence without prior Home Office authorisation. See ‘Keeping Them Under Control’ Times (12
March 2005) Home 7; see also Mike Nellis, ‘Electronic Monitoring and the Creation of Control Orders
for Terrorist Suspects in Britain’ in Tahir Abbas (ed), /slamic Political Radicalism: A European
Perspect/ve (Edinburgh University Press 2007) 270-272.

® Non- -derogating control orders were made against the former detainees by the Home Secretary on
11 March 2005 under PTA, s 3(1)(b) and (c). HC Deb 16 June 2005, vol 435, cols 23-24WS.

% This part of the PTA also contained provisions on: arrest pending the making of a derogating
control order (s 5); the revocation or modification of a control order (s 6); and criminal investigation
after a control order had been made (s 8).
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relating to control order decisions and derogation matters.” The duration of sections 1-9,”"
requirements for reporting and review, general interpretation, and connected repeals of
legislation were covered in sections 13-16. The Schedule to the Act contained a range of
provisions pertaining to control order proceedings and appeals, along with conferring special

powers to make the rules of court to be followed in such proceedings.

The centrepiece of the PTA was the control order regime. A control order was statutorily
defined as ‘an order against an individual that imposes obligations on him for purposes
connected with protecting members of the public from a risk of terrorism.””? These orders
could be made against any individual, irrespective of nationality or the nature of the terrorism
involved.” Whilst only foreign nationals who were suspected of involvement in international
terrorism, specifically those with links to Al-Qaeda and its associated networks,” could be
detained under the ATCSA,” the control order provisions applied to both non-nationals and
British citizens. That the 2005 Act was substantially broader in scope than its predecessor
was perceived by some to be a cause for concern. Hanlon, in particular, was especially

critical of this extension, suggesting that it created a ‘deeply disturbing’ potential for misuse

" In addition, s 12 dealt with the effect of the court's decisions on earlier convictions.

! Pursuant to PTA, s 13, sections 1-9 of the Act (the control order powers) were subject to annual
renewal.

2 PTA, s 1(1). PTA, s 15(1) specified that 'the public' meant ‘the public in the whole or a part of the
United Kingdom or the public in another country or territory, or any section of the public’, and that
‘terrorism' had the same meaning as in s 1 of the Terrorism Act 2000. For a detailed discussion of the
definition of terrorism contained in TA 2000, see Lord Carlile, The Definition of Terrorism (Cm 7052,
2005); David Anderson, The Terrorism Acts in 2013: Report of the Independent Reviewer on the
Terrorism Act 2000 and Part 1 of the Terrorism Act 2006 (2014) 75-98. See also Clive Walker, 'The
Legal Definition of "Terrorism" in United Kingdom Law and Beyond' [2007] Public Law 331.

® During the Prevention of Terrorism Bill's First Reading in the House of Commons, the Rt Hon Lady
Hermon MP asked the Home Secretary to confirm whether control orders would be applicable against
Martin McGuinness and Gerry Adams, as ‘members of the IRA army council’. Charles Clarke, whilst
refusing to comment on individual cases, confirmed that the PTA provided a ‘framework to deal with
all forms of terrorism’: HC Deb 22 February 2005, vol 431, col 165.

*In A v Secretary of State for the Home Department (No.2) [2004] EWCA Civ 1123, the Court of
Appeal held that the ATCSA’s detention provisions applied only to those whose suspected
involvement in international terrorism was specifically linked to Al-Qaeda and its associated networks,
and that Part 4 could not therefore be used to detain foreign individuals belonging to other terrorist
organisations such as ETA or the Real IRA. See [64]-[65] (Pill LJ); [216]-[217] and [220]-[221] (Laws
LJ) and [373]-[375] (Neuberger LJ).

® ATCSA, s 23.
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of the Act’'s powers.”® However, as the Home Secretary explained at the time the control
order proposals were unveiled, the PTA’'s more expansive ambit reflected the fact that by
2005 it had become apparent that the terrorist threat to the UK emanated not only from
networks of foreign nationals with international links, but also from British citizens.”” Indeed,
although the PTA was enacted prior to the 7/7 attacks, the threat posed by British based
jihadists™ had already been demonstrated by the 'shoe bomber' Richard Reid,”® Ahmed
Omar Saeed Sheikh,?® and Asif Mohammed and Hanif Omar Khan Sharif.?' Thus, whilst it is
clearly imperative that the reach of the state’s counter-terrorism powers be limited to
legitimate targets, the nature of the contemporary terrorist threat dictates that it is necessary

for measures such as control orders to apply equally to nationals and non-nationals.

Pursuant to s 1(3), a control order could impose any obligations that the Secretary of State
or the court considered necessary for purposes connected with preventing or restricting the
controlled person’s involvement in terrorism-related activity.®? Under s 1(9), ‘involvement in

183

terrorism-related activity’®® was ‘afforded a very wide definition’,®* and could consist of any

one or more of the following:

" Hanlon suggested that the PTA’'s ‘broader perspective’ gave rise to the possibility that control
orders could be used against ‘hunt supporters, animal rights activists, members of ‘Fathers for
Justice’, parents dismantling a mobile telephone mast in their children’s school playground,
environmentalists, liberals, and defenders of civil rights,” and that the powers could therefore
potentially be employed by an unscrupulous government as a tool to ‘crush any dissent.’” Laraine
Hanlon ‘UK Anti-Terrorist Legislation’ (n 52) 498-499.

7 According to the Home Secretary, by 2005 it had become clear that British nationals were ‘now
playing a more significant role’ in the threats facing the UK: HC Deb 26 January 2005, vol 430, col
306.

’® See Clive Walker, ‘Terrorism: Prevention of Terrorism Act 2005 ss.2 and 3 — Non-Derogating
Control Order — Whether “Deprivation of Liberty Under European Convention on Human Rights Art.5’
$2008) 6 Criminal Law Review 486, 495.

Reid, who was born in Bromley, South London, unsuccessfully attempted to blow up a plane on a
transatlantic flight (American Airlines Flight 63) between Paris and Miami on 22 December 2001 by
detonatlng explosive devices concealed in his shoes.

° Sheikh, who was bom in London, was the alleged mastermind of the kidnapping and murder of the
Damel Pearl, a writer for the Wall Street Journal, in Pakistan in 2002.

' Hanif (who was killed in the attack) and Sharif were British-born terrorists involved in the suicide
bombing of a bar in Tel Aviv on 30 April 2003, in which three people were killed and over 50 more
were injured.

2 PTA, s1(3). The Prevention of Terrorism Bill (HC Bill (2004-05) [61], as originally introduced,
provided that the obligations imposed should be considered necessary for preventing or restricting the
mleldual's ‘further’ involvement in terrorism-related activity (cl 1(2)).

8 A proposal to constrain the definition of ‘terrorism-related activity’ by inserting the word “intended”
into (b), (c) and (d) was rejected, Lord Falconer insisting that there were sufficient safeguards in the
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(a) the commission, preparation or instigation of acts of terrorism;

(b) conduct which facilitates the commission, preparation or instigation of such
acts, or which is intended to do so;

(c) conduct which gives encouragement to the commission, preparation of
instigation of such acts, or which is intended to do so;

(d) conduct which gives support or assistance to individuals who are known or
believed by the individual concerned to be involved in conduct falling within
paragraphs (a) to (c). *°

The Act and accompanying documentation also made it clear that the obligations imposed
could be designed to prevent involvement in terrorism-related activity generally, rather than
just the specific activity which formed the basis for the Home Secretary’s decision to make,

or apply for the making of, the control order.%

The types of 'obligation' that could be imposed on a ‘controlee’ under a control order were

listed in s 1(4) of the Act. This ‘menu of potential obligations’®” comprised:

(a) a prohibition or restriction on his possession or use of specified articles or
substances;

(b) a prohibition or restriction on his use of specified services or specified facilities, or on
his carrying on specified activities;

(c) arestriction in respect of his work or other occupation, or in respect of his business;
(d) a restriction on his association or communications with specified persons or with
other persons generally; "

(e) a restriction in respect of his place of residence or on the persons to whom he gives
access to his place of residence;

(f) a prohibition on his being at specified places or within a specified area at specified
times or on specified days;

legislation to ensure that it was ‘extraordinarily unlikely that the [Act] would catch people who were not
in fact terrorists, but were inadvertently caught up in terrorism in some way’: HL Deb 3 March 2005,
vol 670, cols 458-60.

® Helen Fenwick, Civil Liberties and Human Rights (4™ edn, Routledge 2007) 1441.

8 Section 1(9)(d), which originally read, ‘conduct which gives support or assistance to individuals who
are known or believed to be involved in terrorism-related activity’, was amended by section 79(1) of
the CTA 2008. This amendment, which became effective on 16 February 2009 (Counter-Terrorism
Act 2008 (Commencement No. 2) Order 2009), was made in order to remove any ‘unintended
ambiguity in the original definition.’ The revised definition is deemed to have had effect since the PTA
came into force in 2005 (CTA 2008, s 79(2)), reflecting the fact that 'this [was] the way the provision
[had] always been interpreted and ... applied’ (Explanatory Notes to the Counter-Terrorism Act 2008,
Eearas 218-219.

PTA, s 1(9) provided that ‘for the purposes of this subsection it is immaterial whether the acts of
terrorism in question are specific acts of terrorism or acts of terrorism generally.’ See also Explanatory
Notes to the Prevention of Terrorism Act 2005, para 31.
¥ Lord Carlile, First Report of the Independent Reviewer Pursuant to Section 14(3) of the Prevention
of Terrorism Act 2005 (2006) para 31.
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(g) a prohibition or restriction on his movements to, from or within the United Kingdom, a
specified part of the United Kingdom or a specified place or area within the United
Kingdom;

(h) a requirement on him to comply with such other prohibitions or restrictions on his
movements as may be imposed, for a period not exceeding 24 hours, by directions
given to him in the specified manner, by a specified person and for the purpose of
securing compliance with other obligations imposed by or under the order;

(i) a requirement on him to surrender his passport, or anything in his possession to
which a prohibition or restriction imposed by the order relates, to a specified person
for a period not exceeding the period for which the order remains in force;

(j) arequirement on him to give access to specified persons to his place of residence or
to other premises to which he has power to grant access;

(k) a requirement on him to allow specified persons to search that place or any such
premises for the purpose of ascertaining whether obligations imposed by or under
the order have been, are being or are about to be contravened;

(I) a requirement on him to allow specified persons, either for that purpose or for the
purpose of securing that the order is complied with, to remove anything found in that
place or on any such premises and to subject it to tests or to retain it for a period not
exceeding the period for which the order remains in force;

(m)a requirement on him to allow himself to be photographed;

(n) a requirement on him to co-operate with specified arrangements for enabling his
movements, communications or other activities to be monitored by electronic or other
means; _

(o) a requirement on him to comply with a demand made in the specified manner to
provide information to a specified person in accordance with the demand;

(p) a requirement on him to report to a specified person at specified times and places.

Supplemental to subsection (4)(n),%® s 1(6) provided that controlled persons could be
required to cooperate with practical arrangements for monitoring control orders, such as

wearing, using and maintaining apparatus as directed.®

Despite its considerable breadth, the list of obligations set out under s 1(4) was not

exhaustive, a fact which attracted trenchant criticism from various members of the House of

Lords during the legislative process. Lord Plant, for example, described the list as ‘long,
» 90

onerous, open-ended and somewhat indefinite’,”™ whilst Lord Kingsland opined that it would

be ‘quite wrong' to treat the list as merely illustrative, contending that the need for

% PTA, s 1(4)(n).

¥ PTA, s 1(6). PTA, s 16(5) provided that, for purposes connected with monitoring compliance with
control order obligations, whether by electronic or other means, the Home Secretary could enter into
guch contracts and arrangements with third-parties as he considered appropriate.

° HL Deb 3 March 2005, vol 670, col 428.
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prospective controlees to be able to foresee the measures to which they may be subject.
demanded that it be deemed conclusive.”' The s 1(4) list's non-exclusivity, coupled with the
open-ended discretion conferred under s 1(3) to impose any obligations considered
necessary, was also questioned by the JCHR on grounds of possible incompatibility with the
ECHR'’s requirement that interferences with the rights contained in Articles 8-11 of the

Convention be ‘prescribed by law’.%

Integral to the control orders regime was the power to restrict a person’s movements.
Section 1(5) provided that an order could require the controlee ‘to remain at or within a
particular place or area (whether for a particular period or at particular times or generally)’,
thus allowing for the imposition of curfews, and, more controversially, ‘house arrest’. This
was accompanied by the ability to prohibit, or impose geographical limitations upon, a
person’s movements.® In addition, it was specified by s 1(7) that a controlee could be
required to provide information, in particular details relating to their proposed movements or
other activities.’* Under s 1(8), a prohibition, restriction or requirement imposed by a control
order could be expressed in a manner that enabled it to be waived if the controlee obtained

prior permission from a ‘specified person’.*®

The PTA made provision for two species of control order, non-derogating and derogating.
The distinction between these orders was predicated upon the dividing line drawn within
ECHR jurisprudence between permissible interferences with freedom of movement and
deprivations of liberty. Those that were perceived to be compliant with right to liberty and

security of person guaranteed by Article 5 ECHR were termed ‘non-derogating’ control

" HL Deb 3 March 2005, vol 670, cols 425-26). In addition, a range of amendments were proposed
that would have had the effect of expressly precluding the imposition of certain obligations, such as
ones preventing or restricting the controlee from voting in person in elections (Amendment No 26), or
requiring the controlled person to leave the United Kingdom (Amendment No 29). See Hansard HL
Deb 3 March 2005, vol 670, cols 426-29.

%2 JCHR, Preliminary Report (n 46) para 18.

B PTA, s 1(5).

*ibid s 1(7)

% ibid s1(8). See also Explanatory Notes to the Prevention of Terrorism Act 2005, para 24.
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orders,” whereas those which, due to the severity of the obligations thereby imposed, would
actually deprive the controlee of their liberty, were known as ‘derogating’ control orders.”
Reflecting their differing levels of stringency, there were significant divergences in relation to
the processes for the making of non-derogating and derogating orders. The following
sections will therefore progress to a more detailed analysis of each type of order,
encompassing an examination of the procedures and personnel involved in their imposition,

monitoring and review.
IV. Non-derogating Control Orders

The PTA defined a non-derogating control order as a ‘control order made by the Secretary of
State’.*® Non-derogating orders could include such obligations as the Home Secretary
considered necessary for purposes connected with preventing or restricting the controlee’s
involvement in terrorism-related activity.”® They could not, however, contain obligations that
were incompatible with the Article 5 right to liberty.'® The Act therefore essentially
distinguished non-derogating from derogating control orders on the basis that the former
were made by the Home Secretary, rather than by the court,'®' and could only impose

conditions short of a deprivation of liberty.'®

% ibid s 2.

%" ibid s 4.

% PTA, ss 2(3), 15(1). Walker, with some justification, described this statutory definition as ‘unhelpful’,
suggesting that a non-derogating control order might have been better defined as ‘an order which
does not contain derogating obligations’: Clive Walker, Blackstone’s Guide to the Anti-Terrorism
Legislation (2™ edn, OUP 2009) para 7.27. In the Explanatory Notes to the Prevention of Terrorism
Act 2005, non-derogating control orders were referred to as, ‘Control orders that do not involve
derogating from the European Convention on Human Rights ...." (para 5).

% PTA, s 1(3). Note, however, that s 2(9) stated: ‘It shall be immaterial, for the purposes of
determining what obligations may be imposed by a control order made by the Secretary of State,
whether the involvement in terrorism-related activity to be prevented or restricted by the obligations is
connected with matters to which the Secretary of State's grounds for suspicion relate.’” This provision
indicated that the obligations imposed by a non-derogating order could therefore be designed to
prevent or restrict involvement in any terrorism-related activity, not just the activity to which the Home
Secretary’s grounds for suspicion related.

90 pTA s 1(2)(a).

1% As discussed below, derogating control orders were to be made by the court on an application by
the Home Secretary (PTA, ss 1(2)(b), 4(1)).

12 pTA s 1(2).
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i The Procedure for Making Non-derogating Control Orders

The Prevention of Terrorism Bill, "%

as originally drafted, empowered the Home Secretary to
make non-derogating control orders.'™ The lack of any judicial involvement prior to the
issuing of a non-derogating order proved to be a particularly contentious aspect of the

proposed scheme, provoking heated debate within Parliament,'®

and being condemned by
JUSTICE as ‘one of the Bill's most glaring flaws ....""% Seeking to justify the procedure in the
House of Commons, Charles Clarke explained that the Government believed there were
three reasons why the Home Secretary should impose non-derogating orders.'” First, that
the protection of national security was the responsibility of the government. Second, that
there was no legal or constitutional principle that precluded the Home Secretary from making
such orders.'® Thirdly, it was argued that, as making control orders involved ‘an analysis of
the overall security situation and assessments of risks posed by a particular individual ...’,

and required the ‘careful sifting of a wide range of intelligence material’, the Home Secretary

was better placed than the courts to perform this function.'®

During the Bill's passage through Parliament, the allocation of the power to make non-
derogating control orders to the Home Secretary, and the limited nature of the court’s ex

post supervisory jurisdiction,''® were extensively criticized by members of both Houses.™" In

1% Prevention of Terrorism HC Bill (2004-05) [61], as introduced in the House of Commons on 22
February 2005.

% ibid, ¢l 1(1).

1% See, for example, HC Deb 22 February 2005, vol 431, cols 156-160.

1% JUSTICE and the International Commission of Jurists, Prevention of Terrorism Bill: Joint Briefing
for House of Lords Second Reading (2005) para 48. See also Human Rights Watch, Commentary on
the Prevention of Terrorism Bill (2005) 4; Amnesty International, The Prevention of Terrorism Bill: A
Grave Threat to Human Rights and the Rule of Law in the UK (2005) 2.

1 HC Deb 9 March 2005, vol 431, col 1575.

1% Charles Clarke also went on to state that ‘there is nothing in the law of the European Convention
on Human Rights that requires the judiciary to-make such orders’: HC Deb 9 March 2005, vol 431, col
1575.

1% ibid. See also HC Deb 28 February 2005, vol 431, col 695 (Charles Clarke). Walker dismisses this
contention as implausible, ‘given that judges regularly have to assess materials (and occasionally
must assess claims) relating to national security in other contexts: Walker, ‘Keeping Control of
Terrorists’ (n 58) 1420.

19 Under the Bill, after a non-derogating order had been made, the controlled person was to be given
a right to appeal to the High Court against the making of the order (cl 7(1)). In hearing such an
appeal, the court's function was limited to determining whether the Home Secretary’s decision to
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its Report on the Bill? the JCHR also expressed strong concern regarding the restricted role
given to the court,’*? insisting that prior judicial involvement was required as an ‘independent
safeguard against arbitrary deprivations of liberty ...."'"® In addition, the Joint Committee
disputed the Government’s assertion that the Home Secretary was best placed to decide

whether to impose control orders, observing that:

Both the Home Secretary and the Prime Minister have been very candid in
saying that they are proposing legislation of this exceptional kind because
they do not want it to be possible for them to be accused of not doing more to
protect the public in the event of a terrorist attack succeeding ... A person
who is determined to avoid being accused of failing to do more to protect the
public is extremely unlikely to be the best person to conduct a rigorous
scrutiny of the strict necessity for a particular order. That role is best
performed by independent courts.

Despite initially rejecting parliamentarians’ calls for the judiciary to be given a more extensive

role in the process,''

in the face of mounting political pressure, and the need for the
legislation to be in place before the expiry of the ATCSA’s Part 4 detention powers,'*® the
Government was forced to yield. During the Commons’ consideration of the Lords’
amendments, having accepted that ‘some measure of judicial involvement is necessary and
desirable’,""” Charles Clarke explained that he was therefore proposing a revised procedure
for issuing non-derogating orders, whereby the Home Secretary would be required to apply
to the High Court for permission in advance of the order being made.'® This ‘curious

s119

formulation’''® was subsequently approved, and enacted in section 3(1)(a)."® Thus, whilst

impose the order, or any of the obligations under it, was ‘flawed’ (cl 7(4)), applying the principles
a1pplicable on an application for judicial review (cl 7(7)).
""" See, for example, HC Deb 22 February 2005, vol 431, col 156; HC Deb 23 February 2005, vol 431,
col 359 (David Davis); HL Deb 3 March 2005, vol 670, cols 368-370; HL Deb 8 March 2005, vo! 670,
cols 645-646.
"2 JCHR, Prevention of Terrorism Bill (2004-05, HL 68, HC 334) paras 11-17. See also JCHR,
Preliminary Report (n 46) paras 15-17.
13 JCHR, Prevention of Terrorism Bill (n 46) para 14.
"' ibid para 16.
15 HC Deb 28 February 2005, vol 431, cols 697-699.
- "® pursuant to section 29 of the ATCSA, the Part 4 powers were due to lapse on 14 March 2005.
""" HC Deb 9 March 2005, vol 431, col 1579.
"% ibid.
"9 Conor Gearty, Civil Liberties (OUP 2007) 119.
120 pTA, s 3(1)(a).
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121

the Home Secretary formally retained the power to make non-derogating orders,’ =’ save

where specified exceptions applied,'? he first had to obtain the permission of the court to do

30.123

Pursuant to section 2(1), the Home Secretary could make a non-derogating control order
where he had reasonable grounds for suspecting that an individual was or had been

involved in terrorism-related activity,'**

and where he considered that it was necessary, for
purposes connected with protecting members of the public from a risk of terrorism, to make
a control order imposing obligations on that individual.'® Section 2(1) thus imposed a ‘two-
pronged test''®® for making non-derogating control orders. The first element of the test
involved an assessment of fact, whilst the second required a value judgment in respect of
what was necessary in terms of public protection.”” Of particular concern was the
evidentiary standard which applied to the issuing of non-derogating orders.'® Under sub-
section (1)(a), the threshold for making non-derogating orders was reasonable suspicion, a
standard of proof that is even lower than the balance of probabilities. Indeed, this standard -
which also applied to certification under ATCSA, Part 4'® - is one which SIAC, in Ajouaou,®

described as, ‘not a demanding test for the Secretary of State to meet.”"®"

2! ibid s 1.

122 - ibid s 3(1)(b), (c).

|b1d s 3(1)(a).

|b|d s 2(1)(a)

% ibid s 2(1)(b). Section 2(2) further provided that the Home Secretary could make a non-derogating
orde