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Abstract 

Traditional banks are replete with conventional financial mechanisms is being subjected to 
enormous pressure to minimise costs in a sustainable way. For instance, offering low-interest 
rates, which squeeze the overall margin. Due to the high demand for a tailored portfolio of 
products, the availability of sophisticated communication and advance transaction mechanisms 
lead to an emergence of new types of firms known as financial technology service (i.e., fintech). 
Recently, the collaboration between these fintech organisations and banks has increased to 
lessen the bureaucracy and provide fine-tuned service to the consumer. Albeit, such 
collaboration has increased the cybersecurity risk for both fintech firms and conventional banks. 
Prior research has scant to acknowledge the cybersecurity risk and the sustainability of these 
fintech-bank collaborations. Hence, the dilemma is whether the bank should pursue such 
collaboration to resuscitate the profit margin; or be pragmatic and shirk to eliminate 
sustainability risk. We propound that the cybersecurity risk is much higher after the collaboration 
happens in banks. Types of cybersecurity risks are highlighted, and a theoretical model has been 
developed. We propose that if both fintech and the conventional banks collaboratively abate these 
cybersecurity risks, then yielding the profitability is much convenient. 

 
Keywords: financial technology, bureaucracy, cybersecurity, fintech. 

 

1. Introduction 

Technological advancement, digitalization and globalisation not only benefit countries, 

companies, and potential stakeholders but also invigorate a growing community of hackers to take 

advantage of the same advancement in the tech world at a rapid pace. Financial institutions take a 

major shift (e.g. fintech sandbox) from last decades due to this technological innovation (Haupert, 

Maier, & Tilo, 2017). In some cases, innovation runs ahead of the development of security (Arakji 

& Lang, 2007). Fintech sandbox stimulus innovation and collaboration, and allows the traditional 

banks and fintech players to experience innovative products and services in a live environment 

jointly (Sajtos & Tőrös, 2018). The prior study suggests that traditional banks become more 

vulnerable towards the cyber-breaches after collaboration with the fintech firms (Creado & 

Ramteke, 2020; Mok & Saha, 2017). The reason for high susceptibility of cybersecurity is due to 

inherent fintech firms’ data integrity risk, data leakage risk, and malware attacks (Buckley, Arner, 

Zetzsche, & Selga, 2019). Consequently, the continuous cyberattacks will result in the theft of 

valuable and sensitive information, hacking, insider threat, ransomware, and phishing for the 

banks. It creates a dilemma and questions the partnerships among traditional banks and fintech 

firms.  
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The impact of cybersecurity risk of financial technology is economically significant for the 

financial institutions. We can understand the economic importance of cybersecurity from a recent 

report, which informs that almost every year $100 billion USD and 508,000 jobs are lost within 

US wholly because of cyber-attacks (McAfee, 2020). The cybersecurity risk of fintech firms has 

vast economic implications for the sustainability of traditional banks. The fundamental 

underpinning of the long-term economic development depends upon the financial institution to 

take less cyber-risk in the pursuit of stable profitable opportunities. The financial inclusion 

stimulated by fintech firms is an example of a negative response between fintech firms and 

economic development. The fintech collaborated banks are trying to achieve economies of scope 

with the combination of financial services with other services such as big data analytics and 

sharing-economy businesses for the value-addition of the economy; however, the threats of 

cybersecurity inhibit these banks to take such actions. Hence, understanding the ultimate impact 

of cybersecurity risk of fintech firms on financial institutions will facilitate the policymakers to 

identify channels via which policy adjustments strength the economic welfare. 

The findings of this study have both academic and practical implications. This study 

contributes to the academic literature by highlighting a new phenomenon of the cybersecurity risk 

of commercial banks after the fintech firms’ collaboration. This study suggests the existence of a 

sandbox will lead to excessive cybercrimes. Given the practical implications, it may be rational to 

reconsider the fintech collaboration by commercial banks, also banks should build their own cyber-

security block. Our findings show that the impact of the fintech collaboration immune to the 

country-level effect and all the bank-fintech collaborated firms face the cyber-attacks. Thus, this 

study implies that regulatory authorities should revise the fintech sandbox system.  

The rest of the paper is organized as follows: the theoretical background and proposition 

development are outlined in section 2. Furthermore, we reveal the theoretical facts affecting the 

bank-fintech collaboration in section 3. In the end, we precisely conclude the issue in section 4.  

2. Theoretical background and proposition development  
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2.1 Potential benefits and detriments of fintech firms 

In the last decade, fintech firms promote the European Union policy objective, which is the 

“capital market union” and the “bank union.” These firms serve as a vehicle of value creation for 

all the ventured business (Milne, 2016). The fintech firms enjoy several advantages due to the 

technological advancement, like meeting growing customers’ demands, faces fewer compliance 

barriers, better customer experience, effectively streamline the operations, high growth, ease of 

doing ventures, and innovative business model (Pollari, 2016). The fintech firms have brought 

breakthroughs in several industries, for example big data (Yin & Gai, 2015), mobile networking  

(Topol, 2019; Wen et al., 2012; J. Zhang, Chen, Xiang, Zhou, & Xiang, 2012; Y. Zhang & Soong, 

2004), mobile embedded systems (Gai, Qiu, Chen, Zhao, & Qiu, 2017; Y. Zhang et al., 2011), 

trust management (Abawajy, Wang, Yang, & Javadi, 2016; Q. Zhang, Yang, & Chen, 2015), cloud 

computing (Arcangelo Castiglione et al., 2015; Gai, Qiu, & Zhao, 2018), and image processing 

(Aniello Castiglione, De Santis, & Soriente, 2007).  

Additionally, one of the cutting-edge of fintech firms is the continuous ventures of traditional 

banks, which have empowered the future of financial institutions. The financial technological 

advancement facilitates in financial inclusion, broad-ranging applications which are widely 

accepted, trustworthiness and fairness of financial transactions, new market opportunities to 

smaller companies, and competitive edge for the venture firms (Medeiros & Chau, 2016). Fintech 

companies provide smaller innovative start-ups with risk finance. The fintech credit service such 

as P2P smoothen access to the short-term liquidity for the small and medium enterprises, foster 

innovative products, and enhance market efficiency (Arner, Barberis, & Buckey, 2016). 

Dandapani (2017) documents that fintech firms encourage new financial start-ups, which are faster 

and more cost-effective than their counterparts. Moreover, the fintech firms reduce the public 

distrust in the traditional finance industry because the financial transactions are rapid, safe, and 

transparent for the customer (Rooney, Aiken, & Rooney, 2017). The literature entails that fintech 

firms have a growing trend, and traditional banks bank are relishing the opportunity to collaborate 

with and learn from these new, innovative businesses. 

Nevertheless, the fintech firms come across several issues immediately after the first 

collaboration with traditional financial institutions. The regulatory requirements for fintech firms 

are increasing at a rapid rate because of cross-border markets’ growing demand and rapidly 
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transforming the financial system. Milne (2016) indicates that fintech firms are unable to 

comprehend the banking structure, and it is especially true in terms of regulation and compliance 

of the banking sector. A recent study claims that although the fintech firms foster the growth of 

innovative products, yet these firms have a trend to jurisprudence the intellectual property and 

branding of financial institutions (Medeiros & Chau, 2016). Additionally, Arner et al. (2016) 

mention that there is no compatible banking infrastructure to support or collaborate with fintech 

firms. The fintech infrastructure is ineffective due to the system instability, and lack of resilience 

and security (Pollari, 2016). The alliance of traditional banks and the fintech firms lack innovation 

as these two parties are reluctant to agree on mutual standards (Teja, 2017). Hence, the literature 

implies that the fintech firms’ infrastructure is incompatible with the traditional banks due to their 

complex technological business model and regulatory issue. 

In conclusion, the previous literature reviews that the fintech firms as the future of the 

financial sector; however, these firms face several challenges like compliance risk, compatibility 

issues with a partner firm, every day rapid transformation, and instable technology infrastructure. 

To our knowledge, there is scarce literature about the cybersecurity issues faced by the traditional 

banks after the collaboration with the fintech firm. This study makes an attempt to bridge the 

literature gap of cybersecurity issues of fintech firms and try to determine how fintech firms’ 

collaboration can affect it. 

2.2 Cybersecurity risk of fintech firms 

Over the past few years, the collaboration between the traditional financial institutions and 

the fintech firms have enhanced so far. The rationale for collaboration is to improve the quality of 

the service, agility, innovative mind, and digital infrastructure. Controversy, this alliance enhances 

the vulnerability of traditional banks to the cybersecurity risk due to inbuild malware attacks, data 

leakages, and data integrity issues of fintech firms. The fintech firm’s cybersecurity risk is a latest 

fundamental research issue which entails more in-depth analysis to know about different dynamics 

of emerging cybersecurity issue. The traditional banks amount of vulnerability and fraud exposure 

increases due to fintech firms’ cyber-breach (Ng & Kwok, 2017b). Thus, fintech firms should 

ensure with the cybersecurity requirements of the respective countries in which they operate.  

Lewis & Baker (2013) suggest that the number of cyber-crimes has boosted after the financial 

inclusion of fintech firms. They also mention that it is difficult to estimate the economic loss faced 
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by the financial institution because the cyber-attacks affect the operations of financial institutions 

in different ways. It implies that the cyber-crimes are not only a financial loss for the financial 

institutions but also a reputational risk for them. Additionally, Kopp et al. (2017) articulate that 

cyber-breaches lead to loss of the customers, reputation, revenue, brand, equity value, and higher 

operational costs for fintech firms. The fintech rating agency reports that the cybercrimes can 

negatively affect the financial performance of the fintech firms as well as the partner firms (Fitch, 

2017). Similarly, the International Organization of Securities Commission's Committee on 

Payments and Market Infrastructures (IOSC-CPMI) and cyber risk expert informs that the 

cybersecurity risk of fintech firms is relatively higher than the traditional banks. It implies that the 

cybersecurity issue of fintech firms is a major sustainability concern for partner firms. 

Nevertheless, the gravity of fintech cybersecurity risk is very critical for partner financial 

institutions and the capital market as it can weaken the financial performance of alliance 

institutions. Although the majority of traditional banks consider fintech partnerships necessary to 

pursuit profitability opportunities, yet 71% of banks have shown their concerns about the 

cybersecurity risks supplemented with fintech firms (Digital News Asia, 2018). The cybersecurity 

concerns by the partner firms especially involve the data integrity risk, data leakage risk, and 

malware attacks, which are the most significant development inflection points that the partner 

firms are demanding. Usually, the fintech organizational structure has less capital and human 

resources. Hence, a lack of resources inhibits fintech firms from spending more on cybersecurity, 

which threats the sustainability of partner banks.  

2.3 Components of cybersecurity risk 

In this study, we make efforts to take stock of literature on fintech cybersecurity issues and 

their consequences on the partner financial institutions. So far, we argue that cybersecurity attacks 

are escalated after the affiliation with the fintech firms and thereby affecting the financial stability 

of the banks. The literature also depicts that the business growth and institutional performance are 

affected by the vulnerability of the fintech cybersecurity system. Among all the institutions, the 

banking institutions are more fragile to cybersecurity than any other financial institution. 

Therefore, the industry practitioners and academic researchers share a consensus point of view that 

the banking institutions' operation risk has a positive association with the financial epidemics of 

cyber incidences. The fintech expert team and the academics researcher are trying to explore the 
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reasons why more cyber incidents frequently occur after the fintech partnership with the financial 

institutions and how to mitigate the gravity of the cyber-attack. In the following literature, we 

discuss the reasons for fintech cybersecurity. 

2.3.1 Malware Attacks  

Society for World Interbank Financial Telecommunication (SWIFT) system are usually 

targeted by hackers globally. Mostly financial institutions used the SWIFT system to secure their 

financial transfer information. As per the latest cyberattack report of the second largest bank in 

India, the hackers demonstrated a high level of sophistication in recent malware attacks on the 

SWIFT system. Hence after the banks venture into fintech partnerships, but the vulnerability of 

malware attacks has been increased in recent years. A recent survey report of SWIFT indicates 

that the hackers take advantage of the fintech vulnerabilities and try to choose only those banks 

which have set up a regulatory sandbox with the fintech firms (Vimal, 2019). Research indicates 

that hackers are targeting more fintech firms and their partner's firms due to the vulnerability of 

cybersecurity (Austin & Bloggs, 2018). According to McAfee expert opinion, the cumulative 

number of malware attacks will be exceeded by 700 million by the end of 2020 (McAfee, 2019). 

It implies that traditional banks become the target of the hackers immediately after the joint venture 

with fintech firms as the fintech firms have weak cybersecurity.  

2.3.2 Data Leakages 

Besides the malware attacks, another cybersecurity issue faced by banks is data leakage. It 

is documented that after the partnership with fintech firms, the number of data leakage attacks has 

been increased so far (Ozili, 2018). Financial data includes user credentials and payment card 

information. Data leakage is a perennial and common issue faced by fintech firms. Seemingly, the 

fintech service providers are relatively more vulnerable to data leakage than other financial 

institutions (Yalcin, 2018) as all the services are digitals. After the banks venture with fintech 

companies, then they have to provide customers' valuable information to fintech service providers; 

however, the fintech firms are particularly exposed to sensitive data leaks (Vimal, 2019). Also, 

cloud computing is one of the cutting edges of the fintech ecosystem, but a lack of suitable cloud 

measures will lead to data leakage. In conclusion, recent literature indicates that fintech firms are 

susceptible to financial data leakage, which ultimately results in cybersecurity risk.  



 8 

2.3.3 Data Integrity Risk  

Mobile internet banking plays a significant role in collaboration with fintech services. The 

mobile device needs to have a robust compactable encryption system to support the fintech 

services; otherwise, data integrity risk will rise. Recent research finds that the integrity of data 

varies dramatically from one mobile money application to another (Subashini & Kavitha, 2011). 

Another major enabler of the fintech ecosystem is cloud computing. It includes digital wallets, 

payment gateways, and online payments. Although it is effortless and fast to make online payment 

through cloud computing, still maintaining secure and confidential financial information is an 

uphill task for the fintech firms. A sophisticated cloud security measures are required for the robust 

encryption mechanism of this sensitive information. Additionally, the integrity of data gathered 

from the fintech applications seems skeptical and varied dramatically across different sample 

sets (Anton-Diaz, 2018). In a nutshell, data integrity issues ultimately lead to cybersecurity risk 

for fintech firms. 

After reviewing the literature of fintech firms’ data integrity risk, data leakage risk, and malware 

attacks, we conjecture that the fintech firms are vulnerable to cybersecurity risk. Also, immediately 

after the collaboration with the banking institutions, the inherent cybersecurity risk of fintech firms 

becomes the value-demolishing factor for banks. Hence, the fintech and banks alliances raise 

questions for the sustainability of banks. The theoretical framework of the study is as follows: 

Figure I 

Theorical Framework 

 



 9 

Until now, we discuss the fintech cybersecurity risk and possible causes of it, which come across 

three thematic areas such as data integrity risk, data leakage risk, and malware attacks. The 

traditional banks and fintech firms agree that they need one another; however, this alliance 

exacerbates the cybersecurity vulnerabilities for banks due to the inherent cybersecurity issues of 

fintech. Therefore, the technical dependency of traditional banks results in facing cyber-attacks. 

Following the above premises, the hypothesis of the study is as follows: 

P1: The traditional bank’s cybersecurity risk increases after the collaboration with the 
fintech firm. 

3. Theorical facts revealing the impact of fintech collaboration on banks  

The business model and firm structure of the fintech firms are more vulnerable to 

cybersecurity shocks as compared to the other financial institutions (Ng & Kwok, 2017a). The 

trickle-down effect of these shocks on the fintech firms will spread to the other partner industrial 

sectors, which are availing the fintech services. The concern about the vulnerability of fintech 

firm’s business model stem from the digitalization. A cyberattack on fintech firms can cause a loss 

of confidential data, and these attacks can expose to other sectors related to the fintech firms. 

Therefore, the market information about the operations and structure of the fintech firm cannot be 

reliable. These problems suggest that the fintech firms offer a set of cybersecurity and regulatory 

issues that are more severe than other financial institutions. 

Despite the various benefits linked with the fintech firms, one may undermine the issues arising 

from these emerging financial technology solutions. Treleaven (2015) suggests that since the 

fintech firms do business operations under digitization, therefore fintech firms are more vulnerable 

to cyberattacks than the other financial institutions. When a cybercrime takes place within the 

fintech setup, then it is difficult to identify because of the absence of a monitoring body (Kwok, 

2017). According to the recent survey by an antivirus firm, the financial sector is 300 times more 

vulnerable to cyberattacks than any other industrial sector (Market Insider, 2019). The high level 

of vulnerability is because 81% of the financial sector outsource their financial technology services 

via fintech firms, which also results in high data leakage costs for financial institutions (Yalcin, 

2018).  
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Financial technological development enhances the likelihood of cyber incidents worldwide. After 

the third-party collaboration of the fintech firms with the financial sectors, we find that the 

cybercrimes are taking place more frequently as compared to the prior years. Those financial 

institutions which avail the fintech service are galloping target for the hackers. In addition, to 

suppose this argument, we can refer to a set of recent cyberattacks that take place across the world 

in the last few years. 

In recent years, the number of cyber-attacks reported by financial institutions is increasing at a 

rapid rate. Table 1 shows that after the fintech revolution, the number of cybercrimes reported has 

been increased. JP Morgan Chase was the first in the list to collaborate with the fintech firms in 

2014. Within a few months of collaboration, the bank faced USD 76 million loss due to the hacking 

activity. It was the biggest hacking reported at that time (The New York Times, 2014). Afterward, 

Central Coast Credit Union became alliance with fintech firms on 13th April 2016. The financial 

institution reported a cyber-attack within one year of collaboration, which resulted in a USD 

60,000 loss (Kreb on Security, 2016). In the same year, Capital One collaborates with the fintech 

firms and introduce the fintech sandbox. However, the cybersecurity of Capital One compromised 

from the three years of fintech collaboration, and the online banking system hacked on 4th 

November 2019, which leads to USD 106 million loss for the institution (Capital One, 2019). On 

11th June 2019, Desjardins partners with fintech firms, and in the same year, the institution report 

a cybersecurity breach resulting in USD 2.90 million loss (CBC, 2019). Again, Westpac financial 

institution initiated the fintech sandbox service on 7th November 2019, and within two months of 

service, the online bank system hacked, causing USD 98,000 financial loss, and almost 100,000 

customers sensitive information was exposed (Finance Nine, 2019). In the last, First American 

Corporation lost USD 885 million from the poor cybersecurity, whereas this institution 

collaborated with the fintech firm on 27th November 2018 (Gizmodo, 2019).  
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Table 1: The list of cyber-attacks of fintech partner banks. 

Equity 
Date of 
Collaboration 
with Fintech 

Year of 
cyber-crime 

Amount 
Lost (USD) Sector Reported 

Reason 

JP Morgan Chase 3rd- Apr-14 2014 76,000,000 financial Hacked 

Central Coast Credit 
Union 

13-Apr-16 2016 60,000 financial Hacked 

Capital One 4-Nov-16 2019 106,000,000 financial Hacked 

Desjardins 11-Jun-19 2019 2,900,000 financial Inside job 

Westpac 7-Nov-19 2019 98,000 financial Hacked 

First American 
Corporation 27-Nov-18 2019 885,000,000 

financial 
service 
company 

Poor 
cyber-
security 

Source: The above information is gathered from Wikipedia (2020). 
 

These cyber-attacks indicate that the banks face more cyber-attacks after the alliance with the 

fintech firms. The duration of the collaboration with fintech firms is insignificant as few banks 

hacked within a couple of months of partnership, and some banks reported cyber-crime more than 

two years (for example, Capital One).  

The above cybercrimes are only those attacks that are reported by the banks; however, there are 

many cyber-attacks that are not documented due to the banks’ reputation and the gravity of the 

situation. Nevertheless, these incidents indicate a clear cybersecurity risk associated with fintech 

firms negatively impact the partner banks. The cybersecurity risk not only cases the significant 

financial loss but also erode the investor’s confidence in the fintech firms and their partner firms 

(financial institutions). Also, the financial institutions are contributing a significant part of the 

gross domestic production (GDP) worldwide. Hence cybersecurity risk is not merely a technical 

issue of the fintech firm or its partner firms, and it may also cause financial instability across the 

world, and based on these cyber-attacks, we can observe the consequence of fintech cybersecurity 

lapse for partner financial institutions.  
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4. Conclusion 

This article shed light on the fintech firms’ implications for financial institutions and 

financial inclusion, and its inherent risk of cybersecurity. Collaboration with fintech firms has 

many advantages like operational cost-saving, low cost for customers, and faster service. Despite 

the advantage of fintech firms, this article emphasizes some challenges faced by fintech firms 

along with its partner firms. As every year passing, the rate of cybercrimes has been increased so 

far. Additionally, cybersecurity is the primary concern for fintech firms due to which in recent 

years, the traditional banks taking service of fintech firms are more vulnerable to cyberattacks. 

One of the possible reasons for higher cybersecurity incidents is the compatibility issues of fintech 

firms’ services with the financial institutions, the operation size of financial institutions is bigger 

for the fintech firms to handle it. The theoretical evidence shows that the immediate after the 

fintech collaboration, the financial institutions report cyber-attacks issues. This happens because 

the fintech firms transfer their inherent cyber-risk to the partner financial institutions.  

The present study has a number of limitations that should be addressed by future research. First, 

the financial institutions do not disclose all the cybersecurity issues and kept privately, which is 

difficult to access. Second, future research tries to examine the impact of cybersecurity issue of 

fintech on the stability of fintech partner banks. Third, future research can extend this study by 

using a systematic econometric model such as ordinary least squares model or probit model. 
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