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Abstract

In the 21 century, along with the process of globalisation, a constantly evolving
security environment creates new dimensions of threats and challenges to security
and stability of a trans-national nature. This seeks for comprehensive,
multidimensional, collective and well-coordinated responses. The United Nations,
European Union, Commonwealth of Independent States, Organisation for Security
and Co-operation in Europe and other international organisations are able to really
contribute in developing cooperative and coordinated responses to these threats
by relying on its broad membership and profound expertise and experience.

This work looked into the processes of changes and renewals of border control and
border management standards in relation to strategic security management during
the past 25 years after the fall of the Iron Curtain, and the immense challenges in
nation-building in Eastern and South-Eastern Europe. The abolition of border
controls within the Schengen area and simultaneous introduction of necessary
compensatory measures was an additional topic. In this work it has been possible
to create a comprehensive synopsis of the extent to which the EU and international
organisations were able to use their influence in the modernisation and/or creation
of state law enforcement agencies for ensuring effective border control, border
surveillance and border management in line with the EU acquis communautaire
and standards.

A modern, cost-benefit-oriented and effective border management should ensure
both open borders as well as maximum security. At the same time, potential
transnational threats must be clearly identified and cross-border organised crime
combated consistently without compromise. Hence, cross-cooperation and
information exchange are very important elements of the EU’s integrated border
management concept, which facilitates the coordination and cooperation between
all relevant authorities and organisations in the fields of border control and border
surveillance in achieving the jointly defined objectives in terms of open but at the
same time secure borders. This applies within the respective border law
enforcement agencies (intra-agency cooperation), as well as between other
involved governmental departments and agencies of a country (inter-agency
cooperation) and also across borders in a bilateral and multi-lateral context
(international cooperation).

The process to develop a new awareness of the dimensions of these major

challenges is to clarify which standards and processes the international community



needs to develop in order to combat the complexity of these potential threats
effectively.

The dissertation project aims to give an in-depth update on the extent to which
innovative integrated border management models were developed, as well as
demonstrating how the implementation of new “control filters” in non-EU countries

has increased the quality of border controls and security.
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Part 1

1. Section - Introduction
Chapter 1: Thematic Introduction

1.1. Introduction of the subject area

The Union is founded on the values of respect for human dignity, freedom,
democracy, equality, the rule of law and respect for human rights, including the
rights of persons belonging to minorities. These values are common to the
Member States in a society in which pluralism, non-discrimination, tolerance,
justice, solidarity and equality between women and men prevail.!

State borders define a national territory. Sovereign nationhood is also defined in
relation to the understanding of a modern and secure state, whether a state is
able to effectively control crossings of its borders, and also being able to oversee
and manage it. The access of persons, goods and services should be controlled
and regulated, based on a consistent application of the principle of legality and the
implementation of effective control mechanisms to enforce the domestic
jurisdiction. Therefore, a state’s legal capacities have a direct relationship to
territory, personnel, training, equipment, technology, collaboration, both within
the state institutions, as well as on national and international levels.

The Union shall offer its citizens an area of freedom, security and justice without
internal frontiers, in which the free movement of persons is ensured in
conjunction with appropriate measures with respect to external border controls,
asylum, immigration and the prevention and combating of crime.2

The exercise of sovereign state authority is in principle determined by its own state
territory and is generally based on the jurisdiction of this territory that is ideally
formulated and regulated through appropriate legal provisions and the
implementing regulations. They serve as tools for the competent law enforcement
authorities to enforce the state monopoly in accordance with the rule of law.
According to Sauerland, a state is referred to as a state of law, in which political
power is only performed within the legal framework.3 In doing so, the recognition
of sovereign acting is tied to a legitimate legal form and content requirements that
serve to protect a person in his individual liberties against encroachments of the
state. Although the idea of a legally bound state can be traced back to the

beginning of modern times, the liberal-bourgeois societies in the early 19t century

1 Treaty on European Union. Article 2 TEU. ABL 2008, C 115/13 of 9" May 2008.
2 Treaty on European Union. Article 3 Par. 2 TEU. ABL 2008, C 115/13 of 9% May 2008.

3 Sauerland, Dirk / Springer Gabler publishing house (ed.), Gabler Wirtschaftslexikon; keyword: rule of law.
Available from: http://wirtschaftslexikon.gabler.de/Archiv/7186/rechtsstaatlichkeit-v9.html (Accessed on 27
September 2016).
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have also developed such characteristics of the rule of law as a recognised
constitution.

According to Gartner, a national monopoly on legitimate use of force exists to
control a territory, if a state possesses an effective and functioning public
administration system, with which it can control its resources and national law
enforcement agencies (e.g., army and police) for the pacification of local conflicts
as well as for disarmament of private acts of violence.* The sociologist Max Weber
characterised the expression of the national monopoly on legitimate use of force
already in 1919, according to which all practice of force is incumbent upon the
state alone and must be regarded as the basis of a functioning constitutional
state.> That applies, of course, also regarding an effective safeguard and control
of international borders for each sovereign state, recognised from the community
of states.

Therefore, Member States' competent border officials have to apply relevant
standards in alignment with the "Practical Handbook for Border Guards” (Schengen
Handbook) when carrying out the border control of persons.

‘Border control’ is the activity carried out at a border in response exclusively to
an intention to cross or the act of crossing the border, regardless of any other
consideration, consisting of border checks and border surveillance.

‘Border surveillance’ is the surveillance of borders between border crossing points
and the surveillance of border crossing points outside their fixed opening hours,
in order to prevent persons from circumventing border checks.®

However, initially these sets of rules often appear sufficient regarding the
prevention and prosecution of transnational criminality and transnational threat
scenarios. Offenders purposefully seek out gaps and weak points within the range
of border surveillance and border controls, to increase their chances at profit
maximisation under simultaneous minimisation of appropriate own risks. Other
serious threat scenarios, such as for example, natural catastrophes, maximum
credible accidents (MCA) regarding sensitive infrastructure, epidemic diseases,
epidemics, and panzootics can affect neighbour states or even whole regions
regardless of the existence of international borders.

In its relations with the wider world, the Union shall uphold and promote its
values and interests and contribute to the protection of its citizens. It shall

4 Gaertner, Heinz (2005): Internationale Sicherheit. P.48.
5 Ibid.
& Commission Recommendation 06/X1/2006 C (2006) 5186 final establishing a common "Practical

Handbook for Border Guards (Schengen Handbook)" ‘Border surveillance’ (Definition no. 11) [...]. ‘Border
control’ (Definition no. 13) [...]. Pg.10.
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contribute to peace, security, the sustainable development of the Earth, solidarity
and mutual respect among peoples, free and fair trade, eradication of poverty
and the protection of human rights, in particular the rights of the child, as well
as to the strict observance and the development of international law, including
respect for the principles of the United Nations Charter.”

In general terms, effective and efficient protection and control of external borders
cause exceptional challenges against a state. This applies in particular to political,
security related, socio-economically, environmentally and cultural aspects. Self-
evidently, the protection and control of borders in conformity with the guarantee
of public safety and order and rule of law coupled with effective control
mechanisms are inevitable as well as the use of most modern technical
infrastructure.

According to the annual report of the United Nations World Travel Organisation
(UNWTO) in 2015, more than 1.184 million people were travelling to other
countries.8 This marks the sixth consecutive year of above-average growth with
international arrivals increasing by 4% or more every year since the post-crisis
year of 2010.° Some 50 million more tourists (overnight visitors) travelled to
international destinations around the world in 2015 than in 2014. According to
reports of the United Nations (UN), there is an ascending trend, in that more than
232 million people are living outside of their country of origin (UN, New York, 2013,
p.1). The mass of the travellers consists mainly of tourists, business travellers,
students and education travellers, refugees, migrants motivated to get gainful
employment, asylum-seekers, refugees, as well as irregular migrants, who are for
the respective country of destination either accepted or less welcome.

Mobility in cross-border areas has emerged as a major issue in both domestic and
international viewing. It is the responsibility of the target country in issuing an
entry permit as a precondition for the legal entry of a person on its territory,
provided that such a person is not a national of the country. The design of border
control and surveillance may contribute decisively as mobility can be steered and
restricted individually, and options for entry control can be applied differently.

It seems as if the long-standing territorial and stationary border controls in relation
to the rapidly rising numbers of travellers and its differentiators is no longer

considered sufficient in changing globalisation. It is recognised that every

7 Treaty on European Union - Consolidated Versions of the Treaty on European Union and the Treaty on the
Functioning of the European Union (2016/C 202/01). Article 3 (5).

8 UNWTO Annual Report (2015): United Nations World Travel Organisation. P.14, 15. Available from:
http://cf.cdn.unwto.org/sites/all/files/pdf/annual report 2015 Ir.pdf (Accessed on 11 August 2016).

9 Ibid.
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government should use its abilities to act in accordance with the available
resources and their priorities formulated to combat cross-border crime efficiently
and effectively. Nevertheless, there remains a primary consideration for close
cooperation and mutual support of the respective state law enforcement agencies
in the fight against transnational threats (TNT) and organised crime (OC), both
nationally and internationally. Borders are unique, not equal in their nature and
have individual characters. These are divided into three categories; in the areas of
land, water and air. Thus, it requires very individual and specific solutions and
models to create open, and yet at the same time, secure borders. However, it
would be a misinterpretation to believe that only the physical crossing of borders
must be associated to transnational crime. Our societies are under a huge influence
in their economic, social and cultural lives in view of the rapid development of
electronic networks.

Therefore, in the 21%t century a large part of a state's duty of care is to be
addressed in order to avert transnational threats and possible vulnerabilities of the
public safety and order through attacks on the Internet. The opportunities for
committing criminal offences and serious crimes, data theft and misuse of data,
sabotage and espionage provide offenders with extensive anonymity, and their
criminal acts usually remain unsanctioned. Cybercrime is understood as the
perpetration of criminal acts, including attempting to commit criminal acts through
the Internet, or those that happen with the support of Internet technologies.10
Taking this into consideration, it is important to reflect whether border security
and border management should be perceived in a fourth dimension and a
framework for a virtual border management should be developed. This in turn
requires an intensive, well-coordinated and trustful cooperation between states to
prevent potential threats such as terrorism and violent extremism, foreign terrorist
fighters (FTF), all forms of radicalisation, OC, drugs and arms smuggling, irregular

immigration, trafficking in human beings (THB) and people smuggling, and other

10 Federal Criminal Police Office (Bundeskriminalamt - BKA) definition cybercrime:

Cybercrime covers the offenses that are directed against the Internet, data networks, information technology

systems or their data (cybercrime in the strict sense) or that are committed by means of this information

technology. Currently widespread manifestations of cybercrime are characterised by the infection and

manipulation of computer systems with malware, e.g. in order

a) to access and misuse personal data and access rights of the user (identity theft)

b) encrypted data / files of the user by means of so-called ransomware to extort "ransom",

c) to be able to "remotely control" them, interconnect them in so-called botnets and use them for further
criminal acts. Available from:

https://www.bka.de/DE/UnsereAufgaben/Deliktsbereiche/Internetkriminalitaet/internetkriminalitaet node.html

(Accessed on 8™ October 2019).
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forms of crime in a cross-border context in order to successfully combat it, in
accordance with the principles of prevention before repression.

Basically, most European countries are committed to implement international
conventions in alignment with their national constitutions. This applies, amongst
others, for the areas in effectively combating cross-border crime with a particular
focus on OC, countering terrorism and FTF, violent extremism, radicalisation of
religious groups, asylum abuse and irregular migration, THB and migrant
smuggling, the overall area related to refugees with respect to monitoring of
human rights and by necessity, good international police cooperation.
Furthermore, developed standards and tested procedures, which by recognised
agencies of the European Union (EU), such as EUROPOL, Eurojust, FRONTEX and
other agencies, as well as international organisations, such as IATA, ICAO,
INTERPOL, IOM, OSCE, UNHCR, UNODC, UNCTED, UNOCT, UNCTITF, UNCCT, WCO
and others are accepted and applied in alignment with the rule of law in order to
achieve sustainability.1?

1.2. Subject of research

The state borders of some EU Member States and their eastern neighbours were
exposed to some revolutionary changes during the last 25 years. The fall of the
Iron Curtain, the German reunification, the formation of new states in South
Eastern Europe, a progressive process of European integration of east adjoining
states, coupled with an interaction of progressive globalisation, generated a
legitimate hope for the further development of a policy of open, and at the same,
time secure borders.

In the context of European integration, common standards have been developed
and implemented through multifaceted efforts to strengthen border management,
border control and border security in these countries. In the process of

harmonisation of national identities and interests within the framework of the

11

IATA - International Air Transportation Association

ICAO - International Civil Aviation Organisation

INTERPOL - International Criminal Police Organization (ICPO)

IOM - International Organisation for Migration

OSCE - Organisation for Security and Co-operation in Europe
UNHCR - United Nations High Commissioner for Refugees

UNODC - United Nations Office on Drugs and Crime

UNCTED - United Nations Counter-Terrorism Executive Directorate
UNOCT - United Nations Office of Counter-Terrorism

UNCTITF - United Nations Counter-Terrorism Implementation Task Force
UNCCT - United Nations Counter-Terrorism Centre

WCO - World Customs Organisation
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Schengen stationary border, although controls were abolished the boundaries were
not dissolved as territorial frontiers with neighbouring states.

In reviewing the formation of the Schengen area, Gehler (2009) even expressed
his assumption that a development of Entgrenzung (i.e., antonym to dissolve
boundaries) took place, in a way losing the natural sense of national borders in
connection to the dissolution of stationary border controls. However, the events of
the recent past of never-ending streams of refugees mainly across the
Mediterranean Sea and the Balkan routes show that there was no dissolution of
boundaries within the Schengen States.

The opposite seems to be the case, as can be seen by the example of Hungary.
On 19% of August 1989, Hungary, at this time a member of the former Warsaw
Pact, was the first country, which cut off the fence and some 25 years later it was
the first EU MS, which built border fences with its eastern and south-eastern
neighbours in June 2015.

Also, it became very clear that various national border authorities of EU MS and
the eastern non-EU neighbouring countries along the refugee routes are unable to
carry out effective border security and control in line with currently valid legal
agreements and EU standards due to overload and insufficient capacities, or simply
for not implementing relevant legislation.

The current state of research in terms of successfully averting transnational threats
and effectively combating cross border OC, as well as newly identified challenges
in the creation of modern border management systems, while ensuring common
standards for border security and control, provides insights in respect of the
following areas:

- The upheavals of state border guards and border police systems in the
course of the past 25 years.

- The creation of the Schengen area, while simultaneously developing
compensatory measures consistent with the principle of free movement.

- The establishment of the EU Frontex agency, tasked with border
management and border control, as well as advanced systems for border
surveillance.

- Models of extraterritorial border control.

- Irregular migration with respect to modern border management.
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The research of this work goes beyond these areas and focuses on aspects of how
the objectives of open, and at the same time, secure borders in accordance with
the EU acquis communautaire (herein later mentioned as EU acquis) can be
reached in a simultaneous development of models of modern border
administrations in line with the implementation of national laws.12

The set out of objectives in Article 67 TFEU!3 make clear here that “the Union shall
constitute an area of freedom, security and justice with respect for fundamental
rights and the different legal systems and traditions of the Member States”.
Further, it has to be ensured that no control of person(s) should take place at
internal borders according to the Schengen Borders Code.

‘Internal borders' are: a) the common land borders of MS, including river and
lake borders; b) the airports of the MS for internal flights; c) sea, river and lake
ports of the MS for regular ferry boat connections.14

In addition, the EU ensures a common policy in the areas of asylum, immigration
and control standards at external borders with third countries. The EU also works
on further developing appropriate measures for the prevention and repression of
cross-border crime and enhancing effective cooperation between the state
authorities of police services and the judiciary, as well as other relevant state
institutions to strive to attain maximum security.

Consequently, the individual areas of interests of the economy and industry on the
one hand and the right of free movement on the other are not necessarily contrary
to the principles of public security and order and the constitutional enforcement of
the monopoly on legitimate use of force. To a greater degree, it can be perceived

as an opportunity, as these areas can complement each other.

12 Federal Agency for Civic Education (Bundeszentrale fiir politische Bildung — BPB) (2009): Acquis
Communautaire (frz. common vested rights) encompasses all rights and obligations that are binding on all EU
MS. This includes both the EU Treaty and the EC Treaty (primary law), on the other hand, the regulations,
directives, decisions and recommendations of the EU institutions (EC, the EU and EP Council) were adopted and
still be (secondary legislation), and the decisions of the European Court of Justice (ECJ).

Available from: http://www.bpb.de/nachschlagen/lexika/pocket-europa/16627/acquis-communautaire.
(Accessed on 16™ August 2016).

13 Treaty on the Functioning of the European Union — Consolidated Versions of the Treaty on European Union
and the Treaty on the Functioning of the European Union (2016/C 202/01). Art. 67.

14 Regulation (EC) no. 562/2006 of the European Parliament and of the Council of 15™ March 2006 [...] (Schengen
Borders Code). Art. No. 1 Definitions: ,Internal borders' [..].
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Figure 1.2.1. - Open and secure borders (own representation)
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1.3. Integrated Border Management - an initial assessment

During the last two and a half decades, the world has dramatically changed and in
some areas those changes are ongoing. The collapse of the Soviet Union, wars in
South-eastern Europe, the attacks on the World Trade Centre in New York on 11t
of September 2001 and the subsequent fight against global terrorism, the
radicalisation in parts of Islam, the Middle East conflict, but also the current crisis
in the Eastern Ukraine, and the lasting largest influx of refugees after the Second
World War are major challenges regarding the protection against threats on the
one hand and the adherence of security and peace on the other hand.1>

The establishment of the EU, the creation of the Schengen area and the related
challenges in terms of ensuring the principle of free movement, all affected in some
way the coexistence between European countries and the resulting and necessary
interactions.16

Thereby, the interstate boundaries transform to places and spaces where this
interaction literally incarnates physical traits. In recent years, many of these “old”
borders have disappeared, and just within the Schengen area border buildings and

border facilities were formally symbolically demolished for the sake of freedom of

15 Note from the author: The research focuses here primarily on Europe, Central Asia, North Africa, and the
Middle East.

16 Directive 2004/38 / EC of the European Parliament and of the Council of 29" April 2004 on the right of EU
citizens and their family members to move freely within the territory of the Member States and reside
amending Regulation (EEC) No. 1612/68 and repealing Directives 64/221 / EEC, 68/360 / EEC, 72/194 / EEC,
73/148 / EEC, No 75/34 / EEC 75/35 / EEC, 90/364 / EEC, 90/365 / EEC and 93/96 / EEC.

Available from: http://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=URISERV:133152&from=EN.
(Accessed on 17™ August 2016).
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movement. But there were also new boundaries created by the establishment of
25 new countries, such as in south-eastern Europe after the collapse of the former
Yugoslavia and the dissolution of the former Soviet Union. All these measures
require new approaches in the fields of effective communication, trustful
cooperation, consideration of cultural aspects, as well as the compatibility of
complex administrative and organisational structures, so that people can move
freely and without unnecessary delays. At the same time these open borders
should remain impermeable regarding crime, and here in particular cross-border
OC, terrorism and FTF, and extremism.
What seems to be impossible at first should be ensured through the instrument of
integrated border management (IBM) in order to effectively deal with these new
challenges and thereby generate the benefits of globalisation and free trade.

The principle of IBM can be summarised as: National and international

coordination and cooperation among all the relevant authorities and agencies

involved in border security and trade facilitation to establish effective, efficient

and integrated border management systems, in order to reach the objective of

open, but well controlled and secure borders.1”
This must also be seen in close interaction with the additional implementation of
EU-funded projects that are in the narrower and broader context of peace and
security, such as the establishment of EU standards and recognised procedures in
EU neighbouring countries in the fields of asylum, migration, sustainable
integration and reintegration of persons who are returned to their respective
countries of origin. More than ten years ago, both the EU MS as well as
international organisations such as the Organisation for Security and Co-operation
in Europe (OSCE) recognised the urgent need to develop holistic concepts for the
implementation of common standards in Europe regarding border surveillance and
border control. The involvement and responsibility of the OSCE in the area of crisis
intervention and crisis management within the Ohrid Border Process (see chapter
12) gained valuable lessons, which led to the development of the OSCE Border
Security and Management Concept, whilst relevant EU documents were only
partially developed in the same period.18 These concepts and documents are used
in most European countries, in Central Asia, the Caucasus and Turkey.

The following concepts and documents are mentioned in a non-exhaustive list:

17 1BM Guidelines for Western Balkans (2007): “The principle of IBM [...].” P. 18. Available from:
http://ec.europa.eu/enlargement/pdf/financial assistance/cards/publications/ibm guidelines en.pdf (Accessed
on 23 October 2015).

18 OSCE Border Security and Management Concept BSMC (2005), MC.DOC/2/05 (2005).
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- EU Schengen Agreement!®
- EU Schengen Agreement on the rules governing the movement of persons
across borders20
- EU Schengen Practical Handbook for Border Guards?!
- EU Schengen Catalogue 1 - External borders control, Removal and
readmission?22
- EU Schengen Catalogue 2 - Schengen Information System?23
- EU Schengen Catalogue 3 - Issuing of visa24
- EU Schengen Catalogue 4 - Police co-operation2>
- EU Integrated Border Management Guidelines2®
- OSCE Border Security and Management Concept2”
- Police Cooperation Convention for Southeast Europe28
- Stepping up of cross-border cooperation?® (*Priim Treaty’), Council Decision
2008/615/JHA, 2008)
Potential discord with regards to common approaches and methods, such as from
the EU and the OSCE, as well as the lack of uniform developments of concepts,
strategies and action plans correlate, despite common intersections, with diverse
views and priorities of states regarding their territorial limitations and their own
geopolitical security and power interests. Hence, different mandates of respective

organisations in comparison with the EU have to be taken into account.

19 Treaty on European Union. Article 2 TEU. ABI 2008, C 115/13 of 9" May 2008. (Hereinafter referred to as
"the Schengen Agreement") between the Governments of the States of the Benelux Economic Union, the
Federal Republic of Germany and the French Republic concerning the gradual abolition of checks at the common
borders of 19" June 1990 Schengen Implementing Conventions Updated version (status: 31%t March 2006).

20 Regulation (EU) 2016/399 of the European Parliament and of the Council of 9® March 2016 on a Union Code
on the rules governing the movement of persons across borders (Schengen Borders Code).

21 commission Recommendation of 06/X1/2006 establishing a common "Practical Handbook for Border Guards
(Schengen Handbook)" to be used by Member States' competent authorities when carrying out the border
control of persons.

22 gy Schengen Catalogue 1 (2002): External borders control, Removal and readmission — recommendations
and best practices.

23 py Schengen Catalogue 2 (2002): Schengen Information System Sirene - recommendations and best
practices.

24 gy Schengen Catalogue 3 (2003): Issuing of visa - recommendations and best practices.
25 gy Schengen Catalogue 4 (2003): Police Co-operation - recommendations and best practices.

26 1BM Guidelines for Western Balkans (2007): “The principle of IBM [...].”Available from:
http://ec.europa.eu/enlargement/pdf/financial assistance/cards/publications/ibm guidelines en.pdf (Accessed
on 23 October 2015).

27 OSCE Border Security and Management Concept BSMC (2005), MC.DOC/2/05 (2005).
28 police Cooperation Convention for Southeast Europe, also ,Vienna Convention™ (2006).

29 Council Decision 2008/615/JHA of 23™ June 2008 on the stepping up of cross-border cooperation,
particularly in combating terrorism and cross-border crime (“Priim Decision”).
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1.4. Central thesis of the work

Considering the current state of research and on the basis of previous existing
concepts, national strategies and action plans, as well as relevant EU documents
regarding integrated border management, the following thesis is situated
accordingly:

A modern, cost-benefit-oriented and effective border management is to ensure
both open borders as well as greatest possible safety and peace and ensuring free
travel and free trade, and services - the most important conditions for economic
growth while fighting poverty. In parallel, possible dangers caused by transnational
threats and transnational OC must be clearly identified and systematically
combated in a trusting partnership.

Cross-border cooperation and information exchange is an important element
within the overall concept of IBM, which helps to ensure close coordination and
cooperation between all relevant authorities and organisations in the areas of
border control and surveillance in achieving the jointly defined objectives in terms
of open but secure borders. One of the main goals of IBM to open, yet secure
borders must therefore be a significant increase of cooperation between all actors
involved, both at national and international levels. This applies within the
respective border authorities (i.e., intra-agency cooperation), as well as between
other involved government departments and agencies of a country (i.e., inter-
agency cooperation) and also across borders in a bilateral and multi-lateral context
(i.e., international cooperation).

Consequently, two crucial questions derive from the research project and the
postulated hypothesis:

- What kind of transnational threats and forms of cross-border crime should
be repelled and fought through the system of integrated border
management?

- Which instruments and mechanisms should be improved, or developed, in
order to ensure modern, effective, and efficient models of integrated border
management?

This finding process should identify possible new transnational threats and
describe newly established forms of complex transnational organised crime (TOC).
The process of creating a better understanding of the dimensions of the major
challenges helps to identify, which standards and processes the international

community needs to develop, in order to effectively combat the complexity of
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these potential threats. On the basis of current assessments of the general and
specific situations39, sustainable border management, stable border security and
effective border control can only be achieved in an integrated approach, as it
combines and involves all ministries and law enforcement agencies both at national
and international levels.

Open but safe borders are desirable and very necessary. In return, travellers and
even entire societies should expect to incur higher costs through increased security
measures, even if this leads to more personal restrictions. This is in addition to
investments made by the authorities in order to maintain the current state of
modern integrated border management.

1.5. Structure of the work

In the first part, the present work is divided into six sections and 16 chapters. In
the second part, all annexes, the tables and figures, list of abbreviations,
references, and a list of used legal documents are cited.

The first section introduces the work, addresses the central thesis, and explains
the structure. Section two debates on the methodology of the work and explains
the set out of mixed working methods, which were applied in implementing the
research work regarding the qualitative and quantitative analysis of the content,
since the findings of the present work are based on various sources, by means of
which the work was elaborated.

Reference is given to the aspect of an accumulative reflection of relevant strategies
and action plans, assessments and analytical documents of international
organisations in law enforcement and criminal justice related areas to avert
transnational threats and counter transnational organised crime as part of primary
analytical studies. Another singularity presented the method of open interviews of
heads of German and Austrian law enforcement authorities, as well as heads of
departments within international organisations (I0’s) with thematic relations to
border management, border security and border control in averting transnational
threats and combating transboundary OC.

The third chapter addresses the terminology of transnational threats in detail,
which was established in this context only during the last 10 to 15 years. As in the

following chapter the different areas of TNT are listed, analysed and evaluated in

30 Note of the author: The police jargon distinguishes between a general and special situation assessment.
While the general assessment plans all daily service operations, a special assessment is carried out in case of
sudden danger, for example cross-border crisis management.

31



a non-exhaustive nature in order to achieve a better understanding of the object
of study. Subsequently, the descriptions of transnational organised crime are
compared with the forms of TNT and analysed towards similarities and
discrepancies. The analysis should generate sensitivity in the determination of TOC
and TNT, but also extend the understanding, that national security strategies
encompass far more than just the prevention of threats.

The areas of the TNT are complex and range from the maximum credible accidents
(MCA), natural disasters, impact of political upheavals, criminal activities,
displacement effects due to invasions, and radicalisation towards diseases to
humans and animals. To date, a generally accepted definition is lacking with
respect to the description of TNT and thus a precise linguistic interpretation of
these threatening scenarios. Because of the topicality, with which experts and
politicians exchange their views in the prevention of TNT in the international
context, this work offers opportunities to specify these TNT areas in their
descriptions in greater detail.

In the framework of chapter 4, the work analyses and evaluates various fields of
organised forms of crime, gang crime, mafia groups and TOC in order to achieve
an overview of the object of study. A historical retrospective was undertaken to
illustrate that organised types of crime have developed independently in different
cultural, linguistic, territorial and social levels.

It is pointed out here that there exists no singular Mafia per se, but there are
criminal groups who commit serious crime in a clear, structured, and organised
manner and apply methods of division of labour in various continents and
countries. In comparing the respective definitions of OC, both of selected EU MS,
EU agencies, the United States (FBI), as well as I0’s for matches, variations and
unique features are analysed.3! Through this comparison ideally a clearer
understanding of the delimitation of respective areas should be achieved and result
in using definitions in the area of TOC to a more consistent application of each
appropriate definition, and thus more precise linguistic interpretation in this

regard.

31 Federal Bureau of Investigation — FBI. “Mission - As an intelligence-driven and a threat-focused national
security organization with both intelligence and law enforcement responsibilities, the mission of the FBI is to
protect and defend the United States against terrorist and foreign intelligence threats, to uphold and enforce
the criminal laws of the United States, and to provide leadership and criminal justice services to federal, state,
municipal, and international agencies and partners.” Available from: https://www.fbi.gov/. (Accessed on 22"
August 2016).
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It has been repeatedly demonstrated in the past that experts and politicians in
dialogue within an international context were using supposedly identical terms and
expressions regarding combating and curbing TOC, yet different levels of
understanding. In addition, reference is made in this fourth chapter on interface
problems that have been identified both within the EU but also to other European
countries because of different legal systems, legal cultures, or even public
administration structures.

In the fifth chapter, from a wide range of possible cross-border organised crime
forms and TNT and their described phenomena, the viewing angle is channelled
and concentrated on the area of migration. This seemed logical and expedient due
to the largest influx of refugees since the Second World War. It should be
illustrated, the considerable degree to which migration can be influenced through
a constant interaction of political, economic, cultural, social and security related
issues. Therefore, definitions are listed in this chapter in a non-exhaustive manner,
which should contribute to a more precise interaction and differentiated view of
migration considered as a possible transnational threat. In an extra contemplation
the distinctions are examined between trafficking in human beings and people
smuggling, the phenomenology of immigrant smuggling analysed, and the
peculiarities of aiding escapes discussed.

In a synopsis of the initial elaborations, the differences and similarities are
described in chapter six, respectively the communalities and also unique
characteristics of subject areas are reflected upon. In this analytical discourse of
quite large areas of organised forms of crime and TNT, as well as irregular
migration, it was an endeavour to analyse comprehensively relevant literature and
information by taking into account political debates and at the same time to collect
scientifically based facts. One of the key results is to develop a better
understanding and a more precise language.

In the fourth section of the empirical analysis of the work several areas of border
management are disclosed, compared and described in Europe in the seventh
chapter. In this section, both the increased mobility and enormous growth in the
numbers of border crossings recorded on the one hand, and the demand for open
yet secure borders on the other hand are scrutinised and analysed.

For the first time ideas are taken following the statements, whereby new and
innovative approaches are needed to meet the increased expectations regarding

an effective and efficient border management, border control and border
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surveillance. The trend is: From the boundary line towards the border area, from
static to mobile control, from the national to extraterritorial border control.

Here, possible nexus at national levels are debated in terms of public safety and
order towards a holistic EU security policy in relation to potential threats by
irregular migration into the EU countries. In a supportive manner these legal
aspects of the EU legal framework region will be highlighted.

These ascertained cases led not least to the development of the integrated border
management model, which will be discussed in chapter eight. It is necessary to
note that border officials of the Commonwealth of Independent States (CIS) reject
the term IBM and prefer the expression of cooperative, coordinated and/or
comprehensive border management.32

By implementing the IBM guidelines, the reduction of waiting times at border
crossing points (BCPs) by optimising the border clearance of travellers and goods
is of first priority. Additionally, the awareness and professional behaviour of border
control officers should be strengthened through a consequent implementation of
IBM regulations. The mentioned aspects are not inconsistent but should lead to a
comprehensive understanding of modern border management, both with regards
to proximity to its citizens and service assurance. In general, IBM promotes the
rights of travellers, as well as raising awareness in the areas of monitoring and
profiling and conveys knowledge in the area of migration management.33 IBM
promotes the free movement of goods and the interests of the private sector,
thereby increasing the public revenue. All in all, modern border management
promotes the respect of human rights, improves mobility, facilitates free
movement of goods, increases quality standards in the private sector, and raises
tax revenues for the state, and to enhance public safety and order. In addition,

IBM will help to meet the UN Millennium Development Goals.34

32 commonwealth of Independent States (CIS) was created in December 1991. In the adopted Declaration the
participants of the Commonwealth declared their interaction on the basis of sovereign equality. At present the
CIS unites: Azerbaijan, Armenia, Belarus, Georgia, Kazakhstan, Kyrgyzstan, Moldova, Russia, Tajikistan,
Turkmenistan, Uzbekistan and Ukraine. Available from: http://www.cisstat.com/eng/cis.htm (Accessed on 23™
August 2016).

33 Note of the author: The term profiling is not equivalent to the definition of the operational case analysis
(German: Operative Fallanalyse - OFA), which according to Hoffmann and Musolff (2000, Case Analysis and
Criminal Profile, p.18): ,[...] the criminal profile an extensive description outlines of a yet unidentified
offender, which is derived from the reconstruction and interpretation of his actions and behaviour [...].”
Moreover, profiling is the first and quick assessment of the person in the context of the travel group, travel
agents and travel route, and their personal belongings and relevant questions during the border control.
Occasionally, the term screening is used instead of profiling.

34 UNDP (2015): United Nations Development Programme Millenniums Goals. Available from:
http://www.undp.org/content/undp/en/home/sdgoverview/mdg goals.html. (Accessed on 28" September
2016).
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Following the described compensatory measures developed due to the elimination
of stationary border controls within the Schengen area, further EU agencies and
their specific programs are presented in the ninth chapter, which have a direct
relation to the creation of the Schengen area and to protect the EU's external
borders. Within the framework of compensatory measures created by the EU, the
border agency Frontex is the EU agency with a mandate to protect the EU's
external borders. Its importance, mandate and the diversity of the tasks are
described in the tenth chapter of this work. It should be emphasised that Frontex
is neither a Border Guard nor a Border Police service without any political formation
competences but has clearly demarcated power to conduct and accomplish BSM
related operations. Frontex is primarily responsible to support EU MS in the
preservation of effective protection of external borders of the EU and to enhance
the prevention of threats to others’ lives, and fighting cross-border OC, TNT and
irregular migration.

In the context of an assessment of the national level towards the EU level and
proceeding to third countries, chapter 11 is devoted to the possibilities and
potential instruments of police cooperation at an international level, both within
the EU and with third countries. In this area initiatives and models are presented
that have been developed and established during the past 25 years. The
elaborations will introduce inputs to the genesis for a better understanding of why
international police cooperation is so important, where interface problems are
lying, and potentials for expansion exist. Many BSM related instruments have been
developed and stand ready for utilisation. However, these circumstances are often
unknown, and malfunctioning communication facilitates the ineffective application
of these tools. It is the complexity of a high-tech world, the speed of exchange of
information, and the vast range of implemented international police projects on
the one hand, and highly mobile and flexible organisational structures of
transnational active OC groups on the other hand, which can be hardly
compensated for.

In the further course of the work a successful model is described in section five,
chapter 12, in the area of international cooperation in relation to crisis and
intervention management. The example of the Ohrid Border Process (OBP)
initiative aims to show, how external support helped to overcome serious inter-
state crisis and simultaneously promoted international cooperation particularly in

the areas of border management, border security, border control and exchange of
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information and how concerted actions and interventions led to success. The OBP
initiative is a very good example of what lessons can be drawn from such initiatives
and which workflow processes have been proven in post-conflict regions, according
to lessons learned and best practices developed.

For the sake of completeness not only are EU agencies introduced in relation to
modern border management in the EU and its neighbouring third countries, but
also other important actors to combat TNT that are presented and described in
chapter 13 of the work. First and foremost, the wide-ranging activities of the OSCE
are presented that have developed the OSCE Border Security and Management
Concept (BSMC) in 2005, which is considered as an outstanding document in the
overall area of BSM. The BSMC was developed and approved by its 57 participating
States, but without legal binding character. Moreover, the OSCE has also
established a common centre of excellence for education and training in the areas
of BSM, border control and surveillance in 2009. This centre is based in Dushanbe
in Tajikistan and other organisations such as ICMPD, INTERPOL, IOM, UNCTED,
UNOCT, UNHCR, UNODC, WCO and others are partners for cooperation in relevant
BSM areas.

Existing instruments in combination with interesting aspects of innovative BSM
models are presented in chapter 14 as new forms of border control. It's about the
physical relocation of control activities from a national territory into other
sovereign territories that are directly related to border police management - the
extraterritorial border management and their upstream controls.

In the sixth and last section of the work in chapter 16, a final examination will
discuss and introduce findings with regards to the dimensions and the enormous
challenges and interventions in the areas of a modern border management, border
security, border control and border surveillance. Security and freedom in relation
to open and at the same time secure borders are finally compared and the author’s

perspectives will be introduced in terms of very necessary recommendations.
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Section 2 — Methods
The dissertation constitutes an in-depth analysis as to which border security and
management (BSM) mechanisms and procedures effectively enhance border
control and border surveillance standards in Europe. Furthermore, it contributes
to an ongoing academically-driven policy debate regarding the identification,
emergence and development of possible new indicators towards the sustainable
development and establishment of joint strategic approaches of the community of
states in averting transnational threats and combating new dimensions of
transnational organised crime, as well as their possible barriers and limitations.
The methodological approach adopted in pursuit of these objectives includes a
number of triangulating components, which are set out in detail, following a
preliminary justification of the overall methodological rationale.
Chapter 2: Methodical structure of the work

2.1. General methodological approach
To answer the questions formulated in chapter 1.4. of the work, the method of
mixed research was chosen in terms of scientific research.3> This multi-method
approach primarily focused on qualitative data that were gathered from various
sources such as legislation, conventions, official documents, national BSM
strategies and action plans, statistics, interviews, accumulative reflections of
unclassified reports approved by international organisations, as well as multiple
groups of participants for technical discussions. On the basis of these findings from
qualitative data (see dataset 1 and 4), a number of subsequent studies were
undertaken into specific topics, namely characteristics of TNT and TOC and their
similarities and discrepancies, and intersecting sets of definitions. The quantitative
data (see dataset 2 and 3) was used to help in the interpretation of the findings in
the qualitative phase (see dataset 1 and 4). Thus, the project used a multi-method
approach with a combination of qualitative and quantitative methods. Amongst
others, qualitative methods were applied in the preparation of comparisons of
definitions and their individual and common characteristics, document analysis, as
well as review of semi-structured interviews and technical discussions.
Quantitative methods were, amongst others, analyses of official statistics,
determination of openly accessible documents for review and accumulative

reflection, as well as identification of relevant actors in the area of BSM. The overall

35 Cresswell, John / Plano Clark, Vicky (2009): Research design. Qualitative, quantitative, and mixed methods
approaches (3™ ed). Thousand Oaks: Sage
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data collection was not based on a strict course determined before the
commencement of the project, but followed a more flexible strategy of partly pre-
determined and partly emergent topics.

According to Creswell and Plano Clark this approach enables a greater degree of
understanding to be formulated than if a single approach were adopted to specific
studies. They also put forward a collection of core characteristics, which highlight
key elements within mixed methods research. They state that researchers collect
and analyse both qualitative and quantitative data in a sequential and/or
simultaneous, and rigorous manner, which integrates the two forms of data. The
way in which this data is combined will depend upon the nature of the inquiry and
the philosophical outlook of the person conducting the research. Burke Johnson
defines this method as: “... the type of research in which a researcher or team of
researchers combine elements of qualitative and quantitative research approaches
(e.g., use of qualitative and quantitative viewpoints, data collection, analysis,
inference techniques) for the broad purposes of breadth and depth of
understanding and corroboration.”36

In terms of quantitative analyses, a continuous, comprehensive and widespread
collection of relevant data and statistical information in the areas of BSM, TNT,
TOC and migration-related issues and associated analysis, both from EU MS
ministries and their relevant departments, as well as from international
organisations, was important throughout the entire research project to get a
comprehensive overview of statistical data. Case studies were applied as
comparative examples and methods in conjunction with the research questions,
its propositions and units of analysis, a determination of how the data are linked
to the propositions and criteria to interpret the findings.3” The case studies
provided important quantitative details for the comparison of definitions and
descriptions and their specific characteristics in relation to potential communalities
or distinctions in the areas of TNT, TOC, OC, as well as the weaknesses of state’s
law enforcement agencies. Furthermore, case studies unfold quantifiable data after
the reinstallation of stationary border checks during a determined period of time
and provided important facts about international organisations and their particular

engagement in the overall area of BSM and IBM.

36 Johnson, Burke R. / Onwuegbuzie, Anthony J. / Turner, Lisa A. (2007): Toward a Definition of Mixed
Methods Research, P.123.

37 Yin, Robert K. (1994): Case study research: Design and methods (2" ed.). Newbury Park, CA: Sage
Publications. A case study is an empirical inquiry that (i) investigates a contemporary phenomenon within its
real-life context, especially when (ii) the boundaries between phenomenon and context are not clearly evident.
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As a method of research, further a series of semi-structured interviews were held.
This allowed interviewees to exchange their views and bring up new ideas through
technical discussions with a purposive sample of senior experts from BSM law
enforcement agencies to gain in-depth knowledge from their views on how to
effectively prevent TNT, effectively fight TOC and combat irregular migration and
other forms of cross-border crime in particular. A general framework for the semi-
structured interviews was developed and specific topics were thought about well
and grouped in advance for addressing questions in various ways for different
participants (see Annex 12 for the interview guideline). Between 2014 and 2017,
the author held 15 interviews in total with heads of special law enforcement
departments to combat TOC, border police services and immigration services, both
from EU MS and non-EU countries, as well as experts from IO’s in the fight against
TOC and THB, and people smuggling. An indicative interview together with a
sample transcript with one of the actual encounters is attached as a specimen in
the course of most relevant questions addressed (see Annex 12 and 12a).

In addition, the method of an accumulative reflection was applied for research and
review of documents developed from competent ministries and their departments
from EU MS and non-EU countries, as well as international organisations. In
particular, during the period of 2014 and 2017 the diversity of the documents
reviewed included national strategies and action plans, assessments and risk
analysis in the area of BSM, both at operational and managerial levels, to identify
the number of good practices developed based on lessons learned in security-
related areas to avert TNT and counter TOC. However, that also included important
BSM-related documents, which have been developed long before 2014, for
example the EU Schengen catalogues 1 to 4, Handbook on Border Control and
OSCE Border Security and Management Concept. Among other things, important
BSM-related documents and international conventions were reviewed that have
been developed by the UN, EU, EU Commission and the OSCE. A total of 27
documents, such as assessments, risk analysis reports, national BSM strategies
and action plans were reviewed and analysed if they are in line for example with
EU legislation and official documents (dataset 1 and 4) and secondary data
(dataset 2 and 3). This mixed method was considered as the best approach to
answer the research questions from chapter 1.4 as applied triangulation of various
methods and perspectives to cross-validate and confirm relevant findings of in-

depth analysis and case studies, and gain relevant information to conduct the
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research and to compare the relevant practices. The advantage was seen by using
different methods to overcome a weakness in using one method (e.g., the
application of semi-structured interviews with senior law enforcement experts as
a general method) with the strength of another method (e.g., the exact
guantitative analysis of statistical data gained during the reinstalled border control
during the G7 summit, see chapter 7).
The general methodological approach of this project can be summarised as follows:
- Mixed-method approach employing qualitative and quantitative methods
- Contrasting juxtaposition of relevant definitions and descriptions in the
fields of TNT and TOC
- Exploratory case studies taking into consideration the reciprocity of gained
data from dataset 1 and dataset 2
- Semi-structured interviews of and technical discussions with senior experts
in the fields of BSM, TNT, TOC and migration management
- Accumulative reflection of official documents and reports approved by
international organisations
- Primarily parallel combination of methods during the data collection
2.2. Data collection
2.2.1. Dataset 1: Legislation and official documents
Qualitative data (see dataset 1 and 4) were collected and analysed and the specific
topics compared such as the formal criteria describing TNT and TOC and their
similarities and discrepancies, and intersecting sets of definitions. During the
course of the research process, legal documents and administrative provisions
were systematically analysed in accordance with the respective legal facts,
jurisprudence and instruments in the area of border management, border security,
border control and border surveillance, and reflected upon.38 The compilations of
the reviewed documents, which were included in the content analysis, do not claim
to be complete. On the contrary, it was the proviso to use official documents in a
comprehensive manner in order to analyse as many mechanisms and instruments
as possible with regards to modern border security and management, border
surveillance and border control, and to examine their effective functioning together
with identifying gaps. A comprehensive and continuous review of relevant
literature was an integral part of the research work throughout the entire duration

of the project starting from 2014 until 2017. In total, more than 100 documents

38 1bid. P.29.
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were selected by the author for review and analysis, described in the continuous
text and explicitly cited in the corresponding footnotes, as well as listed in detail
in the references.

In a brief synopsis, most relevant reviewed and analysed national legal documents
were the German Constitution, Criminal Code, Code of Criminal Procedure,
Residence Act, Asylum Procedures, various Police Acts, and other relevant laws in
relation to prevent TNT and combat TOC and irregular migration. Furthermore,
international conventions and regulations from the UN, OSCE, EU including
Schengen documents, were reviewed, analysed and cited accordingly. The criteria
for selection was that documents were published from organisations dealing with
BSM-related issues in the cross-border context (i.e., supranational organisations,
EU agencies, OSCE, UN agencies, other I10’s), published in the period from 2005
to 2017 to ensure that considerations and discussions are up to date. All viewed
documents had a direct reference to BSM in general and TNT, TOC and migration
management in particular. In addition, more documents were identified based on
own expertise, knowledge gaining and expert judgements (i.e., subject matters
experts) during the semi-structured interviews of and consultations with other
experts in these fields for collating the most relevant documents (i.e., those most
influential and most often viewed for decision making on an European level) in the
areas of TNT, TOC, BSM and migration management. Documents were excluded
that dealt purely with national BSM-related legislation and lacked cross-border
references. Documents were disregarded that were published by political parties
and organisations known to carry a political agenda. The document language was
either English or German and available in hard copy, open sources (online) and
unclassified.

The advantage of an extensive document analysis was seen in the easy
accessibility to BSM-related records from EU MS, non-EU countries and
international organisations (i.e., EU agencies, UN agencies, OSCE and others). A
single document analysis by studying the accessible documents on the basis of
border-political processes was considered as insufficient in a possible reduction to
exclusively formal processes.

With his background of legal education3® and the suggestions gained through

consultations with other experts, the author applied the following in the methodical

39 Note from the author: The author holds a Bachelor Degree in public administration law, law enforcement and
criminal investigation, police management and leadership and a Master Degree (with distinction) in Strategic
Security Management.
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elaboration of the monograph to:

- identify, select and analyse relevant sources of legislation (six
documents)49,

- identify and select most important international conventions (four
documents)4i,

- identify, select and analyse relevant EU treaties and regulations (eight
documents)42,

- study security strategies of the EU, individual EU MS, as well as

international organisations (fifteen documents)43,

40 Note from the author:

See the Federal Ministry of Justice and Consumer Protection.

a) German Constitution of 23 May 1949 (BGBI. p.1), as last amended by the Act of 11 July 2012 (Federal
Law Gazette I, p.1478).

b) German Criminal Code (StGB) as a reference book in its current version (current law: 2" May 2013).

c) German Code of Criminal Procedure (StPO), as amended by the notice of 7™ April 1987 (Law Gazette I,
1074, 1319), which was last amended by Article 2 (3) of the Law of 21t January 2015 (Federal Law Gazette
I, p.10) has been amended.

d) Residence Act in the version of the notice of 25" February 2008 (Federal Law Gazette I p.162), which has
been amended by Article 1 of the Law of 23™ December 2014 (Federal Law Gazette I p.2439).

e) Asylum Procedures Act as amended by the notice of 2" September 2008 (Federal Law Gazette I, p.1798),
which has been amended by Article 2 of the Law of 23" December 2014 (Federal Law Gazette I p.2439).

f) Act on the Tasks and Powers of the Bavarian State Police, as amended by the notice of 14" September 1990
(last modified amendment of 22" July 2014).

Available from: http://www.gesetze-im-internet.de/ (Accessed on 19t October 2016).

41 Note of the author:

See International Conventions:

a) United Nations General Assembly in Paris on 10™ December 1948. General Assembly resolution 217 A.
Universal Declaration of Human Rights (UDHR). Available from: http://www.un.org/en/universal-
declaration-human-rights/ (Accessed on 19t October 2016).

b) OSCE BSMC (2005), MC.DOC / 2/05 (2005). Available from: http://www.osce.org/mc/17452 (Accessed on
19 October 2016).

c) Convention on Police Cooperation in South-Eastern Europe (2006) also ‘Vienna Convention’. Available from:
http://www.pccseesecretariat.si/index.php?page=documentspcc&item=35 (Accessed on 19" October 2016).

d) UNHCR (1951): Agreement on the Status of Refugees of 28" July 1951. Available from:
http://www.unhcr.org/4ca34be29.pdf (Accessed on 19 October 2016).

42 Note from the author:

See EU documents relevant to border control, border surveillance and information exchange.

a) ‘Priim Treaty’ (2005): Simplified cross-border cooperation.

b) Schengen acquis referred to in Article 1 (2) of Council Decision 1999/435 / EC of 20 May 1999.
c) Convention implementing Schengen (1985).

d) The Schengen border code (2006).

e) Schengen Catalogues 1-4.

43 Note of the author:

See Strategies:

a) European Commission (2012): The EU Strategy towards the Eradication of Trafficking in Human Beings
2012-2016.

b) European Union (2016): Shared Vision, Common Action: A Stronger Europe. A Global Strategy for the
European Union’s Foreign and Security Policy.

c) Federal Ministry of the Interior Austria: The Austrian Security Strategy 2013 and 2016.

d) Federal Ministry of the Interior Germany: The German Cybercrime Security Strategy in 2011 and 2016.

e) ICMPD (2016): Strategy to combat THB.

f) IOM (2016): Strategy to combat THB.

g) OSCE (2003): The Maastricht Ministerial Council’'s OSCE Strategy to Address Threats to Security and
Stability in the Twenty-First Century.

h) European Security Strategy (2009): Chapter I - Global Challenges and Threats.

i) European Security Strategy EU Council (2010): A secure Europe in a better world.

j) Official Journal of the European Union (2000): Acts adopted pursuant to Title VI of the Treaty on European
Union, 2000 / C 124/01. The prevention and control of organised crime: an European Union strategy for the
beginning of the new millennium.
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- narrative review of relevant annual reports of German federal authorities
and international organisations (see below) from 2006 to 2017 with
regards to TNT, TOC, asylum systems and migration, as well as their
relevance to public security and order, review relevant political editorial,
compare openly accessible EU MS strategies and concepts as well as
documents of international organisations, as well as articles and essays
of specialist journals (80 documents)#4.

In addition to the subject-relevant and up-to-date literature, important German
legislation, such as the Constitution, Criminal Code (Strafgesetzbuch - StGB), Code
of Criminal Procedure (Strafprozessordnung - StPO), Residence Act and Asylum
Procedures Act and their corresponding implementing regulations, the Federal
Police Act, Law on the Tasks and Powers of the Bavarian State Police, as well as
other important legislation were studied carefully and taken into account (24

documents*>), since this legislation is crucial for all assessments to be undertaken

k) European Commission (2014): Communication from the Commission to the European Parliament, the
Council, The European Economic and Social Committee and the Committee of the Regions. Enlargement
Strategy and Main Challenges 2014-15.

1) OSCE (2005): OSCE SEC.GAL/99/05 9th May 2005: 2005 ANNUAL SECURITY REVIEW CONFERENCE
BACKGROUND DOCUMENT. Efforts and activities in line with the OSCE Strategy to Address Threats to
Security and Stability in the Twenty-First Century.

m) United Nations Global Counter-Terrorism Strategy. UN Resolution adopted by the General Assembly on 8th
September 2006 without reference to a Main Committee (A/60/L.62)] 60/288.

44 Note from the author:

Not all 80 documents will be listed here. Therefore, an extract of reviewed annual reports from German federal

authorities and international organisations are listed, such as:

a) Amnesty International (2014): Annual Report 2014. Universal Declaration of Human Rights - Article 5 “No
one shall be subjected to torture or to cruel, inhuman or degrading treatment or punishment.” [...].

b) BAMF (2016): Migration, Integration, Asylum Political Developments in Germany 2015 Annual Policy Report
by the German National Contact Point for the European Migration Network (EMN).

c) DCAF (2017): Annual Report by the Director (2003): Point 3.2. Border Security Activities.

d) Deutsche Hochschule der Polizei (2012): Annual Report 2012 [...].

e) Eurojust (2016): Annual report 2015. ISBN 978-92-9490-074-6.

f) Federal Criminal Police Office (2015): Annual Report 2013.

g) Frontex (2014): Annual Risk Analysis Report 2014.

h) [...] other documents are listed in the references.

45 Note from the author:

German laws reviewed were:

a) Asylum Procedures Act as amended by the notice of 2" September 2008 (Federal Law Gazette I, p.1798),
which has been amended by Article 2 of the Law of 23 December 2014 (Federal Law Gazette I p.2439).

b) Act on the Tasks and Powers of the Bavarian State Police, as amended by the notice of 14" September 1990
(last modified amendment of 22" July 2014).

c) Act on the Federal Criminal Police Office (Bundeskriminalamtgesetz - BKAG) from 315t August 2015 (BGBI. I
p.1474).

d) Federal Constitutional Court (2012): Urteil des Bundesverfassungsgerichts zum Asylbewerberleistungsgesetz
ECLI: EN: BVerfG: 2012: 1s20120718.1bvI001010

e) Federal Police Act of 19" October 1994 (Federal Law Gazette I, p.2978, 2979), last amended by Article 1 of
the Law of 215t June 2005

f) German Constitution of 23™ May 1949 (BGBI. p.1), as last amended by the Act of 11 July 2012 (Federal
Law Gazette I, p.1478).

g) German Criminal Code (StGB) as a reference book in its current version (current law: 2"¢ May 2013).

h) German Code of Criminal Procedure (StPO), as amended by the notice of 7™ April 1987 (Law Gazette I,
1074, 1319), which was last amended by Article 2 (3) of the Law of 215t January 2015 (Federal Law Gazette
I, p.10) has been amended.

i) German Customs Administration Act (Zo/lvG): "Customs Administration Act of 215t December 1992 (Federal
Law Gazette I, p.2125, 1993, p.2493), most recently amended by Article 6 of the Act of 215t July 2012
(Federal Law Gazette I p.1566)". Part I Entry of goods traffic. Section 1 Tasks of Customs Administration.
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in the overall area of border security, management, control and surveillance, as
well as for inter-agency cooperation, cross-border cooperation and information
exchange in accordance with the principles of rule of law and democratic
jurisdiction. Educated as a German civil servant in public administration law, police
management and leadership, the author quoted the German legislation as a solid
example to discuss the relevant phases for a legal assessment in a competent
manner as well as splitting up the individual steps of border crossing in alignment
with German legislation, as well as the EU acquis and Schengen border control
standards.

A further important area for this work was the analyses of politically oriented
documents in order to not only pursue legal assessments, but also to take into
consideration aspects of interculturality, society, economy, policies and
contemporary events. Therefore, a continuous narrative review was carried out
towards leading articles from national competent authorities and institutions as
well as international organisations, which were regarded as leading institutions by
a vast majority of subject matter experts, namely the Federal Centre for Political
Education (Bundeszentrale fir Politische Bildung - BPB); monthly, biannual and
annual reports of the Federal Office for Migration and Refugees (Bundesamt fiir
Migration und Fliichtlinge - BAMF); the Federal Police, Federal Criminal Police Office
(Bundeskriminalamt - BKA); the State Offices for Criminal Investigations
(Landeskriminalémter - LKA); International Centre for Migration Policy
Development (ICMPD); International Crisis Group (ICG); International
Organisation for Migration (IOM); Organisation for Security and Co-operation in
Europe (OSCE); United Nations Refugee Agency (UNHCR); various United Nations
departments to counter terrorism, such as United Nations Office of Counter-
Terrorism (UNOCT), United Nations Counter-Terrorism Implementation Task Force
(CTITF), United Nations Counter-Terrorism Centre (UNCCT) and United Nations

j) Law on the Federal Police (BPolG) § 2 Border Protection. BPolG of 19" October 1994 (Federal Law Gazette I,
p.2978, 2979), most recently amended by Article 4 of the Article of 20" June 2013 (Federal Law Gazette I,
p.1602). Last amended by Article 4 G v. 20.6.2013 I 1602.

k) Passport Act (PassG) of 19t April 1986 (Federal Law Gazette Part I p. 537), as last amended by Article 8 of
the Act of 25% July 2013 (Federal Law Gazette Part I p.2749

I) Police Organisation Act (Polizeiorganisationsgesetz - POG) in the amended version, as published in the
Bavarian Law Gazette (BayRS 2012-2-1-I), which was last amended by Article 10b (1) of the Act of 23™
June 2015 (GVB page 178).

m) Residence Act in the version of the notice of 25 February 2008 (Federal Law Gazette I p.162), which has
been amended by Article 1 of the Law of 23 December 2014 (Federal Law Gazette I p.2439).

n) 11 by-laws for the implementation of the afore mentioned laws.
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Office for Drugs and Crime Control (UNODC) at the international level (60
documents in total).

Additional analyses were focused on central EU documents related to border
management, control and surveillance, as well as on cross-border cooperation and
information exchange between the respective specialised EU agencies and national
authorities of the EU MS, which were listed under point 1.3. (11 documents).
Furthermore, the EU Treaty of Lisbon, the Charter of Fundamental Rights of the
EU, the UN Charter on Human Rights, as well as important international
conventions such as the Geneva Convention for Refugees, the Palermo Convention
related to TOC and THB, as well as the Vienna Convention on cross-border police
cooperation have been consulted and studied carefully in order to determine to
what extent gaps exist and how they can be harmonised with other relevant
important documents (see point 4.5.1.; six documents in total). The analyses of
the aforementioned relevant documents and scientific literature (more than 100
documents and articles) were completed in March 2017; the last access to open
sources was in April 2017.

2.2.2. Dataset 2: Secondary Data

Quantitative data (see dataset 2 and 3) were collected, reviewed and analysed for
the interpretation of the findings of qualitative data (see dataset 1 and 4). The
results of the analyses helped to understand why different descriptions and
definitions of TNT and TOC lead to ineffectiveness and are counterproductive.
Simultaneously to all data gained under point 2.2.1. secondary data were gathered
that provided complementary information, which were necessary to corroborate
the implementation of security-related activities in the overall area of BSM based
on statistical data for the completion of an overall assessment. In the further
course, qualitative (dataset 1 and 4) and quantitative secondary data (dataset 2
and 3) were collected in a sequential and/or simultaneous manner and compiled
predominantly from periodical reports (i.e., annual, bi-annual, quarterly, monthly)
and ad-hoc reports from competent EU agencies, as well as international
organisations, which are acknowledged as leading institutions by a vast majority
of subject matter experts, namely the European Commission, EU and its
specialised agencies Eurojust, EUROPOL, Eurostat, Eurosur and Frontex, IATA,
ICAO, ICMPD, ICG, INTERPOL, IOM, OSCE, UNHCR, various United Nations
departments to counter terrorism and FTF, such as UNCTITF, UNCCT, UNOCT,
UNODC, as well as WCO, WHO and WTO at the international level. Further data
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were collected from national EU MS ministries and their departments, as well as
law enforcement agencies involved in BSM-related issues as mentioned before, for
example, in the areas of combating TOC, refugee flows, irregular migration and
asylum, citable events of the TOC, as well as outstanding phenomena of the TNT-
related scenarios throughout the entire duration of the research project (for
example see point 7.6.). During the period from 2014 to 2017, a total of 35
documents were reviewed and analysed as secondary data that provided important
complementary information. This was considered as necessary to corroborate the
implementation of security-related activities in the overall area of BSM based on
statistical data for the completion of an overall assessment.

Furthermore, in a continuous manner online articles from BBC, DPA, The
Economist, New York Times, n-tv, Reuters, German and Austrian on-line news
platforms were analysed during 2014 and 2017. This was considered as important
in terms of getting updated on the current day's events, for example related to the
mass influx of refugees coming from Greece, through fYROM, Serbia, Hungary,
Austria to Germany starting from 2015, waves of refugees and irregular migrants
coming from countries in the Middle East and North Africa, erratic increase of
asylum seekers from South Eastern European countries, citable events related to
TOC, as well as outstanding phenomena of the transnational threat scenarios
reported by news agencies (for example see point 5.6.5.). All secondary data were
collected through freely accessible sources and unclassified documents of these
aforementioned EU authorities and IO’s. Finally, 15 additional assessments and
risk analysis reports from the EU, European Commission, OSCE, UN, UNODC,
UNOCT, UNCCT, universities and other international organisations were reviewed
to identify quantitative and qualitative data for the period from early 2000 to 2017.
These assessments and risk analyses were reviewed for secondary data and
complementary information and considered as important to corroborate the
implementation of BSM-related activities based on numbers and figures for the
completion of an overall assessment.

2.2.3. Dataset 3: Case studies

Case studies were chosen as important approach to collect quantity data for in-
depth studies to achieve an up-close and detailed examination of significant
aspects of those phenomena relevant to contextual conditions in relation to BSM-
related issues. As a result of this, the case studies will provide a better

understanding of the complexity of the chosen BSM-related topics with regards to
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their characteristics, descriptions and definitions, their varieties and
communalities, particularly focusing on the areas of TNT and TOC, since there were
either no definitions developed or adopted so far. Furthermore, the case studies
elaborated on new challenges identified within the framework of datasets one and
two. The subsequent case studies were selected within the overall research work
as an empirical inquiry that investigates the phenomena within the real-life BSM
context. In particular, the selection of these cases aimed to emphasise the few
similarities of characteristics of existing definitions in the areas of BSM in general
and TNT and TOC in particular and underline eventual reasons for malfunctioning
communication and interface problems in the area of inter-agency cooperation,
both at national and international level. Furthermore, it was important to illustrate
the comprising implications of failing, failed and collapsed states and the resulting
effects on BSM systems of the EU and non-EU countries. On another note, it was
interesting to comprehend the huge number of crimes detected after reintroducing
stationary border controls during G7 summit in 2015. Finally, other case studies
provide a better understanding of the engagement of international organisations
in the overall area of BSM and new models to be developed in terms of information
exchange and cross-border cooperation. The following multiple case studies
included quantitative evidence, relies on multiple sources of evidence and benefits
from theoretical propositions, and was seen as a research approach, placed
between concrete data talking methods and methodological paradigms.

15t case study — Comparative analysis of TNT and TOC

EU MS’s law enforcement agencies and I0’s define TNT and TOC in various ways
and no all-in-one definition is available so far. Consequently, the project analysed
descriptions and definitions and their relevant characteristics of the EU and its
specialised agencies (i.e., Frontex, EUROPOL, Eurodac, Eurojust), EU MS, non-EU
countries, the UN and its specialised agencies (i.e., INTERPOL, IOM, UNHCR,
UNODC, UNOCT), as well as IO’s (i.e., OSCE). The study examined basic
statements, individual characteristics, common features and distinctions on how
to achieve conformity and identify common overlaps between existing definitions
and descriptions, as well as presenting, in detail, special distinguishing
characteristics. The number of analysed definitions, descriptions and data are
described in chapter 4, point 4.6. Therefore, 44 different characteristics were
compared and examined related to distinctions and communalities in the areas of

TOC and TNT and confronted in Annex 3. Furthermore, a number of most relevant
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OC definitions of EU MS, non-EU countries and international organisations were
listed for comparison in Annex 5.

2"d case study — Comparative analysis of OC definitions

On the basis of the 1%t case study, findings of the analysed characteristics,
descriptions and definitions of what is TOC with regard to communalities,
distinctions and special distinguishing characteristics, were then reflected in the
2" study case. The examination provided a more detailed overview and clear
distinction of what are the organised forms of crime, what is gang criminality and
cross-border organised crime, organised crime groups are heterogenic
phenomena, ethnic groups and their OC fields and the meaning of the term Mafia.
The research work explored common areas as well as identified specific
characteristics (see point 4.1., 4.2. and 4.3.). Therefore, OC definitions of EU
institutions, international organisations and EU MS were compared on the basis of
10, respectively 11 different characteristics related to communalities and
distinctions and checked for consistency in table 4.6.1. and table 4.6.2. Details on
the case materials and analysis are described in chapter 4.

3™ case study — Analysis of fragile, failed and collapsed states

The rise and fall of national states are not new. The national states analysed in the
3 case study failed because they were exposed to shocks of violence, mostly from
inside as well as from outside, and can no longer deliver good governance and
public safety and order to their inhabitants. These governments lost legitimacy
and the very nature of the particular nation-state itself becomes illegitimate in the
perception of a growing plurality of its citizens. In a time of increasing TNT, TOC
and terrorism, the nature of and response to the dynamics of nation-state failure
have become central to BSM-related strategy and policy debates. How best to
strengthen existing BSM systems and infrastructure, both in EU MS and non-EU
countries, as well as weak states and prevent state failure are among the urgent
questions of this work. Failed and/or collapsed states in combination with the
proliferation and prevalence of organised crime groups in the fields of THB and
people smuggling and other related cross-border crime generate serious and
harmful implications for other states. Examples of failing, failed and collapsed
states in Middle East and North Africa and the ramifications towards Europe were
examined more closely (see point 3.6.). Further information on the examination

of analytical data is provided in chapter 3.
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4% case study - Analysis of reinstalled border controls in the Schengen area

The 4% case study can be seen as a good example of why secondary data was
required parallel to the data gained under point 2.2.1. The results of these analyses
provided facts in the context of the implementation of BSM-related control
activities and the statistical data of investigated crime. As an example, on the basis
of Article 2 of the Schengen Agreement stationary border controls were re-
established between Germany and their neighbouring states during the G7 summit
in the period from 28" May to 8™ June 2015.46 As a result of this, the Federal
Police reported that more than 200,000 people were checked and nearly 9,000
offences were detected, such as against the Residence Act, Asylum Procedures
Act, Narcotics Act, forgery of documents and visa, as well as search hits from the
national manhunt as well as EUROPOL and INTERPOL databases (e.g., reinstalled
border control during the G7 summit, see chapter 7). In the context of the
undertaken border controls, other criminal offences were also identified and
reported in accordance with the relevant legal requirements. This case study
illustrates clearly that the package of developed compensatory measures (see
chapter 9) cannot entirely replace stationary border checks. All collected and
analysed data can be seen under point 7.6.

5th case study — Analysis of I0’s and their engagement in IBM-related issues

International organisations and their particular engagements in the areas of BSM
and migration management, the prevention of TNT and the fight against TOC were
analysed. Certain organisations were selected because of their specific mandate,
duration of involvement in current interstate crises, as well as orientation in the
development of new approaches to current phenomena in BSM-related issues and
irregular migration. Supranational organisations and their intergovernmental
cooperation in the context of BSM, IBM, migration management and relevant
efforts to prevent TNT and fight against TOC describe forms of collaboration,
information exchange and their interconnections with involved states.4” In chapter
13, formalities of cooperation between these supranational organisations and
governmental entities based on agreements and regulations were examined,

whereby the states retain their full sovereignty and make their decisions according

46 Bavarian government (2015): Notification of the Bavarian State Government on the organisation and
holding of the G7 summit in Garmisch-Patenkirchen at Ellmau Castle in the period from 7% to 8™ June 2015.
Available from: http://www.bayern.de/staatsregierung/g7-gipfel-2015 (Accessed on 20" December 2016).

47 Thiemeyer, Guido (1999): Supranationalitét als Novum in der Geschichte der internationalen Politik der
fiinfziger Jahre. P.5-21.
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to the consensus principle while maintaining their veto rights.48 Table 13.8.1.
provides an overview of international organisations, their thematic engagement
and target groups, as well as duration of involvement in countries and regions.
6" case study — Review of the Stability Pact

The Stability Pact was established in 1999 at the initiative of the EU with the aim

of establishing and reinforcing peace and security in South-Eastern Europe and
involved countries and international organisations as partners. The international
community introduced the Stability Pact for South-East Europe as a comprehensive
initiative to prevent inter-state conflicts and TNT. Within this framework, the Ohrid
Border Process initiative was implemented as a model for successful intervention
and crisis management through external target-oriented promotion of regional
cooperation in the area of BSM that specifically focused on strengthening inter-
agency cooperation, border surveillance, border control and information exchange.
During his assignment as senior border adviser within the OSCE from 2005 to
2009, the author was the nominated expert representing the OSCE’s borders unit
in the Working Table III. All information and data were collected in an unclassified
manner (see point 12.1.) and all materials reviewed in connection to case study 5
and their analysis are described in chapter 12.

7th case study — Review and analysis of the OSCCP

Based on the findings of the 6™ case study on the subject of the Ohrid Border
Process further analyses were undertaken in the context of the OSCCP
(Organisation for Security and Co-operation in Europe for South-East Europe
Cross-Border Co-operation Program), where the OSCE developed a successful
model and relevant standards in the area of BSM (i.e., border management in
integrated, coordinated, cooperative, or comprehensive manner) and cross-border
crisis intervention management. The OSCCP was implemented in cooperation of
several international organisations and relevant governmental authorities in
South-East Europe and the author was involved as the OSCE focal point. All
collected information and data were gained in open accessible sources, which are

not classified and described in point 12.2. of the work.

48 GroBe Hittmann, Martin / Wehling, Hans-Georg (ed.) (2013): Das Europalexikon. 2. Updated edition Bonn:
Dietz 2013.
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8t case study — Advanced passenger information

In September 2006, UN Member States unanimously adopted a new UN Global
Counter-Terrorism Strategy4° that contains practical recommendations in four key
areas:

- tackling the conditions conducive to the spread of terrorism,

- preventing and combating terrorism,

- building countries’ capacities to prevent and combat terrorism and

strengthening the role of the United Nations system in that regard, and
- ensuring respect for human rights for all and the rule of law while
countering terrorism.

For this reason, the UNCTITF working group was tasked to develop a paper that
focuses on two specific aspects in the overall area of BSM designed to combat
terrorism and cross-border organised crime, namely preventing the movement of
terrorists and dangerous criminals in the air travel environment. A pictorial
representation of the process chart is attached as Annex 9. The paper also made
observations on how such measures can be conducted in compliance with
international human rights and refugee law. Although the management of
international travel includes other environments (e.g., land and sea border
crossings) and objectives other than preventing travel of terrorist and dangerous
criminals (e.g., preventing THB and people smuggling, counterfeit travel
documents and visa, combating drug smuggling etc.), such considerations were
outside the scope of this paper. Similarly, although it is essential to overall BSM-
related issues, regulating the movement of goods is outside the scope of this paper
and, given its substantial differences from the regulation of international travel,
requires separate treatment. The intention of this paper was to identify standard
and advanced practices that can be applied globally, the implementation of any
individual practice must be tailored to a Member State’s particular operational,
information technology, and legal environment. This UNCTITF paper was not
developed to discuss implementation details, such as how to resolve potential
name matches, how to perform risk analysis, or the methods to be used for
primary and secondary questioning. Therefore, the author considered the further
development of this initiative as absolutely essential and the result is presented

under point 14.5. of the thesis.

49 United Nations General Assembly, 8 September 2006. Available from: A/RES/60/288 (The United Nations
Global Counter-Terrorism Strategy) (Accessed on 1%t March 2017).
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2.2.4. Dataset 4: Semi-structured interviews of experts
The method of interviewing senior experts was considered as an efficient and
concentrated method of gathering qualitative data and relevant first-hand
information in the overall area of BSM, its commonalities and/or problems
identified, both at national and international level, as well as gaps and needs and
recommendations to be developed for harmonisation. Hence, the author
elaborated an interview framework that focused on seven main areas and their
specific subitems (see Annex 12) for the conduct of semi-structured interviews and
the exchange of views through discussions, namely:

- transnational threats,

- transnational organised crime,

- migration, including irregular migration, THB and people smuggling,

- inter-agency cooperation, both at national and cross-border levels,

- cross-border cooperation and information exchange,

- training and further education measures, as well as

- identified interface problems.
From 2014 until 2017, altogether 15 semi-structured interviews were conducted
with senior experts in the same scope of technical topics to be discussed on
previously defined subjects. The conduct of semi-structured expert interviews
served for an effective quality data gathering process, since the identified senior
experts were seen as key persons for gaining practical insider knowledge and were
interviewed as competent representatives for a wider circle of key experts. All
topics that were reviewed with the respective heads of the BSM law enforcement
authorities and departments of international organisations, in connection with the
subjects of the examinations in the present work, are closely related to the areas
of responsibilities of the respective agencies or organisations. "Experts are people
who have a special knowledge of social issues, and expert interviews are a way to
tap into that knowledge" according to Glaeser and Laudel.>
The interview partners were identified as well-known senior experts and
professionals working for EU MS law enforcement authorities, EU agencies (e.g.,
EUBAM, Frontex), UN agencies (e.g., CTITF working group, INTERPOL, IOM,
UNODC, UNOCT), as well as international organisations (e.g., OSCE, WCO) and

50 Glaeser, Jochen / Laudel Grit (2010): Experteninterviews und qualitative Inhaltsanalyse als Instrumente
rekonstruierender Untersuchungen. P.10.
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then selected as competent interlocutors for the semi-structured interviews in the
aforementioned areas.

Table 2.2.4.1. - Senior experts identified for semi-structured interviewees

Interlocutor Institution

Experts no 1 Heads of department - Specialised Criminal Investigation Department, law

enforcement from Germany and Austria

Expert no 2 Head of Federal Police, Germany - Section Border Control, law enforcement for

Germany-Austria

Expert no 3 Federal Bureau of Investigation - Head of department combating cross-border

organised crime, law enforcement; Austria

Expert no 4 World Customs Organisation - Head of department, working group UNCTITF,
UN agency; Belgium

Expert no 5 UN Office on Drugs and Crime - Head of department, UN agency; UNOV Austria

Expert no 6 UN International Organisation for Migration - Several heads of departments

responsible for different regions, UN agency

Experts no 7 IATA and ICAO - Heads of departments and senior management; Canada

Experts no 8 OSCE Secretariat; Heads of Transnational Threats Department, Borders Unit,
Special Police Matters Unit, Action against Terrorism Unit; Austria

Experts no 9 INTERPOL - Heads of departments responsible for different thematic areas, UN

agency; France

Experts no 10 FRONTEX - Deputy director and heads of departments responsible for different

thematic areas, EU border agency; Poland

Experts no 11 EUBAM - Director and heads of departments responsible for different thematic
areas, EU BSM program; Ukraine and Moldova

Expert no 12 ICMPD - Head of BSM programme, 10; Austria

Experts no 13 CTITF working group - Representatives from different BSM agencies and IO’s;
Worldwide

Experts no 14 League of the Arab States - Director of the Secretariat and senior management

staff, regional organisation of 22 Arab member states; Tunisia

Experts no 15 World Border Security Conference - Heads of national border law enforcement

agencies, international BSM senior advisers; Worldwide

A comprehensive anonymised list of interviewed senior experts, their professional
background, former and/or current assignment and organisation they work for is
attached to this work as Annex 11, as well as a specimen of an indicative interview
schedule and a sample transcript as Annexes 12 and 12a.

Main areas and specific subitems for discussions identified were determined and
qguestions developed for the exchange of opinions and experiences shared at senior
expert level. These semi-structured interviews were carried out in parallel with

other ongoing research work, partly informing and being informed by the
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document analyses and case studies in a concurrent triangulation logic (e.g., in
terms of themes given attention to during the interviews and the document/case
analyses and in the expert selection). Semi-structured interviews with senior law
enforcement experts were conducted in order to determine the most relevant
elements within the overall areas of BSM and how to avert TNT and combat TOC
and irregular migration. In particular, heads of public administration and law
enforcement authorities and their senior advisers of EU MS and non-EU countries
were interviewed and kindly requested to openly share their experiences in
identified problem areas and risks related to the aforementioned areas.

The semi-structured interviews were conducted personally in German or English
language either by appointment or during international events such as
international conferences, workshops, meetings and expert seminars. Written
notes were taken during the interviews and the results of the interviews were then
transcribed and most relevant topics addressed for validation and further analysis.
Due to the sensitivity of the examined problem areas, it was not possible to
develop a uniform questionnaire in order to go through all the questions addressed
with the respective experts in the same way. The interviewed persons would have
responded minimally due to restrictions of Civil Service Law provisions or were not
allowed to give any information for reasons of confidentiality. For this reason, the
technique of a semi-structured interview was applied in the sense of a trust-
building measure in the discrete handling of sensitive information and that main
issues will emerge from the interviewee, rather than being imposed by the
structure of the interview. The semi-structured interviews served to scrutinise
senior expert’s attitudes, perceptions and assumptions, as well as critical thinking.
The semi-structured interviews offered the flexibility to adapt questioning
according to the responses of interviewees, to clarify questions or answers, or to
probe answers more deeply with supplementary questions as appropriated, to
explore issues that emerge from the respondents.

All information provided by the interviewees in the seven main areas and their
specific subitems as described before were then grouped, compared and analysed
in terms on similarities, deviations, amendments and considered in the
corresponding conclusions (thematic analysis).

Most findings of the research work were confirmed through shared views from, as
well as experiences exchanged with these senior experts and new insights and

findings were incorporated subsequent into the work in
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- chapter three - TNT: see table 3.3.1, point 3.6.9.51

- chapter four - TOC: see points 4.3., 4.4., 4.7.52

- chapter five - migration: see points 5.2., 5.3., 5.4., 5.6.53

- chapter seven - Border management: see points 7.2., 7.3., 7.4., 7.5.54

- chapter eight - IBM: see points 8.3., 8.7.5>

- chapter nine - EU agencies: see points 9.3., 9.4., 9.5., 9.6.56

- chapter ten - Frontex: see point 10.3.57

- chapter 11 - Int. police cooperation: see points 11.3., 11.7., 11.9.58

- chapter 13 - Supranational organisations: see table 13.8.1.5°

- chapter 14 - Extraterritoriality: see point 14.5.60

2.2.5. Additional insights: Accumulative reflection of

comprehensive assessments developed in the overall area
of BSM and its relation to TNT and TOC

In the course of the last decade, the author developed a large number of
comprehensive assessments and risk analyses in the overall area of BSM and
migration management, as well as how to avert TNT and effectively combat TOC.
During the same period, a further number of landmark monitoring and evaluation
reports were prepared by experts working for competent EU and UN agencies, the
OSCE and other international organisations. Hence, the method of accumulating
reflection of assessments, risk analyses, monitoring and evaluation reports was
applied as an approach of field research within the social sciences. These
accumulative reviews and reflections provided additional detailed insights into
actions, behaviour or the effects on the behaviour of individuals or a group of
individuals. A characteristic of this method was on the one hand the personal
involvement as an expert and researcher in the development of such
comprehensive assessments and risk analyses as an object of review. On the other
hand, the evaluation of these reports developed by other experts provided the

opportunity to gain additional insights or to confirm own research results. Such

51 See Annex 11: Experts no 1-15

52 gee Annex 11: Experts no 1-15

53 See Annex 11: Experts no 2, 6, 10, 12, 13, 15
54 See Annex 11: Experts no 1-15

55 See Annex 11: Experts no 1-15

56 See Annex 11: Experts no 10, 11, 15

57 See Annex 11: Experts no 10,15

58 See Annex 11: Experts no 1-5, 9-11, 15

59 See Annex 11: Expertsno 7, 8, 12, 14, 15

60 see Annex 11: Experts no 1-15
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accumulating reflection involved various methods, such as regular exchange of
reports and relevant information, constructive feedback, development of BSM-
related reports between 2014 and 2017 for approval through boards of UN and EU
agencies (i.e., monthly, quarterly, annual), collective discussions at inter-
ministerial and inter-departmental level, as well as self-analysis. The method of
accumulating reflection refers to qualitative research (e.g., achieved benchmarks)
as well as quantitative dimensions (e.g., number of activities) and is reflected in
this research project, such as by achievements measured in processes of good
practices developed, curriculum development, assessments developed and
approved by involved authorities, both at national and international levels, as well
as successful project implementation. The method is predestined to discover
discrepancies as well as commonalities over extended periods of time in the
implementation of a range of projects.

Set out in an example, from 2005 to 2009 the author was the responsible OSCE
official within the Ohrid Border Process initiative (see chapter 12). Therefore,
relevant reports, formally approved by all 57 participating States during this
period, were reviewed and analysed and served as a model for accumulative
reflection. The Ohrid Border Process initiative was a very successful intervention
and crisis management through external target-oriented promotion of regional
cooperation in the area of BSM that specifically focused on strengthening inter-
agency cooperation, border surveillance, border control and information exchange.
Since early 2000, the author has worked in the areas of law enforcement and
criminal justice, international police cooperation, border police management and
public administration law for international organisations such as the UN, OSCE,
EU, and European Commission. All analyses, reviews and studies carried out in
this work focused in general on the overall area of BSM and migration management
as well as on how to avert TNT, fight against TOC, combat terrorism and FTF’s,
decrease irregular migration, tackle THB and people smuggling, and investigate

other forms of cross-border crime.®! During this interval the author was involved

61 Note from the author: Since 1998, the author has worked for the UN, UNOCT, CTITF, UNCCT, UNODC,
OSCE, EU and European Commission, as well as other international organisations in the capacity as a project
manager and team leader, senior adviser in the areas of public administration and police management,
organiser and chair of conferences and regional workshops, compiler of comprehensive risk analyses and
project descriptions, as well as analyst. To this end, intensive territorial experience has been gained in South
Eastern Europe (Albania, Bosnia and Herzegovina, the former Yugoslav Republic of Macedonia - FYROM,
Kosovo, Montenegro, Serbia), Eastern Europe (Moldova, Ukraine, Belarus), Caucasus (Georgia and Azerbaijan),
Central Asia (Kazakhstan, Kyrgyzstan, Tajikistan, Uzbekistan, Turkmenistan), Afghanistan, Turkey and the
Middle East. Since April 2015 the author is working as the Principal Border Adviser of the UN Office on Counter-
Terrorism in New York (UNCCT-CTITF). In this role he gained extensive regional experience in the countries of
the Horn of Africa and Sahel region, as well as the Maghreb states.
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in the fields of security sector reforms, change management, rule of law, good
governance, institution and capacity building, monitoring and evaluation, risk
analysis, as well as specific requirements of contracting authorities. Through the
method of accumulative reflection of previous assessments, relevant findings and
statistical data were analysed and incorporated into this work. Hence, preliminary
considerations on the content as well as weaknesses and strengths of a possible
common European security strategy are based on the reflection of the
implementation of externally financed projects in the areas of justice and home
affairs.

In particular, for the period from 2014 to 2017, the author has focused his analyses
on the research results and was continuously monitoring and assessing relevant
processes in the areas of security sector reforms and change management and its
correlations. During this time-span the author has held regular consultations and
technical discussions with ministers of the interior mainly in non-EU countries,
ministerial officials, both from EU MS and non-EU MS, senior officials from the
European Commission, heads of departments of law enforcement agencies and
immigration services to combat cross-border organised crime and irregular
migration, such as police cooperation centres and dragnet control departments in
EU Schengen border areas. The new identified challenges and findings of these
consultations and technical discussions were collected, analysed and reported in
official reports as mentioned before, which then were approved by competent
decision makers of the relevant EU and UN agencies accordingly.

Through the implementation of these projects and the subsequent accumulative
reflection of these assessments, the author could find a continuing process of a
European integration of eastern and south-eastern neighbouring countries into the
EU, coupled with the interaction of a progressive globalisation. These efforts were
a legitimate approach for the standardisation of mechanisms of open, but at the
same time secure borders, as well as the institutionalisation of common standards
in the area of BSM in these countries, in order to strengthen integrated border
management, stationary border control and comprehensive border security, as
well as cross-border cooperation and information exchange.

The author’s reflection in the context of the research work vis-a-vis all sighted
material and the semi-structured interviews undertaken, is that national and
international coordination and cooperation among all relevant authorities and

agencies of EU MS and non-EU countries involved in BSM-related issues, is to

57



establish effective, efficient and coordinated border security, border control and
management at the external EU borders, in order to reach the objective of open,
but well controlled and secure borders.
2.3. Data analysis

In the realisation of the PhD project, quantitative and qualitative content analyses
were combined and the findings of the present work are based on various
frameworks of data collection. Following Mayring’s working principles on analysing
the content regarding qualitative indicators, the empirical material was suitable for
a qualitative as well as quantitative content analyses for the description of
currently used data frameworks, definitions, indicators, instruments developed
and mechanisms in place in the areas of border management, border security and
border control (for example see tables 3.3.1., 4.6.1., 4.6.2., 5.2.2. etc.).62 The
method of quality-oriented content analysis was appropriate for the analyses of
identified documents aiming at "[...] the analysis of material that comes from some
kind of communication”.3 This working method takes into consideration the
detailed analyses of relevant identified BSM-related documents. It was designed
to analyse fixed communication and to proceed in a systematic, rule-based and
theory-based manner, thus allowing conclusions to be drawn about certain aspects
of communication. According to the Mayring summary, explication or structuring
is a basic method of quality-oriented content analysis.®4 The studies of cases were
assessed as an excellent field of application of their rather open, rather discreet,
more interpretive methodology to find answers for the formulated research
questions.®> The identified documents were examined by means of quality-
oriented in-depth content analyses in order to compare the findings with the
outcome of technical discussions and the exchange of views with senior experts in
the overall area of BSM relevant to rule of law, inter-agency cooperation, law
enforcement and criminal justice. These sighted documents were unclassified and
didn't require special access for evaluation and no primary data from
other organisations were used. For example, the main areas of organised crime
listed in Section 100a subsection 2 of the Code of Criminal Procedure served as an

initial position for interviews with experts as top-to-down approach.t® New

62 Mayring, Philipp (2015): Qualitative Inhaltsanalyse: Grundlagen und Techniken. P.17.
63 Mayring, Philipp (2015): Qualitative Inhaltsanalyse: Grundlagen und Techniken. P.11, 17
64 1bid. P.64.

65 1bid. P.23.

66 Code of Criminal Procedure in the version published on 7™ April 1987 (Federal Law Gazette
[Bundesgesetzblatt] Part 1 p.1074, 1319), as most recently amended by Article 3 of the Act of 23 April 2014
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information gained during these interviews, such as interface problems, lack of
jurisdiction rules, different hierarchies in EU MS law enforcement agencies served
then as an added value as bottom-up process.

The areas of TNT are complex and range from the maximum credible accidents,
natural disasters, impact of political upheavals, fight aga