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Abstract

The popularity of computer games has grown exponentially in
the last few years. It is not uncommon to find players of online
games who can dedicate their whole lives in order to became
the best in their favourite game. The best players normally
become celebrities and can even get sponsored to compete in
game tourneys. It is accepted that each player should follow the
his/her own path to increase level, so the experience reflected in
the gamer’s level is how proficient he/she is in the game. How-
ever, this increased popularity has also created a desire on some
players to cheat (by paying others more experienced players to
play for them) for the progress in the game and thus to improve
their status. The companies that develop such games have very
strict punishment for such breaking of the rules, but, it can be
very difficult to identify when this “account sharing” happens.
This paper focus on the collection and analysis of a new online
game database for continuous mouse dynamics and keystroke
dynamics authentication in order to identify whether who is
playing is really the account holder. Our very first results point
to very interesting possibilities for security biometric-based ap-
plications in this new game analysis area.

1 Introduction

The increased popularity of online games has changed the dy-
namics of game playing dramatically. Players of online games
dedicate their lives to gain visibility in their favourite game
and became the best. In the most popular games, it is possi-
ble to find items that can be acquired and sold for considerable
amounts of real money. This can attract malicious players to
steal accounts from other players or it can motivate users to
pay in order to “improve” their abilities just for the “’status” of
being advanced in that particular game.

Major game companies have created alternatives to deal
with the account stealing, helping players to protect their ac-
counts. Some of those strategies adopted can include extra-
passwords or the linking of a special item to a account, that
cannot be traded, and can confirm, by SMS, every time you log
on a different computer. These strategies can help, but when
the problem is not a stolen account, but a shared account, this
detection becomes more challenging.

The main concern, from the point of view of the players,
is that some games work with a match-based mechanism. The
players on each match are selected based on their skill levels
to make the match balanced. But when there is a player who
has cheated its level, it will not be able to play evenly with its
counterparts making the teams unbalanced. For the company,
the main concern is that a game with a large group of “account
sharers” will end up making that game less popular, thus losing
real players for simply not trusting who they are playing with
(or against).

As already mentioned, this is a much harder problem to
solve, because the account owner wants to allow another player
to use his/her account. A possible security-oriented solution is
to make a continuous identification of the account owner.

Although this reality is rapidly changing (specially since
the launch of Ingress' and Pokemon Go?), most online games
are played in traditional desktop computers, and this contin-
uous identification could be done by using biometric-based
mouse dynamics and keystroke dynamics analysis.

The idea here is that the identification system will work as a
traditional biometric-based system, but the data used would be
based on the characteristics, specific from the analysed game,
of its mouse and keystrokes actions.

This paper presents a new bimodal biometrics database as
well as an initial analysis of the possibility of using mouse and
keystroke dynamics features for user identification of the popu-
lar game ’League of Legends’. We have chosen this game, be-
cause it is the most desktop-based played game today. Since, to
our knowledge, this is the very first work regarding continuous
identification for online games, this paper will mainly focus on
the proposal of a data collection protocol as well as a prelimi-
nary analysis of the identity predictability of the collected data.

2 The biometric modalities used for
desktop-based game playing

Online games have been very popular since its massive com-
mercialisation, in the 80’s, but have become very diverse, es-
pecially with the popularisation of mobile phones and tablets.
Thus, since the interaction with the device can vary, it is possi-
ble to use several different biometric modalities related, such
as gait, hand shape, keystroke dynamics, mouse dynamics,
touch-screen dynamics, etc. Because we have chosen the game
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League of Legends, we have decided to investigate keystroke
and mouse dynamics for this particular work which are the two
modalities used for this specific game.

Keystroke dynamics or typing dynamics is an automated
method for the identification or confirmation of identity of a
person through the manner and the rhythm of his/her typing
on a keyboard. It uses features as dwell time, which is the
time duration that a key is pressed, and flight time, which is the
interval between releasing a key and pressing the next key [6].

Mouse dynamics is also an automated method for identifi-
cation or confirmation of identity, and it uses features such as
speed movement and frequency of clicks. The move speed is
how fast the user moves the mouse in the 8 possible mapped
directions and frequency of clicks is the amount of clicks the
users performs in a time interval [4].

As we are proposing a new paradigm of biometric use, we
need to understand how the keystroke and mouse dynamics are
used in the online game League of Legends. Section 2.1 will
introduce the basics of the game.

2.1 League of Legends

League of Legends * is a Multiplayer Online Battle Arena

(MOBA) game. The game is based on matches which are nor-
mally among teams of five players. Before the match starts,
each player needs to choose a champion which is a character-
avata that already exists in the game. In the same team, two
players cannot choose the same character as their champion.
The goal of the game is to destroy the "Enemy Nexus” which
is a structure located on the enemy base.

Each character has four unique skills, where three are com-
mon skill and the last one is an ultimate skill. All those differ-
ent skills are created by using different combinations of at least
two of the keys Q’,W’E’ and ’R’. The unique skills make
the characters unique, thus, when selected as a champion, each
character will have a different ability. Based on the wide va-
rieties of each character, each player needs to consider care-
fully his/her choice of champion in order to build a combined
a strategy for the team. During each match, the players use the
keyboard not only to play but to chat as well.

The main features used in League of Legends from both
keyboard and mouse can be described as follows:

e Keystroke dynamics: Q’, W’ E’ R’ (the unique skills),
’D’F’ (The summoner skills - this are the same for every
character, but the player must choose only two) and *B’
(which is used to return to the base camp of the team).

e Mouse dynamics: Move the character (with a point and
click) and targets the skills direction.

Thus, both mouse and keyboard are essential during the
match, so an identification system based on those two modali-
ties has a great chance of reaching a reliable and secure way to
make sure each user is playing with his/her own account.

Despite the fact that there are no known game-based
databases as such for user identification, the use of keystroke

3http://na.leagueoflegends.com/

and mouse dynamics for general purpose or verification end
is not knew. Sections 2.2, 2.3 and 2.4 will present the most
well known referent literature for each modality as well as their
combination.

2.2 Related work: Keystroke dynamics

As already mentioned, the existing databases (both for mouse
and keystroke dynamics) available do not cover the idea of
game-based identification, thus, this session will briefly de-
scribe the relevant papers that use keystroke dynamics for user
identification.

The very first database that can be found in the literature
is presented in [2]. It contains 80 users who had to type five
different PINs. Each participant typed 25 times using only the
right hand index finger. In [6], the GREYC-Keystroke is pre-
sented. It contains 133 users, where each users typed the pass-
word “greyc laboratory” between 03/18/2009 and 07/05/2009.
The aim of this experiment is to establish the dependency of
the keystroke data to the keyboard used.

In [12], each user typed a username and password 4 or 5
times in order to create a new account. The database includes
2057 test samples and 556 training samples from 117 users.
This database has a mix of samples with the Dataset A being
collected in cybercafe and the Dataset B being collected in the
open. In [9], a keystroke database with 110 users is presented
and it contains extra information such as gender, age, handed-
ness, and country of origin. Their protocol includes five phrase
and the users had to type them with each hand 10 times without
errors.

In [3], 44 users are asked to type five times a fixed text of
683 characters. The text used was taken from the famous Italian
novels, I Promessi Sposi” ("The Promised Newlyweds”). In
[19], the database collected consists of two phases, with 51
users typing a static text and a free text section in the first stage,
and 30 users typing several texts without restriction, each on a
different day across the span of a month in the second stage.

In [10], the used database consists of 110 users which typed
five set of passwords, each user typed 20 times (10 times with
one hand and 10 times with two hand) totalling 100 samples
per users. In [27], a database with four phase with interval
of six months is collected. Each user was allowed to choose
their preferable username and password during the enrolment
process and they were asked to type one fixed text for fifteen
consecutive times.

In [8], the authors analyse the detection of user/password
sharing by collecting data sets from 16 graduate students at
Seoul National University, each of whom typed a fixed set of
25 username/passwords. Each user typed 30 times with their
own keyboards resulting of 480 sample (16 users x 30 patterns)
for each password. In [14], the authors also analyse the identi-
fication of account sharing. A single keyboard was used by 15
users who trained the system with their own passwords. They
were then asked to type the password of the other 14 users 15
times each (that counts for roughly 152 training samples, and
152 tests which generated 2n latency variables each, where n
is the length of the password).



Table 1. Keystroke dynamics databases

Ref users data fixed/free Error
[9] 110 text fixed 22.00%-4.00%
[19] 81 text fixed/free 11.00%
[12] 117 text and numbers fixed 25.00%
[6] 133 text fixed -
3] 44 text fixed -
2] 80 numbers fixed 4.00%
[10] 110 numbers fixed 10.00%
[27] 100 text fixed 9.00%
[8] 16 text and numbers fixed 7.00%
[14] 15 text and numbers fixed 11.00%

The table 1 shows the important information of each of the
databases. It is interesting to see that the databases are not
large compared with other more common modalities and the
majority of the available data is of the fixed text. Thus, we can
justify the collection of a free game-based keystroke dynamics
database.

2.3 Related work: Mouse dynamics

As with the keystroke dynamics, it is possible to find a few
relevant mouse dynamics databases for user identification.

The first mouse dynamics database that can be found in
the literature is presented in [4]. It contains 28 users which
performed a fixed task of moving the mouse trough a fixed path
between two lines. In [25], they collected data from five users,
each providing free use of the mouse from their workstation.
In [23], 20 users were asked to install the data collector on
his/her workstation and to continue to work normally. The data
includes information of the mouse action timestamp, the mouse
action type, the coordinates of mouse cursor on the screen and
the receiving process.

In [17], 22 users provided data from free use of their work-
stations. In [11], 17 volunteers, eight males and nine females,
performed a common web browsing task. In [26], 26 subjects
were asked to perform a fixed mouse-operation task of 300 rep-
etitions each in a tightly-controlled experimental environment.
In [22], 28 volunteers performed Internet surfing, word pro-
cessing, online chatting and programming for 30 minutes. In
[13], 11 users provided file-related operations in Windows Ex-
plorer. In [21], 8 users performed 10 times the same fixed task.

In [20], 39 volunteers performed several fixed gestures with
the mouse. In each gesture the data collected consisted of the
horizontal coordinate (x-axis), the vertical coordinate (y-axis),
and the elapsed time in milliseconds at each pixel. In [15],
37 users, 30 males and 7 females, performed a fixed task op-
eration 10 times. In [5], the authors collected data from 28
users, 22 males and 4 females, from their workstations during
30 minutes. The data collected includes the event type, the
position at which the event occurred, the timestamp when the
event occurred, and the application information in which the
event occurred. In [24], 58 users, 46 males and 12 females (all
right-handed), performed a fixed task (made to force the user to
do several actions types). All the data was collected from the
same computer.

Table 2 shows the information about all the databases re-
garding mouse dynamics. As with the keystroke dynamics, it is

Table 2. Mouse dynamics databases

Ref | users | Fixed/Free Experiment Error
[11] 17 Fixed Controlled 21.00%
[23] 20 Free Uncontrolled 5.00%
[26] 26 Fixed Controlled 17.31%
[22] 28 Free Controlled 1.12%
[25] 5 Free Uncontrolled 3.00%
[5] 28 Not Clear Controlled 2.67%
4] 28 Fixed Uncontrolled 26.80%
[20] 39 Fixed Controlled 11.00%
[15] 37 Fixed Controlled -
[13] 11 Not Clear Uncontrolled 5.00%
[21] 8 Fixed Controlled 25.00%
[17] 22 Free Uncontrolled 6.25%
[24] 58 Fixed Controlled 8.81%

interesting to see that the databases are even smaller when com-
pared with other more popular modalities. Also, the main goal
of all those databases is very specific to work applications and
their aim is to perform user identification. Thus, we can justify
the collection of a free game-based mouse dynamics database.

2.4 Related work: Combination of keystroke and mouse
dynamics

Sections 2.2 and 2.3 presented the referent literature that pro-
poses and/or investigates the acquisition of unimodal databases
of keystroke dynamics and mouse dynamics, respectively. As
already discussed, it is not possible to find a large amount of
such literature, especially for mouse dynamics.

In [28], 24 subjects were asked to perform a fixed task on
their own computer. The classifier had an EER (Equal Error
Rate) of 8.21%. The mouse dynamics isolated had a EER of
22.41% and the keystroke dynamics isolated had a EER of
24.78%.

In [16], 25 volunteers participated in the experiment,
four different machine learning approach were used, Deci-
sion Tree (DT), Counter-Propagation Artificial Neural Network
(CPANN), ANN and SVM. In this work, was obtained an iden-
tification accuracy of 62.2% in a closed-set experiment and a
Detection and Identification Rate of 58.9% in an open-set ex-
periment.

Since the two cited papers were the only found in the lit-
erature that combined mouse and keystroke data, even though
it can be considered obvious that the automatic authentication
in traditional desktops should be done with both. Thus, we be-
lieve the work presented here has a lot of relevance and validity
for this type of security application.

3 Database protocol and collection

As the main goal of this paper is to present a data collection
protocol as well as an initial analysis of this first database, we
have to describe in detail how this collection was made. Thus,
this section will present the protocol and an initial data analysis.

We have collected all the samples from the same set of com-
puters. In each experiment five (the number needed in order to
play a match on League of Legends) volunteers had to play a
match together.



Table 3. Data captured during the collection

Event type Code Attribute 2 Attribute 2 Attribute 4 Attribute 5
KeyBoard press down 0 Button pressed Time span (none) (none)
KeyBoard press up 1 Button pressed Time span (none) (none)
mouse move 0 x pixel coordinate | y pixel coordinate Time span (none)

mouse click down 1 Button clicked x pixel coordinate | y pixel coordinate | Time span

mouse click up 2 Button clicked x pixel coordinate | y pixel coordinate | Time span
mouse wheel up 3 x pixel coordinate | y pixel coordinate Time span (none)
mouse wheel down 4 x pixel coordinate | y pixel coordinate Time span (none)

During the collection, each volunteer could freely decide
which of the five available computers to use and, then started to
interact with the other volunteers to develop a strategy. There-
fore, in all cases, each user had a different function on the team
(support, mid laner, top laner, AD carry and jungler are the pos-
sible functions) which provided more heterogeneous samples
in relation to the functions on the game. Each user was free to
choose whichever character as his/her champion and play nor-
mally like he/she would at home. During the collection, the
matches lasted from 30 to 50 minutes on average. The volun-
teers team played against a random team, chosen by the system
of the game.

For further analysis, it is important to separate the data col-
lected based on each possible function, because each of those
functions would create a different style of playing, therefore,
providing different characteristics for the data. Even on the
same function on the game, each character will have a different
style to play, thus we have identified not just the function that
the volunteer selected, but the champion as well.

In order to make the environment more controlled, we have
used a program that runs in the background and captures every
command executed by the keyboard and the mouse. This pro-
gram was developed in C#, and, for each collection, it started
to run when the key "Home” is pressed, so we could control
the moment of the game when the collection started.

We have collected simultaneously, the keyboard informa-
tion which are the action press-0 or released-1 respectively, the
key pressed or released, and the time span when the action hap-
pened; and the mouse information which are the value 0 (rep-
resenting the action moving), the values for action, the coordi-
nates of pixel X and Y and the time span, the values 1 (for click
down) or 2 (for click up), as well as the actions, key (left click
and right click) coordinates of pixel X and Y (place where has
been clicked) and the time span, and the values 3 and 4 which
represents the action of mouse wheel, and the time span. Table
3 shows how the data is stored in each file.

Section 4 will present a preliminary statistical analysis of
the database we have collected so far as well as some classifi-
cation preliminary results.

4 Preliminary results and analysis

We have presented, so far, the motivation for this new data
collection as well as the protocol used to collect this first set
of users’ data. We have collected samples from 55 users (all
males) within a period of four months. Among the samples,
we have 53 users right-handed and all users were between the

age of 18 and 30 years. Threes of the users played more than
once, however, they never played with the same character as
their champion.

In this section, we will present an initial statistical analysis
of some features that could be used to verify their representa-
tives. The data used in order to calculate the features is listed
below:

e 12 mouse features: The move speed of the 8 direc-
tions, 'Down’, 'Down + Left’, ’Left’, "Up + Left’,
"Up’, "Up + Right’, ’Right’ and 'Down + Right, rep-
resented by ’Dir-0’,’Dir-1’,’Dir-2’,Dir-3’, Dir-4’,’ Dir-
5°,Dir-6’,Dir-7’ respectively, and the Frequency of
clicks of right and left (fre R & L) and the Latency of
clicks right and left (lat R & L).

o 7 keystroke features (the press speed of the 7 most com-
mon keys used during the game Q’,;W’E’JR’;’D’F’
and 'B’).

Since the main goal of this research is to investigate if it is
possible to identify if the user logged into the LoL game is the
owner of that specific account, we have performed some initial
classification experiments. From each user we have applied
the mean data collected during 5 minutes of the feature. Each
user played for 30 to 50 minutes, which gave us exactly 336
samples.

For simplification, based on the collected samples, we have
decided to use the 16 most common actions performed by the
players on the game (presented in Section 4) because they were
likely to provide the most recognisable data. We have used all
the mouse features but only the *Q’,W’,’E’,’R’ because those
are the more used for the keystroke though out all the different
players.

When calculating each user feature we have decided to cal-
culate the arithmetic mean of each 5 minutes of the game play.
If there is no data for that specific feature, we have set its value
to zero. Since during the first five minutes of the game it is
common that the players do nearly no command, we have de-
cided to ignore the data from this period. Each round lasts for
around between 30 and 45 minutes, we have a variation of 5 to
8 samples per user.

In order to have a global feel of how the database can be
used and since the game needs to be played by mouse and
keystroke dynamic actions, we have used both biometrics in
a single identification focused classification task.

Since this can be considered a benchmark database, we
have selected a wide range of classifiers for user identification



Table 4. Mouse % accuracy first results

Algor All 8 latR & L lat freR& L fre lat and
mouse dirs + 8 dirs R&L + 8 dirs R&L | freR&L
KNN | 75.8929 | 36.9048 | 59.8214 | 28.8690 | 62.7976 | 52.0833 | 83.0357
SVM | 83.0357 | 43.7500 | 69.0476 | 28.5714 | 71.4286 | 52.0833 | 86.0119
MLP | 73.5119 | 19.0476 | 36.6071 6.2500 56.2500 6.2500 18.4524
RFor | 85.4167 | 38.6905 | 71.7262 | 29.4643 | 75.8929 | 51.1905 | 80.6548

in order to understand the different results they will produce.
We have chosen three well known classifiers from the Weka
toolbox 4.

The algorithms selected from this toolbox were the Multi-
Layer Perceptron (MLP - "hiddenLayers’ = a, ’learningRate’ =
0.001, 'momentum’ = 0.9, ’trainingTime’ = 50000, "validation-
Threshold’ = 500, ’validationSetSize’ = 20) [7], the Support
Vector Machines (SVM - ¢’ = 45, ’checksTurnedOff’ = true,
’debug’ = true, ’kernel’ = Puk) [18], the K-Nearest Neighbours
(KNN - ’knn’ = 1, ’crossValidate’ = true, ’distanceWeight-
ing’ = 1/distance, ’nearestNeighbourSearchAlgorithm’ = Lin-
earNNSearch) [1] and the Random Forest (RFor - all the default
parameters) [5].

Table 4 shows the preliminary results using only the sim-
plest mouse data. In the case of the mouse, since we have a
greater quantity of data than the one produced by the keyboard
during each game round, it is expected that we have better re-
sults when compared with the keystroke results. The differ-
ence, however, is very considerable. The best accuracy result
is just over 86%, which is a lot more than the best results using
only keystroke information. It is also interesting to note that
the results of using only the frequency of clicks, in two cases
(KNN and SVM) are better than when using all the mouse fea-
tures. In the same way we did with the keystroke, we wanted
to investigate as well if there is any feature that has a bigger
impact on the accuracy than the others. From the results, it is
possible to note that the combination of frequency of clicks and
their latency is likely to have a bigger impact than the directions
of the mouse, thus having more individual information.

Table 5. Keystroke % accuracy first results

in a security application. We also wanted to understand which
of these most used keys carry the most amount of individual in-
formation and, based on the results, it can be said that the °Q’,
"W, ’E’ together are the most significant information about the
users. In fact, in the case of the SVM, the accuracy with *Q’,
"W, ’E’ is even higher than the one with all four keys and in
the case of the MLP, the results for the cited cases is the same.

Even though the results for the keystroke data are not very
significant, we wanted to analyse if, when used combined with
mouse, they would still have a positive impact in the overall
accuracy. Table 6 shows the preliminary results using the com-
bination of all the keystroke and mouse data. It is possible to
notice straight away that the results are very interesting. In the
cases of the KNN, the Random Forest and, especially, the MLP,
there is a considerable increase in the overall accuracy. The
SVM was the only classifier that had a very small improve-
ment.

Table 6. Combination of Keystroke and Mouse % accuracy first
results

Algor | All (mouse + keystroke)
KNN 80.9524
SVM 83.3333
MLP 87.5000
RFor 90.7738

We understand this results relate only with very specific
characteristics of the initial database, but we believe that they
can point out to interesting ways to use this kind of data de-
pending on the game targeted. As an example, we can improve
the keystroke dynamics results by adding the information about

the “combos” used by the users, and, we can improve the clas-

sification by performing a correlation analysis of the features

already extracted and used. Thus, we believe that the new pro-

posed analysis can give some directions on how it is possible

Algor | All'key | QWEE | QWR | QER | WER
KNN | 26.7857 | 21.4286 | 17.8571 | 18.4524 | 16.9643
SVM | 27.3810 | 28.5714 | 21.1310 | 26.4881 | 19.6429
MLP | 53571 | 53571 | 4.1667 | 4.4643 | 3.5714
RFor | 27.6786 | 23.8095 | 19.9405 | 18.4524 | 14.2857

to benefit by understanding the dynamics of the game playing

Table 5 shows the preliminary results using only the sim-
plest keystroke data. We have chosen to use the most used
keys in an attempt to have an idea of how the inclusion of
keystroke data would improve (or not) the overall result of the
system even though we understand that the four keys have very
little information on their own. As expected, the accuracies
reached only using these specific keystroke data is very poor.
The overall results are not higher than 28% which is very low

*www.cs.waikato.ac.nz/ml/weka/

and biometric data.

5 Conclusion

This paper presented a proposed new way to use biometric-
based keystroke and mouse dynamics in order to guarantee the
authenticity of game users in the online game League of Leg-
ends. We have proposed a new protocol for the game data col-
lection as well as presented a set of possible features that could
be used in the identification system.

The literature presents a few mouse or keystroke dynamics



databases using a fixed task and a controlled computer environ-
ment to collect their data. Despite the fact that this can provide
a better result, it does not reflect a real situation if we wanted
to use the system for a continuous identification. Based on the
preliminary analysis of the initial features, it is possible to note
that some are more representative than others. Thus, we are
able to decide not to use the features with low representatives,
therefore improving the classification performance without los-
ing precision.

We understand that this is a very initial data analysis and

identification results, but we consider that this pioneer data pro-
posal will have a big impact on the different ways we can use
biometrics data in the future.
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