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Abstract:

Cloud computing is a disruptive technology which represents a paradigm shift in the
way computing services are purchased and maintained within organisations. Due to its
benefits like low capital, scalability and high reliability, the cloud infrastructure has the
features and facilities to speed up Information Technology (IT) adoption in developing
countries. However, moving data and applications to a cloud environment is not
straightforward and can be very challenging as decision makers need to consider numerous
technical and organisational aspects before deciding to adopt cloud infrastructure. There are
existing models and framework available to support different stages of the cloud adoption
decision making process. However, they are developed for technologically developed
countries and there has been very little investigation done to determine whether the factors
that affect cloud adoption are any different for a technologically developing country like
India. This research aims to provide a framework to aid cloud adoption among SMEs in
Tamil Nadu, a southern state of the Indian Union. The major contribution to knowledge is the
framework, based on Scientific Decision Making (SDM) which has been developed to
support SME decision makers at all the different stages of the cloud adoption decision

making process.

The theories of technology adoption like Diffusion of Innovation (DOI), Technology,
Organisation and Environment (TOE) framework along with Multi Criteria Decision Making
(MCDM) forms the theoretical underpinnings of the research. The primary data was collected
via two web-based questionnaire surveys among SME decision makers from Tamil Nadu. Six
determinants of cloud adoption such relative advantage, compatibility, innovativeness,

organisation size, external issues and industry type were identified. The findings identify that

11



organisational factor specific to SME location is a very important decision factor while
planning cloud adoption. The proposed cloud adoption decision support framework (CADSF)
includes two tools namely; cloud suitability assessment and cloud service identification. The
framework provides a preliminary structure for developing a knowledge driven Decision
Support System (DSS) to support cloud adoption among SMEs in Tamil Nadu. Finally, based
on the findings of the research, it is expected with developments to the existing cloud
infrastructure, especially the availability of reliable internet and increased awareness, more

SMEs in Tamil Nadu would adopt the cloud computing infrastructure.
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Chapter 1: Introduction

1.1 Research Background:
Cloud computing represents a paradigm shift in the way computing resources are

purchased and maintained. The concept of cloud computing is not completely new. The
evolution of cloud computing can be dated back to 1960's when John McCarthy, a computer
scientist introduced timesharing in mainframes (TimesofCloud 2017). Since then, cloud
computing has gradually evolved through a number of technological innovations like grid
computing, utility computing and virtualisation technologies (Hill et al. 2013). These
technologies formed the foundation upon which cloud computing was developed. The term
"cloud computing™ was first used by Professor. Ramnath Chellapa at a conference held at
Dallas, U.S in 1997. He defined cloud as a computing paradigm where the boundaries of
computing will be determined by economic rationale rather than the technical limits
(TimesofCloud 2017). The symbol of the "cloud" is used to denote the boundary of the cloud

environment (Erl, Puttini and Mahmood 2013).

The global computing market is estimated to increase from $67 billion in 2015 to
$162 billion by the end of 2020 (Rightscale 2017). According to 2014 Gartner hype cycle
report, Cloud is one of the most hyped terms in the history of Information Technology (IT)
(Panetta 2017). In recent years, cloud computing has evolved from being a buzz word into
being adopted by organisations according to their business needs. Cloud computing users can
provision computing resources like hardware, storage, applications and services virtually
through the internet on-demand instead of running on premise data centers. Therefore, cloud

users will have to pay for only what they use. This feature of the cloud infrastructure
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eliminates costs associated with the purchase, implementation and maintaining expensive IT
equipment. In addition to cost benefits, migrating existing data and application to cloud
infrastructure can bring other benefits like high scalability, reliability, flexibility and
improved accessibility to resources (Wang 2011). However, the multi-tenant model of the

cloud computing infrastructure can give rise to a number of risk and issues.

A successful cloud computing adoption brings about both technological and
organisational changes to the organisation (Bildosola 2015). Therefore, all the different steps
and tasks involved in the cloud adoption decision making process should be considered
before making the decision to adopt cloud infrastructure. This research is focussed on Small
and Medium Enterprises (SMEs) in Tamil Nadu, one of the constituent states of the Indian
Union. Tamil Nadu lies in the southern part of Indian peninsula and has a population of 72
million (Devika 2015). Tamil Nadu is the fourth largest economy in India and it is the first
state in India to announce a comprehensive IT policy in 1997 even before the National IT
policy which was released only in 2000 (Bajwa 2003). Tamil Nadu accounts for 689,000

registered SMEs which is the largest in the whole of the Indian Union (Devika 2015).

1.2 Research Problem:
Small and Medium Enterprises (SMESs) are perceived as the backbone of a country's

economy (lyer et.al 2013). The status of SME sector is no different in India, where more than
40% of the total workforce is employed by SMEs. SMEs contribute nearly 17% to the GDP
of Indian economy (Devika, 2015). Innovation in Information and Communication
Technologies (ICT) among SMEs has proved to improve the competitiveness of the
individual business (Alshamaila and Papagiannidis 2013). Cloud computing is the latest
innovation in IT which has attracted public and private sector organisation around the world

mainly due to the features it offers to improve the performance and service delivery (lyer et.al
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2013). Cloud computing due to its features like high scalability, reliability, flexibility and
improved accessibility to resources, can facilitate adoption and upgradation of IT among
SMEs in developing countries (Wilson, Khazaei and Hirsch 2016). By adopting a cloud
infrastructure, SMEs with limited IT budget can have access to highly scalable technologies
(Kshetri 2012) which will level the playing field and enable SMEs to compete with larger
enterprises (Alshamaila and Papagiannidis 2013). Recent research data on cloud adoption
trends suggests that developed countries in Europe and U.S have embraced the use of cloud
computing infrastructure (Rightscale 2017). However, the level of adoption of cloud
computing among SMEs in India is lesser when compared with the developed countries. As
the researcher has his origins in Tamil Nadu and is familiar with the state, this study focusses
on SMEs in Tamil Nadu. The provisions in Part X1 of the Indian constitution allow each state
of the Union to have their own laws to govern trade and commerce within the boundary of
the state (Lawmin 2017). Therefore, the laws for running a business can vary for each state
and a study focussed on one state cannot be accurate for the whole union. It can be inferred
from the statistics that Tamil Nadu has one of the most favourable destination for investment

and running a business (PTI 2015).

To effectively leverage the benefits of cloud computing, SMEs must be innovative
and consider all factors that can affect cloud migration (Alshamaila and Papagiannidis 2013).
According to Asian Cloud Computing Association (ACCA), Data security, broadband
availability, interoperability and portability are some of the main issues that are faced by
organisations in India (ACAA 2016). The above mentioned issues can be considered as
factors around the cloud infrastructure, SMEs also face technical, operational and
organisation issues while implementing cloud in their business. Therefore, the decision to
adopt cloud computing involves decision making at strategic, tactical and operational levels

as it impacts all levels of management within the organisation (Andrikopoulos, Strauch and
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Leymann 2013). A review of the literature identifies several research works from academia
and business focussed on cloud adoption. There are many proposed decision support
framework available to support decision makers in cloud adoption. Each of these frameworks
covers different aspects of cloud adoption and there is very little literature available which
focusses on the whole migration process. Research by are the only studies which aims to
covers the whole migration process. A majority of these studies are focussed on organisations
from developed countries and it is proved from several empirical studies that environmental
factors play an important role in influencing the decision to adopt cloud computing.
Therefore, this research aims to fill the gap by developing a framework to support cloud

adoption decision support focussed on SMEs in Tamil Nadu.

1.3 Research Aims and Objectives:
The aim of this research is twofold. Firstly, to investigate and analyse the cloud

adoption decision factors for SMEs in Tamil Nadu by using the Technology, Organisation
and Environment (TOE) Framework. Secondly, to develop a framework to support cloud
adoption decision making by incorporating the factors that are identified during the first part

of the study. This research aims to answer the following research questions:

RQ1: What are the issues, challenges and other critical factors faced during cloud adoption

decision making process by SME decision makers in Tamil Nadu?

RQ2: How can we develop a framework to support cloud adoption decision making process

for SMEs in Tamil Nadu?
The following objectives were set to answer the research question:

e Examine the existing approaches available for Cloud adoption. Identify issues in

terms of processes and methods for cloud adoption for SMEs in Tamil Nadu,
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¢ Investigate the enablers and barriers of cloud adoption for SMEs in Tamil Nadu,

e Identify the determinants of cloud adoption for SMEs in Tamil Nadu,

e Examine the existing frameworks, models and Decision support systems (DSS)
available to support cloud adoption decision making process and identify the tasks
and steps that should be considered prior and post cloud adoption, and

e Propose and develop a framework to support cloud adoption decision by SMEs in

Tamil Nadu.

1.4 Research Methodology: Overview
To achieve the research objectives, we have used mixed methods as the use of either

quantitative or qualitative research method does not fully answer the research objective. The
different activities that were carried as part of this research were conducted in three main

stages as shown in figure 1.1.
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Figure 1.1 Research Stages.

Exploratory Phase: The first stage of the study was mostly exploratory in nature aimed to
understand the perception, issues and cloud adoption decision factors for SMEs in Tamil

Nadu. We used semi-structured interviews and web based survey methods during this phase.

Survey (Stage 2): The findings of the initial exploratory phase were incorporated into a
survey questionnaire and a web based survey was conducted among decision makers from

SMEs in Tamil Nadu.

Development of the Cloud adoption decision support framework (CADSF) (Stage 3): The
final stage involves development of CADSF using Multi Criteria Decision Making (MCDM)
methods to support cloud adoption decision making process for SMEs in Tamil Nadu. A

prototypical implementation of the framework is also completed during this stage.

1.5 Ethical Considerations in the research:
We have followed the ethical procedures of Sheffield Hallam University for all the

activities conducted in this research. A research ethics form was submitted to the ethics
committee before conducting the main study. The ethical implications to the participants of
the semi-structured interviews and survey were also considered and data was collected

according to the ethical regulations of Sheffield Hallam University.

1.6 Research Contributions:
This research makes both practical and theoretical contributions to the growing body

of knowledge on cloud computing adoption. Firstly, this research is the first empirical
investigation that examines cloud adoption among SMEs in Tamil Nadu. Through this

investigation, we have created empirical evidence of the determinants of cloud adoption for
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SMEs in Tamil Nadu. The major practical contribution of this research is achieving the
research aim of developing a framework to support cloud adoption decision making by SMEs

in Tamil Nadu.
The summary of the contributions of this research are listed below:

e A critical review of the existing frameworks, models and DSS available to support
cloud computing adoption (Section 2.9).

e An investigation into the factors that influence the adoption of cloud computing
infrastructure among decision makers from the SME sector in Tamil Nadu (Chapter
5).

e The development of a framework to support cloud adoption decision making which
covers all the different steps and tasks that need to be considered during cloud
adoption (Chapter 6).

e A prototypical implementation of the framework into a knowledge driven DSS

(Section 6.5).

1.7 Organisation of the thesis:
This thesis consists of seven chapters. A summary of the contents of the thesis is

discussed in this section.
Chapter 1: Introduction:

This chapter gives the brief introduction to the research thesis by discussing the
research problem and an overview of the adopted research methodology. The main aims and
objectives of this research and the organisation of the thesis is also discussed in this chapter.
Chapter 2: Literature Review:

Chapter two can be divided into parts: The first part of this chapter provides an

overview of the cloud computing infrastructure. The benefits and issues of cloud computing
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according to literature are also discussed in the first part of this chapter. The second part of
this chapter examines the existing literature on cloud adoption focussing the SME sector. The
existing framework, models and tools to support cloud adoption is critically analysed in this
chapter.

Chapter 3: Theoretical foundations of the framework:

The theoretical principles that helped in designing this research are discussed in this
chapter. This chapter discusses human decision making process and scientific decision
making (SDM) model. The different MCDM methods are discussed in this chapter. We have
also critically reviewed the different theories of technology adoption that are used in IS
research. The conceptual framework based on TOE framework and the hypotheses developed
are outlined in this chapter.

Chapter 4: Research Methodology:

This chapter provides a detailed explanation of the research methodology adopted in
this research. This chapter also provides a brief review of the different research philosophies
and research methods that are employed in computer science research. Appropriate
justification is given for the choice of methodology employed in this research. Data collection
and data analysis methods used are also explained in this chapter.

Chapter 5: Data Analysis:

This chapter presents the findings of stage 1 (Exploratory phase) and stage 2 (Survey)
of this research. Descriptive analysis of the questionnaire is presented in this chapter.
Chapter 6: The proposed framework to support cloud adoption support

framework (CADSF)
This chapter presents the development of the proposed CADSF. This chapter

discusses the steps and tasks that are involved in the cloud adoption decision making process.

The results of the case study completed to test the usefulness of AHP for cloud adoption is
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presented in this chapter. Prototypical implementation of CADSF is also included in this
chapter.
Chapter 7: Conclusion and future work:

This is the final chapter of the thesis. The major findings of this research and how it
helped achieve the research objective are discussed in this chapter. The implications of the
findings of the research to researchers, SME decision makers and cloud service providers are
discussed in Chapter 6. Finally, this chapter concludes by addressing the limitations of the

research and listing out areas for future research.
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Chapter 2: Literature Review

2.1 Defining cloud computing:
Cloud computing can be defined as an Information Technology (IT) infrastructure by

which computational resources like storage, network, and processor are delivered as a service
rather than as a product (Hill et al. 2013). Since services are offered by the provider like
utilities (gas and electricity), user of a cloud service only pay for what is used (Wang 2011).
It also means that if extra computational resources are required, users can provision it on
demand. Though the level of adoption has increased considerably in recent years, cloud
computing as a technology innovation is said to be still in its formative stage (Ruparelia
2016). There are several definitions for cloud computing based on its characteristics and
user's perspective (Vasquero et al. 2009). Perhaps the most widely used and cited definition is
the one by US National Institute of Standards and Technology (NIST). According to NIST

(Mell and Grance 2011),

"Cloud computing is a model for enabling convenient, on-demand network access to a
shared pool of configurable computing resources (e.g., networks, servers, storage,
applications, and services) that can be rapidly provisioned and released with minimal
management effort or service provider interaction. This cloud model promotes availability
and is composed of five essential characteristics, three service models and four deployment

models"

23



The essential characteristics a cloud infrastructure should possess as explained by

NIST are explained in the following section (Mell and Grance 2011):

On-demand Self Service: A cloud computing infrastructure should provide cloud users
sufficient agility and autonomy to request for more computational resources and users should

be able to provision resources dynamically without human intervention with minimum effort.

Broad network access: Broad network access refers to the ability of a cloud service to be
widely accessible. A cloud infrastructure must be available over the internet accessible

through devices like personal computers, mobile phones and tablets.

Resource Pooling: This characteristic brings together cloud enabling technologies such as
grid computing and virtualisation. A cloud provider pools its IT resources to serve multiple
cloud service consumers by using multi-tenancy models which relies on the use of

virtualisation technologies.

Rapid Elasticity: This characteristic of cloud computing refers to the ability of a cloud
infrastructure to request for additional resources according to the needs of the consumer. As
discussed in the previous section, the boundary of the cloud environment should be limitless

and users should be able to scale up or scale out seamlessly.

Measured service: The measured service characteristic refers to the ability of a cloud
provider or cloud consumer to keep track of the usage of the IT resources. In the same way as
energy usage is monitored and controlled, cloud providers dynamically optimise the
underlying infrastructure and provide a transparent metered service at the level of abstraction

relevant for the consumer.

According to NIST, these five characteristics are very essential for a service to qualify
as a cloud service. In addition to big market players like Amazon, Microsoft and Google
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many local providers have started to offer cloud based services to consumers. As a result, if a
service has close resemblance to cloud it is being classed part of cloud domain and marketed
as a cloud service. It should be understood that if a service provider cannot provide one of the

above said characteristic, then that service cannot qualify as a cloud service (Ruparelia 2016).

2.2 Cloud Actors:
The NIST cloud computing reference architecture defines five main actors in cloud

computing. In this context, an actor is a person, entity or an organisation that participates and
carries out responsibilities related to a cloud based activity. The five actors are as follows

(Erl, Puttini and Mahmood 2013) (Mell and Grance 2011):

Cloud Consumer: The cloud consumer is the principal stakeholder for the cloud computing
service. A cloud consumer is a person or organisation that has formal arrangements with a
cloud provider to use the IT resources made available by the provider. Usually cloud
consumers make a formal contract and can specify the technical expertise expected from the

cloud provider on a Service Level Agreement (SLA).

Cloud Provider: The person or organisation that provides cloud service is the cloud provider.
Cloud provider normally owns the IT infrastructure required for providing the service, also
runs and maintains the cloud software that provides the service. Additionally, Cloud provider
is responsible for making arrangements with the cloud consumer to deliver the cloud service

through network access.

Cloud Auditor: A cloud auditor is usually a third party organisation which conducts
assessments of the cloud infrastructure. The main responsibility of the cloud auditor is to
evaluate the security protocols, privacy impacts and performance of the cloud infrastructure.
The purpose of the cloud auditor is to provide cloud consumers an unbiased assessment of

cloud provider's infrastructure.
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Cloud Broker: Cloud brokers are an entity or organisation that manages the use,

performance and delivery of cloud services.

Cloud Carrier: Cloud carriers are the intermediaries responsible for providing connectivity
between cloud consumers and cloud providers. As cloud is operated over the internet, this

role is assumed by network and telecommunication providers.

2.3 Cloud computing Service Models:
A cloud service model represents how different types of IT resources are offered as

service by the cloud service providers (Alharbi 2017). There are three fundamental cloud
service delivery models as described by NIST. They are Software as a Service (SaaS),
Platform as a Service (PaaS) and Infrastructure as a Service (laaS) (Mell and Grance 2011).
2.3.1 Infrastructure as a Service:

laaS is a model in which IT infrastructure ranging from processing power to storage
are offered by the service provider on demand over the internet (Opara-Martins 2017). The
cloud consumer does not control or manage the underlying cloud infrastructure but has
control over the operating systems, storage and applications (Marinescu 2017). The ability to
provide unlimited scalability on an on-demand basis through resource virtualisation and pay
per use billing model makes laaS a competent type of cloud service for any type of business.
Some of the major providers of laaS services are Amazon, Rackspace, GoGrid, AT&T and
IBM. The major benefit of laaS is that organisations can use laaS to quickly deploy new
versions of the applications without having to go through any purchase and configuration
delays (Wang et al. 2017). 1aaS is considered as the bottom layer of cloud computing systems
(Buyya, Broberg and Goscinski 2011). 1aaS model is particularly useful when the demand is
volatile or when the organisation is expanding rapidly and the management does not want to

invest in computing infrastructure (Marinescu 2017).

26



laaS can be viewed as an extension to traditional IT infrastructure, with the
difference of not having to buy and manage expensive IT hardware. (Ruparelia 2016). Due to
the characteristic of the virtual infrastructure, laaS has lower risk of vendor lock-in problems.
laaS requires higher expertise and it is considered a high cost cloud based infrastructure.
Therefore, such a type of cloud infrastructure is most suited for large enterprises (Erl, Puttini
and Mahmood 2013).
2.3.2 Platform as a Service:

PaaS offerings provide services for the user to develop and deploy applications in the
cloud environment. PaaS allows the cloud consumer to maintain the complete application
development cycle from designing the application to deploying the application (Mell and
Grance 2011). PaaS provides application development platforms which can be remotely
accessed over the internet and connect to locally executed frameworks and IDEs allowing
fast development and deployment of applications (Opara-Martins 2017). Some of the well-
known PaaS providers are Google's Google App Engine, Microsoft Azure and Force.com

(Wang et al. 2017).

Consumers may be able to extend the existing toolset by installing their own tools,
but control over the overall infrastructure is retained by the cloud provider. Consumers have
control over application development, configuration and deployment within the provisions
provided by the cloud provider. This layer of cloud computing is similar to traditional web
hosting where consumer’s servers have development platforms installed on them. The main
difference between traditional web hosting and PaaS is that, PaaS allows rapid scalability
(Ruparelia 2016). Like laaS, PaaS will also require staff with IT expertise to develop and

deploy applications (Erl, Puttini and Mahmood 2013).
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2.3.3 Software as a Service:
SaaS offers application running on a cloud infrastructure to consumers accessible

from different types of devices through the internet (Alharbi 2017). In SaaS, there is no need
to install and run the application on the user's computer and the maintenance, application
capabilities and upgrade procedures are managed and carried out by the cloud service
provider. Therefore, traditional desktop applications like the word processing and
spreadsheets can be accessed as a service over the internet (Buyya, Broberg and Goscinski
2011). This service delivery model abstracts the user from the infrastructure and platform by
concentrating on the application level. Users can access a SaaS application hosted by the
cloud provider on a pay-per-use basis. In this model, the user has control only over their data
and the cloud service provides maintain full control of the underlying cloud infrastructure.
Examples of a SaaS application are Google's Gmail, Microsoft's Hotmail and Google docs

(Wang et al. 2017).

The SaaS is not suitable for application which requires real time response or those
when data is not allowed to host externally (Marinescu 2017). In cloud computing, the IT
infrastructure can be grouped into two categories. All the physical devices such as servers,
network, storage, and databases are denoted as "Infrastructure”. When the "Infrastructure" is
combined with the operating system and middleware, then it is denoted as "Platform".
Therefore, both 1aaS and PaaS belong to the IT infrastructure stack (Ruparelia 2016). The
difference between SaaS, PaaS, and laaS and on premise application is shown in the

following table 2.1.
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Category On-premise SaaS PaaS laaS

Hardware Software and | Software and | Same as SaaS. Same as laaS.
Hardware resides | Hardware resides
at the location of | at the premise of
the user, typically | the cloud vendor.
on an in-house
datacenter

IT Staff Requires End user oriented. | Need expert IT | Same as PaaS.
recruiting or | Non-technical staff and | Requires high

hiring expert IT

staffs for
implementing,

managing and
upgrading IT

requirements.

experts can
configure and
manage the

solution with the
assistance of a
cloud provider.

developers to

facilitate the
service.
Companies  can

outsource or hire
experts from the
cloud
(will

associated costs).

provider

have

level IT skills to
manage operating

systems,  virtual
machines and
networks.

Implementation | Can take months | Can be | Depending on | Same as PaasS.
time depending on | configured and | expertise can be

budget and | made available in | implemented in a

availability of | a few hours. few days.

infrastructure.
Maintenance and | High upfront | Pay as you go fee | No upfront costs, | Costs for

operational costs and ongoing | structure, easy | involves purchasing virtual
Costs maintenance contract options. | operational costs | machines and
costs. Usually | No maintenance | (include  hiring | involves
requires upgrade | costs (managed | developers). No | operational costs
to infrastructure | by vendor). maintenance costs | (staffs to manage
periodically. (managed by | virtual machines
vendor). and developers).
No maintenance
costs  (managed
by vendor).
Scalability Depends on the | Can scale up and | Same as SaaS. Same as SaasS.

infrastructure and

down
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Category On-premise SaaS PaaS laaS
system automatically
architecture made  available
through  vendor
(depends on the
SLA)
Upgrades Customer Free and usually | Same as SaaS. Same as SaaS.

responsibility and

can be expensive

taken care by

vendor.

Customisation

Very flexible, can
be customised for

needs

Point and click

customisation.

Flexible

Flexible and
highly

customisable.

Remote access

Works

company network.

inside

Accessed through
internet and
available  from
anywhere through

internet browser.

Same as SaaS.

Same as SaaS.

Security

Customer's
responsibility for

security.

Limited  control
over security.
Usually managed

by vendor.

Same as SaaS.

Customer has
control over

system security.

Table 2.1: Difference between on premise, SaaS, PaaS and laaS application

In addition to the above mentioned three fundamental categories, other sub services of

cloud computing have emerged in recent years based on their specialisation. The sub services

are commercially referred based on the computing capability by simply adding the suffix

"aaS". Examples are Storage as a Service (STaaS), Hardward as a Service (HaaS), Database

as a Service (DBaaS) and Composite as a Service (CaaS) (Opara-Martins 2017). Ruparelia

(2016) argues that due to the evolving nature of the cloud infrastructure, the definition for

cloud service model should be redefined and introduces two new service delivery models to

fit all the different types of cloud services used by businesses. They are Business Process as a

Service (BPaaS) and Information as a Service (INaaS) (Ruparelia 2016).
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Business Process as a Service (BPaaS): BPaaS functions as a replacement for an existing
business process in an organisation. BPaaS is a combination of Business Process Outsourcing

(BPO) with Software as a Service (SaaS).

Information as a Service (INaaS): INaaS provides information relevant to an individual or
organisation to their business, process or tasks. Payments for both these models are based on
pay per use basis. For our investigation we include only the three service delivery models

defined by NIST.

2.4 Cloud delivery models:
A cloud deployment model represents the type of cloud environment which hosts the

cloud service. According to NIST, there are four types of cloud deployment models. They are
explained in the following sections (Mell and Grance 2011).
2.4.1 Public cloud:

A public cloud is a cloud computing infrastructure which is publicly accessible. Users
of the public cloud can be general public or an organisation. The IT resources of the public
cloud are managed, maintained and owned by the cloud providers (Hill et al. 2013). Public
cloud services are delivered to the user through one of the service models discussed in the
previous section. Public cloud support multi-tenancy model which is the usage of same
infrastructure by different consumers. Users of public cloud agree for the data to be stored in
public cloud data centers. To provide high availability, public cloud providers store data in
multiple data centers which sometimes can be in different countries. This introduces legal
issues as different countries have different data protection laws. The laws of the country
where the data center is located may govern the data when it is stored in a country different
from where is organisation operates. This is one of the major concern of using public cloud

and multi-tenancy model (Ruparelia 2016). Due to the low cost approach, Public cloud is
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regarded as most suited for SMEs as cloud providers are responsible for ongoing
maintenance of the cloud and its resources (Erl, Puttini and Mahmood 2013) (Mell and
Grance 2011).

2.4.2 Private cloud:

As the name suggests, Private cloud is managed and maintained for use by a single
organisation. In a private cloud, cloud resources may be located either on premise or off
premise. The private cloud user might employ a third party to maintain the infrastructure.
Even though the private cloud is managed for use by a single organisation, it should still have
the five characteristics of a cloud computing infrastructure (Mell and Grance 2011).
According to Wang et al. (2017), security and privacy concerns are the major motivation
behind building and running a private cloud.

2.4.3 Hybrid cloud:

The latest buzz in the field of cloud computing is the use of hybrid cloud model in
enterprises. Research data shows that 58% of enterprises are looking to use hybrid cloud
model for the business requirement (RightScale 2017). A hybrid cloud is cloud computing
infrastructure comprising of more than one type of deployment model (Mell and Grance
2011). For example, an organisation may use private cloud for data that is sensitive and
public cloud for other aspects of business (Erl, Puttini and Mahmood 2013). However, usage
of more than one type of deployment model introduces issues of portability and
interoperability. Portability refers to the ability of a computer program to be able to operate
on different platforms. If portability does not exist, it increases the risk of vendor lock-in
which may potential leave the cloud user stuck with a particular provider (Bernstein, Vij and

Diamond 2011).
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2.4.4 Community cloud:
A community cloud is a type of cloud computing environment similar to public cloud

except it is limited to a specific community of users or organisation sharing same interest.
Such a type of cloud infrastructure can be on premise or off premise and maintained by one
or more collaborating organisations. Examples of such type of cloud are government
infrastructure and research grids which serve particular group of users (Mell and Grance

2011).

2.5 Advantages of cloud computing:
The decision to migrate data and application to a cloud infrastructure can bring about

many benefits to an organisation. The most advertised benefit of cloud computing is the
economic benefit it brings by moving to a pay per use billing model. From the cloud user's
perspective, the cloud is a point of access for all their resources, anytime and from anywhere
as long as the internet is available. Cloud providers are very reliable as they have better
security mechanisms than individual organisations (Hill et al. 2013). New applications and
technologies can be tested on cloud without having to build the infrastructure in-house and
cloud providers can provide limitless scalability according to the users demand. The other
drivers of cloud computing are discussed in the following sections.

2.5.1 Better IT utilisation:

According to researchers, even at peak usage only between 10-30% of the IT
resources will be utilised. A user might use 60% of CPU memory, 20% of the total available
network bandwidth and 10% of the processor at peak usage time. In a traditional IT
environment, this results in under used IT resources. Even though the IT resources are not
utilised to their full potential, organisation still have to pay for 100% of the resources
(Ruparelia 2016). This problem is solved by cloud computing. Cloud computing provides a
shared infrastructure where IT resources can be provisioned based on demand of the
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organisation. This also improves the efficiency of the system as the cloud infrastructure can
scale up or scale out at peak usage time. The boundary of a cloud environment is defined by
the user. Cloud infrastructure provides user access to highly scalable technologies as
discussed in the previous section. Netflix, Instagram and Twitter are all well-known
examples of services running through cloud infrastructures and these businesses have
expanded without any interruption based on the demand.

2.5.2 Price models:

This is one of the most attractive benefit of cloud computing. Cloud computing
enables businesses to simply sign up and start using the service without having to invest on
buying expensive IT hardware. A cloud user is billed based on the pay-as-you-use billing
model. This brings a change in the business model of the organisation as cloud adoption
results in IT changing from Capital expenditure (Capex) to Operational expenditure (Opex).
There are different types of price models followed by the cloud providers. Some of the well-
known price models are subscription based price model, utility based model and consumption
based model (Ruparelia 2016).

2.5.3 Improves agility and accessibility:

One of the main characteristic of a cloud computing infrastructure is "broad-network
access". A cloud service is usually accessible across different devices through a web browser.
A cloud user can go online with less time to market. Thus, cloud is more agile and readily
available (Wang 2011).

2.5.4 Back up and Disaster recovery:

Data stored in a cloud environment is replicated in multiple data centers and some

cloud service providers have data centers across the world. This feature of cloud computing

minimises the risk of loss of data and can ensure business continuity at times of natural
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disasters. Therefore cloud computing can offer better back and disaster recovery services
(Ruparelia 2016) (Erl, Puttini and Mahmood 2013).
2.5.5 Green Cloud:

Green Computing can be defined as the eco-friendly use of computer and its resources
(Techopedia 2013). Green Computing involves designing, manufacturing and use of
computer and its resources so that it will have less impact to the environment (Garg and
Buyya 2011). A study conducted by Accenture has identified that companies can cut down
the consumption of electricity and reduce carbon emission by 30% when they move their in-
house data centers to a cloud platform. In traditional computing systems where organisations
have their data centers in-house, dedicated servers can be used for different application and
usually vertical scaling is used which can result in less utilisation of the resource and increase
in power consumption. In organisation, data administrators might not be held accountable for
increase in power consumption and the only concern for data administrators would be high
availability of the resource (Holler 2009). However, in cloud infrastructure the provider has
less number of servers with high efficiency and resource utilisation. According to google, if
an organisation chose to migrate to a cloud model based on Google App Engine, they can
reduce direct energy supply for servers and for server cooling by 70-90% with only 2-3%

increase in energy usage by the applications using the internet (Google 2012).

2.6 Issues with cloud computing:

2.6.1 Security issues in the cloud:
The adoption of cloud computing by moving data and application to a third party

cloud providers data center increases security concerns as the responsibility of the data is
shared between cloud provider and the consumer. For example, consider a small organisation
using google spreadsheets to maintain and manager their customer's personal information. As

the data resides in an external data center, it becomes a joint responsibility of google and the
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small organisation to protect their client's personal information. It is difficult to establish a
security infrastructure unless the cloud provider and cloud consumer happen to support the
same security infrastructures. Security issues in the cloud remains as the main factor affecting
cloud adoption.

2.6.2 Interoperability issues:

Portability of a computer application or data refers to the ability to move the
application or data from desktop to cloud or from one cloud provider to another (Bernstein,
Vij and Diamond 2011). In this context, Cloud Interoperability can be defined as the ability
to write code that works with more than one cloud provider simultaneously, regardless of the
differences between the providers. Interoperability is one of the major issues that
organisations face while migrating applications to cloud. Mirfakhrai et.al (2012) has
developed a conceptual framework to prevent interoperability issues. Mirfakhrai et al. (2012)
argues that to eliminate these problems, it is important to develop a central unit between the
providers that can act in between cloud providers to manage the transactions. The central unit
can act like an adapter which converts service request from one provider to a standard which
can be accepted across all cloud providers. This model is not practically suitable as it increase
the security threat in Cloud. However, in place of central unit Cloud Standards can used to

address cloud interoperability issues.

The common strategy used for interoperability in Public cloud is standardising
exchange mechanisms and interfaces in the cloud Teckelmann et.al (2011) and Lewis (2013).
Standardisation in Cloud computing refers to the use of common APIs, architectures and
technical standards which can be established and approved by an organisation like 1ISO
(International Organisation for Standardisation) or ANSI (American National Standards
Institute) Hofer and Karagiannis (2011). Organisations like Cloud Computing Interoperability

Forum, Cloud Security Alliance, Distributed Management Task Force are working on
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developing standards for different aspects of cloud computing. Some of the clouds computing

standardisation efforts by organisations are shown in the following table 2.2 Lewis (2013).

Project Name

Focus

Cloud Computing
Interoperability Forum

Common, agreed-on framework/ontology for cloud platforms to exchange
information in a unified

manner. Sponsors of the Unified Cloud Interface Project to create an open
and standardized

cloud interface for the unification of various cloud APIs

Cloud Security Alliance

Recommended practices for cloud-computing security. Working on Version
3 of the Security

Guidance for Critical Areas of Focus in Cloud Computing. Non-profit
organization that includes

Google, Microsoft, Rackspace, Terremark, and others.

Cloud Storage Initiative

Adoption of cloud storage as a new delivery model (Data-Storage-as-a-
Service). Initiative

sponsored by the Storage Networking Industry Association (SNIA), the
creator and promoter of

The Cloud Data Management Interface (CDMI). SNIA includes members
from NetApp, Oracle,

and EMC

DeltaCloud Abstraction layer for dealing with differences among laaS providers. API
based on
Representational state transfer (REST) with a small number of operations
for managing instances.
Currently have libraries for seven providers including Amazon EC2,
Eucalyptus, and Rackspace.

Distributed Management interoperability for cloud systems. Developer of the Open

Management Task
Force (DMTF)

Virtualization Framework
(OVF). Also runs the Open Cloud Standards Incubator.

Open Cloud Computing

REST-based interfaces for management of cloud resources including

Interface computing, storage, and
Bandwidth. Working group of the Open Grid Forum.
Cloud Computing Common, agreed-on framework/ontology for cloud platforms to exchange

Interoperability Forum

information in a unified

Manner. Sponsors of the Unified Cloud Interface Project to create an open
and standardized

Cloud interface for the unification of various cloud APIs.

Table 2.2: Cloud standarisation efforts by different organisation (Lewis 2012)

Some the common examples of standards to support interoperability are Amazon Web

Security Identity Access Management (AWS IAM), Amazon Machine Image (AMI), Virtual

37




Hard Disk (VHD) and Representational State Transfer (REST). AWS IAM is used by
amazon to authenticate users within AWS account. Eucalyptus also supports AWS IAM.
AMI is a virtual machine that can be deployed in EC2 and eucalyptus and openstack support
AMI. Similarly, VHD is the virtual file format used by Microsoft Azure which is supported
in EC2 as well (Lewis 2013).

2.6.3 Regulatory and Legal Issues:

In a public cloud, cloud service provider may store consumer's data in a data center
outside the country where the consumer operates and sometimes the location of the data
center can be in a different continent which can be outside the jurisdiction where the
company operates (Erl, Puttini and Mahmood 2013). Public cloud users will often be
unaware of the physical location of the IT resources and where the data are stored by the
cloud service provider. For some organisation, it can be a major issue as it can present serious
regulatory and legal concerns for the organisation. According to Data Protection Act (DPA)
in UK, it requires personal data of consumers be kept within the United Kingdom. Therefore,
an organisation using personal data of consumers may not be able to use public cloud
providers operating from outside the United Kingdom (Hill et al. 2013). Additionally, data
stored in a foreign country must also comply with the laws of the country where the data
center is located. For example, US Patriot act allows government and security agencies to
have easy access to data that are stored in cloud provider's data center anywhere inside U.S

(Wang 2011).

2.7 Towards cloud adoption:
Cloud computing as described in the previous section is a computing paradigm that

facilitates IT adoption among businesses in developing countries. In developed countries like
UK, USA and Europe, enterprises large and small have embraced the technology and have

started to use cloud computing according to the needs of the business. According to Gartner
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hype cycle, cloud computing was a "technology trigger” in the year 2008. Till 2010, cloud
computing remained a buzzword in Information technology and was a trendy topic among
CIO's in businesses. Cloud computing as a "technology trigger" has matured into a
technology for mainstream adoption much earlier than the initial projection by Garnter
(InsightExtractor 2017). It was predicted by Gartner in 2013 that cloud computing will be
available for mainstream adoption in the next 5-10 years. However, hype cycle of 2015 did
not feature cloud computing (Panetta 2017). Technology trigger or a new technology trend
will be removed from the hype cycle before the predicted timescale only for two reasons. If
the technological advances in the field are considered positive and if the innovation has
advanced, it can be removed from the hype cycle and can be considered it has exited the
curve to the right. The second reason is if the technology trigger has been a failure and
discarded by enterprises as not living up to the hype (Panetta 2017). From recent cloud
adoption trends (RightScale 2017), its clearly understood that cloud has been widely accepted
and has surpassed initial expectation with some CIO's suggesting cloud computing will
become the standard for IT infrastructure in the next few years. This clearly shows the

evolving nature of the technology and the need for more research in the field.

Globally, cloud computing market has seen exponential growth in the last five years.
The total spent on public cloud services is expected to be more than $141 billion by the year
2019. According to a recent survey by Cloud Industry Forum (CIF), the cloud adoption by
enterprises in UK has increased from 48% in 2010 to 84% in 2015. According to 2016 survey
by rightscale (RightScale 2016), adopters of cloud computing in the United Kingdom use
more than one cloud provider. The cloud adoption trends in the rest of Europe and the US are
very similar to United Kingdom. In America, according to a survey (Lamson 2015), 90% of
large enterprises and 72% of medium enterprises have already adopted the use of cloud

computing and its services. In Germany, 86% of enterprises are already using cloud
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computing and 65% of medium enterprises have adopted cloud computing. However
adoption of cloud computing in developing economies is less when compared with developed
countries. This is due to a number of factors will be discussed in the following section. For
example, the total market share of public cloud services in India by end of 2016 was £1.26
billion and forecasted to reach £2 billion by the end of the year 2020 (InternationalTrade
2016). These numbers are similar when compared with other developing countries like
Brazil, South Africa and Nigeria. Though the level of cloud adoption by businesses is
increasing every year, the level of growth is at a much slower pace when compared to
developed economies.

2.7.1 Indian SME sector:

This study is focussed on the SMEs sector belonging to Tamil Nadu, a southern state
of the Indian Union. Literature review reveals that there is very little literature available on
cloud adoption by SME sector and the SME sector is under researched. The term SME has
several different definitions in different countries. The World Bank uses three important
criteria for the definition of SME is the size of the business (number of employees), total
assets (total capital), and total annual sales (total turnover) (Berisha and Shirokha 2015). The

following table 2.3 shows the definition of SMEs by World Bank standards.

Enterprise Indicators

Number of Employees

Total assets

Total annual turnover

Micro Enterprises

up to 10

<= $100,000

<= $100,000

Small Enterprises

between 10 and 50

between $100,000 and

$3,000,000

between $100,000 and

$3,000,000

Medium Enterprises

between 50 and 300

between £3,000,000

and 15,000,000

between £3,000,000

and 15,000,000
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In India, definition for SME is based on the definition by Indian Ministry of Micro,
Small and Medium Enterprise (MSME). According to MSME act of 2006, businesses are
classified based of the initial investment made by the enterprise on plant, machinery and
equipment's to run the business (DCMSME 2015). The following table 2.4 shows the

different classifications of SMEs.

Particulars Investments in Plant & | Investments in
Machinery (Manufacturing | EqQuipment's (Service
Enterprises) in Indian | Sector Enterprises) in
rupees Indian rupees

Micro Enterprises <= 25 lakhs <=10 lakhs

Small Enterprises > 25 lakhs & <=50 lakhs > 10 lakhs & <= 200 lakhs

Medium Enterprises > 50 lakhs & <= 1000 lakhs > 200 lakhs & <= 500

lakhs

Table 2.4: Definition of SME according to Indian Ministry of MSME (1 lakh

INR = £1000)

In the case of developed countries like United Kingdom and the USA, number of
employees in the organisation is one of the major criteria for classification of micro, small,
medium and large enterprises. In India, the capital investments made for the business
determines the category the business will fall under. The level of IT adoption among SMEs in
India is low when compared to developed countries. Even though the capital investment and
annual turnover is less, SMEs from certain sectors like manufacturing and textile industry can
have more employees. Therefore, number of employees will not be an appropriate criterion

for the classification of enterprises.

The impact of size of the organisation on the level of adoption needs to be
investigated for SMEs in Tamil Nadu. While reviewing the literature, it was identified that

the level of cloud adoption drops significantly even in a developed economy like USA when
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the size of the organisation is less than 100. Survey results by (Lamson 2015) shows that only
37% of small businesses have adopted cloud computing by the end of 2015. These shows
even with availability of required infrastructure and favourable legislation, small businesses
have still not adopted cloud and there is scope for research focussing the size and type of
industry the SME belongs. Also there are no significant publication focussing just the SME
sector between 2008 and 2012.
2.7.2 ICT adoption in Indian SMEs:

The SME sector is considered as the backbone of the Indian economy with more than
40% of the total employed workforce in the country working in the SME sector (lyer et al.
2013). India is currently ranked second in the world for the number of SMEs in the world.
With more than 48 million SMEs (both registered and unregistered), the Indian SME sector is
home to diverse variety of industries such as textiles, auto ancillary, food processing, agro
based, tanneries to name a few. Though the SME sector employs majority of the working
population, the contribution made by the SME sector to the Indian economy is very less when
compared with other countries. According to lyer et.al (2013), Indian SMEs contribute
between 10-20 % to the total Gross Domestic Product (GDP) of the Indian economy. For
example, the total annual turnover by SMEs in UK is £1.8 trillion which is more than 47% of
turnover by private sector. These figures are similar to majority of countries in the European
Union. China, the only country which has more SMEs than India gets 60% contribution to
the total GDP by SMEs. The successes of SMEs in China are mainly because smaller firms
are keener to adopt suitable and available technologies to maximise business opportunities.
Low levels of technology adoption remain one of the main reasons behind inefficient
productivity in the SME sector. According to an INTUIT study in collaboration with MSME
focussing on MSME sector highlights cost, lack of skilled manpower, lack of awareness of

benefits of technology, poor infrastructure are the major barriers for adoption of any type of
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technology in businesses. Indian SMEs are traditionally late adopters in adopting a new
technology. According to lyer et.al (2013), there are two main reasons behind SMEs being
late adopters of a new technology. The first reason is the management's resistance to move
from human resource driven manual process to system driven processes. The second is the
high upfront investment required to have an IT infrastructure setup and running. As Indian
economy has been opened to Foreign Direct Investments (FDIs) on most of the fields, SMEs
in India face the threat of competing with large global companies. Innovation in IT among
SMEs has proved to increase productivity and can enable SMEs to compete with large
enterprises. Innovation in IT represents the change in practice or a new operational idea on
how IT is maintained and managed. To leverage the benefits of technology and to take the
business to the next level, cloud computing offers a platform which offers flexibility and

affordability in technology adoption.

However, the user friendly, pay-per-use cloud computing is not suitable for all SMEs
as most of them may not be cloud ready due to poor broadband infrastructure. According to
Asian Cloud Computing Association (ACCA), India is ranked at 12" position for the
readiness of businesses for cloud adoption for the year 2016. This ranking by ACCA places
India behind Indonesia, Thailand and Philippines. In 2011, India was ranked at 9" position
and the ratings since 2011 shows that there has been very less improvements in favourable
conditions for cloud computing for SMEs in India (ACCA 2016).

2.7.3 External factors that affect cloud adoption in Indian SMEs:

India's poor broadband infrastructure is one of the major barriers of cloud adoption
among SMEs. The vastness of the country and the cost for implementing the infrastructure is
cited as the main reason for poor broadband. In urban India, Internet access is predominantly
financed by private sector companies where Return of Investment (ROI) is high. However, in

rural areas where SME population is high the penetration of broadband is less (2%). Reliable
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internet access is mainly through Digital Subscriber Line (DSL) technology using copper
cables (Daheria 2014). The average broadband speed in India is 2.8 Mbps (Megabits per
second) with a maximum peak time speed of 21.2 Mbps. These speed statistics is one of the
lowest in the Asia Pacific region. According to a UN commissioned broadband report, India
is currently ranked 131 out of 180 countries for total broadband connections
(UNBroadbandCommision 2014). Although 100% foreign direct investment is allowed in
telecom, several political scams and tax issues have affected investments. The National
Optical Fibre Network (NOFN) project aims to provide 2 Mbps broadband access to 250,000
gram panchayats (village/ small town) by laying 600,000 km of fibre across the country by
the year 2020. This project (£1.9 billion) is mainly funded by the central government.
Unavailability of compatible devices, lack of useful applications, limited digital literacy,
limited affordability are some of the reasons highlighted as major challenges faced by

telecommunication companies in India (Daheria 2014).

The second major barrier that SMEs in India face is poor power grid quality. Power
shortage is a major issue faced by majority of the states in India. According to a recent
government estimate, there are still more than 10,000 villages with no supply of electricity in
various parts of the country (Doshi 2016). A recent Washington post article titled "India's
huge need for electricity is a problem for the planet” states there are nearly 300 million
people in India living without electricity. India currently ranks 3rd behind China and USA for
largest emission of greenhouse gases. Though, India is a signatory participant in the global
initiative to address climate change in 2015, very little steps have been since to improve the
current status (Gowen 2016). Above mentioned reasons, validates the electricity problems
faced by the country and for datacenters to run effectively power grid quality, green policy
and sustainable power is vital. This is another reason for SMEs not adoption technology as

maintaining IT hardware needs uninterrupted power supply. However, for SMEs who run

44



their own datacenter, cloud offers a better platform as they can outsource data and application
to a cloud datacenter which eliminate the need for electricity for running datacenters and

cooling equipments.

The third major barrier for adopting cloud related technologies is the international
connectivity. Logistics in India is not very effective and has its own challenges. The main
reasons behind this are poor quality infrastructure, too many parties involved, regulatory
issues and low levels of technology adoption (Loginext 2016). Data center risks are another
factor which affects the cloud adoption of SMEs in India. Some of the major data center risks
are server failure, network connection failures, undetected smoke, ineffective employee

monitoring and management and external hackers.

The last and important factor which affects cloud adoption is privacy and government
regulatory issues relating to cloud adoption. India currently does not have a separate
legislation to govern data protection or privacy related issues. However, amendments are
made in the Information Technology (IT) act of 2000 to deal with issues relating to data
protection and privacy. With regards to cloud computing, this is a major issue as when
deciding to adopt cloud computing, SMEs adopt a new business model of migrating data to a
third party datacenter thereby loosing full control over data. There are currently no
regulations to safeguard businesses. Cloud service providers or users can be taken to court in
case of security breaches. However, India does not have express judiciary and it can take
years for SMEs to get due compensation. Moreover, the penalties for any breaches are in the
range of 200,000 INR to a maximum of 500,000 INR (between £2000-5000 approximately)
which may be insignificant amounts when compared to the damage caused to a business due

to a security breach (Bajwa 2003).
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2.8 Existing literature relevant to cloud adoption among SMEs:
Since 2009, several research works have been carried in both academia and

businesses focusing on cloud migration for the SME sector. Initial studies were focused on
identifying the perception, benefits and risks of cloud adoption within organisations. A
review of the existing literature reveals several empirical studies which have examined the
factors that affect cloud adoption within organisation. Recent research studies have moved
towards developing a decision model for cloud adoption. In this section, a critical review of
the existing literature is presented. The main aim of this section is to identify what is already
known and also to identify the methodology adopted in other similar researches. Existing
research literature on cloud adoption is discussed in the following four sub-sections: Factors
that affect cloud adoption, Benefits and risks of cloud adoption, Organisational readiness for
cloud environment and decision support.

2.8.1 Factors that affect cloud adoption:

A number of studies have been carried out to identify the factors that influence cloud
adoption within organisations (Low, Chen and Wu 2011, Feuerlicht and Margaris 2012,
Alshamaila and Papagiannidis 2013, Makena 2013, Mohlameane and Ruxwana 2014,
Awason (2014), Gangawar, Date and Ramaswamy 2015). These studies have employed
different theories of technology adoption at organisation level. Technology acceptance model
(TAM), Diffusion of Innovation (DOI) and Technology, Organistion and Environment (TOE)
Framework are some of the theories used to study factors that affect cloud adoption at
organisation level. Low, Chen and Wu (2011) implemented a questionnaire based survey to
understand the determinants of cloud adoption at larger firms in Taiwan. Their study was
based on TOE framework and since 2011 many researches have adopted similar methodology
to investigate SME sector in different countries. Low, Chen and Wu (2011) revealed relative
advantage, top management support, firm size, competitor and trading partner pressure will

have a significant effect on the adoption of cloud computing in organisations. Alshamaila and
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Papagiannids (2013) used a similar TOE approach and adopted a qualitative approach
focusing on SMEs in North East of England. In addition to the factors identified by Low,
Chen and Wu (2011), they have explained uncertainty of the new technology, innovativeness
of the individual business, prior-experience, and market scope as the factors that affect cloud
adoption. There are similar other studies focusing on enterprises in Portugal, Germany and
Saudi Arabia which have employed either DOI or TOE to understand the factors that affect
cloud adoption (Stieninger and Nedbal 2014, Neves et al. 2011 and Alkhater, Wills and

Walters 2014).

One particular trend that emerges is that studies focusing SMEs from developing
economies like Nigeria, South Africa, India, Vietnam and Ghana (Abubaker 2016, Adam
2014, Rath et al. 2012, Makena 2013, Mohlameane and Ruxwana 2014) have identified
issues like Broadband availability, high bandwidth costs, low awareness of the benefits of the
technology and lack of expertise as major factors that affect cloud adoption. In developed
countries, SMEs are more agile and can readily react and adopt new technology due to
availability of relevant infrastructure. Therefore, it is clear from these studies that cloud
adoption brings both organisational and technological change to an organisation. The factors
clearly depend on the environment as we can see they can differ based on the geographical

location of the SME.

There are several other empirical studies which have investigated the factors that
affect cloud adoption through questionnaire surveys or interviews. In these studies,
questionnaire or interview questions did not adopt any methodology similar to previously
mentioned studies. The result of these studies shows that the data collected have focused on
one particular factor. For example, result of the study by targeted at SMEs in Latvia by

(Budniks and Didenko 2014) only shows a positive trend in cloud adoption and does not

47



highlight any influencing factors. Therefore, determinants of cloud adoption can be better
understood if one of the theories of technology adoption is employed.
2.8.2 Benefits and risks of cloud adoption:

In general, SMEs have limited IT budget and expertise when compared to larger
enterprises (Alshamaila and Papagiannidis 2013). Therefore, SMEs face several issues and
risks while adopting a new technology innovation. Though a successful cloud adoption can
result is various benefits to the organisation, there are several risks involved in cloud
migration. According to (Chao et al. 2014), the main factor that restricts the growth of cloud
adoption is the risks associated with the adoption. The degree of risk associated with the
cloud adoption depends on the type of deployment and service model adopted. As a result,
the type of risks varies for each and every adoption. For existing IT infrastructure, a potential
cloud adoption introduces technical risks like compatibility, interoperability and portability,
reliability and performance related issues. Some legacy application may need to be
redesigned or redeveloped to make them compatible to a cloud environment. This will
increase the total cost of migration (Khajeh-Hosseini 2013). Several individual studies have
discussed the cost and risk analysis of cloud adoption for each cloud service delivery models.
Some of the examples are (Khajeh-Hosseini et al., 2011; Yam et al., 2011; Johnson & Qu,
2012; Khajeh-Hosseini et al., 2012; Martens and Teuteberg, 2012; Azeemi et al., 2013;
Madria and Sen, 2015). Some studies have highlighted the mitigation approaches for each
risk factor. The mitigation approaches for each risk factor.

2.8.3 Organisational readiness for cloud:

Evaluating organisational readiness to move to the cloud environment is another
important research area. Khajeh-Hosseini (2011) proposed a cloud adoption toolkit which
supports cloud adoption decisions. The framework included stakeholder impact analysis and

technology suitability analysis. Through a flow of steps and answering questions from seven
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technical areas, decision makers can identify the suitability of the cloud environment for their
business. The limitation of this framework is that it focused on a particular cloud service
model (laaS). Alemeve and Getahun (2015) have proposed a theoretical framework based on
DOI, TOE and TAM. Their framework can only be used to understand the factors that affect
cloud adoption. Perhaps, the most interseting study relating to cloud suitability assessment is
by Colicchio, Giovanoli and Gatziu (2015). They have proposed a cloud suitability
assessment for SMEs in Switzerland focusing on ECM and collaboration software. It is a
questionnaire based tool which identifies the suitability of cloud based on questions at 9
criteria's. Based on the result, the suitability of the cloud environment is suggested to the
user. This framework is limited to ECM and collaboration software. However, through
investigation of the factors that affect cloud adoption, this framework can be extended for any
cloud service model. From cloud providers perspective to attract businesses to purchase their
product, big cloud providers like CISCO, IBM, Microsoft and Oracle have developed their
own framework to access organisational readiness for cloud environment.

2.8.4 Background on DSS:

In Academia, research efforts in designing a framework to support cloud adoption
started in 2009. Decision framework by (Klems et al. 2009) is one of the early attempts for
designing a decision framework for cloud migration. Their cost based decision framework
can be used to determine the benefits of cloud computing infrastructure instead of a
traditional IT infrastructure and decisions can be made based on cost analysis of using
services offered by the cloud. However, the cost involved in the actual migration was not
investigated in this study. In Academia, since 2013 there are several studies carried out to
develop models, frameworks and tools to support cloud migration. Decision makers want to

know, where to start and how to plan a successful migration to fully leverage the benefits of
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cloud computing. This is the major driver for research towards developing a decision model

for cloud adoption.

Kundra (2012) designed a decision framework for U.S federal agencies planning to
adopt cloud environment. The Federal cloud computing framework according to Kundra
(2012) involves three stages: Select Provision and Manage. Kundra (2012) has designed this
framework from a federal agencies point of view on how to plan a successful migration. The
essential factors that are needed to be addressed are listed as guidelines and these can be used
by any organisation to evaluate if their existing IT system is ready for cloud deployment. It is
clear that in this model it is assumed that adapting to a cloud infrastructure is cost effective
and the IT infrastructure in U.S can support the technology. The major drawback of this
framework is that it cannot be applied to SMEs regardless of the geographical location as cost
benefits are very important for SMEs. The infrastructure in place in Tamil Nadu may not
support cloud services as penetration of broadband services in rural areas are very less and
internet access are available only through 3G and 4G services. The cost of high bandwidth

will be an important factor in such circumstances.

Beserra et al. (2012) have proposed cloudstep, a migration strategy to support
deployment of legacy applications to a cloud environment. Their step by step decision
support framework is based on the technical issues faced by the organisations during the
actual migration process. Cloudstep does not cover the whole migration process and can only

be used by software developers to complete the migration successfully.

Decision support tools by Khajeh-Hosseini (2013) was one of the publicly available
DSS to support system deployment to a public cloud designed and developed by Khajeh-
Hosseini (2013) as part of a PhD study. The DSS developed by Khajeh-Hosseini (2013) was

available until recently when it was bought by rightscale. Through the DSS, decision maker
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can estimate the cost of deploying applications on a public cloud infrastructure. Framework
by Song, Leyman and Vasilos (2013) aimed to improve the DSS by Khajeh-Hosseini (2013)
by recognising that there are different payment plans available in the pay per use model to
provide same service, which means a particular provider might have two or three different
charges for the same type of service. Their study aims to rank the services offered by cloud
provider in ranking order based on the requirement of the user and the cost of the service. A
decision maker can identify the cheapest available cloud service provider according to the
requirement of the business by following one of the two models. All of the frameworks

mentioned above covers only the technical or economical aspect of the migration.

To cover the whole process of implementing cloud computing within organisations,
Multi-Criteria Decision Making (MCDM) or Multi-Attribute Decision Making (MADM)
approaches can be followed. Cloud migration decisions are inherently complex since they are
influenced by multiple, possibly conflicting factors, such as cost, performance, security and
legal concerns. Several researchers have presented their framework based on this concept.
MADM for cloud adoption by Saripalli and Pingalli (2011) is one of the early frameworks
which used MADM to support cloud adoption decisions. Framework by Saripalli and Pingalli
(2011) is a theoretical framework and they have shown the working of the framework for two
scenarios of cloud adoption. The MCDM framework by Menzel et al. (2011) allows
organizations to create evaluation methods that help to determine what infrastructure best
suits their needs by evaluating and ranking infrastructure alternatives using multiple criteria
derived from a comprehensive criteria catalogue. Whaiduzzaman (2014) proposed a
framework based on MCDM method for cloud service selection. The disadvantage of this
framework is that a working implementation is not shown. However, their work can be used

to better understand the different MCDM and MADM available to support decision making
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problems. Several other researchers have also implemented MADM and MCDM methods to

support cloud adoption decisions.

Cloud adoption decision tool by Bildosola et al. (2015) is a questionnaire based tool
to suggest a suitable SaaS provider. This tool is targeted for SME population in Spain and
based on this tool; SMEs can generate their own road map to implement cloud computing
solution in their company. The cloud service provider offered is based on the perception,
ratings and experience of previous users of the tool. (Buyya et al. 2013) have proposed a tool

to provide ranking of cloud providers based of Analytical Hierarchy Process (AHP).

The different frameworks discussed in this section cover different stages of the cloud
migration process. However, there are no DSS available which covers the whole migration
process starting from completing a cloud suitability assessment to identifying a suitable cloud
provider. From reviewing the different frameworks, the following features are identified as

essential for a cloud migration decision support system.

e A user friendly interface which allows the decision maker to navigate the system.

e Existence of a knowledge base which contains information about the CSPs and their
service offerings, risks and benefits of each particular type of cloud adoption.

e Ability to complete a cloud suitability assessment for different SME profiles (based
on organisation type, size and their requirement).

e Provide decision support for different alternatives considering the relevant attributes.

e Ability to provide a ranking of services offered by different CSPs by considering
factors like suitability, reliability, compatibility, geographical location of the data

center and security.
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2.8.5 Existing literature focusing on Indian SMEs:
In this section, literature on cloud adoption in India is review. The use of cloud

computing by Indian businesses has been explored by several studies since 2010 (Rath et al.
2011, Gangawar, Date and Ramaswamy 2015 and Vidhyalakhsmi and Kumar 2016).
According to Kshetri (2012), if institutional and economic factors are improved, cloud
computing can serve as an important catalyst in driving the economic development of India.
Lack of suitable rules to handle cloud computing requirements, jurisdiction of cloud
contracts, lack of data protection related regulations for global CSPs and lack of industry
bodies for cloud computing are some of the institutional factors that affect cloud adoption in
India (Bhat 2013). In addition to institutional factors, issues like security, broadband
availability, and relevant software products for India market are some of the issues that
government and CSP should improve to increase the level of cloud adoption among
businesses in India (Bhat 2013). In 2013, India was ranked 1% for number of cloud based
security breaches in the Asia Pacific region (Asperey 2013). A number of studies have
investigated the different security and risks involved in cloud adoption (Subhashini and
Kavitha 2011) (Bhat 2013). These studies have only discussed the different issues and have
not discussed how service delivery and deployment should be selected to avoid these issues.
To support cloud migration, (Rashmi, Mehfuz and Sahoo 2012) have proposed a five phased
model based on the waterfall model of the software development life cycle. This is a
theoretical framework and can only be used to understand the different stages of cloud
migration. (Gangwar, Date and Ramasamy 2015) implemented a framework based on TAM-
TOE model to determine the determinants of cloud adoption among enterprises in India.
Since the study was based on data collected from large enterprises, linking the findings of the

study to SMEs may not be appropriate.

53



Salesforce started their India operations in 2005 and since then, many global CSPs
have opened their cloud service opera