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ABSTRACT

This article aims to present a social media-based system that coordinates the responses of the
authoritiesinalargecrisis.Thearticleperformsextensivereviewofliteratureinordertoidentify
decisionmakingapproachesincrisissituationsandthedifferentfactorsthataffecttheseapproaches.
ItalsopresentstheATHENACrisisManagementsystemwhichisbasedonaplatformthatmakes
combineduseofdataminingalgorithmsforthepurposeofanalysinglargeamountsofdatareceived
throughtheSocialMediaduringandafteralargecrisis.Anumberofconclusionsaredrawnonthe
identificationofdifferenttypesoffactorsthatimpactlargecrisisdecisionmaking.
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INTRoDUCTIoN

Theseverityoftheconsequencesofalargecrisis(e.g.earthquake,flooding,terroristactions)requires
athoroughandwell-designedcrisismanagementanddecision-makingprocess.Inmanyoccasionsin
thepast,badhandlingofacrisisresultedtoadditionalproblems.Crisestendtobecharacterizedby
stressesanddemands.Specifically,crisesarecharacterizedbyhighimpacteventsandchoicesboth
inpoliticalandethicallevel.Crisesinvolvesituationswherenational,organizational,andpersonal
valuesareindoubt.Furthermore,possiblebadhandlingofacrisissituationcanprofoundlyimpact
politicalperceptionsandchoicesforyearsordecadestocome.Acrisisischaracterisedbythefollowing
factors:athreattobasicvalues,urgencyanduncertainty(Stern,2003).Risk,uncertaintyandcollective
stressneedtobeintegratedtoabroaderunderstandingofhowgovernmentsanddecisionmakers
respondtocrisissituations.PearsonandClair(1998)suggestambiguityandurgencyarethetwomain
characteristicsofacrisisandtheyaffectthewayleaderstakedecisions.Also,responseuncertainty
andtimepressurecharacteriseacrisis(Billings,Milburn&Schaalman,1980).

During a large crisis, such as the11th ofSeptember, thepressureon crisis decisionmakers
wasextremelyhighandtheintensityontakingdecisionsduringsuchtimeswasunimaginable.The
decisionsmadeduringsuchacrisishadtobeinstantandasmuchasaccurateaspossible.Planesin
theairwereadvisedtolandtotheclosestairportwhilesubwaytrainsstoppedandasaresultanumber
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between3000and5000livesweresaved(AssociatedPress,2001).Tensofthousandsofpeoplewere
evacuatedfromthetargetedbuildingsandfromthoseinclosevicinity.TheWTCtragedyresultedin
thedeathofnearly3000people,therelocationof1000firmsandputover100,000outofwork(Bram
etal.,2002;NewYorkMetropolitanTransportationCouncil,2002).Inthesecircumstances,leaders
withcrisismanagementandleadershiptalentsareveryhighlyvalued(Hymowitz,2001)asalarge
amountofinformationassociatedwiththecrisismaybeinaccurateorsimplyunavailable.Decisions
alsoneedtobemadeconsideringthedifferentfactors,constraintsandconsequences.

Crisisdecisionmakingmustbeaverycarefullydesignedprocessanditssignificanceisshown
bytheamountofresearchrealisedtoimproveit.JanisandMann(1977)havepresentedanumber
ofcriteriathatneedtobefollowedinorderfordecisionmakingduringacrisistobeefficient.The
firstofthesecriteriaistheidentificationoftheobjectivesthatneedtobeachievedbythedecision(s)
takenandthespecificationofthemajorrequirementsofasuccessfulchoice.Thesecondcriterion
isthegenerationofacomprehensivelistofalternativeswhilethethirdcriterionisthewidesearch
oftherelevantinformationwithwhichthequalityofthealternativescanbedetermined.Thefourth
criterionistheaccurateelaborationofinformationrelevanttotheassessmentofthealternativesand
thefifthcriterionisthere-evaluationoftheadvantagesanddisadvantagesofthealternatives.During
alargecrisis,suchas09/11,acrisisdecisionmakerhastofaceanumberoffactors,bothcognitive
andemotional(Kleinmuntz,1990)butalsoanumberofexternalparameters,bothinorganisational
andenvironmentallevel.

There are different types of crises and different decision-making processes. Also, different
factorsaffecttheseprocesses.SnowdenandBoone(2007)suggestthatanewformofleadership
andmanagementshouldbeformedandbebasedoncomplexityscience.Thereasonforthisisthat
circumstanceschangeandastheybecomemorecomplex,anysimplificationscanfail.Asaresult,
goodleadershipisanotaone-size-fits-allproposition.Complexityismoreawayofthinkingrather
thananewwayforworkingwithmathematicalmodels.Forthispurpose,theCynefinframeworkhas
beendevelopedandthisframeworkallowscrisisleaderstoseethingsfromdifferentperspectives,
analysecomplexinformationandaddressreal-worldproblems.Theframeworkusesdifferentdomains
andeachofthemrequiresdifferentactions.Simpleandcomplicatedcontextsassumethatthereis
orderandrightdecisionscanbebasedonfacts.Complexandchaoticcontextsareunordered,and
anydecisionmakingisbasedonemergingpatterns.Thefifthcontext(disorder)ischaracterisedby
cacophony.Inthiscase,thesituationmustbebrokendownintodifferentsegmentsandassigneach
ofthemtooneofthefourothercontexts(Snowden&Boone,2007).

Overall,crisismanagementisaveryimportantfunctionofleadershipinpublic,private,andnon-
profitorganizations.Itisverychallengingeventoorganizationsusedtofast-pacedoperations,such
asfirstresponders(Stern,2014).Successfulcrisismanagementdoesnotconsideronlythedifferent
factorsthatdirectlyaffectthecrisisdecisionmakersbutalsotheaudienceofthecrisisdecisionmakers,
inthecaseofacrisis,thisaudiencearethecitizens.Especiallynowadayswiththecontinuoususe
oftheSocialMedia,crisiscommunicationhastakenanotherform.Specifically,morefactorshave
directimpactonthiscommunication.ThiscanbeshowninFigure1.

Thispaperfocusesontheidentificationofthefactorsthataffectlargecrisisdecisionmakingand
theimpactthesefactorshaveonthewaycrisisdecisionmakersmakedecisions.Thepaperprovides
a reviewof themaincrisisdecisionmakingmodelsandof the factors thataffectcrisisdecision
makingandthattheliteraturehassofaridentified.Conclusionsaredrawnaboutthesignificanceof
identifyingofsuchfactorsand

LITERATURE REVIEw

In emergency situations, decision making requires non-traditional approaches and tools that are
characterisedbynon-hierarchicalstructureandflexibility.Thedynamicnatureofcrisesimposesthe
examinationofinter-sectorandinter-agencycollaboration.Anexampleofsuchcollaborationisthe
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EMAC(EmergencyManagementAssistanceCompact’s)frameworkforthesharingofresourcesduring
andaftercrisesbetweenstates.EMACisamutualaidagreementthataimstoestablishpartnerships
betweenstatesduringlargedisasters.Theagreementrequiresthecollaborationbetweenstatesfirst
inthedecision-makinglevel(Kapucu&Garayev,2011).

Thefactorsthataffectdecisionmakingincrisisemergenciesarethecomplexitythatarisesfromthe
severityofthesituationandtheinvolvementofseveralorganisationsinresponseoperations(Bigley&
Roberts,2001),uncertaintycausedbylimitedinformationinrelationtothecrisissituation(Cosgrave,
1996;Driskell&Salas,1991);timepressurethatresultsfromurgencytomakeimmediatedecisions
(Buchanan&O’Connell,2006;Danielsson&Ohlsson,1999;Lin&Su,1998);stresscausedbythe
severityofthecrisissituation(Paton,2003);riskthatneedstobetakeninordertodecideoncritical
issues(Buchanan&O’Connell,2006)andpreviousexperience(Flin,2001;Moynihan,2008).Tools
andtechniquesthatimprovedecisionmakingincrisisemergencies,training,decisionsupportsystems
andsimulationsaresuggestedastechniquesthatenablethebuildingoforganizationalcapabilities
andindividualprofessionalskills.

KapucuandGarayev(2011)presentanumberofdecision-makingmodelsthatvarybasedonthe
factorsthatareincludedinthemodel.Thisvariationcanbeexpressedastwodifferentcontinuums.
The first continuum is the analytic-heuristic one which is based on data analysis and technical
information(Smith&Dowell,2000)andthesecondoneisbasedonheuristicjudgementwhichisthe
consequenceofpreviousexperience.KapucuandGarayev(2011)mentionanumberofparameters
related to the system, theenvironment, theactors, and thecapacity in termsof Informationand
CommunicationTools(ICTs)andtheexperienceaselementsofacognitiveandoperationalbasethat
leadstocollaborativedecisionmaking.ThesefactorscanbeseeninFigure2.

Figure 1. Social Media-based Crisis Communication (Adapted from: Austin et al., 2012)



International Journal of Strategic Information Technology and Applications
Volume 8 • Issue 2 • April-June 2017

14

Theneedforanefficientwayofcrisisdecisionmakingismoreimmediatenowadayswiththe
complexitythatresultsfromtheuseofadvancedtechnology.Forexample,thepowergridhasbecome
socomplexandthiscomplexitycanresulttomajorproblemsforitsenergyconsumers.Onthe4thof
November2006,thecruiseshipNorwegianPerlwasmakingitswayontheGermanriverEmstothe
NorthSea,thusrequiringashutdownofa380KVpowerlineacrosstheriverforsafetyreasons.This
shutdownaffected15millionhouseholdsacrossEurope(Lechneretal.,2016).Parsonsetal.(2016)
underlinethesignificanceofresiliencetowardsdisasters.Resilienceisatheoryforunderstanding
thenon-equilibrialdynamicsofsocial-ecologicalsystemswithemphasistotheadaptabilityofsocial
actorsinrelationtosystemdynamicsofwhichnaturalhazardsarepart(Gunderson&Holling,2002).
Resiliencecanbeusedasabasisforthedevelopmentofefficientcrisisdecisionmakingtechniques.

Cutter et al. (2003) developed the Social Vulnerability Index (SoVI) in order to study the
vulnerabilitytovariousenvironmentalhazardsinUScounties.Therewasanextractionof42variables
thatarerelatedtowealth,age,race,ethnicity,housingandinfrastructurecharacteristics.Morefactors
wereaddedtoproduceanoverallSoVIscoreandwerearrayedspatiallytodepictthevulnerabilityof
UScountiesthroughtime.TheSoVihasbeenusedforthedevelopmentofintegratedmulti-hazard
mapping(Tateetal.,2010).TheDisasterResilienceofPlacemodel(Cutteretal.,2008)describes
disasterresilienceastheconnectionbetweensocial,builtandnaturalenvironments’conditionsand
theabilityofacommunitytoabsorbhazardimpacts.ThemodelwastestedforFloridacountiesand
anoverallcommunityresiliencescorewasproduced(Cutteretal.,2010).

TheMOVEapproachtodisastervulnerabilityassessmentwasdevelopedinEuropeandincludes
agenericframeworkforintegratedvulnerabilityassessment,stepsforconductingsuchassessment
andatoolboxforassessmentmethodsthatincludesindicatorsforvulnerability(Birkmannetal.,
2013,EuropeanCommission,2011).Indicatorsarespecifictoeachvulnerabilityassessmentandthey
alsoincludeotherfactors,suchassocialfragility,economicdisruption,institutionalarrangement,
environmentalstatusanddemographics(EuropeanCommission,2011).TheIDB-IDEAprogramme
isaholisticsystemofindicatorsthatmeasureresilienceofdifferentcountries.Thesystemincludes
theDisasterDeficitIndex,theLocalDisasterIndex,theRiskManagementIndexandthePrevalent
VulnerabilityIndex(Cardona&Carreño,2013).Thelatterindexassessesvulnerabilityconditions
throughthemeasurementofthesocio-economicfragilityandthelackofsocialresilienceespecially
acrosscountriesinCentralandSouthAmerica(Cardona,2005).

Figure 2. Factors that affect Collaborative Decision Making [Adapted from: Kapucu & Garayev, 2011]
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Knowledgeisimportantduringcrisissituations,howeverthereisadeficitthatresultsbythe
assumptionthatscientificknowledgeistheonlycredibleknowledge.Thisassumptionhowevermay
overcomethefactthatscientificknowledgemaybeembeddedtolargersystemsofpowerandcultural
dynamics(Spiekermannetal.,2015).Therearemulti-dimensionalchallengesinthedevelopmentof
scientificknowledgearounddisastermanagementandtheirapplicationforriskmitigation.Inthis
case,thereareissuesrelatedtopureresearchandimplementation,suchasinstitutionalpracticesand
literacy,butalsoissuesrelatedtothecoordinationofmultiplescientificpractices.Theprediction
andmanagementofahazardinvolvesthestudyofthathazard’soccurrenceandbehaviour(Neale
&Weir,2015).

AsshowninFigure3,inhazardresearch,thereisignoranceoftheinstitutionalandconstitutional
constraintsandalsoinfrequentinvestigationofresilienceandadaptivecapacitiesandriskeducationis
seldomhighlighted(Kuhlickeetal.,2011).Deficitsalsoexistinrelationtopracticalapplicationsof
conceptualthinkinginvulnerabilityassessment,thesystemicunderlyingofvulnerabilitycausesandthe
assessmentofsubstantialcostsforimplementingvulnerabilityreduction(Newton&Weichselgartner,
2014).Thereistheneedforintegrationbetweenmulti-scaledisasterrisk-reductionandappropriate
decision-makingprocessesintoaholisticconcept.Inscientificresearch,theissueofassessingand
communicatinganyuncertaintymustbeexamined.Inrelationtothepolicydomain,attentionshould
beprovidedtovulnerability,risk-andclimate-relatedissuesaswellastothegovernancestructures

Figure 3. Needs and Suggestion for Science, Policy and Practice (Adapted from: Spiekermann et al., 2015)
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ofdecisions.Bothdomainsshouldprovidearenaswhereknowledgecanbecombined,thusproviding
interfacesamongscientistsandstakeholderstopromotefeedbackandcommunicationverification
(Spiekermannetal.,2015).

Sayeghetal.(2004)presentaconceptualmodelofdecision-makingundercrisisinwhichemotions
playanimportantrole.Emotionsdonotonlycontributetogoodmanagerialdecisionmakingbut
theyarealsoanessentialelementoftheintuitivedecisionprocessesusedincrises.Thepresented
modelproposesthemechanismsbehindintuitivedecisionmakingthroughtheemphasisoftherole
ofemotion.Inaddition,itattemptstobeacomprehensivemodelofdecision-makingduringcrisis
situations.Figure4showsanumberofcomponentsthatparticipateintheintuitivedecisionmaking.
The model shows the primary relationships among these components for the purpose of future
conceptualdevelopment(Sayeghetal.,2004).

THE ATHENA PLATFoRM: CRISIS DECISIoN MAKING IN PRACTICE

TheATHENAPlatformisaCrisisCommunicationandManagementSystemthatenablesthepublic
toparticipateinanethicalwayintheprocessofemergencycommunicationinordertocontribute
tothesecurityofthecitizensincrisissituationsandforSearchandRescueOperations.ATHENA
makesuseofsocialmedia(e.g.Facebook,Twitter)andhigh-techmobiledevicestoefficientlyand
effectivelycollect,analyseanddisseminatecrisisinformation.ThemajorelementsoftheATHENA
PlatformaretheATHENACrisisMobileApp,theATHENACrisisCommand&ControlIntelligence
Dashboard(CCCID),theATHENALogicCloud,andtheATHENACrisisInformationProcessing
Centre(CIPC).

TheATHENACommandControl& IntelligenceDashboard (CCCID) is characterisedby a
numberoffunctionalities,suchasthereal-timemonitoringofcrisissituationsthroughfilteredsocial
mediaandthegeo-locationofcrisisincidentsandtheidentificationofkeylocationsformedicalaid
(Figure5).

TheCrisisMobileisawebserviceforcrisisrespondersandcitizens.ItincludestheATHENA
CitizenReporter‘Point&Shoot’systemandtheCrisisMobileReceivingTools.TheATHENACrisis
InformationProcessingCentre(CIPC)includestheacquisitionandpre-processingtoolsaswellasthe
aggregationandanalysistools.Thefirstsetoftoolsincludesasocialmediascanner,acitizenreport
streamingandrecordingcentre,aspeechrecognitionsystem,afiltersystemandacrisistaxonomy

Figure 4. Intuitive Decision-Making Components (Adapted from: Sayegh et al., 2004)
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system.Thesecondsetoftoolsincludesaclassification/clearancesystem,aFormal-ConceptAnalysis
(FCA)system,adatafusionsystem,acredibilityscoringsystemandaSentimentAnalysistool.Figure
6showstheATHENACrisisInterface.

The ATHENA CIPC allows the real-time acquisition of audio-visual messages from crisis-
dedicated social media. Crisis taxonomies and Twitter hashtags are used for the filtering of the

Figure 5. ATHENA CCCID Dashboard

Figure 6. ATHENA Crisis Interface
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collectedinformation.TextminingintheformofdatafusionandFormalConceptAnalysis(FCA)
isusedfordataanalysis.

ThedifferentelementsandhowtheyinteractwitheachotherareshowninFigure7.
AccordingtoFigure7,citizenscanpostlivephotos,videosorsoundusingtheCrisisMobile

CitizenReporter‘Point&Shoot’system.ThepostedmessagesaretransferredtotheATHENACIPC
CitizenReportStreaming/RecordingCentre.Ifthereisavailablebandwidth,themessageswillbe
transferredtotheATHENACCCID.Ifthereisnotavailablebandwidth,thenthemessagesarestored
inATHENACloudandifgeo-located,theyarethendisplayedtotheATHENACCCIDCrisisMap
and/ortotheATHENACCCIDCrisisSummaryandQueryTools.WhenthecitizensusetheCrisis
MobileSendingToolsTaxonomised/CMLCrisisInformationTool,theycansendtext-basedmessages
usingacrisistaxonomyand/orCrisisManagementLanguage(CML)selection/menusystem.The
messageistransferredtotheATHENACIPCandsincetheyaretextmessages,theywillbefiltered
usingNatural-LanguageProcessing.ThefilteredmessagesarethenanalysedbytheATHENACIPC
Aggregation&AnalysisTools forcredibilityscoringandsentimentanalysispurposes.After the
filtering,themessagesarestoredintheATHENACloud.Themessagesarethendisplayedinthe
ATHENACCCIDMobileCommunicationsCentre.Thepolice/LEAs/Firstresponderscanusethe
CMLbuttontosendmessagestotheCrisisMobileReceivingToolsCrisisAlerts.Furthermore,they
canusetheCrisisHeadlinesToolinordertopopulateandmanagetheCrisisHeadlinesDisplay.

Figure 7. ATHENA Platform Elements and their interconnections
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CoMPUTATIoNAL TooLS FoR CoLLECTING AND EVALUATING 
HUMAN RESPoNSE IN THE ATHENA PLATFoRM

TheATHENAPlatformischaracterisedbyanumberofservicesthataffectthewaycrisisdecision
makingisrealised.ExamplesaretheuseofSocialMedia,SentimentAnalysisandConceptExtraction.
Theseservicesarepresentedindetailbelow.

Map-Based Interfaces
Map-basedinterfacesareusedforthedisplayofcrisis-relatedinformation.Theseinterfacesinclude
aPC-versionforCommandandControlandaMobileversionforthepublicandFirstResponders.
Themaincharacteristicofmap-basedinterfacesisthe‘map-pins’thatareassociatedwithspecific
crisisinformation.Thereisautomaticaggregationofanyinformationconcerningthesameevenso
thatinformationoverloadisavoided.

Crisis Information Acquisition Tools
ATHENAusesanumberoftoolstoacquirecrisisinformation.Theacquisitionofcrisisinformation
canbedistinguishedtodatareceptionandposting.DatapostingtoolsincludetheATHENACitizen
Reporter‘Point&Shoot’systemwhichisusedtostreamliveaudio-visualmaterialtotheATHENA
CrisisInformationProcessingCentre.GPSandtemporalinformationwillbeincludedinthedata
stream.ACrisisTaxonomyand/orCrisisManagementLanguage(CML)areusedinorderforthe
usertosendreportsorrequestsforhelp.

TheATHENALifeSupportSystemprovidesemergencymessaginginthecasewhenlandlines
andcellcommunicationsaredisabled.Iflandlinesoremergencynumbersaredisabled,thecell/
Internet-enabledcommunicationswillallowgeo-located,time-stampedrequestsforhelptobesent
fromcitizenstotheCCCIDMobileCommunicationsCentre.

DatareceptiontoolsincludethemobileversionoftheATHENACrisisMap.CrisisAlertsare
alsousedfortheacquisitionofinformationbycitizensfromtheCCCIDMobileCommunications
Centre.Thesealerts includedifferentCMLmessages,warnings, and instructionsbasedonuser,
locationandarea.TheCrisisHeadlinesDisplayisacontinuousmoving-bannerdisplayofcurrent
crisisnewsandprogressinformation.TherearealsolinkstoATHENA-dedicatedCrisisSocialMedia
(Facebook,Twitter).

Sentiment Analysis
SentimentAnalysisusesautomatedprocessestoanalysereal-timedigitalcontentinordertoanalyse
the emotional meaning of the authors. These processes provide a detailed break-down of texts
basedonwhichvisualizationsarecreatedandtheoverallexpressedsentimentinthetargettextis
clarified.ATHENAoffersasuiteofcredibilityassessmentorscoringtools.Sentimentanalysisis
realisedthrougharule-basedmodelwhichissimilartothemodelusedincategorisation.Anumber
ofsentiment-relatedtermsarespecifiedrepresentingeitherpositiveornegativesentimentandthey
arecombinedwithBooleanrules.

Crawling and Processing Data from Social Media
InATHENA,thetwomainsourcesofSocialMediadataareTwitterandFacebook.Twitterisoneof
thekeysourcesofdataduringacrisis.Thetypeofdataincludedinatweetarethetext,theimage,
thevideo,thelinksanditshashtags.TwittercrisisdataareextractedthroughtheTwitterSearchAPI.
ThisAPIfocusesonreturningasubsetofthetweetsthatmatchaparticularqueryandalargenumber
ofmetadataassociatedwithaspecifictweet.Thesemetadataincludespatialandtemporalinformation
butalsothenumberofretweets,thenumberoffavouritesandalistofhashtags.Twitterallowsusers
toconstructmorecomplexqueriesinordertoextractmorespecificinformation.
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TheATHENAPlatformusesareal-timesocialmediascanningsystemthatisbasedoncrisis
taxonomiesandcrisishash-tagsyntaxesinordertodetectandacquireinformationfromthesocial
media. The scanner collects citizen contributions from ATHENA crisis-dedicated social media.
Photographs,videoandaudiorecordingsarecollectedalongwithtext-basedinformation.Thecollected
informationisfedintotheCIPCFilterSysteminorderforanynoisetoberemoved.

Concept and Contextual Extraction
Conceptandcontextualextractionistheprocessofidentifyingfeaturesincludedinadocument.These
maybekeywords,sentenceconstructsorevenrelationshipsbetweenthesefeaturesasdefinedby
Booleanrules.ConceptExtractionistheprocessofidentifyingrelationshipsamongterms.Concept
ExtractionisveryusefulforSocialMediadatabecauseofthewidevarietyoftermsandspellingsthat
canrefertothesameentity.Thereductionoftheseentitiestoasingletermstreamlinesdataanalysis.
Contextualextractionisasimilarprocesstoconceptextraction.Therulecompositionandthedata
extractedaremorecomplexinstructureandtheyarecalled‘facts’.The‘facts’aretheoutcomeof
thediscoveryoftherelationshipbetweentwoconcepts.

Content Categorization
Categorisationistheprocessofanalysingandcategorisingthecontentofadocumentbasedonaseries
ofpre-definedrules.InATHENA,therecanbeassignmentofthesamedocumenttomanydifferent
categoriesifitscontentmatchesnumerous,differentcategories.TheSASContentCategorization
Studiooffersfunctionalitiesforautomaticrulegeneration,rulewritingandstatisticalcategorisation.
Apre-definedtaxonomyofdocumentsmustbeimportedintoSAS.

Formal Concept Analysis (FCA)
FormalConceptAnalysis(FCA)isadatatechnologythatisusedforthevisualanalysisoflarge-scale
data.Specifically,FCAisaconceptualclusteringmethodwhichsimultaneouslyclustersobjectsand
theirdescription.Furthermore,itcomputesefficientlyassociationrules.ThecentralnotionofFCA
istheConceptLattice.Thisnotionisbasedonconceptsandconceptualhierarchies.FCAisbasedon
theidentificationofbinaryrelationshipsbetweenobjectsandattributesindicatingwhichobjecthas
whichattribute.Conceptualrelationshipsarethenpresentedfordatamatriceswhichassignattribute
valuestoeachofthegivenobjects.Finally,amathematicalmodelforconceptualknowledgesystems
isdeveloped.Thismodelallowsustostudymathematicallyconceptualknowledge(Wille,1992).
AsetoffreelyavailableFCAtoolscanbeused.ThesearethecontextcreatorFcaBedrockandthe
conceptminerInClose(Andrews&Orphanides,2010).

Credibility Scoring
CredibilityscoringisusedinATHENAforvalidatingorrejectingincomingreportsfromusers.The
credibilityassessmentpartoftheATHENACIPCusesthedecisionsmadebyATHENAoperators
in relation to thevalidityornon-validityofcrisisdatacoming fromvarious sources (e.g. social
media,theATHENAMobileApp).Twomachinelearningclassificationalgorithms,decisiontrees
andlogisticregression,areusedtoprovideclassificationofnewreport.Thetwomostsignificant
examplesofdecisiontreelearningalgorithmsareID3andC4.5.Logisticregressionisastatistical
processinwhichdataarefittedtoalogisticalcurveinorderfortheprobabilityoftheoccurrenceof
aneventtobepredicted.Logisticregressionusesanumberofvariablesaspredictorswhichcanbe
categoricalornumerical.
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TESTING oF THE ATHENA PLATFoRM

TheATHENAPlatformwastestedthreetimesinthreedifferentlocationsatdifferentconsecutive
times.Eachexerciseaimedtotestingtheprogressofthedevelopmentofthedifferentfunctionalities
oftheATHENAPlatformunderdifferentcrisissituations.ThefirstexercisewasrealizedinIzmir,
Turkeyanditincludedanumberofphases,suchasthefamiliarisationphase,thedeploymentofthe
systemtovariouslocationsaroundIzmir,thesendingandreceivingofmessagesandthecollection
offeedback.Duringtheexercise,theparticipantswereinstructedtodospecificoperations,suchas
openingreportsassociatedwithaspecificlocationbyclickingonthepinlocatedatitandidentify
locationsofparticulardanger.The secondexercise tookplace inLjubljana,Sloveniaand itwas
focusedonanaturaldisasterscenario.ThisexerciseincorporatedtheuseoftheATHENALogic
Cloud(alsoknownasDecentralisedIntelligenceProcessingFramework).Thefirstexercisefollowed
amorestructuredapproachwhilethesecondexerciseprovidedtheuserswithmoreautonomyso
thatclear identificationofuserneeds isachieved.ThefinalATHENAprototypetestingexercise
tookplaceatWestYorkshirePolice’sCarrGatetrainingcomplexinWakefield,UnitedKingdom.
Thefocusofthefinalexercisewastotesttheperformanceofthesystemoverallandtoestablish
howwellitmettherequirementsofthedifferentsetsofusers.Thefinalexerciseischaracterisedby
thelargevarietyofscenariosincomparisontotheothertwoexercisesthatcoverthesimulationof
publicincidentsthatincludeweapons,abusattack,apotentialterroristincidentandthecaseofan
‘atrisk’vulnerableperson.

Theusersintheexercisesaresplitintotwocategories:CitizenUsersandTrustedUsers.The
TrustedUsercategorywasfurtherbrokendownintoTier1TrustedUserswhichincludefirstresponders
andotherprofessionalsandTier2TrustedUserswhichincludeutilitycontrollers,officialvolunteers,
andcrediblecommunityvoices.ThereisalsotheCCCIDControllerwhosendsandreceivesmessages
viatheATHENAdashboardsystem.

InordertocomprehendhowthedifferentfunctionalitiesoftheATHENAPlatformclarifythe
differentfactorsthataffectcrisisdecisionmaking,thefunctionalitiesofcrisisdatacategorisation
andsentimentanalysisarepresented.DataenterstheCIPCfromtheATHENACCCIDorviathe
ATHENACCCIDfromtheATHENAMobileApporviatheSASInformationRetrievalStudio(IRS)
and/orsocialmediacrawlers.AcomponentcalledOSINTStoreisusedbytheCIPCanditisused
forthecapturing,themaintenanceandtheprocessingofcrisisdocuments(Figure8).

AscrisisreportscomeintotheATHENACCCID,theyaretransformedintoaspecificformatsuch
asXMLandJSON.Thisprocessresultsinfederateddocuments.Afterthefederation,categorisation
occurs.Inthiscase,multiplecategoriesfromthecrisistaxonomyareimplementedandtheoutput
fromthisstageisusedtofilternon-crisis-relevantdocuments.Ifadocumentdoesnotmatchanycrisis,
itmaynotbecrisis-relevant.Furthercontextinrelationtothecrisisdocumentsisachievedthrough

Figure 8. ATHENA Crisis Report Processing
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entityextractionwhichisrealisedagainstthecrisisentitytaxonomy.Theseentitiesarenecessaryin
ordertoimprovetheaggregationofinformationcollectedbythecrisisdocuments.Sentimentanalysis
isthenperformedinordertoacquirestructuredviewpointsonthesentimentdisplayedinthereport
towardsvariousentities.

TheATHENAMobileAppisusedforthecollectionofcrisisdata.Thesearethepublicuser
reports,thetrustedusertier-2reportsthatincludereportsfromutilitiescontrollers,officialvolunteers,
andprofessionalsfromlocalresilienceforumsandotheridentifiedcrediblecommunityvoices,andthe
trustedusertier-1reportsthatincludereportsfromfirstrespondersandfromtheoperational,tactical
andstrategiccommandofthePolice.DatafromtheATHENAMobileAppincludemetadatasuch
asReporttext,ReportImage,Reportvideo,Reportaudio,Reportgeo-location,Reporttag,Report
timestampandUserType.

Afteracrisisreporthasbeensubmitted,itisthestoredontheATHENAMobileAppback-end
server.TheATHENACCCIDregularlypollsthisserverfornewandupdatedreports.WithintheCIPC,
theSASIRSpipelineisresponsibleforcontentcategorisation.Entitiesaredetectedandclassified
hierarchicallysothatacrisistaxonomyisdeveloped.Eachcategoryinthecrisistaxonomyispreceded
bythetext‘Top/TypesofCrisis’.Thisallowsdetectedcategoriestoberepresentedinatreestructure
providingbothhigh-levelandmorespecialisedcategories.Forexample,inalargecrisis,SASIRS
candetectthefollowingcategories:top/typesofcrisis/fireandtop/typesofcrisis/transport/crash/
crash-vehicle/crash-car.Thesecategoriesarethennormalizedintokey-valueattributes.

ThebodyofeachcrisisdocumentintheATHENACIPCpipelineissubjecttosentimentanalysis.
TheprocessisrealizedusingtheSASSentimentAnalysisStudioandtheInformationRetrievalStudio
(IRS)plug-in.ThereisdevelopmentofmodelsintheSentimentAnalysisStudioandthenuploadingof
themtotheIRS.IntheATHENAPlatform,sentimentisdividedintotwocategories–overallsentiment
andproduct/featuresentiment.Overallsentimentclassifiesthesentimentofawholedocumentwhile
product/featuresentimentclassifiessentimenttowardsspecificentitiesandtheirattributes.Sentiment
analysisisrealisedviaarule-basedmodelwhichissimilartothatusedinthecategorisationprocedure.
Anumberofsentiment-relatedtermsarespecified,andtheyrepresenteitherpositiveornegative
sentiments.ThesearecombinedwithBooleanrulesinordertoevaluatesentiment.Inadditionto
outputtingapositive/negative/neutral/unclassifiedsentimenttag,thesentimentvaluecanbeacquired
invariousscalesfrom0to100where0isnegativeand100ispositive.TheATHENAconfiguration
forSASSentimentAnalysisStudiocurrentlydefinesascaleon-10to10,whereanythingbetween
-2and+2isneutral.Figure9showsthecaseofacrisisreportinwhichtherearenegativereferences
fortheFireServiceandpositiveforthepoliceandtheATHENAMobileApp.

OncethereporthasbeenfederatedintotheATHENACIPCprocessingpipeline,itwillthenbe
subjectedtocategorisation,entityextraction,sentimentanalysisandformalconceptanalysis.Once

Figure 9. Crisis Reports for the Fire Service, Police and ATHENA
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finished,theupdateddatawillbepolledbytheATHENACCCIDwhichwillparsethesentiment
value(ifany)andupdatethereport.

FromFigure10,itcanbeshownthattheoverallsentimenthasanegativevalue.

IDENTIFIED FACToRS THAT AFFECT ATHENA CRISIS DECISIoN-MAKING

SituationalawarenessisoneofthefactorsthatdefinetheefficiencyoftheATHENAPlatformfor
crisismanagementoperations.Situationalawarenessisrelatedtotheperceptionofelementswithin
a volume of time and space. Most importantly, situational awareness considers the individual’s
socialandcognitivestateofcomprehendingwhatishappeningduringacrisis.It is importantto
understandtheconnectionofsituationalawarenesswithcommandandcontroloperationsasitallows
thecomprehensionoftheconditionsthatcharacterizeanevent(Viewegetal.,2010).Factorsthat
definesituationalawarenessareperception,comprehension,projectionandtemporaldynamicsof
anevent.Situationalawarenesscontributestocrisissense-making.Inadequatecrisissense-making
resultstoover-,under-ormis-estimationsofemergingthreats(Weick,1988).

Thetestingscenariosandthephaseswithinitrepresentthevariousstagesofacrisiseventand
incorporate the stress, panic, fear and uncertainty of a large crisis. Stress affects individual and
collective informationprocessing.Specifically,underheavystress, individuals focusonlyon the
short term,narrowanddeepentheirspanofattention,andareproneto irritability.Furthermore,
stressaffectstheabilitytorecallnecessaryinformationanddistractstheattentionofdecisionmakers
fromcriticaltasks.Crisissituationsarecharacterisedbyintensenegativeemotions,mostfrequently
associatedwithanxiety,suchasfearandpanic.Emotionsoflowerarousal,suchassadnessorguilt,
canalsocharacteriseacrisissituation(Bovey&Hede,2001).MaitlisandSonenshein(2010)argue
thatpositiveemotionscanalsobefeltduringcrisissituations.Theseemotionsareusefulinincreasing
resilienceagainstacrisis.

The ATHENA Platform is built in such a way so that situational awareness is achieved.
Furthermore,thestructureofthesystemanditsfunctionalitiescancontributetowardsreassuranceand
potentiallypositiveemotion.Thisisachievedthroughasuccessfulcrisiscommunicationbetweenthe
publicandanumberofcrisisexperts.Theseexpertsachievecollaborativecrisisknowledgeproduction
throughtheuseofinstitutionalstructures.Also,itallowstoclarifycrisisinformationthroughthe
useofspecificadvanceddataminingalgorithmsthatconsiderpublicemotionduringalargecrisis.
ATHENA uses filtering options that allow the identification and categorisation of crisis events.
Furthermore,theATHENAplatformreducestheamountofcitizens’anxietyduringacrisisthrough
theprovisionofadirectlinktotheemergencyresponseteams.Thisresultstotheincrementofthe
public’ssafetyandthedevelopmentofpositiveemotion.AsCameronetal.(2012)argue,emergency

Figure 10. ATHENA Sentiment Values
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coordinatorsneedasetoftoolscapableofmanagingtheSocialMediainordertoaddressanumber
ofneedssuchasthesummarisationofcrisismessageshavingawarenessofaggregatedcontent,the
classificationofhigh-valuemessagesduringacrisisincident,thepro-activeidentificationofincidents
andtheforensicanalysisofcrisisincidentsbyanalysingsocialmediacontent.Theseareneedsthat
areaddressedbytheATHENAPlatform.

CoNCLUSIoN

Decisionmakingisamulti-factorialprocessandespeciallyforlargecrises,itisconsideredavery
sensitivesequenceofsteps.Crisesaredynamicsituationsandtheexactidentificationofthefactors
thataffectcrisisdecisionmakingisverysubtle.Crisissense-makingisdifficult-especiallywhen
crisisstresscanimpedeanindividual’scognition.Emergencymanagersalsohaveorganisationaland
socialconstraintstocontendwith,suchaspolicymakingandinstitutionalcomplexityconstraints.
Thecollectionandanalysisofcrisis-relateddataisverysignificantfortheresolutionoflargecrisis
situations.TheATHENAPlatformischaracterisedbythecombineduseofadvanceddataalgorithms
miningwithcrisis-dedicatedsocialmediasothathiddencrisis-relateddatapatternsareidentified.
Theimportanceofsuchasystemisthatitprovidesthenecessarypro-activenesstotheauthorities
inthehandlingoflargecrises.Thesystemcreatesasenseofcommunityamongcitizensasitallows
online collaboration with the police and Law Enforcement Agencies (LEAs). Furthermore, the
systemischaracterisedbyflexibilityinthehandlingofdataminingalgorithmsandtheuseoflarge
amountsofcrisisdata.Thisflexibilityallowsthesystemtooperateunderdifferentcrisissituations
asitconsidersavarietyofdifferentfactorsthatchangedynamically.

SocialMediacontributesignificantlyintheresolutionofproblemscausedduringandaftera
largecrisisastheyareabletoprovidelargeamountsofcrisis-relateddatainaverysmallamountof
time.TheATHENAPlatformharnessesthepowerofSocialMediathroughtheuseofcrisis-dedicated
SocialMediapages.Theanalysisofthedataprovidedbythecitizensdefinestheflowofinformation
withinthesystemandbetweenthesystemanditsenvironment.Theidentificationofdifferentfactors
thataffectcrisisdecisionmakingandaredirectlyconnectedtotheprogressofacrisiswillleadto
identificationofsimilaritiesamongdifferenttypesofcrisesandthiscanresulttoadevelopmentof
policiesfortheresolutionofsimilarcrisesthattakeplaceindifferentareas.Overall,theidentification
ofthedifferentfactorsthatcharacteriseacrisisandoftheirdegreeoftheirimpactintheprogressof
thecrisisallowsthedevelopmentofasetofclassifiedandclusteredcrisisbigdatathatcanindicate
thedifferentalternativestothecrisisdecisionmakerandquantifytheirconsequences.
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